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©.8.5. Ea% f&eIE (Input Device)
v.8.2. wEx7b fergat (Output Device)
v.8.9. &riIPR fEega (Processing Device)
v.8.8. G fEe2d (Memory Device)
v.8.8.5. IR 1 &4 G
v.8.8.2. CLFSIN A1 SFETIR TN
v.8.8.9. I (eI (Cache Memory)
v.8.¢. I T fTeT feers

FTOR FFL G
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qo.  @®ifR o= (Programming Language)
Q.9.5. (T-ces o (Low-level Language)
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q0.9. SES eRTAGT o (Object Oriented
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System)
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v.8.  =EemER® (Hyper links)
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©0.3.¢. T w123[ (Dark Fiber)
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(Partial Dispense) € F=-fesicaiwm (Non-
dispense)

s.0.¢. B Fp#eE (Capture of Money)

300, TR & IFTS (0

.04, IC FHR (Card Capture) @R 26 I
(Hot Card)

Sob, bUT/aRaT T T GFIEN @R
RIIEEE)

.95, Abay/FERas @ ="

«fbgw/Premay wiferifs e efssm (ATM/CRM

Fraud and remedy)

».8.. JIC fafer fEei2 (Card-Reading Device)

»8.2. IEHPR fGerzs (Card-Trapping
Device)
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©. TR0 JF | TERG N 2

fohews BifsRT (POS Terminal)

8. e« Biffaer Fre

8.3. e Bifsface swfdfe @i €3
8.9.  fHeq e

8.8. ey f[Feiq Fier Fa?

8.¢. e it

8.y, e @ goRe 8 efeFH

(TG FTE, (@FTH FC, FIC & ¢ FC GeRIfe
€y, JCET @
¢x. dbaw ¢ fPregd FffEE I FwE ART©
Gifftamte
€¢R.>. TR S WIAR (Issuer & Acquirer)
€._.R. FF-IFT U (0N-uUs transaction)
€., IH-90 (off-us) 1 TG S=-=FT (Not on-us)
ETAT
¢.2.8. fRTNG S=-9137 (Remote on-us) E=eas
e¢R.¢. T @ &F (Interchange fee)
€Y. W I (Merchant Commission)
€A, 39ufS (EMV) @3k 5% 1€ (Chip Card)
ey, =G Freftr (Liability Shifting)
€25, B = (Charge Back)
€.o. TS (IATTD SR
€9, WEBREFS (Mastercard)
¢.0.2. &1 (VISA)
€8. (TFEH IC IV (AF A
€.8.. (TRE P T 4! (A WA T (FICHRT
R 207
€82 (TG JITC T I (AF WT T
(FTCLIT =T 2T

R

8.0, «buy @IFARR (F  WCITW T
(FTEYT/ TP TRT T &)

¢88. Mepr R (@F WEE T
(TS /FCLRT FHS 2T7)

¢.¢. IS &
¢.¢.>. 25T (Plastic)
¢.¢.2. WG B (Magnetic Strip) 8 SIEter!
% (Micro Chip)
€.¢.9. TRF IS ARG
(Personalization)
¢.v. ¢ wifrifs (Card Fraud)
€.v.y>. IEOERFs (Counterfiet)
¢.v.0. P afrifs (PIN Fraud)
¢.v.8. IC-o-(arers (Card-not-Present)
ca.  IC wifRITS efswr e
€Aas. T TAFECE T I
€AX. TP T ST
€.Q.9. JCYRIET FOF P
¢.a.8. efesrs e (Technological Solutions)
€.9.8.. P JCTEFOR-G fRepra Tl
€.a.8.8. IC @G (Card Restriction)
¢.4.8.9. FIFEIRS *Mresad TEo G
¢.4.8.8. e f@romife (Improved Cryptography)
¢.4.8.¢. T9NS (EMV)
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q.2.5. (SRRG =G (Debit Alert)



q.9.
q.¢.
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GGG FTfFR FSIF ST FCE?

PTINGR @I ST TRfe-« farorar
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b,
b.R.

b9,
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-3 (E-commerce)

EORED (T (DS
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THRCAD (IS (56T PSS FTET A2
GG (6T &I AAiTeT

AR TR TR oe 8 AfeE

X-FART G (ARIZE FIRAIBRE AP (MFS)

9.
SR,
5.9,

GI-FART Pr?
GI-FAC &fozmT
CTRIES fReapifemaeT AfSEPT (MFS)
5.0,  (TRIE Fyifere JMSERT (MFS) 2
5.9, GIGTEGT (MFS) TG
$.9.2.5. TS GR NG T
5.9.2.2. e e
5.9.2.9, 378+ (Cash-in)
$.9.3.8. F7=-=1%5 (Cash-out)
5.9.8.¢. SIS (TS
(Merchant Payment)
ORI g
(Fund Transfer)

EACKALN
5.90.R.4.
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do.
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5.0.49. TREAN-PIGAGT  (SMS) ITT  TEGHPAE

(USSD)
le LG INEE]
0.8 «erd AR ferm
0.3 ITErD FR/R B I (IR0 @
5.9 JRECHCH TS ARR-GF oA ~Affgfe
5.8 AT eGSR WCweT
.6 «UErs FRRRE s *rwarE
30.€.> UED/AR-qTEHIE &+ (@9 Awe
0.y JRETATH TS AR AT
5.9 QIS5 SCLCECs ETA e
Sob  GUET WGGEG (AF ET IR AIFT G
EeR G (BB &[T fafeErs)
0.5  TErD FRFET S EIferR ef=ifemia
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500 TG ARM-GF HIIETE

34 (701 (Call Center)
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FOIG CTOIC QMR @i

FOIF CTOIER e Tome

9.¢.5. TUIRTS O G (SRfe=R)
0.e.R. TR 3= fgRese (uhife)
3.¢.0. FTHR GRIT 2w (Fvw)
3.¢.8 T @ PIoT

3.¢.¢. BT (ITerD [ FATOIREH)
.¢.9. I ARFINE SH0F (FHeL)
T CTOR/FBIE CTOI FISIT ST FA?
T CTOR/FBIT CTOIR AR AFECen
T CTOR/FBIT CTOIET FRFACHAT 4
.Y, YR BTATT FEG
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S g T AR & TR
5. (B (Telex)
SR, 2T (SWIFT)

5.2, 3T Jh?

3.2._. I3TT Gifs

9R.9,

3R.8.

NR.E.
R,

R4,

SR.9. FIFG AW

SR8, (T AIFO I TS FA?

SR.2.¢. H2FG « frorer

S.2.Y. 3T FOIF TS FA?

52.2.9. FZHCHT T FI?

SR, JRECACH JIEFRIET &P

RACH SCOICICS fFHaIfER 216 (BACH)

52.9.3. JRFACH ACBITAET (5F AR FIoT
(BACPS)

3.9.2, IRATH TERGE TE FETER  (FHSAHD
(BEFTN)

GG (NPSB)

IR (RTGS)

f5oRT (CHIPS)

@S (FEDWIRE)

e & : w2l SRS, mar HeeR, w2 s uiwecr s,
FBIEE , QETETTT R e e

d.

18frfS ferorer (ICT Security)

o9,
SR
2.9,
°.8.

PR qARIeFol S (Business Continuty Threats)
srepear 2 (Internal Threats)

18 e ASERT (MFS) 7ifFe s
«fbqar/freqs/2-Fw/¢ e e

585  «fbay fFfr (ATM Skimming)

>.8.2. e &k (POS Skimming)

».8.9. «fbuy wrweifty (ATM Jackpotting)

»8.8. E-f wiferifs (e-commerce fraud)

oY

[

s.¢. S JIfF (External Risks)/ = g3 (Cyber
Threats)
s.¢5. fERGRTET feme w9 7f$s (DDOS)
3., WNSHF (Ransomware)
5.0, TEeTR (Malware)
b, T R Sqire = geed (Hacking and
Unauthorized Transfer of Money)
4.  (&FEH FICEA (B6T g7 w41 (Stealing of Credit Card
Data)
sv.  f@eB1 @ = (Crypto Currency Threats)
s, I TS F FACS TA?
&9 fa=reier (Cyber Security)
wgfifs 3 =gt (ICT Risk Management)
fRfer B¢ @R @fReE  (Security  Standards  and
Regulations)
IRACH (FUR TR a9 AFMS SHHE JRF @R S
2SR & N2 fF=orer e M (205¢)
€. IR S GARGTFNZ-GF cfermae
€. WP e G
eR.S. Ol 8 mifg
ey SRR SIS, W ¢ safe
€R.9  CHACTHT
€8 SGBAN = PIEHN N
el.¢ AP o BB FRrw
eRY BTG AR
exAa e eeTe ¢ effrr
ey A I IO TE
co. SRR I e
e.oy =PI IR e
e.0.x GG e FEnEe
¢.0.90 SRR 3 afsfeamr
¢8.  S2HIT MST (efrer AaeTT
¢8> &S @M (Change Management)
€.8.3. o gMI (Incident Management)
€.8.9 I g (Problem Management)
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€.Y.

€ .A.

¢.b.

€.>.

c.c.

€.yo.

bR

¢.8.8 wIel g (Capacity Management)
SR fRI-Ier A=
€.€.> W g9 (Asset Management)
€. (THGA/HD fCorR fazme
e.c.o fRexdef faz@e (BYOD Controls)
¢.c8 IMSF el fzae
¢.e.¢ (5T CFOIR fozge

€.¢.€.> FITATS e

¢.¢.¢.3 e e

€.€.¢.0. SN ity
€.c.Y. OR/FBEAF T/ fozge
€.¢A. @O WATTEr TG
€.¢.br. FTTRCAL SHICIPT WICTECNT
¢.e.5. N [IAGIAT

. o Syt e

€0y, JITFIAR SHICFT JAGAT
€Y., AAPTSHE I
PR (AR 9 T AR G0
€Ay, TP gRRIRSel Afawgar ()
€A, 7Er fFEaR AR (o)
€.4.9. (O A IR TF&F GG
SO P SR G (GS 90
ev.> SRR ey YA
e.b.x. PEvY SfeezeR o (od WEva
Cb.9. IT-ZTH FHHGWE (CrSANTT
SRS (EfTelR Biite (ADC) W=r=rer qragri=r
¢5.y  abaN/Preds @EFma
e.5  THRED FRRR
€59 (AT IS
€58 (NI feayiiome FiSwE
G QWIRT G
€505 SIGHAIR
¢.>0.% SR @ pfe

ffTeR-fUeags | fFesaqass 93 T2GAE Y9000

o

L.

Y.R.

LR,

Y.,

Fifrenz-fewsiga (PCI-DSS)

vyy PN e Jie

vy.R.,  fAfENR eyt mfbfe

.Y, ARTEIE fGGaas FIATT @FTost
vy.8. PPER feYsTa-aa erEaeT
vy.€.  TARTEIE fGGaTasT FIATT 0o Q@R

441 aass (BS7799)

.2, 9T qass Ji?

L., T qans-9F 2o

b.2.9. AT qaps ITT AREAES daass

L.2.8. JCF QI HCS 2AA?

L. RPT qass: oE-y: PSR (e,
SROSES 8 FCHET

LR.ES. (TITNEH-d: PfFeRG “ffy

LRER.  (TTWET-3: HFeRT SweEre T

L.2.CO.  (TTERF-9: FWE @ffFem W
e

L.2.€.8. (TINIT-8: ACAET HFCRT

LR.C.C.  (TNET-¢: FEFE 8 yTeRETE
bkl

LREY.,  (TTNET-Y: @ECEE G TATTT
IS

L.3.¢A. (TTNRA-9: YA fozger

LREY. (TTNEA-b: PGB (CTSHTD |
T

L.2.ES. (CTERN-b: IR YRRIEFe!
BISEEI

v.2.€.50. (TITIET-Yo: FAAH
a7 qaps: HA6-2: SR (ISMS) @
TSR
Y.y TS/ ererE eferr
(Compliance/Certification Process)
b.2.0.2 ARGIGHG (ISMS) Fr?
I29RE 29003 (I1SO 27001)
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v, BTG (ISMS) IRAC AT
0., WIEAS 3900) GF 385 (TITNIT FF Fr?
L.©.9. FBEAS 3900% @ FAMG f7FT ATR?
.98, RGNS 39003 ATIRS FTCS JI (QR?

q. QRECAC R TS

..

a.R.

M3 =g (Cyber Law)

4.3, JNZIR SAZT 2

3., IR AR cElfereae

4.5.9. EIR ARG A

w1gfAfG =g (ICT Act)

9.3, B

9.8, SRR WEF-200 G AET TR
92,9, SAHTS

1.2.8. o qRP=

TECT-2: TS o Brvw, wfeflie arie nifiee e g Sy

g
S. & TR FEEN
sy, foaf @3 EIEECTS BIGST
2. obfTe (53 it afewr
9.  MICR (WHAGF 2T FAK I [aifee)
>8. (3 Gt (Cheque truncation)
s.¢.  RTGS (fczet 513% &% Goe1ess)
5%,  BACH (IR SIosos iR 7o)
S0, JIRECHH SOCALE  (5F  AEIPR - PIEoT
(BACPS)
0.3, IR IERGEE TG GETR  (F0SAP
(BEFTN)
2. wfsfae i S
2. TR (ERP) FH0EIR

.55  ERP 5T iy
5. GG ERP FELSIIT IFCACHD /NGB

yo

0

2.5.9 @36 ERP PIC30TT SIS
:.5.8. TR PIbeE HRer @ Soyfer
d.¢. e TR ARbeE:
2.3.€.5. WiaPlaa @iaf gerEH (SAP
ERP)

0.¢.3. AT PiEme IR
(People Soft ERP)

Q2. Prer=as (CRM) TF0SIR

R

rarmaw Ji?

3R, FIACH CFPTIR

R.R.9.

2.2.2.5. GFRT T SO

2222, WHHR

2.R.2.9. ARS G € AT

2.3.3.8 fr#a (Analysis)

2.2.2.¢. IS/s=@A (Integrated/Collaborative)
PrRQT-93 &« AFOCIR

2.9. B (I3 AFo SR

R.9.).
R.9.R.
R.9.9,
R.9.8.

Q.9.¢.

R.9.€.R.

- 2

AT GOR©S

@3l TR PIEBER SAMI

EeieRT -3+ BBy

2.9.8.3. % &= (Sendmail)

2.9.8.3. 5T 12=1 (Qmail)

2.9.8.9. WRCFPTHE I LIS
(Microsoft Exchange Server)

2.9.8.8. GRSl (Lotus Domino)

ST ATerR =ZEIR

2.9.¢.5. gvE ASF (Exchange Server)

TIoRT Bfear (Lotus Domino)

2.8, wifbeIzarT web ey (Antivirus Software)

R.8..
R.8.R.

IFGSIRART AFH G 2

B2 fForg e a2

2.8.2.). WrFdfefed =esad (Signature
detection)

based



SN

2.8.3.2. IBFfefed =Mrewad (Behavior based
detection)
3.8.0, =M3@MAR (Licensing)
2.8.8. GRR SHIFGSIRANT (2N
B - SR 6 R

TETT-: Remeb, ham frar ak oRare egfefofes i

S.

FoF, IS S G
».5.  f#w6s (FinTech)
5% B3 (TechFin)
s PGS (RegTech)

@G faeBT 1l (Crypto Currency) @< 3 (539 &%
(Block Chain Technology)
S 33 (534 &3f& (Block Chain Technology)
2 Clifere feesBr it
2. & -
2.3.2. e FwiccsT (Satashi Nakamoto) &2
2.2.9. IrECACH fFCBI-PICE
.28, ForE Ger e
2.6, T b-FEhe Ieuw s[g
2.0,  fEEB-FIER IO Fe FE?
2.2.4. L
2b. GO fEfEE W™ (NDC) ~ffbfs
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‘AR €. | G T TF (AF TU ATCS G TS TS a7
TozAbE F GiEe 1 =7 | F GITS K0 N 1A IR - 9.¢
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©.¢ ‘T forza waor 2T 5.88 ANF G ¢.:¢ FH GIRCST TS
T WYo @ |

(o1 G2 SREET S0 T Gr2red 72 AT 207 T |

¢ 0% : @ ¢ &F § qR (C6I 8 AR FFA JI=F I
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IS SFF @M | (E0T G (@I MYFTS TC OrF T 4
T | CTF JIAE G FRACOE (B GRS AT (712 |
e oy wror T¢ 6% «eal I @FF 2eo &R FeeH, ¢oo
fefq zrefes Tonfn |

IS % : UM fowee ewest BT =7 =0 | e yers (ebr,
@R, AW, o, fofe Tenfr @@ I AW T 4R GF
FHTOR (ACF S FPICOICH (TO FAT T &) 920 = | (5
IS (2 wy O 2Tl I | Yo 2 RIS 41 AR 1 | qZTle a2
PfGeJreTce o7 O @ 41 I 1 | ¥R Fifeeties =1 =7 Fife-aw
(e wefer e | SFCETER e Fe Gk T (A w2y “ur
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Ty PIre GlRere Pt giRe | g Pife =g At «ecs,
AR FACO IR O @ FACS AR I | W2 P = =7
T2 B (Ffe-arefge) | Fie-arefgtrs sor Jur, Afcsy
G (@I AR & PGH IR A G0 (o1 I AT AP PG
ARGE I = | G Fie qaie Jerer ferwa Jeor I IR 8.4¢” |
@5 F1fEa Fe! Leo @ |

ITNE %

oI GIZ©

WIAHADBE G5 : YOS G = @ AT o, T S
SHRT R TS AR GFG FEE @IS | TS (G2 C &%
(RTF (BT VRS (BOT A7 FAF & I F41 =7 | o [fpe
A (@ FOFCCHT ST (F0E (TOT NS AT | TCTH (ACF WO H
BT TIDT TR IS JIFA T | FRF efea ar=ead @R
GBI (o TR | (5o G2© G5 o8, A GFfo (o[
(@3 IR I ICH IR A IS AT GR FICOER TG TFH
(T G0 NNAGP (BT (COT I FACO AR I |

I GRS : (711 YIS G (TOT GOIAe o, q (A0S a6 it
rFa (o0 W (=15, 58 2 f&f9, 8 &9, v &1 uae ey &« e
(TOT TRTH FACS AN | 518 215 1 AT FIACT QT TS (GFHR
a3 fTSaay | @6 (9 GReE @I TR FIH GIZOS I 2T,
I @S 9T S G TSI (BEFeRTE Hifvae IP7) FiTed
Y AT | FAFAC GBC FEATHIE TSGR (ST (GIFITAT T AR
T2 31 (TOT (NG (ACF/«Q B F1 T |

N3

&Y

©.8.8.9. T (TN (Cache Memory)

A aIR0e™ e ATIAR Gy FIFHRE I 4= IR 370t AT G(0
RO i Sy (Il <01 =% | e R o &9 @fiaam
T @ACS MIT—GRRe F qR AGE T | ot
TGP (TO0F JoF 4 & @A TS ™ TMRCEICS
137 (2fBeache TFG) ot grom a1 =30 |

v.8.¢. [y fTeizs
3970, oo W (NI FCOETEAE ACPRE FACO (IS
CSITENSE oM o185 0T | PIooN I, TMIF ({1 @I AT
MR TG T [TOIRR Twi=a |

&

Py 255 IVIFCRIG @ NG ZTAG
BT 3 : @b I @A TWREE, e, F fTw, Bt gree
@R AR AR TTE F R SR HRIE RIS AP, ©ICF HEoH
JH T | AP QoI PIEsT I3/ P28 01 | u3fo FIeos 39,
G5 qoT, G FAC YR @B TSR AT RS [TO2TH
GG GHT6 FEACHR I |

M @G : G TG A F I @ PEOT IR A TS AT
GFR IF 87T [foq 76 A0 IF 847 PIRS (A0PHE), I 8 W
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TP RIS AMF, O TME @ ¢ | IMRES [feq (ofio's
JECR, IR AT IS, Wow, 157, T gize, Hfe gize s &om
(P AR I RIS A | TMRCIANGT (TO6 FGR RG[ OF
IRCE A FoRArerd [{foy T Ie Ia IR 93 TorRs
(QTF 9 TSR0 (Th] € TIPS I8 I | U2 SOF PIoNCE 0T
0N <1 =7 |

NG M2NE FOFG : B AT AR TS 20 (18 I Al
FPATHIET S FCATACE AN FREAR I0F | T8 [ergeng
FICS (N, G5 2NSAF A28 TG RS FBRACADR FCIOE
(afT) ©RES dEes (feh) w9 s & (oft a7,
FEEIRR oy SRR &y RTHTSIE ARSI |

STPIET : 3TN S ey e s | TRfes = @S
agifes T@eiife a1 995 ~NA @ 74 = FHTOICH Gefa [Rgre
TERAR I, GO FATHRCE 2018 I 26T (A T I | TS
72 4T 20O AT— T2 2O IR 12 TG | SeeTige]
TTFAPT-g 7 QTR BIRY At a3k «ff MR e 37e = |
58 @b TeT2e TEMFHGT-93 G BIZT ¢-do GFS ATS | Tox
LFIIT TTHHGTR FRATERCE AT TLOR CHFIa I REAT (AT T
IACS AT, ST TR 2O, ToE, MR SO SR (T6T
Fhoa® ST (ACF TH FACO AT, IR O3 @AF 28I GT-GF TCLF
fmye (At [IGIECS 26 T G (P8 GIEFFE GIRT ARG &
|

(OITE CHRERER : 6 (OTE COIRENISR dF6 (oS
e, T T950 corTbrer oRosy Wity TRl TPmE a3
(SITTBLT SAFIHS ST (ATF FRATHRCE T FACS AN |

q. FCOIF AFo SR

AT GG @FRF, T e F& IO AT 1| IPTOR B
IAC GR THAELS IO GG FUCOR (AN LTI |
FRACORCE TS A9 °F, @30 [fee Fe omcas &ey Wne
@GR SES0 C6 ARG | G2 &R (@M SHcTesE

3

(44

FFTHR TRo R I Rfos | FEoR TeoeRE 12 o
17 T AT—PIEON TF0 ST A SHIFATET AFo S |

.. FBY TR
FTERTS Bl IO @ AFLSHR JIRT 4 R ©ts oy
LG 0T | S TL ST o R FToR Fveaa
a3 fTorns g T o @, o9 PIEoT TRoSa d-ieT
o o «fs SR SFEm 30 T TRt Tares RCS
AR | TSP R IR 16 30 | IEE PIEBT AR,
FATHR TCSI «IR SYIFATET FEH SR TR S I |
SACRIGR PO =0 PO ARC SR THIRR |

AR BIETIT Q2T o vo-aT WHITF (WRTHT FICHET &y
o A TR | sReICe WP, fTF sy oy (w),
BT W3 BErwiteE el ey Seiafte Fiesw toft s = | Wik
TEET WAGEPG @i w7 ¢ TIrew Sty Piosow
LAFSFEI | G0 NATADR PG FRFIfe! oy Sra w41 = —
FRTERS AT G IR TN T4 |
OGRS ST 5 SR TCLF @A 7 |
GG I T Q7o G FIEFF 47 |
YT (AIRTS G5 (@R = @3 «ft effemr w4 |
CF (A (@I =TT A1 TCCF (oI @71 G Tw effewr g
T

R ®opY

Q.3 IR oS

GFH FCOR P2 F@ G0 A2 FE T T JIZe
GG (RS SACEE AFCGWR 6T | SHRACTR, C b,
ST AR R GNP 916, G1EPR A1 3 afmmmaced o J9ze
T, @EGPT 3-2-9, (PTG (AT, AT, R GEFA o I CHCHE
RO & IR A &3 (@(50F2 @fSrad, TR0 GHARE,
@ (G GR FIAEH ST JIOERTT & HIRO TF; SAC0 T,
(TOTHE @z 2SCEEI 2-(IRS (bR @9 & J9TF FA =T,
ANSTRATT A2 T4 =W SAYHANT &5; o7 1o Sfegfanfae giie-
G T RO TF; PGP ARPRTS RTIReeR & I19%© 2F;
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(TOT o™ @R EOAER & SHICIRT, PIPeGE ASH IR
ST JITT T | G2 AT GRS [fey @i ot a3
R JfefeFens (i T & | IR/ Qe FET I €
IFET JAEE FEE | 2 FEAC, SR (FICET ATAPT S
FECGI T = |

@ @G e afevna ot WWE e o
SR TFHGRTR (ORI IR | QoTFICE I = S H-cwiies
(AR | SARREREA, (AT GF0 & I G @ aHo
JRCHT & O ARFE ETHAT (@TFC AR G GF0 (A o
FACS AT @I (TT, AT 5 8 ITHI GOorHd Ieo! [’ cofd
FACS A | GF6 FICI & RS (@l S+ I TS T
CF A TS (TS A, FIFel R[Sy ARCF &y Tenea s s
S A |

q.9. @MIfR S&T (Programming Language)

@A @D JRE IE GIFO (EGERE AR (@@ A G
wpifelte CHReS (@@ R = oS (@|ifR o[ e I@
@ifeET Afafereens [ie 97 o @life o[ o 3@ |
(AR @2 (R FIATTCTE (0GR G5 (STRE-A=F29T A
SIFRAEH-CRRRES (@A fTRTe Sitne 929 I | LRI [I2©
(el ST = T—

B/P++

ol

GO Ol

@R

CFRGE

R/ &/ fee-@ e /58w [P

e @

TG (G

Geyigtnta]

So. T / T / fore

R SEE foF &I O F41 T-—

S, -GS ot

yILerxopry

Yo

Yo

3. T2 Ol
©. SREE CRErDE Ol

9.9.3. GT-ET0e= o (Low-level Language)

T-CTCST STRIICE @ O, (@ FCOR (@R (IR (e
(IR I EHTSHTEE (@) 1 CTAF (FC FIRT I G 2 |
TS ol uft FeoR ol e sfde—f*a o ¢ st
O |

IR O : FRATHIER [P e /i, e FFesR
RN ERE & (R @e SR IR GR @HCTOCEE (FC
PIEE FAS | @2 IPACOR (AT @ v geEsRe
@R Frre G (@re =R 0 O I ST @ 1 27 |
@R O 4T TFo R THOR X IRIT = | @ I [WE
E@RNE @36 [WE o o @t T o[ 9RR FE
G (2T #Iee ©F «ft S FEEOTR SR IE 9 | 92 G0
FEATOR (AW ERI, AT @R ARRET T Y[R oA @GR
TPAC® | G PP[T TGN Gy, IFACoE (AT e
SRR TR Gy ST SR Cofil a1 =0 |

ST FHACEST ¢ YR SYHECE, AR GR EHTGCEET
TVIRRETRA, SYIRET e (RN G0 [{eae & =ime
FCo MK (SUB) I9=IF 364 | @ &= ST SRS il orane
B | G0 FAEDR PN, @6 (o, A1 @6 Z2-ETees ol
TR &y, MYFS ST Sl A= 41 27 |

9.9.3. T2-ET0oT O (High-level Language)

G RGO (WOHE O [IRE A o) Y[R
FIRFPE-AF | 97 Dot @ oEE A (@ fE
FTOR (R 6 RIS O] FLFTS G5 S A
CHbifes SPACER (@A Coff Fare IR B | oy RIB-CTCe
SR SWiRRe (M JC—

3. ¢R= (Common Business Oriented Language)

2. @R (Beginners All-Purpose Symbolic Instruction Code)
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©. TG (Formula Translator)
8. T1(C)
€. <P (Pascal)

9.9.9, SACES SRECHS T[S (Object Oriented Language)
SRCEG SREATEE LS T G G O, AT (@R (&P qar
(TOICP G0 SESF AN (@R (@Fes s gFae I A |
TGO @ (@R GC IR[E FIT I @O AR | CGTD
SRETTE TS IR FCH PO R (2T @RI (I 0 =
e SRETET @ik 9 edt | G ee-aq fAgERe fealt
By wie—

3. AfemafFes (Polymorphism)

AfeTRieey W@ (o SRree «F2 IO Togeld Aol 4 |
TARIITHA, T4 S& G5 R TS S_{GE, G0 FPA AN
TG R GG AT TAF ANGTE-(F FA T IS A2, O
2TOIF WS ef i wiaR | Ko bewm w61, FFF (I6 (I8
P, T NF TP W |

<. BFafR@= (Inheritance)

TeRIfSR W O/ WNend [ S[rages epifie 4 Tgo F49
FHAS! (AT | ATED NG (AP (O 513 W&, M NS
B (ARIBT AT G G fera oy Caf*iBre Apes s |

. SIIPE™E (Encapsulation)

QTN WG (ORERER & (B0 R R«
(TSIl & qR G625 2N [edve =1 2 (o
FRABYEICE 1 =T HOT G BEAECHIE SACGS I =7

SRS - SRRACTT SR Srede &= Pr R &l |

q.8. GIBICIT ITees s 96w (Database Management System)
a5 WU Srmeer @Ffo IR (e e @it o[ Ik=m
T | 92 AT GG IACHE (@TTy, 7% 2995 fE A A
IR TGO JARRIAE IEOR B (C61 B99F I | @2
SR FICER FIED SRS AIRIEE & A ARISIce Aforans
CoffT G RATA A R | S AR ARNSCS FCH

0

U

BT (THT IR &, (THIIPT T Bl 27 | A0 I 2T
GG IACOR (AN, A (CoT TIFT 4R 20 FaCe GI70
=7 | G TIBIRET, (TOT AR 8 FN NPT AT 2 | A1 N6 (Fimea
E—

/N | SHIRCD R SR W SFIGT I
S Syod S e €000.00

Q SyoR R T ©050.00

© C s0 T FEN | 3¢t .00

8 (O YoM 1A S 803%9.00

TR TWIRACT, (T TR0 G2 ST IO A J O G
G 9611 =2 | @S T 918 TG (BReT G0 @5 TG Cof T
(A | TOTPT IR 9T TS GRER =M =W T AR | TS
GREa M qR F S07 | T Swreae, 8% fa «r ofb Few
AR |

O TOHRER W oy [WE e S @, GRe
CoOR/FRTHAH /' R &+, GREET A @ Face aR G @0
AR AT/ HTST/ - (FCo | IR INGIENE (THI (GHAFH
ayrErcaer (fefewst) e (CoT Spifa=em™ia wfyreeaer (fusiaeT) <=1l =3 |

TGP SCaecs s PIeooy (fefasgs) =T s @t HEos
By (TO] NPT I A, T8 IJQFFENWE TN (CO (TG
ayEree (fefewst) war (ebT Spifaseemia =rreae (fCusiver) ems 36
TS HRCGR (TOT (12O [ R (COT Wife={teI 31 A |

&= (GRd Mo, TRaNe & (@RtSe G (@E[E G5 qA
fifoq TR WIFACTHT (™ IR THIERER W4 7% (o -
Gy AR I A | GG e FREe s (IEr @t e see
AT R (THE AATor, Tee! ¢ farrer oo w5 A1t |

fefaasast «fb IR & Y w1 | FIEH 8 @ETaeaaajee
CRITPT-9q @FC 41 & | &7, TR 3 @R PP AOR- @2
foqfs e FrHiFeE Iz [CRATGT |

@ TS G fefqamas sifaegar, e e e o=
e AP ©d (@O ey (o) = =1 aFes
fEfqa, flRamam ©or e R ers = 7R | I @i
FRC CIGICPT W =0T TR, OiRee fTRy-«3 wifg 2k ©iBIeteits
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B (T o i b T S G Y o G s [ I T T I B P
(TgRere Mt (<I0d) TIBTEeR Gt I @0 G e aiR o=y
G FEOR PIELTT AT | G I 2 CIGIEER SN (R |

b THRCAG R« TP A

.5, TBREG (Internet)
SR 20T RIS PO (0 SAFIET G5 gt Hiess
T @t @It @I JeeRR AR MR & BIee
SORCAG (@eoe=t 356 (Bf/en2f) = 763 | @it @heaRoT=a
GFo @DIF A AT (A A [go, A T o e,
ARES, GPOhT, FPIRE ¢ KR @B @ e, =
SERGS 8 FAGIE (DeRIR Y& FIRT IR A H AW
TG | THRG [foy O ALY ¢ AR I8 IR, @ @A
STILE 9 (WWW) 9T STRETEC JRARCGHG TREIT € RGNS
(T ST I S AR |

Gfrem, fiEfe, ey g GRfosmr @frem afsgaRr
QAT G THRCADT TG Tgn NPE G IR | TRIAMAG,
I8 R S JHe AFHACE SF LG 8 FHREF N0F A AR
e 2’ | THRCAG SISHOF AR, FHRCAD (TR 8 F(Es
(FOSIRRRCIR NG TR T @A Tl Q=T CO FCACR | I8
G2 WCHET 8 (=G IR TOEE T3 IS0 (FIPIOT
(TR |

SHRCAG FPT-RE-JPN 8 AT AT Ty e
TAAR (P SO I | TLREDLT GoAf@ dopvo-9T WiF
2I3TS5 IR TTAIRET (5557 AMEF AT TG G5 ==& @
FhoRTe IR ((DCAE  Affre TRCR | THEE AT
FIOEHEA TR G0 T WP A Cofia ©=fe, @
T TS AT G FGTS T2, T (o eqIR egfes
T @ R T SRR RS IR | Sddo-ad TR
AR T A G Tewifed @(Ges @ o Affenaieaces
T WY AT G IS 2l ¢F@ @7 TS IR SRS
905 | @9 AR TPRUTE WA Wds THRAs AfcE TR
AR |

°N

L8

efeTS IRART AT SHICIHT AR IR G TORCADT (AT
e e 1% fsl (Beart o= fers T feed ofF we |
(@@ FOREE qio &4 e, TTRED @TERe (IP) Suitg
G (BTN (T PIEST (DNS) @3 fFEel a1 =8 «3fo eeies
TRYA T IR AT ITRCAG I T S(PNRAC (307 S
TR (ICANN) SR T (2CEIRRGTR (IPV4 G3R IPV6) (&S GOBe
@ 03 ToREs fGRIRR 5rF @RT(IETF), I G0 SElosee
G, TR A @ (IS YENS THFOR TG VLT IS 20O AN |

b.}. CIEFCTIEeliE® (www)

TS ST GRR, FREFCH TIFOTFOTFE Al RDe «Ig ARerS
‘SR TN A AR TTRCAGT WG SHCTPT I ASTIE
FRAFOHEG AR G0 PO | U6 eRR Jees M, @6
N SR PIE (MATS AT ACS Ay, BN, fofbe «a Sy
NFEBRGAT AFCS AT IR AR FIRE I OIAF T ([’
FACO A | TS FRARCEHG FEBR LR TR I, RS
LTI @ FRATHR feamt sy BF IPf-f7, I8 e enrze
S FANGACET  2fOEF, Sobd AEE WE WA GG vk
orafee™, T SR ST SHIT S AT T | STD ST
G (TIO0) WL W GR NFPRFOT G0 77 A1 tofa a1
TR, A RS ARGYEICS TN OCAd Rl @R 9{5
S APCHT TS W I IR R (AT |

.9, YARGHG (Hypertext)

FRARMOHG TN GG FPACHR AT S 0TRGNP [GSIR0T )
A @RS (JZREF) T A0 @6 WeH 55 I FEHo
JACR MG AREE ST FAS AT | G 2T IS,
FRARGACDG (G, o G Sy TGP (G2 AFTS AT |
FRARGHG 2 GFH SRHEe (R, T SAE SART SRS
JIATACE T PR TS FC, T STRCAG O (I I &
e 8 AT T o = |
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8. AR (Hyperlink)

AR 2T G0 TG G G, A A AN TP
FACS “MCF, I G5 TRAFTONT SPRe T4 A | @A G T
T @36 TRE T T WHE Tamw o e 2EefEE
TPREAFE JIRTPENCE ARAROHG (@feeas a1 Jroe (Browse)
TS A 2T |

b.¢. S Jroens (Web Browser)

G GEF JICER A STRAL JIOEH T GG ST ST ©F
I  FEE, SUPIT R HABER G G0 ALK
A | Tfre IR ARNFST SIS GET SR SHICIPT
FAF Trwcey Cof T A, OC CTCT JTe© (0SATF A FIZT
EO FIZTENCS SRR ASRK B[ &M O SHICIPT FACOS JIXA
[ @TS A |

b, ST 7% (Web Page)
FG G Page I SRR7BT TN G35 R I OCUR TRYA , A S
2T SRR & TS R G0 SR JICEIER LT SHICFHA FT
I IR GG AWoF A1 (RIRA [TOEET eme 2re ANd | ¥ o
ARTS GEHHANGET AT HIZHGANGET FANE AT G TRARGHS
IET O A @ FPILEICS (U eve FS A |
SRR AR FACHE I IS, 1 AS[ (AP AP T4l
@ATCS AT | SRR AR 8y 6 JETS @BeqF @F «Hfo
FATEs ZGIEs (Intranet) STICHERT AN_a AFCS 2T, ==ET, Aft
T GAIRT S DI AP S 1T |

SRRCAGTE S O FI2e PIEOEE N0y TAF® BI0F
e = iy ey e Afde 2rs 2 (Fo71f6< sraaster) S
SR R AOR-AREG T i e 20o A1 (Tt
SRS |

b.q. THRCAG I CIfFTelfegeelid® (Internet vs WWW)

THRCTG IR GG GRC ST *o=T ARHR (A IFOR Y
QP AT TR IS T | T (FF, THRCAD R S ST ST
GF T | IDRED @6 g o @ 59y ot @

(O]

LY

PTG IR AFCCT AP T FEATHIET N TR W[
| RS, SRR A THRCGNGT WY @O 4
ARCTYERT g @ | @S T[T R IR T IS
TRPTYE AL G O IR G0 IRAX |

br.br. LEIEGT (URL)

sefaed et @S (URL) = @sfo Refaws  faot
TR (2TIEER) T e @ @ a3t e et @R
AN I qR G JFFaR TR Mo F? @G URL @7 00
Ao THIZRe 2T AT SART ST GG S B AT, @

http://www.dutchbanglabank.com.

b.5. B-(N& (e-mail)
BERGE (T, A AGETS 30N T 2-(2e Fol =, SV Al
STy FCOR (oSS TG SN AWT-eMTT & RS
GG A& | FTO, A TP GG IFACER (ACF O SCIRG
FITOICR (20 T 2T | GF T OOF PTG H(P P2 ITACY ST
YT 7O | [ AGCF ICE PIEBAE G360 EOR-GR-FERG
TEER ¢ fofe a1 3 ACR 9T a2 IE, FTERE I,
o @ IR IFA I | JIRAIEVE AT GFT TN
YPCO R F GR BY FHAS AT G RIS O [, AYRTS G5
B ASIER TOF0 ST AGCS [ A2 FACS N A0 T |
GG I ST 9o TAme e ofds, et e @3 I
I SR, AN RO IR | ST R e w2y R, AR WAy
TR, FAACE, (2CF 30T TP, GF A GFIHSF A G,
O o gy A BeaEm | 2er wifs-ffe fareg wyfe o
T2 FACS A |
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a) Cash withdrawal b) Balance Check c) Fud transfer d)

P Pay
DTS LRI b) Utility Bills
xi)  Which of the following is not an input device of a
1 Multiple Choice Questions (MCQ) computer?

vi)

vii)

i) Which computer was made of Vacuum tube?
a) IBM b) ENIAC c¢) NCR d) ABC

Which computer was made of Valve?
a) IBM b) ENIAC c¢)NCR d)ABC

What was the weight of ENIAC computer?
a)3tons b)30tons c¢)3kg d)30Kkg

The first computer in Bangladesh

-was installed in which year of

a) 1971 b) 1961 c) 1964 d) 1984

- was installed by

a) BUET b) Bangladesh Atomic Energy Commission c¢)
Bureau of Statistics d) Agrani Bank

- was a type of the computer

a) Super Computer b) Mainframe c) Micro Computer d)
PC

Which of the following is not an application software?
a) MS Word b) Excel c¢) Windows d) Firefox

Banking software is a/an
a) Operating System b) Database c) Application software
d) Programming language.

Which one is an Object Oriented Program Language?
a) Java b) Basic c) Fortran d) Cobol

viii) Internet uses a standard internet protocol suite called

iX)

a) www b) TCP/IP c) WAN d) Fiber Optic

Which one is not an electronic banking system:
a) ATM b) Internet Banking c) POS terminal d) Cash
b) Counter

Which functionality is not available in an Internet Banking
System?

Xii)

xiii)

a) Keyboard b) Scanner c) RAM d) Microphone

Which of the following is not an input device of a
computer?
a) Monitor b) Speaker c) Printer d) Scanner
Which of the following is not a programming language?
a) Java b)C++ c)BASIC d) Excel
2 Fillin the gap
Microcomputer was developed in using

xii)

Operating systems were first developed in ----- for -----—-- .

Internet started in ---- as research work and become
International Network in ------ )

ATM is used mainly for withdrawal of cash by a bank
customer using his debit, credit or ----- card.

ATM is supplied with a device for reading a card and a ---
-- for interaction with the cardholder.

MFS is a banking system for ------- populations.
P2P stands for ------- :
MFS was started in Bangladesh in the year of -------- .

Buying and selling of goods and services over ------- is
called e-commerce.

-------- is called the father of computer?

First electronic computer produced commercially was
developed in the year of ------ :

Bangladesh Atomic Energy Commission installed first
computer in Bangladesh in the year of ------- .
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xiii) Three types of computer are: -------- computer, digital
computer and ------- computer. W5 W

iX) Based on the size and capacity, computer can be divided
into four types such as ------- computer, -------- computer, ] ] )
........ computer and micro computer. 1. What is the difference between the terms ‘Information

Technology’and ‘Information and Communication

X) WWW stands for -------- . Technology™
Define Information and Communication Technology (ICT).

Banking service is now available anytime. How ICT
contributed to this?

4. Banking service is now available anywhere. How this
become possible after implementation of ICT in
Banking?

Narrate importance of use of ICT in Banking.
Name five electronic banking systems and define them.
What are the differences among ATM, CDM and CRM?

Name some components of an ATM and mention their
functions.

© N o v

9. How ATMs brings freedom to the customers?
10. Mention five functions of an ATM.
11. What is an ATM booth?

12. What kind of dispute may arise of a CDM? How banks
mitigate this?

13. Describe steps of withdrawing money from ATM.
14. Describe various components of a POS terminal.

15. How GPRS POS terminal is different from a dial-up POS
terminal?

16. How a bank earns from a POS terminal installed at a
merchant?

17. Describe how payment is made using a POS terminal.



18.
19.

20.
21.
22.
23.

24,

25.

26.

27.

28.

29.

30.
31.
32.
33.
34.

O Y

How Internet Banking works?

What banking activities a customer can perform using
Internet Banking?

Can a customer receive cash from Internet Banking? Why?
Mention a few differences between sms and Alert Banking.
Mention two syntaxes for any two functions of sms banking.

Describe some advantages and disadvantages of Electronic
Banking.

What is online banking or Any Branch banking? Mention
advantages and disadvantages of online banking.

What is a MFS? Name a few remarkable MFS in
Bangladesh.

When MFS started its journey in Bangladesh and which
bank stated it?

What are the services a MFS operator provides in
Bangladesh? Name 5 most used services which approximate
amount of transactions through each of the services held in
Feb, 2022.

As per the MFS policy, how much share a bank shall hold in
the MFS?

In relation to e-commerce, define the following: Cart,
Payment gateway, Acquiring and Issuing Bank, PIN, CVV,
CVC, Payment Association, Authorization, Settlement,
Nostro account, NPSB.

Describe process flow of payment in ecommerce.
Describe settlement process for ecommerce trasactions.
What is a computer? Who is the father of computer?
Describe different generation of computers.

Different types of computer are Analog, Digital and Hybrid.
Describe each of them.
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35.

36.

37.

38.
39.
40.

41.

42.

43.
44,
45.

46.
47.
48.

49.

50.
51.

Based on size & capacity, computer can be divided into
Super, Mainframe, Mini and Micro computers. What are the
differences among them?

Why micro computers are also called as PC?

Name five input devices and 3 output devices. Describe
printer, keyboard and mouse.

Differentiate between a dot matrix and a laser printer.
What stand for CPU? What is its use in computer?

What are CISC and RISC processor? Which processor is
used in a high-end IBM server?

Narrate characteristics of each of the Main, Cache and
Secondary memory.

What are differences among Floppy disk, Hard disk, CD and
Pen drive?

What is a mother board?
Why an UPS is used with a computer?

What are the differences between a system software and
application software?

What are the functionalities of an operating system?
Why a database is used along with a program?

Describe the following: a) DBA, b) Backup c¢) Database
Management System

Define the followings: a) Internet,
Hyperlink, e) URL, f) email

Identify differences between IPv4 and IPv6?

What is World Wide Web? What is the basic difference
between www and Internet?

b) IP, c) DNS, d)
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ACACE | GO ¢ ZCAT (@20TT ATON G AH6 @G0 |
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TH-CTT-9 (TOF FHR &wiT 07 |

T o+3- @R =/ 7[R (A Mirror of Stripes) : aft 7 @g®
TN @6 T | @A 96 (@2C A2 TN AR—AUH 0GR
Cofd I TRACR UR S 897 (IRC S e tofa e =eacm | forws
T (COT @RHIC @ CRIF T & aff 5377 =3 |

©.5.9. FFBIRR (Clustering)

FIBIRR ZET TG FTOR ASCER GG PR | Q0T T I
TS T (I OF GIT GFF FHCOR ASK 709 I | Ko
FTOIET T4 GG FPOR (O Srmeeia 821 fofe a1, FPoIRR
EWE S A 20O A :

3. QY] WO (92549 FHOR

7B NOERE  FOORYE (TSR FPOR ACNS i)
RPN RERMETR direl Moo FaF Swesy 9eF 4 = |
QAT 7 (e (FMSR)-9F 0 «Fo [OEIH (e ATF, A A==H
(P2 FACET TS T | A6 G359 FPOIRR & T (T AP
qBbY FOOR PEET ARG R (FRECH VH FAE G TG
Teme™ ave @ AeE | @b @I «fge Ao (Active-
Passive) FPBRS F =7 |

4. GTC-JIEER FIOR

G EC-IIEPR FEOIE, el ¢o% @Ite 3o FIToR aaier
TG AMF IR QT GFCE GHT6 GFF OB FHTOR IME Fe
FE | PJIREFRT IE (@A AN LA G0 (BE @
FIeeEE @kl qio dCOIEE Wy oqd wa =1 we oy
FTHIAT M ATSF FICEF I 50 & | T GIWE FPOE
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PSR TS BFo I IR AVW(F [MOHCEH ame Fa e
@3 @T TE 2 T¥ @IC do0% ECC 0o AT | @b @6
G FS-«fFS (Active-Active) FRORE T =7 |

©.5.8. @RI (Replication)

@MACFT 2 @F THTI (AF A TG (T6] G- TGN
SRCETE PN AT GRS 6 (CHILACE T REIRFS! e
I T RS E | @REE Tws FIRE FE (TOI AT
(FICAT G, ALRTS (T CTOF (A TCT@GT-« , Ff I 27 |
TS TR T foRidd duaee =X | @Rt STet@EEeT (SuifTE) AT
et (F1F) 20© #AI |

3. Wit @2t (Async Replication)

@ whE @R @3t Fdfte T 7 o], @9 ¢ [ e
a5 ffve s 9T @51 T (A foeT-9 gaefte =3 |
FIEI[ TGS IR FIE I U2 @A @A (o T @ATS
AT | PIEOT (32T (= 1 ¢ NG (OhT 2N 1 @O 2I1F |

<. f& @t (Sync Replication)

«Fo P @RI, b siewreg B (e fTomeT-a
O F A CARPA-9q @FFC F41 = | POF @RI &y qio
TP TR ACACH |

©.5.¢. ©IF FI&JE (Dark Fiber)

GG TP TR A Yo (7 Wy G e s@aei w1239
A5 for | Sraers BT @ fCoIRes-«a Sty (Co/™ @I ey
Gt FaZe = | TRF FIZIRYE Ol I HIT I T 1 @R
TP FIANAT 72 &I (PICAT SO IS ACF 1 (FCA QAT
ey BRf/eEM (@oa 92T I = ) | Ond JTees 3F
@ a3 (@51 G ifS 47 7o |

.38, GEGHE EBIEe BIow (External Storage System)
GFB FILF, (COR AT et a1 @ FFRATOR ARSI Torear
T THE RS T AT a1 | AR(IT O FTHFA FACO IR

88

bb

ef st =M @FC IS Go-¢oo T TCTHFT AE | @6
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Fre g AR e [fey syifae*tag &5 3 @™ S0 TR |
IOGR GFCAE GOIEE PN, GOIEe IFaeaced  (Storage
Consodilation) T8 JRZE I | G2 CACTE EOAS PG (To!
FTOR (AP TCTRGA-9 (TOT @A FAK Harol ICACE |

©.3.4. 3719 326 (SAN Switch)

GG CoIRe oAl TF YR NG AT A RIS
QTF | S 2 COIEe Al (oS | @fS TR ¢ Goiae TeRn
AT oS GG Tw-afea (FH e |

9.2, TG et Fow (Databse Backup system)
TIOT ARF @ OAR FTIAe IR (FOE IS F(F0 wrgld o
TFHI A | FO (AT @R O TH T4 (AR ewgoS | ©H
[ R TG T IR TP @R A G0 SHAF | AR,
TOET e JRCRGNGT  (RDBMS) A S&?  TIOIT
WG TRO R 7 o I = | R %@, o
eErEaca (fofa) THIEe et I (A I8 (@57 ¥ #19f
HTERIT FACS I | TG FIFN ARSI I FIFS A1 A
FIOCT AT @TCS AN |

FJPNME qR TR e fSAFT Fa0o, @R Joder A
Ao REMET (i ePgd FPNRS (T6] FFad IO (THCPT
et e =7 |

TG JIPACHT 47

. = e (Full Backup)
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(2 So &l I O (BrAe @) W #C G «@fbq Gy @ CoTeas
CPPT @R TG 2 |
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<, SR e (Incremental Backup)
ST P ARSCS AT FIFACR A (AF IR @&
TR AT =R By ©IF I FA =W | oSG TR BIET o
F[IRT T4 T R O 0 [P BIZN IBIICH 0K 9ol il
Y | AR AT @ I R A |

QARG G0 IAFEGET AP By T AR 7 (AF O
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=T | f$8 (TOT JTFRIEd AN @R TN Aot @ of s IaferroeE
FIFACHAT I AT TG FACS 20J | A5 I IS FT FACET
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o, feicaammET e (Differential Backup)
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8. qFE FTH AT &S
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8.5. SBIS-«e=T BB (Stand-alone System)

S WA, AR ARIET (NG ARSI GTER
AfSYATTT T FRATHAIREHT OF I | ARIMI TG Al
AP & IZ© AL SKIRD IRF Feoid o fife @
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8.%. Tw-fefes MBS T (LAN-based System)
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8.0, fEfGREEe witrrr SH-fofes BrdT (WAN-based
System with distributed database)
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¢.9. (e F1E FFoEWR (Credit card software)
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¢ .8. (T (A5G TG (Payment Gateway Software)
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1. Multiple Choice Questions (MCQ)

i) Recommended temperature for a Data Center is ..... degree
C and humidity is ..... %

a) 10,38 b) 20,70 c)25,50 d) 20,50
i) Higher data transfer rate is found in .....

a) LAN Db) Internet c) WAN d) VSA
iii) Arouterisusedin .....

a) LAN b) Internet c) WAN d) Hard Disk
iv) AVSAT isusedin .....

a) LAN b) Internet c) WAN d) Router
v) The largest WAN is .....

a) ICT Ministry Network b) Facebook network c) Internet
d) SWIFT

vi) The most popular implementation of RAID is level .....
a) Level-5 b)Level 0 c)Levell d)Level 0+1

vii) Which of the following is not a part of LAN?
a) Router b) Network Switch c¢) LAN d) Computer

viii) Which of the following is not a transmission media of
LAN?

a) Coaxial Cable
VSAT

ixX) Which of the following is the transmission media of WAN?

a) Microwave b) Wi-fi ¢) Coaxial Cable d) Twisted-Pair
Cable

x) Firewall is used in a WAN for which of the following?

b) Wi-fi  ¢) Fiber Optic Cable d)

(44

NY

a) Additional Bandwidth b) Additional Security c)
Additional distance d) Additional Accuracy

xii) Where a Dark Fiber is used?

a) Between DC and DRS. b) In a wi-fi . c) Between LAN
and WAN d) In computer programming

xiii) Why a SAN switch is used?

a) To connect Servers with a Storage. b) To connect WAN
and LAN. c) To connect two cities. d) To connect two bank
branches

2. Fillin the Gap(s)

i) The run length of individual Ethernet Cables in LAN is
limited to roughly ..... meters.

i) LAN follows either ...... or .....architecture?

iii) For setup of an ICT infrastructure of a bank having 50
branches, the approximate budget requirement is Taka
.....million.

iv) In the LAN-based approach of bank automation, .....or
Novel operating systems was used. The data was stored in a
server as flat file or database either .....or dBase. The
application software was written in.....or dBase.

v) Nexus Gateway was lunched for the first time in Bangladesh
by Dutch-Bangla Bank in the year of ......

vi) Rocket was the first MFS in Bangladesh launched by Dutch-
Bangla Bankon .....

vii) Near Data Center is a Data Center established in the same
city where .....is located.

viii)The DRS should have capability to become primary site
automatically in case the ..... is in disaster.

ix) One of the common data center certification awarded by the
‘Uptime Institue’ is ..... certification.
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X) A WAN connects two or more .....

xi) The largest WAN in existence is .....

x) Bandwidth of a VSAT is ..... than that of Radio Link.
xi) DMZ in Computer Networking stands for .....

xii) In the 3-tier architecture of computer programming
technique, normally user’s computer termials, application
server and.....are involved.

xiii) P2G stands for.....

(&)

Ny

© N o o

10.

11.

12.
13.
14.

15.

16.

YT ANl

What is a Data Center? What are the basic requirements of a
Tier-4 Data Center?

Why near Data Center is important for FIs?

Why Fls setup DRS? What points need to be considered
during selection of distance between a DC and a DRS?

Narrate advantage and disadvantages of Tier-1, Tier-2, Tier-
3 and Tier-4 data centers.

What is LAN card? Why it is needed in a LAN?
Name 3 LAN and 3 WAN communication media.
Mention a few of the differences between LAN andWAN?

Describe advantages and disadvantages between the
following data transmission media for a WAN of a Bank:
Land Line, Microwave and Satellites.

Why Firewall is installed in the networking system of a
bank?

Why DMZ needed to be established in the network system
of a bank?

Narrate functions of a branch server, application server and
database server.

What is the 3-tier architecture of computer programming?
What is RAID? Why RAID is used in Banking system?

What are the differences between a RAID level 0 and 1?
What do you mean by RAID level 0+1?

What do you mean by computer clustering? Why clustering
is used in a computer system of a bank?

Define replication with an example.



17.

18.

19.
20.
21.

22.
23.

24,

25.

26.

217.

28.

29.

30.

31.

32.
33.

bR

What is dark fiber cable and where is used in a banking
system?

Why a banking system uses external storage instead of an
internal storage for storage of its data?

Define SAN switch.
Why database backup is important in banking?

What are the three types database backup? Explain each of
them. Which one is suitable for your bank/FI?

What do you mean by Alternative Delivery Channel?

Mention some disadvantages of a stand alone approach of
bank automation.

Narrate history of online banking in Bangladesh.

Mention 3 functions of each of the following software: a)
Core Banking Software, b) Switching Software, c) Credit
Card Software, d) Payment Gateway Software.

Why each of the following software are used in Banks? - a)
Core Banking Software, b) Switching Software, c) Credit
Card Software, d) Payment Gateway Software.

What are the main features of a Payment Gateway Software?

What are the differences between Mobile Financial System
(MFS) and Core Banking System (CBS)?

What services are available in Agent Banking System?

Which additional features other than the features in a core
banking software should be available in Agent Banking
Software?

What are the differences between a Core Banking and Agent
Banking System?

List special devices required for Agent Banking operation.

What kind of application level securities to be incorporated
in Agent Banking System?

o0

34. Name 5 (five) Agent Banking Software available in
Bangladesh.

35. What menu a customer gets to operate Agent Banking?
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ALICAGAETS 2R

1) Multiple Choice Questions (MCQ)

i)

vi)

vii)

viii)

Which one is not an Alternative Delivery Channel?

a) ATM  b) Branch  c) Agent Banking d) Internet
Banking

In which device, cash can be deposited by the customer?
a) ATM b) POS c¢) CRM d) UPS

Which protocol is used in ATM to communicate with a
Switch?

a) TCP/IP b) LAN c) NDC+ d) C++
Which bandwidth is required for ATM communication?
a) 64 kbps b) 1 Gbps c¢) 16 kbps d) 512 kbps

Why a card become a hot card and thus captured by
ATM?

a) Insufficient cash in ATM Db) Insufficient balance in
account ¢) Wrong PIN used 3 times d) Wrong amount
inserted 3 times

Which of the following is a card fraud?

a) Skimming b) Clustering c) Replication

d) Encryption

Which of the following is not a POS transaction?
a) Sale b) Void c) Refund d) Buy

Pre-authorization transaction in POS is usually used in
which merchant?

a) Electronic b) e-commerce c) Hotel d) Grocery
The printer used in a POS terminal is called:
a) Dot Matrix b) Laser Jet c¢) Vacuum d) Thermal



Xi)

xii)

xiii)
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The Bank which issue a credit card is called:
a) Issuer Db) Acquirer c) Merchant d) Branch
Off-us transactions are also called:

a) Not on-us b) Remote on-us
None of the above

¢) Remote off-us d)

Which one is not a debit card income?

a) Issuance fee b) Renewal fee c) Replacement fee d)
Late payment fee

Internet Banking is also known as:

a) Online banking b) Branch banking c¢) Smart banking
d) Home banking

xiv) Which of the following is not a P2B transaction?

XV)

a) Utility Bills Payment b) Mobile TopUp ¢) Merchant
Payment d) Income Tax Payment

Which of the following is not a category of Swift
customer?

a) Member b) Sub-member c) Participants d) Principal
member

2. Fill in the gap(s)

In case of cash non-dispensed from ATM, the cardholder
should report to ...

Bangladesh Bank is the ...generation member of use
groups of SWIFT in Bangladesh.

BACH has two components: a) ...and b) ...

BEFTN went live on ...

There are two types of ATMs: Lobby Type and ...type.
EMYV stands for ....

ATM safe is available in two standards: UL and ....

958

Xii)
Xiii)
Xiv)

XV)
XVi)
XV)

The captured cash of ATM is stored in ....
POS stands for ....

A POS terminal can communicate with Data Center using
PSTNor....

Recording of information on the magnetic strip is called

In the EMVCo ... MasterCard and VISA each have 25%
share.

Phishing is collection of ...by presenting a fake web-site
address to the user.

Buying and selling of goods and services over internet is
called...

SWIFT stands for ....
BEFTN stands for ....
RTGS stands for ...
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10.

11.
12.

13.

14.
15.
16.
17.
18.

RS

T ANl

Name 10 channels for alternative delivery of banking
services and 7 fund transfer systems.

List 5 components of an ATM.
What is the function of a cash dispenser in ATM?
What services a customer gets from an ATM?

How ATM works in case of on-us debit card transaction and
on-us credit card transaction?

How ATM works in case of not-on-us transaction using an
international credit card?

Mention the differences between a lobby type and the
through-the-wall type ATM.

Mention the function of a card reader in ATM.
Why a printer is required in ATM?

Which technology is used for counting and dispensing
money from ATM?

Which safe is stronger — UL291 or CEN? Why?

Why number of times cash is refilled in CRM is lower than
that in ATM?

How bank resolve the issue of cash non-dispensed, but
account is credited?

What is a reject bin and why it is used?

What kind of connectivity is use in ATM?

What is hot card?

List the different expense heads of an ATM booth.
How skimming happen and how this can be stopped?

NC

0o

19.
20.
21.
22.

23.

24,

25.

26.

217.

28.

29.
30.

31.

32.
33.
34.
35.

36.
37.

ATM + CDM = CRM. Explain.
How a POS terminal is used for settlement of merchant bill?
How a POS terminal id connected to server in datacenter?

Describe following functions of a POS terminals: Sale,
Void, Refund, Pre-auth, Cash Advance.

Describe how a not-on-us transaction occurs in a POS
terminal.

Describe the following : PIN Pad, Merchant Commission,
Interchange fee.

Narrate the different types of frauds found in POS terminal
and their remedies.

What are the different type of cards? Describe any two of
them.

Define the following in relation to cards : Issuer, Acquirer,
On-Us transaction, Not-on-us transaction, Remote on-us
transaction, Charge back.

What are the differences between an EMV card and Chip
card?

What is Liability Shifting?

Name five international payment associations. Write a
paragraph on any one of them.

What are the source of income of a bank from credit card
business?

What do you mean by card personalization?
Define card encoding and card embossing.
Write a paragraph on card fraud and its prevention.

What are the technological
counterfeiting?

What is EMV? How it is secured?
Why banks should move to EMV?

solutions against card



38.

39.

40.
41.

42.

43.
44,

45.
46.
47.
48.
49.

50.

ol.

52.

53.

o4.

55.

56.

0D

What are the standard rules to follow by Internet Banking
clients?

Mention 3 valid and 3 invalid password for Internet
Banking.

List a few functions of an Internet Banking.

What are the common frauds in Internet Banking and how
these can be prevented?

How phishing is used in collecting Internet Banking log-in
ID and Password?

What is a digital signature? Where and why it is used?

What is a two-factor-authentication? How this prevent
Internet Banking fraud?

Mention a few differences between sms and alert banking.
Sate the life cycle of an e-commerce transaction?

How Internet Payment Gateway works?

How an OTP can secure an e-commerce transaction?

What are the common frauds in e-commerce transaction
and what are the possible remedies?

Mention five MFS activities. Describe any two of them.
Why transaction limit is imposed in MFS?
Why MFS is not cheap for customers?

What are the differences among Bank-led, Non-Bank-Led
and Bank-NBFI-Govt-Lead MFS models? Currently which
model is prevailing in our country?

Describe advantages and disadvantages of using sms and
USSD as connectivity media for MFS.

What is an Agent Banking? What are the objectives of
introduction of Agent Banking in Bangladesh?

Write a para on the history of Agent Banking.
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58.

59.
60.

61.

62.

63.
64.

65.
66.
67.
68.

69.

70.

71.
72.

73.

74.

What is the strategy behind introduction of Agent Banking
in Bangladesh?

Write the resent status of Agent Banking in Bangladesh
with respect to Number of Outlets, accounts, banks in
Agent banking, and amount of deposit, Credit and inward
foreign remittance.

Describe Distribution-Led model of Agent Banking.

Differentiate between the models : Unit agemt model and
bank led model.

What are differences among : Agent, Sub-Agent and Unit
Agent?

What kind of banking services are allowed in Agent
Banking?

Which banking services are not allowed in Agent Banking?

What are the current transaction limits for Savings account
holders in Agent Banking?

When an Agent Banking become profitable?
Mention a few of the challenges of Agent Banking.
What is a Call Center?

What are the differences between a Call Center and a
Contact Center?

Name the different modes of communication for a Contact
Center?

What are the key components of a Contact Center? Narrate
them.

Present Call Flows of a Call Center.

Write key features of self-service and assisted-service of a
all Center?

List five common Inbound and five common outbound
activities of a Call Center.

What do you mean by Quality Assurance at a Call Center?
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76.

77.
78.
79.
80.
81.

82.

83.
84.

QOO

What is the abbreviation of SWIFT?

What are the three different categories of membership in
SWIFT? Narrate two of them.

Why a bank should become a member of SWIFT?

Is the SWIFT secured? Why?

How SWIFT works?

What are the drawbacks of SWIFT?

What are the abbreviations of the followings:

a) BACH, b) BACPS, c) BEFTN, d) NPSB, €) RTGS

What are the demerits of manual clearing house? What was
the solution to these issues?

What are the benefits of BACPS?
What transactions can be performed using BEFTN?
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Q8

TS
RGN, W, AR 8 W3 FISTR

>. W fRarsrer (ICT Security)
wefAfs HfSeRic 2 ot e argr, ar soredr 8 AT gufe
(AT 9T DT 2T TRBISCA, (FHSTF, (THT R O IS
IO JIT© [ G W FAr e ek, @hens
PrfeeiG, (oI CToR YR ot Pifeeis, qrspT FCGET, SI8aPt
(ETGF*, T Pieow FifeeRl, Tow Mfeekt ar afehy gz
R T G fororer |

Sobro A JARACACH R TG (PICAT SO e a7
EPME SPIFCCHT I IR (TRG 8 (FoT Irol FRne (@F6
FACO GO G WRE CTa IR S 0] | SHIFSCo e
AR GFT FETPETO TIRT I SO T 0Ol I TN GhIo
TR, ACHTHR TS IS ¥ SNog O 21 7 |

q@ W, IR A TR T (HCT JEH, @
TS @R AN YA AR @FC TS ARLG| Bl A0 &F
FE | T GG FRINIT (GO0 ST JAT (oTT T R
JRIFE OO SASRT LA =W G SFPCT P GR
ERATCE GG IEOTET FAT TG fOF (@ Il 2ol | 9L
RCFA Sy =T I FRCANC LG (27 7 |
TR PERE IR @l Afdey ke I s ewrEbrs Ie
34 =, T FRIFOA SR8 @+ 3 ez |

SR, [ifoq FIETHW IR (AF SW-*14T FETFA @3z @fb9s
(A Bl SCSFAR Wi, IRIICNE I CTEFIEEE IR0
IO FACO G FE | T SHIPIGCOT FIEH R SPIOCHA IS
ENE (PRSI G0 (Ch] GBI @ H41 & | U A™ W
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FREFA (THICPT SANDS =W | A (AT TEES *RT @R AfGaseet
a3fb SAZT WA (FHEAF (ST AR IR (TR (GO SHITTHA
P | (COIICT WS ST GR ARCHA (CoT bl I (9=
@ L) RN & Srare’ w20 €ty | 3G (oimizEr st
TIBICRT T FACO SF FCI IR (OGP TSR G A |

oA AT, WP A MR AR (AT AT SIPGT
S TR MR @ g e =@ 9o a3k o1 8 TRoRe
(Go FC EWMER & @R I3 QAR STe
FRPYCED THRCACGT A I FICS <P IR | TORCACGT AT
FREF A @ IR [P FRTem o 3378 I e
COTCT | TFoTa, (TR 1 R (@ CRICT QR (0P YRR GRCPA
@B eAFe PO @FICAT I @5 0 (AT SR AS 72w prefre
(TBICACT SHICIT (TS AT |

G A, (TOT GO (T8FT) «fs IrRFa W2fb FEEeE T
e S T TR | AT IR (@ (6T w93k
ey ACS, WRo (MMER @ Tepom el ko
(fTorepT) @R a9 (COT OO (Gel) toft e | arpfos
TR (F@ (Ch] [ Paied & [eomes @3t foq PR el
Cofd a1 2eee, fEPTe I@ 1 (RIGRICET YHoaR CFa e S &F
AR G G2 * =0 GG Cofd T =X |

@ARY AR JRIYCTS A AYEIS TBR AT, Sl
121G eNfeeEts Myweeia fow w1 @rs Ai—

3.5, JR IRl 2% (Business Continuty Threats)

Gt 9F @ TN AR T (COT EFOIE (I AOF I TSR
F2fred 96 @ Powlt JRERER @R AT FIZ TR
(unavailable) ATF | =MF FIFORT ARIWA FRF G AAT FICO
AT o1 | GZele Az by, Preast, -t N3G 1 THREG
TR ERIT FACO AT 7 | YT SPT8E = G JFF JPTR
(RRIRFS! MiF® T 1 ARET SR IFRF (BC @TS AR | JP
afs Mo @faas 1 @re Ata—

Ny

QVY

F) 3R @Foieq (Simple Breakdown)

(TBT GFOICA IS 4l AN @FICISCa SR, Pt s s (At
RS TOR & 7R (unavailable) AFCS AT | U2 T
SIELR BIFT IR 7 ST (GFREA-d @ (MG =0T |

G S
FRPTIR AfoTE
. SO A G (FOSAF +TC JFICABR
(NLB) 3532 %41
HEARE TG fetes WiFe-=ifEe @0eaF FATs
=
Pogty Reites 2o Iz
Aroereae g GITS-IBICAIR (IR FIEoN 4RI
<) (&R WGeres (Major Shutdown)

(TOT GTHIE GF0 T @FCICE FIAC, NEONT IS I07 AT FES
LT T T2t AFCS AT | 92 A FFCISHT DA R T
2P AR { 9 (ST TRRE |

GfeT &

JIRPTR Afsar=

ol (fefd) B =rw | f<aR (©bT 7o o 4T

e (TOICI W8 RGN a9 ea Aeqa
At AT

OIS 72 20 IS 217 (TBT GFBIR g
«g fef 1 fae fehm simT GoTate
RMAN 35t (Taa

(COIPTO R ST Foa® | [~ (TOT GFOR 3o

)

) BRF™, IV ¢ RIS o Ao Frdieeta R (©T GroE
8 ¥ IteT (Data Center Collapsed due to natural calamity
like Earthquake, Flood and Cyclone)
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SR, T AR RGOl AIGRos FEATCeR S (U1 GO
B T AT, OO0 OF AWR (AF FEF AT 714 AP AFCS
A | @2 A O, TP BT IeTR &y @ fog Pl
@ @3 feapoR Teem Tes @ R e &% A
(TCRGPT) @R 92 == G0 TR (COT CFOR (ehT) tofy T4
Tl | R (Ohr GTORGre (©hT GTRIEE WOl F3 WS g
BFACAD AP A AR G G0N T SR AFCS = |

5.2, SereR & (Internal Threats)

F) PEE Jt geireas FEET (Unsatisfied or Corrupt Employee)
GG AT SPTEE FAGIAT T G FAGINT (THT AT O i IR

FFAE 2CS G TS A1 |

<) ©i5ieze §for (Database Breaching)

I G (CHIPT, A TR FRR I (@ o I (] TR
FF, ©f I FRIFT A PCANNEROET IICZ FE2 SHICIPIT
(9 “IPIGAG O ) =, @6 (B0 Bf A1 FRPOSIT (THT Fhod
JEF TS AN | GTORGA 7 & AR SHSREEsae biee F40
B |

3.9, (IS Reapifemet ST (e ke 3 (MFS
related Risks)
e e e IR (RIS FRNIPRE  AferRe  ¢RR

PPETEO e ACACR | O GG AR @ (TR G Qe G0 ST
e focar GoaTeR | G@5EET ARA © @ TAGIo T CACE |

G-

SRS T (AT G ef o™

i

o @ifR @ MFS 4T ¢35 MNO AT RtroR 0z G0
A IFICT (ACF | AP P oy G35 Tge Py 7l effegifre
Bl Srer =, ©3F MNO ¥2 o6 qNaeas @[T

bR

ROb

AT ST =191 | MFS G
YRR ATODIT ST A= SRS B
FAE | SR, MFS GRT emeiar afsse
AFS B YRCPa PR (AF 4T 1 e
P | T T (@FifeR @ TTT MFS
SFTSCH ST T 20 A |

BIVIRIST / QIR
/ erer=et | MFS
TR Q1T AT

SWIIfeT Tesifva T<re, MFS ai=aa
SIFICT (AT N S SGIFCCT e el
= (IF KYC ) | 2t3 qfve 218y Syiies
e 41 T 76 @ AFCE5T NS weare
T W | @it fNEERe oty g w9 @re
AT .

GNIFGT IFICT AET FAF =t NID
TLSIF GRS

BT KYC T4 =7 41 |

RGNS U0 FAHOTS! ABRISA ARFI
oI 7 2o ¢ MfFFe Fare TRy Fre
A |

MFS IR I@ W | SN34 Y IRATER &) qHITGA SFIHS5
EC IR ORI e R JRRE FA[ 20O AT | SAS CHC (BB 0T
e R o o | SRS SHPIes (AFR O OUF SR €2
A, FEHT S T SYIFTGCHF TP *Ie T4 A 7 |
T g 7@ «ft et 6 @S #iiE
AT FISG AHT TG Ao
QTEfT AHIEFA |
BT (o Wy FICTR) T ST |
T TEf FIEoT R @ Tfbfe
SO T 4|
MFS I3[ I bR 2fE 2T qIITIER T NALSIT
O 2fE (oma e | Rewf @SBt e Far | opd TG
TR (A (IS | 2fS TR0, 059 AT Tegear [eaf
I QAT RS =] GBI 34% o FFC 41 AR |
GG 2SR AN 8ot SRRe =y

ST I TG G, GUED (AP TP FIT
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(CE A JFox R I SN @S A |
LTS , (X (FICAT FICHA A 1S JRT
SFICCH AT SFSAG T SASH FT
@S AT | G5 qNGFGET ATS FAGIRT IF
FAE IR 9L A GG 2CARG NP
JARA MG FE | 936 AT
FIITERT JREC o P |

».8. Gfbqw/ v/ 83w/ F1¢ 7Fe IfF (ATM/POS/e-Com
related Threats)

5.8.. aftas FfR (ATM Skimming)
iR @ Ifeg Iz @bww ¢ o @nee fem ww ) R
BT FC 706 G0 TSR TIF IR GR FCEF O ML I |
Gy P EFC FaCe @B FICE FIZo = | SR SierRIear
MRS O X[ TR o A FTE (IS @R e o) wofa
FE R IC IR FIF G727 I @b (@ L TraEe 6 |
ST afe f5-Fhr TeRs aer e, o fFhr Tk
FCCT (TH] SGEA FACS 4T (T | G2 (A Y W PR
RO TART 2T QR FICR oo B 297 41 | i fEei@srayeet
I8 (TG T (FEH FEF 551 (ATF (THT I FACS AT 1 |

5.8.%. *Fi/freg REfir (POS Skimming)
AR TS gAtenR  Remaar eiomw GRew e [
OB Y GR ATRFR FIGIE A (HhR TR 739 I3,
SRR SR (GRIETR @R Ao et BifiameT uft a7 33 | @i
fofy BICCa O ez FCa, FRYA® U IR A GG IS Tofd
FCET IR G AT I ARG B0 (0O G(5 77 GIfeT
Coft 0 (@I T =T FE |

R GRR SRS (3T AP o7 FIC T I 39 41 @ACS
AR | GRER e g a1 @3 fo FhRr o2 @I ©fR[o a1 (@ s
FICEF o (AF (THT I FACS I 77 |

o0

8o

5.8.9. «fbqy TG (ATM Jackpotting)
I R @b FCGETR (325 I ~AfRkibe) 3 EEe facs A
O O[T @SN (T TRIF© (279 FACO ACS, Al (AT GBUT JaCe
AT @ 9T O 9¢ o a0 21 | o «fbuy @ Fe
TorR Y Ko7 oF I IR YIPCEE TR 999 L M@z I
50 9 | G GBS St qeeT |

GfSqs FGEARCE @ TOR GO PR (AF TH FAF &5,
IFT FTHR (FHCNE TGS SHTIPT @I FAT LTS |

».8.8. TRt wifemifS (e-Commerce Fraud)
GFG 2R AR, FICGT 779, (NACATS O IR GF(T ©0-TFE
(NN TRF JILE I (@APHE A1 AMSER T Wi 40 @S A |
@] O G5 FICSF M e =g |

T (FICAN FC GCRAR (BT GG 2CS WS =W, 634 fofey
G 2 (FG FACO G G 2T 9o HIRF (A 2-FAP1 1200
ETA FACS ATE |

CPICAT -0 ARG FICF ST @ GO SAFCre JIZR @
TS, FC PIE PR IO Iz @G 2FA (fe-wnsa
SCAAGTE) (GBI TR FACO AT qR Z-FAPT S[IFAMRR IRS
TR IS @ oIS SrAR A ARHT IR 2FA G ww
B30T | 2FA GIFT TR—0 GFFE 797 @R S @ (AF-gracea
ol CoRET A A=CIT CAGCEE/AHAGC  BWoA  FA (FICAT
SACEE 7@ o 7o A | S TPFR TRF (AE IR
RIRE (@fs G35 efbfore (YT APTETT) ZCS AN |

s.¢. 9GS IS / 5123 &S (External Risks/Cyber Threats)

3.¢.y. TERGREET fEaicm o) AfEFT (DDoS)

TG NEAIFET T G ASHTT SERAIZE, @FT AT G
LA (SS9 I MKNF CO] AG@e &l 2 | TS Qe
ATEFIT FICR N2 0 A | T (A5G 0 PEOT Foie
@RS IR [TFEeT S 2fStard T4 @S AN |

3.¢.5. TIPS (Ransomware)
WP T G G0N S HEOGHE, AN G5 YSfe 2 1
4 20 A DGO 1 FPICHIE HIRRIRIMA SN2 1l
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T | TS ARLGRT SR (@A JREFT FHROE IR G5
AN AFE 6 IR G5 TR Y& M @7 F41 =7 |
W (P SPIEST FRESE I RIGCS 55 T o1 yfiIs
TEH SR FRfFTST FFEHNE o T TR | TFH SR T4
WAN-IF T 8 FEASHIE BecT 0T | O34T APTReSRG
FHTONR e A WEIbe TR G EH I (0 | TR
TS FAR G SO NPT FICR AT A1 T IS = |
ST TWTeT ST FEERT SF-+1F I (7 | ARTS [REFEE [o!
fFCBI-@R T (NS =T |

HREFA FACAR TS SRR FCHT GOSN (AR ARG
AT | T SR BN INCF S G MY 5 T 7l |

3.¢.9. [HewIF (Malware)
WHASTR @F G5 (@AW, T JIREFREE S QR STy
GARFCCE TEOGR (ARG PIEBR)-9 IS T IF @R
T & TEHGTRG bifeTe &7, ©4F WEeRG Sy aRafseeae
TGS RIS 0T |

TASRG &AT G FRFT FAPSWI FOR AP FFR
A 0T G SR TG AT (@7 T4 =7 | IM (@I SPIeed
IR AR TGS T T ©07 WEASHRDG TR
FEATHNT IP0a 20T TR | WENSHE SRAE FFEE I
FEfT R APTSCIHE AT FRCIVAH T O (2T OF (A |

FTERE TGS T o SARGE e 3o =71 5l
GG G RPN X (G GR A (MU T AN
SIPNECHT WO IR JIEFFET O FGTIIER SPNRE WA A
SR OF FIE© O (T 2T 8 APTSC ACT* T |

@IF SRS TARGTE W i SF JRE IE, JBE
FIRTFEIA TRAMTAE PIEDT SHCIT I GR AIT IS0
(AT S SHFIOCT BBl FFET I SN[ FIFC SPIST (ACF I
o CSITeT (7 |

FICFT FHRA FHFe FAF &7 SHa T GF0 TESTS!
(T BTG (TS ANT—CS ST ST A SISl HIES
o

PEM)

383

N FE GR ORI AGIRFAE IR (FICA SRR OAd
PRERFET 2T @ FAPNEAT IT74F 1 IS |

s, i @R wwqufre @ geea  (Hacking  and
Unauthorized Transfer of money)
YIFRE TS TR 7 I2F 403 AR OO St =ea (o2
363 | A o I IR @A @ & (TS AET, ©F G1R
TEED IRE IR YA TRER (@FGANEF SHCFHT IR | SRR
O (FIAT AT IPICT (AWF S RSP SFOCT O FIARA
A I FFC SYIFGH (ACF TP = ST I |

JREA BIAT S-FARARMT (non-convertable) | oar Ffkas
(@R IR/ PEON) (AF O2RET FART AFABE /AT IR
FLAT T | (I FICACET WIFCT (A YIFET WIFOCT O
PR IR 2, FIPEAWA IRFATACR N (I GPT6 JFREFF =TT
3 B9y (AT T TreFH IO I GR ORAE LIFCF G
GFCEG TG (ACF AP TANT FEH FACO© T R A0, A
I IR T (A0 18R e =09 | elfer s wfoer qr feee | e
FFRAT IO JREPT @A PR [HCT TF Face I
Slacull

©CE, 2T PIEOT GR (FCs IC PIEOT Q=GP FIEHE
NIRRT TR @ A | I FIPRET AZF0 A (s IS HEH
ST G TS G O ORI R @ (IS GRER TP [
THR PART FACO AT GR (R [ @ (e o SrerEm FEce
AT | R MHF JSAE S_Fe AbUT (AF TP (OFe
A |

@G rePa Rl FiHeRG orie wurre [ fey rd ===
@ ReeEel F41 G IR @GR [fog B[O aw@m @
& G IR FAT LTS |

3.9. (&S FICEF (ST §f¥ (Stealing Credit Card Data)

YIFRE TG (AF (@HGs PG (ToT b o6 | pfF =eql (wHeh
FICCT (T A (A, YFEE T (G TG (O 6 GR_ AF
ol GG #1031 et ewitaR &y 1 @fbas-« Bl (SFTIR &y =T 6
(AIRFTCACH BT AT ST (AT ST @1 ) |
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R W2 FReeRiG [Reom w@ Tige @head MfweRc Fesw
AT |

s.br. fFCB1-IGMT g (Crypto-currency Threats)
DR 2@ W AT G SERaEe RE | g fEeh-
Afgseaw, EeE™, I, B 8 (oG | @ fEeb-Jme TFe
P @S A (@R TNRICER T JIREAFRIF ) (Il
KYC 321 27 ) @R «ft [fSg Sy S @€ gt @32 =iy
I S @A, A A, TR ABIEE TG G @R AT
TR (T IS AW FAF G IR0 =¥ | (DTt vy
ABS 2eT—
. G5 @A FER RS 79 TRiEe = T
G (BT (ST T (7= |
FIERFIIRNAI (@A KY C-9F TS 27 7 |
GF @A [ FF (2, FCT (DI (OS] JHIF TG (78
G & AMT/CFT &fetams em« Fce &7 =1 |
AF© WL O, G ECBIFABE FT (I M (asset)
AT NS 7 |
T fFeBT-IERT @36 g7 2rs e 2R |
fRB-aEhE g e =@ W defk ¢ T@s odEe
(9GO TG® I |

5.5, RS I FiTe Ft 0o A2
R TCECTE (AF TGO FURFCE FAICS , HRIYENE G35 4
wigfo PfeeRit [om (qafe gk FRer w&iw) @ Fce =F |
GRIGIE JFRPYCED ey oo Fare z@—

APRAF ACH, TGN R @ OSRET ARLPR e JH

(TOT (o, oA @3 ™ (TBT GO (16 = 3411 |

SIS oS! IR ARGEN 47 |

FoIfTS 2T SIS ZroAT 41 |

FIRTENE-fEaT IR RGP A RerF=mafe |

RS (CenF FaEmeE AT AT e FARFAE F4 |

SRR

388

TS |

SRR |

WAF (SRR ST FRIRST) |

30 AfFef® (it |

§r3 AfFefT (berT |
ARCACET FEO SR 2T 1 347 |

fafire gieeR ==Hm F41 |

fafirs “76 “ieaw=r 4 |

TEI-CT SO (FTTTIAER) I I T 2479 I GR
fRifsre 23R el [reReetwa 4T one 41 |

R. MR fFaraar (Cyber Security)

2 frorer 2o GG fFRrerer g, A ALETS SBRCAD 2
P AAICAMS IRANTS (RGP SHICTT (AP G0 TR (COT R
OUF T FACS IO 2 | AR RIoMer =0 Sk Farfem «fo
TAGIG | (=T [P AR 2fed &y @& Jfese | Biwel J8i=y
PR T @ (RG JPAER AT AR 5T STS[ AR |
G I @ foa=ier efE 4z @Frmjrece [ Face
AN, (RG PN ©F 20 =1 | fERTT (oeaF T arsiar
e qR AT Fre R[e &3, ©iR A2IR efed [Fta ot
ARIRTPS RS SIS T I &GN A SHNETAT
Ao AR FRIefer AP A Teem Ao =1 | g
YRS AR SN [y TR R, (b7 &ifbr, @tetres geyifnr |
QYT ERST ST ST 4T JCACR |

©. SRS R F=geAr (ICT Risk Management)

gt I IJRET =@, G RIF WL EAEE T
IR T co Al weifiRd eff e IFITR FRE IR
SRSl SgAEr, SehG I wEeEr afem S 2o,
FEed afsls IRF GRR Gafaredce oima e e szt
e 27 93 ©f R FACS (A |
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8. farem Wyere e &R« (Security Standards and
Regulations)
T S TR IS (A IHRARS T SIvd =efs farerer
Tye I SPEd I AE) [/ AR (I RN Geice
GORACEE SRR FPRY IFACE) AFO  IAR TS AR
@A Pl O G ARGE a3 g F93 | Tw5
TRE : G @ HARBER AT O TFE G AR RO 45 FA
GRSV W TR G O[T @ T8 (wferest avHa I o @
G M T L IR |

G2 @0 AL T ACACR woR AR Sarbanes-oxley
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GG RET Sre HerEREAT T T do5u (HIPAA), 28EH9
Iffieb SHIF, FICT PIPEDA €% SBISTC AR N0 AT BS7799,
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i ofediem oy R fRrorer e FeEs R S
GO SBIETS |
g farerer Srere/afdas TefFe e 05 (e 2 —
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LI TEEE FCA? e ?
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(HIPAA)
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2T e @R MEREr @2 [Reaass 8 WRYTe 39000
T |
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2 (A AT FAFo AR |

Viii) TEF A GIRITHNE STFIEET EON 79V T &) AB0
feife T efedt saca | e, feifs ar o=@ S5 Fa =ee
TGN G T GorEe NETR AN (©6T S @7 A
GO[FAIET PACO TS |

iIX) TRF A GNRATRL (A6 CORER FIRCEE & el
e A, [ I IRS I GIRITINEER I120F IQET
e |

X) IRF I GNRIFE S FORGE, 5 T e swifem «itq
FAGRT/AATS STF FIR (AF RATE T (TS (ST
fs tofx T |



VY

Xi) TRF A GERITAR T ATOGE TMEENIR SR (T
B0 R G (AT HELGIIF IR FACA 1, A RS G
A1 A T FAR (LI 2T el A |

Xii) TeomE 0T I/TS WEHEIRTE AwoSWE, RrwreR I
AT piea SR A |

Xiil) TRF I ITRITNE FEHCWIEE OIfFTHl Sgeme FAF A &
CPICT BTHICH = 1 A0 |

XiV) RS A GIRGFAR T TS A ARCADGE 5 RN
TR FOROIF e 41 =07 |

¢.eR. (THEEA/MG el fRm@e (Desktop/Laptop Device

Controls)
i) (OOl IR FCSHIEE Ffo @Y FAO (CHGT IATHRAET
BTMHAGT-GF 03 IS AT J(A |

i) @G ©Foe A 0 IEcRE wgAfgs (unattended)
@Y AR A, JIRRFATE o6 SAREoH Ao
AT FACS T | AT A FA A FRSF A NBFI-«F NS
SR oAt TRfFeE 7% =0 A |

iii)  STeBCet RAMFS (AT AT CIMTAT O A6 FT AR |

iv) ofel MR ¢itT @67 ICoE, #r=i5l, W67 Toni
IH I (AT TJ |

V) e, IEcR Sl g RtaweEe ©wy GRS
SERTRES COIACSd o @CPICAT T (@=-P1fe, =, fer
o=, Fifew, T giee, AT o€ gize) T8+ 929 741 9
O GG S A A AP A HIRCACG TRTHA FA
T3 |

Vi)  (TEDH/G7 FEACHIEE &) TS (oT6d SHICEPT T
AR |

Vi) PR O (REPET SR O/ EoES Sed @ Fioe,
TR, (55 T7IW IR A FAF I G5 JAFS JICA T 7
I TG T T 7(A |

NURY

L8

viii) 9F SeTME TeiR Te¥  IRRSROE W RO
A G /ORAT ARARPEOTT T8 @A (CFA AT
AT FIEEICH ZABT A1 GG AT A 1 |

IX) (TFoA R G IFATOR TR @OAE S
FATOR (FIC T T, IR FAE A1, I I a1 A
ebia e o W fare face afsffr toft s, =i a7 a1
@A IHCOR PIEOTR IRPITOLE AT (A (N SI=AMT,
e, Gre=, o5W) |

X) @ A GhR SIZART SReIey [esib 390 207 |

Xi) FReen e wol oz cAftER/cre WA G Tm o«
SR O (e =T

Xii) (TEDH R FAGA IR B A YFER bR I I OLT
PR O 2T @ NS 2R FCE O YIPT FACS
T |

Xiii) OIS SRAP *MeFe TRoCWE 2 M@ (TFEA @R
AT FACOE B0 PACO T TR NSO PAFAR
TS B(F AT PIETAD TR «R fFfresd w5« F9F T
SIEAPT *[AICSR G TR AT 4 & |

XiV) (CED% @R FAGH IEATCTRE T eFged ISR
fRe-amfEe 2o0 (@@F AMGAC S T4, N
SHICIPT 2CHBT, A ST 1 FIeoB TR e Ao )
5 A Gy e[ FATF PACO J(A |

XV) I8 FFICER FR TSR S GRS (/TP 70F A0S
TJ |

¢.¢.o ReniRef® fazge (BYOD Controls)

‘Bring Your Own Device (BYOD)’ Tl GFf6 SWAFFS To
M, A FRE GR WEF fSBAYER 7[l 7S WS S
FEER ToI (AF FCATIC TS, HETSR, IR 4R (©OT
CIPT FACO THA ICE | JRIF A PIRITAE FAMA JeT©
TSI JRFe, AT 4R foEel briteied SiRce e efe-
@R e FRFAB Toved Rl IfF THE Ao T A |



V¢

i) TRF A IR ReaRef® IRt ek o3 fgo I
TR F93, A [ve T @, Rendefb-ga st w=iffs
TR |
i) IRF A eifarenz I sdigers e fSeer e
ARBIT FACO 1 AT O RGNREMT JRARN FCI I |
iii) ReRRefe sae w2y el e 70t & @ e—
F) e TlEmEERE feeret (Personally Owned Devices 3t
POD) 3f3Fs FAEG (TH1R S, eFM T Faifs |

q)  JRT I INRAFAZ G AT TIPS GR T 6247
AR (NS SR IR T IR ) g6 AT SCHAPT
fe® To,
M) AT WIEA, 2R, @R IRAIGFOICER HCF SRS (T
(NASITST AT AR

) IR I GROTAL-9F & P& 7N POD-9 CofF, e,
/G T AT @A T ST & (4T 571G S wa
(Intellectual Property rights)|

fRreRefq 3w e vy farer e s, ReaRefe-a s

S IRE IR TR Gt TR T STeAmA TS =T @R

s e swem RfFe Fce I 2GR IR IR

(B GARFEICS AR e Bl Z0S AR 7 |

iV) RS A GARIFAIR FF A TS ACETN (POD) &
ofsfs fMfve fCerRer o (ot it AR |
V) IRF I GNRGPNET O fR@e s L AR | @7 WK
SN2 TN (PODs)-U WfE I JIREPET T RO
[P, TR, AL, YT LR G /SRl JRF (THT
R (TR AFE ToYS AFCS 2T |
Vi) M ©= ST, e A1 A IR0 /70 (@RI
ATH (POD) SR*IR (RO VKT FARH© (T D
P T (@IF SSL AT VPN IR IF) |

vii) feera =i o, @ SR vl @ W, a1 sk
(PICAT (TOT ql S #e, SI2APT, A ARPI (OOl qR (&
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by
ARFFOR FAeR T SEA g W A, IR
oozl = (F=1e 20F |

¢.¢ .8 3o farier faz@e (Server Security Controls)
I IEReRoE T W SR ARdE IqaeR TSR S

AR Gy MBS AP =S |
I, VIS JRREFEE (remote users) ST e Sfsfie
SCAAGTFIT 2fr T 7R FACS J(A |

iii. fEer @ WWe e <@ WfE emies (Inactive
session) CRW ¢*1¥ =]CF |

Iv. FEoT Sefiaegse A el JRgH#ama FEwes Afs Fr
(A | TRIATAE 8 (AN S (RO AR P!
G0 (TR T (FTD TRIAFFS FC© 21T |

V. IRF I GA[GFNR TeAWE ARSTS AR AT oS
&, 999 Patches and service packs &t #Rrl FR &)
G AHFA SFS FACO G AT GRS (535 TMOF 2 A |

Vi. IRT I @ @Triz w3 R aferae frerer fafve T |
e 7 = TR ¢ o RIw wly g Face =09 A
(R 8T TPToN IS A A |

Vii. @eR= S b T8 SAIea “Afcaarjeet e =i
| @A T AR AR 2R QO] SRAME SR

YIRA I

Vill. 7% ST (@R (@O ASR (AF ANPoe FaT
EICH!

IX. SRARIETE™R (virtualization) CFt@—

F)  IRF I G aFAE efefl VM =Rl Tt (@, 0P,
R, &% PP, OAF (OGP STRCE) JIREE S
e g F96d |

q)  @PD 8 (P IAMAGR PEoT (0S) S earemy farerer
T GR QTes Sy TGRS FEEEv 0 =0 |
SIRAFTISTE™ FFHEI 2R (Patching) T2 I T(A |

M) FOCARS TSR ACSl, SHIAF ASRECS e T oot
PO A |



®)

v)

b9

FRF A GARITAR [FFe FMI @ @ € (FF 89 (0S)
TR PTG RIS FACR |

A N (T (FFG 8 (PB SA-IF T4 FIIA FF I
NS (RS T |

€.¢.¢. CSBT GBI fag@e (Data Center Controls)

(R

G FRSF I GIRITNR-9F TFoFE FoT 8 (o «F o

o IR (T8hT) sawe 1 =71, ©iR «ft wged @ (©b1 GroR
fgfog=s (resilient) 8 FCATSST (physically) Sre@Ed €
Jif&rely RS |

€.¢.¢.5. TS farsar (Physical Security)

Vi.

Vil.

B2 A FHRAT BT T O (FCH IS FTRI78T IR
AT [N Q| T T2 SR G FT (@R FACS 2
R STCS SIS 2T IS e w41 207 |

PrF A WR9FAR vy Jqeiire N & TH-aa spiees
VT AR | JRF A GARGTNR (I AR fofare
fePre WeeeT 7t | M @7 T Qe | =W ol fehie
FHMF AR SR LSTRR F4T 2J |

ST T @ ARTRIS! FHWMI & FLIFSS 2T FT S |
RS I GH9FaE [GHee T @ fEh-ts AFFae e
TG T GG FAGIAT T AT AP |

SCE SN ORI THACTH T R R T
SIS e @Rl O (% SHICHCR *RACH= Tl 2 |
TRIAGTAE  GETPR I FACO  S*T8 SYCHEE STy
TP PG FACO B(A |

T[T I GRIFAR [WFve T @ Bhr Afkify, < ¢ s@e
T FCAPESTE (physically) TS @ e F41 20T |
FRF I GHFITAZ I8 THEF & T4 8 Aafore fomme efesr
TR Y, (@ A TS |

TR Y NS RSOy =(A |
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RUY

viil.

IX.

X.

Xi.

Xil.

SRV eI 8 fed e TS ffoe Fare O (0% ST
OFE TCAIS HAGSRS T FIFF AFCS T(A |

AR A1 Afsfafars s s A=l T FRefb e,
T G @ (S AT G5 SRR IS ARITS 2 |
CTI FRF € QIR N pies o2 o 393 @,
JIICATS 7T FFTE NS T LTAETST ST S (N
P R FIRF T GRATAIR (@ (HICAT AN IS fo=rsrar
T3S RteTvar T TR TeTH A |

¥, CNEES ote fyaeer  (physical security) wiftrg
RPN @R IO, OCF ¥R GACTR FQI[TTS SHICF 8Y
FRIFA G e, ©f SR*GE PRF I GHRkaFeE 7=l
Hoe @ e 20e 27 |

o @9 gre (Data Center Premises) (oTe (physical)
farorer afs I2g owe G ALCAB T T(J |

¢.¢.¢.2 =i arier (Environmental Security)

V.

Vi.

e, I, REFRET @R S 4@ qediees drece woq e
(AT O (FRT TIF ARTIHN @ QTN T | QA
(multi-tenant) YRS ST I O FF 8 T J7Fa
MEG Cofd P4 fpeiifee Face =07 |

AKR TR 8 (OGP TRAOPR O (FHA ez
oo IRgE T4 TJ |

T ¢ #@r®E (Development and Test) #ffta Seoims
AT (AT 7P F4 A |

O (Y AN AT (AT G FhO (A T FACO O 8
AT T G 2J2AF BIICET (O 0O (A |

el *qreaael @Y SRS (raised) (N fACs Qo w4l
Thhe, afw «ff Sxifere =11 |

O] (PRI K & W G (IS [TORA G I I Il
TSI O (FCR IRAT AT WO (MG I T | IS



Vii.

viii.

XI.

Xii.

Xiil.

N h)

T SRS R SReeE widfe e (equipments)
ARCS GF 72 TRIFEIE AFCO A |

@Fere AfRs Ghexa (PMEe) FeRT TR A THeR &=y
BRI THYS SRYCH FHA 4l ](A |

AT, T T QA fcae” @7 oz awite e |

AT ToES AR | BT 7R I GOIcs JReF= et qr
SR R0 gl q@fe = T TN AR«
510G T(J |

R (FCH AT D (GRICFE @AM A= |

R T RS (1Cs 76 e AT aag G
I ORRE TR (@ SRR A, s GO, SAfRer
emaFIaTr, frarer qaR e =i Fi) =12 TRewTe) Are
el

AR T (AF I FATS WL TR 97 GRS
TS TSFoCE SR AW B (production site) (TF
AT FACS FF R 177 SRER Gl S90S =0T |

T (g4 oqd @ Il (GAICa57) (A O (@Y ST
oA’ Sy fcafre (dedicated) UFCS =0 | GORCEIGLIR
JfF qure S A TOREE T a8 TR (AF
RGRes AT @S A T @RGP FICAENE ST
@ (restricted) 8 #Eca=< (monitored) I T(J |
e Afaare e 25 Fare 23—

I TSGR foeides e R (TSfepT)
[P SR TR |

SN R SGS] AR 3 |

G PG (A SO ol er Aol @ Al e 3537 |
FFe?l TTREIR A FEGHFF | &bfeTe G PR Aafs
F AT T quice TTRG-TIBE QAR IeTE &t
I FACS TA |

TFR AT FI5-9TF H2B |

TRPTA ST 5G] |

20€

Q90

@)
D

gl @R wey fefRefewrra
Torea Sferfie ffitaerre far@enee frafis «[ s =9 9
FOTCTT “AfCET i 28x4 fofes =07 |

¢.¢.¢.o e &fStarg (Fire Prevention)

i)
i)
iii)
iv)
v)

vi)

€.€.Y.

O (TS PR 8 vt SneH-2fSTRIEt 2% =07 |

Sy WA TG TG S0 QR 2w F1 A |
TG TRR/CTIE SHERR afe EHoe Fd G- RS
A FACS TS |

Suifre (FiEa e Tre feRe Awce &|, I «ft O F4r
=T |

2 (Y (APNOP O R (THT SITFT SN I&N ACS =0
G TPC ACO A |

vy fafepreig @xe e, F0ow e, Ao Tonfr oy
(TR TRIT FAF SIS (MG 7CF 7 |

MEF/FoeAF  FW/AE s (Server/Network

Room/Rack Controls)

i)

vi)

vii)

R/ @B T/ A2 IFeH WG Jfeq Qe
O @ 5IfPrR UF( FICHF (I APCO T(F |

e ST SR A, W e Aece =09 @)
ASTER PN ILHCT (G ©f ofom 0o 207 |

@R 2RTEIBAT FECS B |

QI AR CFea TN FNEE W AO[ 8 (FoeAP
fCo2rteT afegritaa 538l AR |

MOR/ BT P/ Arore fafde 0o T | &= FoI
TRGG Mol 8 IIF IR (AF T WHF G 270
NI |

fgyces doR (F@ I& HIFE AT G AR (G0
I |

TSR 8 ARG Torrere fRaftey [y F—RI=A &
TG AP |



SN

viii) sfefie o Mye @ @F TEFHHE ACHEbREIE
GORICTC =1 F = (1R e TAiear! ee =69 |

iX) ST TRRIAR 8 TG FIRCT G1-SNC6 NPACE 2ABIER NTF
BT ofge F S 8 fRemend e e FEfeR
T A |

X) @S TFEE AR @R e SRR AST, offer
GO, AR emmEr, Riarel Gk e SZF1s AikrgHe
o™ MH @NRCR & Sd Al @R T Tw

RG] RS (A |

Xi) SRR e A R0, AOR P (RCG AR WA AN
SRR 7% ¢ Mee =7 |

Xii) SR P R A G iz o T groAw v 20 |
@t q1f fofers = Far 1< |

ecea o farer  FRgeEE

Management)

i) IRF I GIRGFHE FARGR &S, (O, (56 TG
8 (6 oo el fffve Face @iF (@FIEs
THIEMG e 03 AT IRGF Ao A0 AN/ |

i) CPEIRS WA TN T B RRCR IR SIS CE
e I AT IR OACEH &) SR#F F TRCR, ©f 5o
TS PRF I GARGTAR TS s 6F ARGEE
A |

i) @O e ik G faRreier FARFETeE 9t aRige
ARFFIT SR A I A | (OAF Twd wewifre
feq farer s qéifie Aete 24 |

iv) =M, TRAM, @R NGRE FERTE ACS  ARIONTS
TREANYGTET T ARSTALTE THACTHCT FIS Bl AW, G &
FYY FTCRR AP =S |

V) RS A GHEOTE A ((5SE TGN SIS rerar
e 3909 |

Vi) O SRTRE A, IIEFEN 8 O AROYECE (DG
ST I J, @F-SE (VLAN) |

(Network  Security

LI

LN

vii) SRt 79eR ¢ TEREEE G FRen frEe w4
Q| GFYA T AR FCSACET NG T FT AT
U I ¢ fEfE6 F419 7970 A |

viii) =nEhifs SRR el AN @O JIEE ey
FRF I GNRAFL ((HF I (GO 301 A,
A TR IR IS = edal ¢ ey [
(Intrusion Detection and Prevention Systems) |

iX) TRF A GAROFAIL TSFEA (5GP ML TG A
S SR G GO AT, A0S YOI A, R Feow
R TG B (HSTRF (AF Tge Gl GHATIER
O[] BT N A |

X) faarem weigs af#Er (sdfie Secure Login Feature 31 SSH)
RCNs Syrefegma Staesy ((0eds fToiReT Afwy i
TE | GGCHEC T N 98T S (@%W, TELNET) =
4 7T |

Xi) IRF A FRaTAR oo @b e Torm
T I S A @R AT FAE @ 92 @R
T Sore @ et 5 =1 |

Xii) IRT A GNRGFAR WAN TR & eSS @i
G AT S |

Xiil) SUREP @EFE GR@ @BGF (WLAN) ZoRSRE [RF
GRGFAR 98 AR Mx THFe Y I A
YACIA | SHCIFT CTT GR STREDT PTG N
@R & RS @A (G (Secure
Communication Protocol) g9 F9C® (<, A0S NS
I (A A (5 SHFCF ARG A0 T |

Xiv) 0eF ToRA 7Rl i e AR ey, @0ed
FFER 89 87 F@, SYSLOG-9 A 2fed 1 @0
AT |

XV) @0F TR IR ARCEAR, @HSqP NPT
e 87 F@, oA FGEEmE 8 SyIFrete
(Authentication, Authorization and Accounting-AAA)
SR &fSHT T @TS AT |
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XVi) @06 Gifs fage Face AT (Router) Jtolte  (@RITe[ew
@R /ST ITT-Fef G ST FCGE 775 (ACLS) AR FACS
A |

XVii) SRBIST ARG T 7% ((HSAE TGN G ASE 4o
REE-B18 (@Y AT &S AT T4 (@S AN |

XViii) ST @B TMx Fiewe TSR @ A SR
AT/ (CFECoR N0 FIETS SRCEDT IO AL T2

s ¢ TS Ao A |

XiX) TRF I IFRGFHL @0 TorRrw e [T (default)
APTSATE AT TS |

XX) SUCEA JR0A A SIze oF Trveng I o4 -3 IM
AR RSO 1 Fel 2 |

XXi) e @eEn ez TR ewdwaed  (authentication)
AT TOFOIF AAS TS T(J |

XXii) MOET & @F-fofes e (role-based administration)
fafve war =3 |

¢.ey TORCAC SOOI Wiweew s (Internet  Access

Management)

i) e FOREAG SUIIET [ Wi SEpea SR
TG SHICTT W Tl *(A |

i) RS A (AT THRCTG SHIFT € HIRR =T TS 20O
I R RPN GNRIPHR-GF O =S[00
Tfo® o7 |

i) IR A AT ¢ FREF PEO STREAL SHICIT =72
f=rem ¢oibetz= (Secure Gateway) NG HoI6eT FACO =S |

V)  TRT A GNROFNE G e T BTN (A0 TP TORCACS
SCF I IRCAM!, TR T FBIS et 437 @ #roGme
SRYE: , O I T WS 1 R ALE T |

V)  FRIOE TS PIEET A A J9RR 30 THREAT Sk
fererg FREAT g1 wal foieay |

Vi) Jewe, WR@eys, 1 Pesibad wficam et ToReEs AT
(I POR-F T AP (VG X IR G &y

UL
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vii)

viii)

FICHA PETTER TF ARSI TS MO IR T+
fafe, afwr 1 fafeEee sfrs =7 |

TRS I GNROFNLE QR gNE FTRCNG ST AN (PICAT
Ffefens JPNRE FFA THAMCAT SCwesy Fa1 A 1, A
RS | GROTAR GF HCF THHIS T | SOIF Al S
ARGRET =1 Bfve =7 |

TRS I GHROFNRS BRI eNE THRCAEE SHICIFT =T
@A FRFACA FIIE FA C6S a9, A (ST AT
MR I S T A B AR ICF | AR @A
I FAIOET FCT GO© FiCAe =BT g/ (e A |
T S 6 *TS @Y & THRCAG I POR-AF Gk
ARRETE DSARFAEIR MK IR ARG =, OICAd =17
(CTSTATICE T R (ETCIFITT ISR A G5 SAIfe
I Reeaeem w5 er @re 7@ IR T AREAR fFarrer
[ S*IE LT TS (A |

¢.¢.5. T PG (Email Management)

i)

S Awfe JRF A GFROTR-GF NSAR TG 9=
4 =(A |

B2 PO ST @Y SRR AL TG QA= FT
I

SIS qHEE T R IRRE IR GAET A A Z
IEFPTe WEER IR IR O @RS A0S SR
IR T TI A

B AR A 1 IAS W T MeTE A
FAGIRME SRR IS ST AR (AT @ FLIRTA TS
RIH a0 =7 |

NER WY (@i 9 qFRIfwFa, I FoNwe=F 2F I,
@ 2FR Tfere A @9 Ferw T wige, IRF A
GROFANZ-GF TN N8 I, T FAoET, AT, AfSE@r
TEHE G oD AT (P! TAME AFCS AT A | @3




Vi)

vii)

viii)

iX)

..

R4e

GO (PN A TRIFOSI (@O T =BT g
(NS AT TCCR |

AU A T PRPT TR miod [lETS [IRE vy
JAGEA FEATF OO AR B QTG @ GHAT
JET© JRE @ (@A T AR A AN (restricted)
O A |

TS TR e S (A e @hef, I,
&P, (PRI, TSI &=y IR Bl ACT 1, IW 7 g
T LA T AT |

FRF I GFRGFNZ (AP ZCET FERMETR T0F 96 (G
YRS IS SR [REGR (el T faa Seae
I @R e eriten dr T OCTRET O TR @S
AL T =S |

T o Stwee AfRER e AHfeEsar ¢ i
FAA |

ST oSN g9=e fmEd (Access  Control  of

Information System)

YRF [ GRGFAR 8y e MIkegT ¢ fofe wa waee
P 8 *afs ReEfisR awie T3 | IS A IFRAFNL
A @ @F T AR FofGrs (@I [TEAR (q4 STweely (=I=rg o2,
A, Ao T A FRAMC SHLI IFAR (P Sz
B (2 |

€.9.5. JIRITFI SYICE JIG=T (User Access Management)

i)

i)

[T I INaFIL vy JIRFFRT AR fefers w2fHE
PIEDT IR F@CSTRPEITe G WS ANEE & SHIeET
T T |

[RF I AROTFNE SCIPT @ 1 e I, ©F & -
FhEma (pfefefes, SCoEm A1 (oud FN) Higea
AT A |

SO

vi)

vii)

viii)

2fSs JERFRT @ T JIEFF 2T 8 G [y
APTSATS AFCS 2T |

T T AL = |

L 2 2THBR T ARSI SYICHT I 34T TA |

FeR Mg RS (F@ IRAFAR SHICHEE AL
SRTE FEAAM AT (A |

JRTF A TR [ Hee T @ JRTFRT UHACK
FFCYE ToFed fofFe Far Targ W R ¢ /e
TTwCHT #17 T AR |

FRF A GFRIFIR IFRFFAR SICHCR RIS
(Privileges) ffire “/itemvar 397, qce [fve Far I @
feerifessizeT (Privileges) IARSITT (ST AR |

@.% 3. PSS FIgHAT (Password Management)

i)

vii)

viii)

PRF I G RITAR JIZFIAWME SYCHCE & =S
APTSATC JAZ[ [H5® I |

APTSAC foacel o e FAE TN APTeAed Ao
LTONETF AR |

APTETC MG ATRIRGE @bl f9foe s @, I s
S ST APGAC A<y IS AT AR (TS Y T |
TCod o, T SR 8 IRATIF ST |

APTGAET A M FREFA AToNAR  Siirs  freaa
AT (BTT @M 20T 71 (& o W) |

FRIFT NS PR (@F EH © I Ao[) T iR
2THBR A T AldFog Wive F1 29 |

APTGATC 262 THANIH G ore AF P AI—IO IF2
APGIC FHACT o (©) IR AR AR HIR 40 AT |

IS (I e RO ) [ T 1 I 1 B [ D (G
NGRS AGAG e et T4 A o F7em @Fers
BINIESH
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¢4q. JPRW (RERFS 8 7t s7Fad I (Business
Continuity and Disaster Recovery Management)

e SHMAG ¢ fCarsR 7@ I <=1 EowE 7304 8
SEACEEE [0F (F@ FIN 8 AR AfRFE tof A1 TS
RS GBI qC I, (ToT CTOIF RC™ TG 8 FTF=
ARPEN AP | Rewr FFHEET 25itaa (BCP) arifs Sty ==
G ARF A NBFI-F G0 YRR 0§ BrF AFCe @ Fa@T
&1 S B FA00 A F40 | PAoA P Ffo IR AT
S G A0S, ARF A NBFI-F G0 JFERTS TR N
TFOFTE TAETLT ] FICO Z(J | IIONCE AT NP I
PTFREE AR qR A T AREE Seee AR |
Foacet 2ifae-a e, et 8 [FEoR (restore) afeme
WY A |

€¢.Aa.>. JPR QR “fisgar (Business Continuity Plan-

BCP)

i) IRF I GFARGFNL-GT FEFA ST @S L (A JTF@I
G SIS AR KRRl ARFFE (BCP) UFCo =1 |
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1) /3> (Timing/Schedules)

q) (e & (Confidentiality Clause)

8) QPR IR T (i fRIF @ Fithal Bed)

5) Escalation Matrix 72 pfe<a =T o< ¢ mifg

g) faf~Cze fifwe (renewal period)

°8Y

W

&) “fR@es €& (modification clause)

) i Feenfbeea et (frequency of service reporting)

«e) Gifsfta= «=T (termination clause)

B) we g (penalty clause)

3) AR TRIARSACHE TR AR, PO ATHT A GR TIFS
i eBIeTR ST (warranty) |

T) (el sRgas A1 (geographical location covered)

D) TCGE IR TFBGRHIRR NfeTla

q) CHCCHH (AN AR o171, ST o7/ 2R T @)

©) O ~wfs A I AR (T I AMP) |

v, PifeR-fCwiet, 7. Pass TR J2PTS 9000
v.y. PifTEE-feerast (PC1-DSS)

v.5.> PR g e
oIS B TG (©oT SRS SBree (P fewsies) =z
a5 afsfre w2y Farrer B, 1 @ s Fe o afFe,
SR ¢ CONREd T Toe @I fePiae ¢Fa ATEey |
@G 8T =Y, PCl Security Standard Council (PCI-DSS) =&t
o @ T T, FAPTNR It (% FC FReed e
TFS FACO R (TG IC SiferRis FACS fTeidT T4 TR |
PCI-SSC R00% It AT J2eN (AT FC Jrewa (fe,
APTRPC, RS qH7H2, TFer @R @HR) T 9o @
T e afsfre zrfee | g = fomt (oreT ooy e @3 (o
ARER 8 ARG A ¢of 1 | IS SSC (AT FAAH
faeer eTar S A1, PCI-DSS G FFeF TFo GR SBF A1 g
e (@ (e, (©RE A1 T Jea o [\ IE I a9 T
TRIR G AT |

v.5.2. Pifreng fEff sfSfca=w (PC1-DSS Certification)

fofre smfbfRecem fAifreng gty arr fdifes facm s o
TYR FPT I (CoR fFaerar f[(fce w0 @3 W g @
FEBO ARSI A5 G TR, @N:

. TRREAR &5 40 (Installation of Firewalls)



WY

3. O QiR R @fee = (Encryption of Data

transmission)
©. WIFG-SRAM  FFoeWR [IRE A (Use of anti-virus

software) |

qPTIS FINRBME IH*T2 FGRTIER (ToT YT A_a
(restricted) S T GR OGN FGENCS SICIPT oyt
ACS T |

‘FARTI-FAACES TRl aFmd TR @ RIF JPIF A0
A EN 1 oW | ReReeiE, e [T O (S5
[ TA-FAACE (A TAF A GT TF7ICF O QIR AT FAIR AT |
@35 (e5T {5 (data breach) , I QARCFT FIIVAET ©2F AT
O GHRAIRET @5 NP G RIS AT | G5 (ChT {eva e
(OTTT FC VDA FR (AF Gf=r, Iwen, [(fE gor e
AT AN 02l 20O #I1CH |

(5T {057 7, G5 AT O (@HTE FIC @A I TS
2CS A 1 IO BT (60T @ 5T& fce 145 F4T1 =C© AR | PCI
Rt -mmfere R efednTa sy Jfer free 7fvo
(malicious) SITIZS actors (AF I ACS AR A |

w0, PR gt swgices @eest (PCI-DSS Compliance
Levels)

Go FPNS AfFT= (s I (©Re I EWmeR AT RAR
w897 fofe 7 PCI Compliance o0 #a Rew | @fafat v e
FE @ G5 TERARES TS AP T Pl FACS A |

e S : AT =7 emeaae @ REE-ea (@ % 1 ekt F6
Fe AfearaTedat efSPIae T ey | SiE A
I GRG0 Sifre P Sfeha q@r Srerede
S TS =@ | APOrS, (@NIPE YA OIthd ST
3l weeaire wifar (o®x (Approved Scanning Vendor
ev ASV) =l PIfFTeiE w19 3 of &l fte =01 |

2894

8

ETCo R : S G (AF © FFeRE [Ee-9a® (@ %o A1 ©R[5 FC
FHE efEreTeF efSHITa & eey | SIvd «Ff 4-
TR e[ (Self-Assessment  Questionnaire-SAQ)
IR P IR G OB RN 7S 00 =09 | 9=RIGl
«fG taifrRe FARTSIR w1 rares =0 Al |

G © : JqAFE w,000 @AF 9F PR TFAS  @Fwrs
efEaeTeRae fSHITT (Fq 2T | SITHd T2 LRI
SAQ TR F¢a @3B I FR TS TS 7 | GG
CauIRE FRTIR FHIe 2tares =0e AR |

@ 8 : AT 20,000-97 T 3-FIPT ETv afFaraTsH_T A1 TR0
aF ffere “fe fraer-eue qrRe-fy @@vie afe s
(SN ST T 2T | APAPFE SAQ I I (6
T FURE SR T IO A GRG0 @B
FIRTIZ HITT= ST 20 AN |

v.5.8. PFTIR feupiant @7 ezt (PCI-DSS requirements)
PCI-SSC FTCYAIF ©27 ARGEHT ¢ fom @oens Ium arwe 335
grarerEeR FA ey | = e ol Ko weicae dfsfs
(oI (goal)-97 TR &SP IS 20O TS |

%) ffarm @BeaF (Secure Network)

Y. G FRRSAER FARFACTHT IS ZP0e 8 THICIH FACO
I |

3. PIEBT AMGAG=T SRR SR 20o T ((TF 7[l TR
=4 )

<) FICAT (BB J&S F4r (Secure Cardholder Data)

©. IRAMFS FICYRT (U] STZ RS AP (A |

8. XM (OGP T IC(RTIRT O FARET TR S
G EFH PO J(F |



WO

*) w&eTer g (Vulnerability Management)

€. SHIFG-SIRAM TEOGHR IR IO I GR e =eamm
TS (S |

b, e RS 8 T W2 (O R THANIHE IACO
A |

¥) e faz@e (Access Control)

q. ICYIT O WICFHT 902 AfSDI Need-to-know fefers
R AP |

b. FOACOR SHICIPPIR ATOIF G I SN A2 I FACS
e

5. JFICYRIT (THITS e SpeepT Ava AT 20T |

8) @oeRE FfTw @R A9rw (Network monitoring and

testing)

0. FICRT O 8 ((HSAF W SHIIPT SRH2 *oe @ e
PACO (S |

v, faarerer 3r<g ¢ afer fafire «[ Fare =3 |

%) & fR&rerer (Information Security)
Q. O FRIIeT W@ MO e TS =(F |

vy.e. PR o saAe™ @test @RI (Understanding
PCI-DSS Compliance Levels)

SR R fEasas FTACTT Ee IR | MHowd &fs =8 @
AR FHo i I o fofere simae @ifdsae Far = |
@ARY IS TN @ RGP FST© T T ACF, O Ol
R IC THRICECE AfefHig F07 @R TWRIONI WRE @ FIFCE
Jfeq T @ | TR, THed @ AR A T@R G
FALICH TIE TAS FCIR ARSI e ooy |

8b

WY
AT | eEeEETel (applicability) S TS
k5| (Compliance
Requirment)
s | afs q=a v Wemame @ IS | 3. FRAEER A’
JC @ AR @ AT | M
2f ST, G120 SSC TMTwR WI|T | . BEeTel
REei Taere Fg S | (vulnerability) %=
(scan)

O, FAACICH LS
(attestation of
compliance)

3 | @ A 5T dfs I=@ » RS | 3.Self-Assessment
ATF Y R @ ef @ | Questionnaire (SAQ)
3. EeTol A
9O, AT LojI
© | (@ @ BT &S = 20,000 | SI-FHET EERia]
@F y Ffers et @ = | (SAQ)
AfFareTeTae I | 3. TS HH
9O, P Qo5
8 | @ 3WE WCETAI 20,000 GRS IV | S F-TTRF PR
Al @ A efs I=d s | (SAQ)
PRA ET dfEareTesad I | | . TETSl WIN
. FAACT O |

Afofl TN Bea (@31 SR [WAE drraiTeR 6y SquRT afs |
(5) F-FTRA %[ (SAQ), (R) wdemel (vulnerability) ®4, (©)
JIAACCAT ool (Attention of Compliance-AOC), @R (8)
Report on Compliance (ROC) | $&RI < =il PCI-DSS FH17w
TR G R IS @whe JIRE P4 & | 9T o e =rae—

5. T-FURE &R (Self-Assessment Questionnaire-SAQ)
Pafers [fey =51 A1 1 @IS 2% ACF, A @A kG AP
oI S FNAT 5 1 ©F FTHRCTT Sewey F1 27 | v
ST I WACHG [id e ee (compliance related) AT
2SIV 2T (72 ST [T I FACO (A |
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12 ERe Fae =07 @ e THER 0 @EG SAQ N FAF
4 OV & SISy | ¥ AT e afer™ Frer Fied wil
Mg IR @R dfere I ORF TR fofe ww fNdifte =w)
TURRTR, @ AHOA ST (AT SYIFATEAET I IR
O FICYECP (U1 O YR F 1 OMd SAQ-C #7941 Tfb® |
2fSTIeTE PHRFTNZ STERAIRE &g ReTTet 929 IS A TS
O FIF AT TG AR FACS A |

Iz fAfUE ¥Rl esw TS99 I, @TafFe &/ 0 @TF Yoo
a6 @ otg I CofF TCO AT | MHHwA PR fewstar™
e S fenz [ W1 o Ffdseng fN47e T &= SAQ U et
Teq (e ©fbw |

3. &l w1F (Vulnerability Scan)
G5 TS FIT T NCES T NS (@SR RS THRs
8 IR (ST ST 8 (AABTETER S HI | 92 T
JRfae wa PR feegem M sweeE Ry Hheng
T wEl fge, s Hifk (o%a (Approved Scanning
Vendor-ASV) & e =7 |

H A TR ARSCCS (HICAT gderol I O Fw] IS =1
MO QPO G0 RGN G IR 6 | G2 FET S[=T2
@it fefere Fima 331 Bhe (efe so T » IF) |

AT FAAC B EGCHAT AR @ WO S GG FI
TS T | 58 g AT I/ PP 7y FE0R, SA TR
PGFT FHH T (AF GF2 To-@faFacem es7 fofe I =T (ire
A | [eee, SAQ A-EP, B-IP, C and D (W6 1 <ifcsar
TRRARIE) O G @S] TSP TR @2 GLeTS! FCA
TGRS A FCo 14T | 58 SAQ AB, C-VT @ PEPE-HW @&
T STAE (7R |

. IIfex Ierel (Attestation of Compliance-AOC)

AN B R PAPTIR fE1aT (T 55100 2 T WCHHAd
Gy AOC TS | W% THCF15 WD T ASH (ATOIRER 7l A
8 MA(FS FA =7 AW OFl oend fTerw Questionnaire = I ACH |

285

WY

Report on Compliance-93 &TIEH (2 @37 TCHHA C(FLE (IS
FERRIE 7R B2 |

ofefs @@ SAQ TG T AOC-GF G TRFTT FCA(R |
TreRerTel, @I @IAfFE ‘@ TFCHT T RET A0C ‘A’ TR
A A T |

@gf3T 2T AT fCWstaaT BT pORe FeIeeara Caraely | =G
¥ 71 PAPTSIR fEWaaT FAAR e=iel AT et I |

8. IR &fStawe (Report on Compliance-ROC)
SAQ-«d f=ifite, «afG ROC Wbrod ffate QSA (Qualified
Security Assessor) BRI WUl I | HiR (SSERA [CO
fFetaaEr, PR fBuias FueAEse FhTod FIRT T
TR Gt == SIS gHis wolx *%F kY |

TR, PO TR TR & W00 FREE eAfSEvai
TN W R (@ JRew, W Jeed Wt awR
RtereTng & TS | (TUP@ : EFreT SRRPTEE @ GITTS SrRPNEh)

YR, Remaass

©.2.). Pt qass e

BS 7799 «3f5 {o* 3B5e€, A1 O 7= I A (ISMS) &5

@35 ‘Code of Best Practices’ MR&I® 3 |

fTP1aass G TYE FOTA AN T TFYo FACS TS @ (GFICAT

ARSHICTT & SIS |

[T aqss /| SBPTS dqd5s FBIBC Yo Ske Fle 8 oo

A—

) @1 qaps AT-y : U W JIGEAR TN (FC 2T
SRR Wil fFe STt (@ICr R O J%! oo
TR G SR @ AR W |

R) R qass 6 2 : O IR [IGE == Information
Security Management System (ISMS) &f&3T= =ty oAz
atae & ereaeR oy ceiifece e | MRrweR s, «¥
TFCFD0 IR e (G FHIA N2 AT Frer e |



OO

b._2.R. RePT qass a7 Tz
G RS @ T @, Jow T EREheH (Resreng)
TF @ SHAET Mg W AfeH Brwmeey Iqmell FECR | GG
AR O A FOC (ORT T R, TRER qR JPIRE
ST ST fAT Sp50-9F TIFT $FT [T qaps Cofd 41
T | Yoo AT, RePaass FBroe srpiees o2 zafe |

T qaps TBIOCT O TFTT (T dobd-9 PR ST BIF
@ T IZ SFfe SREE T 92 IANTSIE  International
Organization for Standardization (10S) &G ZFEHTC wgs
2o FTer AL (O UF I |

Q000 AR CEWE, 1SO [T aavs @ o= o=l gzt ¥,
[ WIGAE Hqqvs T Afifoe = | GUHRT 003 AT, [T
qapd TBIONGT e SRT GG Y FaI 2T, A Ty
MGG S0FOTC @NT 2GS $00d: 000 IR HZEHAS 5800 :
355y @R Organization for Economic Cooperation and
Development (OECD) @3 feiSioieteTa et APy FAE Srmey
41 =0T |

TOACT [T qqpsS/TMIARE 995s (F T SFACF AFRICT
AR & @EToF AT =T 4T 20X |

©.2.9. PSS ITT A28

APiaass A6 3 GG MEPTS FTIOC (NRGTS/E2FT 345 5-
2000) &G SFAITe TRCR, OGF <6  W2PTS FBIEE AE
SIS T | ToUF, RGPS 39q5s’ T [Reqass 26 >-«aF
fofere TEHfoF TME @RIT | JA2GAE H995d TF© JIHE &)
SR @I (FC, OF TP AT e @7 e @I
ARGATS! (7R | TOAR G5 Y RGaass (715 ) G & FHRT
8 AEIRS ZCO AMCA, 58 ARG Sq4ps &7 & = |

b.2.8. FICF GV BICS X(I?

IS (A HIF WP (F2 | RePmaass =01 (TR APANT (@0
@, A 35 AT FobT FafFFe 2o T S AR F07 | g
Y O IFH REIE TS TS AW IBICC IR

Se¢o

Yoo

A | O, [T aqvs @7 wiREifes Aphon wree «ft ey e wime
SZECITITST TS FACR |

b.3.¢. RPmans : AS-y : FFERT cew, wEfes 8 FeGE
Reaass w71 fafge HFeRE F@E @3 dff @, wufe
TRAUEHOG € S9 FCHET TR | Soft (wieaew afefba 7fFwe f[aae
5 (e zoaeE

©.2.¢.5. (CIT-5 : RS Al (Security Policy)

i) ETwReHE SR 2f T (Information Security Policy):

GG DT THEIG o TS TE GR K FORE G [ A
JOCA T Hod IS 2T | 92 [fefs A Igrm= wmr
NS RGN T |

LRER.  (CIE-]

Organization)

i) = 3w SR (Information Security Infrastructure)
TRYE T O I AT OF 8 @Y FACS  WICASTAT
PN G TS A |

i) ORT “T%a SUICHET 7 (Security of third party access) :
TRGF U AT FRACNCS O ACTH S fm@e vl
Tfow |
e iSRG YIS T TORewS AR (T WIT

AV T AR A SR aritr % e W Aere

AT | T (IO PO S MR (AP TRYR R & IR

PR ARG &, O g fREc e el *qe e

e o T Thw | @B I FHREo TR AEA SHICHEE

4a, SCA P, PO AT WAl (NG RETE GR G AR

T G PIIFCRHTS I O ATCS A, ©f [RCIe (7 Tow |

DO AW (ST WIHCR 476 [0 wrgef | Twregera,

feferarier sytEeR I @ @GR A SHIEET emitTR I

el el | RS w@ee SHIeeeT =T

%) fefeer syiegpr, Tal: we, ISR 9%, WEeEs TR
Toyiee ot |

) FEGTPFIET SHICE, THT: (FICAT IRY CIGII, O AGNSCS AT |

PSR  wweimiRte™w  (Security



v0od
iii) SSGETRR (Outsourcing)
w2y Af AR ARG 4T O (FICAN FRY] (AF NG Il =,
Y SRIA I FIFOII IS AR TS |

©.2.€.9. (CITN-9 : 7w AT 8 faage (Asset Classification

and Control)

i) Itne &=y Gzt (Accountability for assets)

T AL O TP G W@ LR FM I GR GG

AR AETH AFCS J(F | RG] SR I I T S LGOI

ea o TIW AT | 9B wE fefere «sfl TRy wwy cmfe AW

THEe TR T Are oReT | BFEReH PIEeR W I

e I e e = —

F) o= W (Information assets) : TG € (TGT T+, PIEHA
THCACHH , LG T, lf*FFe SAMI , AT T HRTS!
o, SFOORIG 21, T e TG, H20eT 027 |

q) WEHGGR T (Software assets) : SUIFIE=E FFLEAH,
W TP, (TTS=Trs 51 ¢ GG |

%) feferieT =M (Physical assets) : SR K@M (2APPE,
ReF, TG, TN, @ RGN (ACo[, Prafas, w5
@R, wapE @), e e (67 e f6%), Swyey
GHfErE RN (R swe@r, @E-oaE 28H0),
999 |

q) ASEP (Services): FMEHR @R QMM AT, AR
EORG (cm: &b, =ieet, =fe, Arororifazge) |

©.2.¢.8. (BIH-8 : AT HfFeRG (Personal Security)

1) e Rl qR NP J% (Security in job definition
and resourcing)
IR T SR &9 (CfEE 8 FUIG ol ARSI AL
4 Tfoe qR @A ST FAFEG TN ©f Fw T4 Tow |
TGRS W5 263 Tve @, &9 (SfF*t 7l TR <Ezim
BYS A FACE |

Mo

Yo

TRIYA AT AEIR ARG TIRE IE AN FAAT GG
el pfete arwd T S | JRm AYETS Sitve SiFad 1S
foTa 2 S pfete 9 341 Tbw |

qra N ¢ TOr ATHT FGIRFIACE A Freey Rwyw pfe
7Rl fafds o1 =2, o oA YR oy afemead gfkaE TeE
TR 7T (AT peTs T Fa00 =(A |

FERGE A pfeR *STW ARRET TR AN (AT BieeE
ACAS T4 Tfow, [UeTe T99 FIHRAT I (T 5 @CS 5 A
SIHE FGIT 1T = I |

i) I effrwet (User Training)
PRERIRAT I %S @ O afaraae JRUE eo’ A efférper
ST T |

Y.R.¢.C. (OTTT-¢ : &7t 8 amerRCTBI 7% (Physical and
Environmental Security)
I A TTERCEE AT emE T o'W ¢ e JPIRE
FHFANCAT FACIMTRETST 8 FHACEGT 897 Fofe 0 gl (A0 7RI
ferferarer it sfasie 23 |
i) &S g« (Secure Areas)
TS ARG TR O e gR Siend FR[ErEE
TP QR A oo |

@8 TSI AR SHCire ST, Fho IR TWCHFA (AT
TefereTed e Req Tv® | Aot T4ge At e @ e
PR G0 RGNS I 2B 7H RS T PICS A | 998
SR W@, e war e Memer e ANeened 2ew The |
SRS SHCET A1 FEer@ ¢ WEAre wea I grT FEce @I io
A®E (©F 8 +fEF & |fS (a clear desk and clear screen
policy) tofs Fate 703 |

i) = 3% (Equipment Security)

G g FLS A T 2EFGS PTG (AT IS FT TS |
ANGT @ O I2 TR G (BRI /R (BICT T 14T T
=S (A T A SO |



VoV

(@A TRYR O ITGCR SeRiere CMATSETE TG RIE
(THI-S[7P (Compromise) 2o A | «ft 7% F41 &v® @ = &=
el OISR YR (AT A | G Rexwei Y7 (U6 AT ¢OREIR0
1 (ThTe AT FEN IR P TR I @ACO A | T
R eeIve (ebl e @ A1 Rivroe gor 7186 1
Tio®, [ R YT PR A PRAT (A J2AF |

GoiRe ffear @va TC GRS @ IR A FET AR 2T
SREIE (5 P A0S T (@, FRCIATAT (BT @ TIPS A0S
R (T ZCACR A GO 20 4 AR |

J TR SIS Foa® COIIE (GO & ST\l
1% 1 /ST, GRS A1 Jifos a1 Bfvw 6 1, ¥ «@ea e s
PRI ACAE 0O A |

LRGN, (CITE-Y <31 (<11 AT < C R ) (o e )
(Communications and Operation Management)

o1 Sf IR IR @PICRICHR AR IS 8 ARBEN S Gy
fgfen Afr ¢ effifemmerTa SpifTee e T RIT =IFME,
G €7 ¢ [PARE SHIFREHTETT PSR IRCITATOR
89T R O IRY! (AP TRIF o =07 | SwrRaeTw, GG Yl A=l
o7e Sl ¢ e uafs w2y oMl ¢ (hefR eyfes IR T
AT GO (FC@ S G0 IRY[, T G2 Sro e I T A
qR efET THR W SR, O G @F A@R G oW
ARG | ooy g JFE AfEeeT e N Tve, w1
TS RCAFPICATT |

i) @ ~wf® 8 wfg (Operational Procedures and
Responsibilities)
T o afEeel ARG WAGers € ARGEAR S AR
WG @ *afereeT afefos w1 8Fs |

@t AT TR T Toge ARvEmE oAl (Appropriate
Operating Instruction) € =GR efefear oy (Incident
Response Procedures) tsfs 4l fb® | S=ceeT 1 RIFO©A “ahs
RPN AT 4l T® |

2R

Vo8

a2 GO afoea IS 8 e AfwrE Mive waw e
IE SAFACT AR PO Ty Srieed (ofF @ T a0
Tfow | PIEON (oo s, T A ANFE T TICNHT
2PfCTa oge w1 Sfbvw, fres I @3 &y Sy TR AR
QTS T, @N, FEATHR AT | T8 oafbe aAfifEEamrzes
P A 2o [ s Bfve, O @ ofie e
TE O SEEre JAGEEE TR S '0 ®CF | SEITAMR
LAPTCTAGT FHCF IR(F IFAR W#ACTE T S5 | 2ARBIETT Awfoq
GG ST AT (AP (R AR TR Sel) O 0
TS (T veice eraea R[Rfdeee @e 1 | Srr=aermer, o= g
el [z Fare d @ (e SKeNET S[REs TR G o
O ICF A0S ZF | AR e Sree A, (& S
TR G WA, (F IF S, @A G A HF G FI IO
(4T =09 |

wifg BT (Segmentation of Duties)

Mg SRPP, qEoEe a1 TRFO Fafe A e JrT
FE | OI8O AT ARCIRF SFeire e A1 SARGIRICT A
Fuce, e fog wifg 31 wikitgs craaeTa Iag#aT 1 Rk
W SR A [eavar w4 e | [Reeiws, oft il sar = @

i) % fFPR (Housekeeping)

(TBT GIF (TS R WA NC AIF F41, ATS AN T (CHT
AT 41 [AH5S 26w TR, ST @ T & AT G (@A
e |



Vo

Y.2.€.4. (BIT-q : SHICHT fz@e (Access Control)

i) SuePT fREee I =S (Business requirements for
access control)
FCOR O € (DA ARTIAT qR O SHCFA F IPAR
ArEeR fofers frmge w1 Sfoe | @ w@ w5 b @
FRETCR Ao7CT [R5 F41 T |

ii) I=FFET SHCHT TJIg (User Access Management):
BT BT ¢ AT SaeR wEam 4w g sa"
ey TR AT AT T |

AFTETALTT G IR FeS SHILHACT ST FT8

TS TBYE FACO T, TG JITPRIA RAEF FaFw (2eF
F A OCAT PO MA@ TIN Ot WiF O Awfe @
ARTIATEICS SHICHET T (72 | (@ SAYS GTAIT
Priviliged access rights, ¥ JEFFRIE B @OREIRE
TR TN AV I, ©f fT@el I 8w |

i) I9=ERT vty (User responsibilities)
FFA FAreIeR oy Siine JRERFRIvE TRl i |
FRESRACT FEST SICF 7@ Tom q0s ond g
TR MHOT T4 Bb®, RIITS ARSI IR € JIRFTFRIA
TG RS TS | @A TAYS, WA CRE
T T |
FIREFRT APSTE v @ ad oe foarer Sife
PR T S |

FREFRma e s Bfte @ Sy (unattended)

TRGEC AR FRFO AR | JINFIRT GBI GHAT 0
TS, AN AP CO*F AT T AOR, G5 S TN &)
unattended I STALCNMS I (AF TAHE ARCH 20O
AT | T JERFET 8 IR FRTTeR arreEe! 8
unattended FREMECET TH AR Aw© TR 8 TR AW
JRARCT & ST ARG I oo Al To® |

iV) (5eaF eicpTt fz@e (Network access control)
(OCAF SR T TRV fezgel a1 Sios |

29

VoY

IS JITFIRN AT FCER AR S @Al (5P
ARCRMETR FRIeR e <A w6 a1 ©f [fve F7 &y «ft
ATATSTT | IR N4y [TRfeie e AmE—

F) DGR ASHCER N TS FHRCE |

) RCIG IFERFE R FTRGICR & SRS SRR A |
) EAFACHT ASTCACS IR SUICIRT (e |
FRIFFRCAR 8Y (1R AMSHCACS TP ST AT oo @ofeeT
FIRE TR G [ [egeid Selire AR | (0SR G
FFTER CRME @ IFee JIeRSE a1 @ [g G
(AT SIPT FACS AT CLen JPNRSE SyieeeT fogaer [ifsq e
Aol 2ew Tow |

I FHGFEE 70F IS ¢ @fes @rE [Roe w7
TG S A | (HAFE TIIENFOII L2 AR Frr
130T PRS2, IR GG JPNASF SRAvIfg (o =06, T
w2 AfeF el 8 (FOGTR FRUICT WGIRCA T O A (ST
AN AR | W2 QAR IO Jroeyy  [myse w2y
ARSI WAL SFICHCT P MG PoTC© AT | T ST
B FIRFFNTR (AP 57 IR TG TS I | G2 GRS
AffEfers, @BSAFT 0y THEcn o, O ST, IR
O = BTN P71t ST F119 B[ o8] T4 @CS 21T |

I A (PRI (DF AT aio [ge «fom
seeETey, AE WK g Value-added FfSw OIw@ T | (€A
CRMTR ToE (IS GfoeT) farerel @8y Ao A | (DS
CRI IR I @I RGeS [Fve w1 Bfvs @ sitna (@5eaF
FACR R TIPS SIIACETCER =Nl SGS) 8 =T
Gy AT I Y] A0 FCACR |

V) FCER Sycee fm@e (Computer access control):
FTOR PIEDCT Syt g S0 =(A |1 98 RN SHICI
TS IR N AN B4l Tow |

TG JARRPEIE OMd JTee dR qII@ JIAEE &
T JEEHERR (TR WEfT) AR The, AT AFqee &



voq

FEH I O WG I T | JITTIAT N2T FITEGFRAIG Aw A
FICAT BfFre e 1, @ —ago, v+ |

Vi) Sifaceis et e (Application acess control)

A PN @ (ThT Sytee e @lifes SpicgeT faeae 5<=e

41 Tw |
TRORTF 8 (THH @ANNGH SHI SNTe JIRFFRCAR &)

e w41 Bfos | Spifaree SEseE B -

3F) @36 @ERe FPRE SrE fwgs Ffe Spia o7 e
AT EST feeest eI SIS oREe 4

) @ @A WHEG 8 IoAEDR FEvT IwoswmE STgeiire
SO (AF W oW A A PIOOT A Sy
FCGEPTIR(S GORRIRD FACS I |

N) S ARod ST T AT ©LF W (K T = O A
CRITT AT FFCI AT 1|

q) ®y W, S TAEe S e 1 IRERSRITE
TGS (B ST ST AW TS (A |

Vii) =&l Syt ¢ =R @™ (Monitoring system access
and use)
CEA s 8 AR A AepTel [Wve e HEsTeeE
AT T 5o |

SRETO oS 8 SICIT @l A CIHCe TR FACS A6 -5
a5 e e Ty AT Tfow, A= Hfowrrgz @ Sy Fareer
THES LR {6 ICH A |

VR.G.. (CTNEH-b : HEBT (CreIts @ THAITH (Systems
devlopement and maintenance)

i) *&fex fearerer earemre (Security requirements of systems)
G WG TTPOC, TPRE AT ¢ e FeF (of
FAEHPTR SeYe AFE | qRIes Fgrwc@, [RewT ewr tofd ¢
IR fareier ¥ Sore el | O WG cofed e e
erIEARTS HiEFs T4 8 T v Tibv® |

i) St PEs W=rsier (Security in Application System)

28

vobr

T 9 COfd WIRTFTR 3 SHIAFT FEoem o T7ge
FCGFT € GH-G3e Cofd T4l THw |

SO FREANTAE @ W O FFEE G (ToT Gfero =
o 1 Tfb® | QA 20T (BOIE GFis AR TR
A 2T, A BABER TN A RFTHACR T G (AANTS! T
IR | Gl Af G 92 @R (BRI e S0y G0
[ (A | G BRI @AWE IR T SRS [ FCB e
SRR !, J (Key) CHOR WISH, I (9 ¢ FF Ao
YR @97 97 3T |

LR.EH. (CTNRA-5: JPNRW  (RRIRFS [IgAT  (Business
Continuity Management)
i) TIPTR GERITEFS! IgreEE e (Assests of business continuity
management):
TR ey gl ¢ f@re g FRed B wENS (AN
grpfes g, o, e Lo ¢ IRFO I FACT WO
AT A I |

o, farerer rder 8 ORT emita et Beifvg ifvefs frsae
A Tfow | PN @F wwgrd ef@e JaewE [ IR, o
faf® Face Contingency Plan T 8 IR 11 0 | S5 TS
[ AR 92 @ ARTFEAUCA A6 I& AL 8 SR
T T R FHME T, TRRARSEAl ¢ PemEmR Fitg o
QAT 20 _(T |

TRNRS REIRTel AP T (e =resad ¢ Jr FT
O ST AT IAPTIC bl FAT W0 I |

AT T JFIR (ARl (o T4 ¢ I ARCS GH6
e 2w A Obe | el TR (RRIRFel [IgTE
RS o1 SIS TN T
F) TP I I0F @R, PG TP e =R Moo

@ SfFRETR AR BRI ¢ 2O T Sl |
q) IR esfn ffey Wam i dor swew @[ (4t ewrgnd @

(RIG 9O T @S ol Al IR b SRFITOR Gy QA5IR7!




Vod

O AL 0& AN ) @R el o afen Ty HPARS
T @ I Cof el |

%) fdifve et Sowey @ i e e 9wt
JRPRE (RSS! IRGATH ARRFAT 2o '@ FRgTwaer;

q) IS (PR ICF AN @4 TP (RRIRTS! I
ARTHA LT @ FAPSFel;

6) @2 Apfoa & @ AR @ el e T AR OF T
feRifire =T @ JETIM 41 ewe |

5) «ft ffve Far @, TP IERIRFOR FIGEA @R «fb SEaa
afear, wgE efemr 8 IR WFE ANETAN | Afr 8
AFSCACT AT ARG TRYA GFG TH e FAPO[E 8o
Mo =7 |

©.9.¢.50. (BITNRH do : FIATE (Compliance)
i) SR erEeEreR w ™fe  (Compliance  with  legal

requirments)
SNFACEE GO w4, ARGERT, IITE 8 IIGEAT S[TE
fifem, v ¢ pfefeles Mariel erearreR RRPTR G 5413 |
e epfre R[fiqs, e ¢ gfers ammearsreET afs
EATACE PEo0R & geld WEEiRe ¢ dige F4 e | 3
ARG TS e Face e frEd ¢ gfers g v gens
TGRS ¢ ARYS T THS |
SR rareTer A RgE WE TAWE AT TAS (& @Y
TR TR FE (AF 7 (e Tfow | w2 e
TSV o J0S AT IR G (AT COfF T O I S (AT (2=eT
3 T (@ GF-ICR 2 2FR) O ©f &b 20O AT |

i) *&fs fqarer e (System Audit Considerations)

Seod Al ¢ ARGEA s JPRE Al IR I
FIACS ToO IR M AAdHe 8 7o T THo |
RS w7 41 Sfoe—

F) T TARL FRGANE T AT 2€T TS |

) o e e ¢ fafEs zer Bhw |

§6©ee

Yo

) FRRrERTR AL SR 8 S (FI ATCS AR N Auaa 2
o |

q) S & IHER (Fe-eqfer o) Sty HesT wiea i
FA[ AFCS AT, SF ©f WA T 70T AH AF YR Al
o |

e) fRwR T Wkl g TEerd fifve ¢ eEte; w0
o |

7) Sfelie e aremel fbfze 34 ¢ e 29 THe |

7) [EFS 39S TN SHICI N07 T S0 G O +7% T4 THS |

) IS AGS, AT @ HAGET TGS F41 BS |

b.2.Y. R aass: AB-1 |: TRTINGT (ISMS) @R AR

©.2.9.), FfS/eerEm eferar (Compliance/Certification Process)

T Qqads GF TF INLATTN T T ADITF @R FIAS FITEG

o e &« oo T=HHEs (Rwmei?) = sSefirs

ARCFAC TR—

F) SOOI GRI IS GG FIICHT Lo F7T |

¥) Rz Spifs TR & 476 ¢ TAiNE @i o
AT I |

%) fReTenErs @t SR Save o fhrs 2| |

¥) Re™iE dfeertmm e frrer ¢ e Ao i
A | @ IJ[GE cwied @FF gEerel Hfze Face A=y
A, A AN AT TS |

6) e @3l Sw-11=G FEHEE oIfbEE w9 |

5) SIfs Ao TS B0, I AHRAPe o7 @GOG Sl
T T T AEPAGTGA-IF STl e 6 |

V.2.Y.R, FARPAGAGT (ISMS) Fr?
FRAGCTA A W NS IR ST AfSDT T AR IFONE W2
STRTACE fFe /01

GG ITTICHE  PIPORD  ASCs  PIEST  (SN2IHANGT)
TN O FIHE GACH] A (G SIS s w1 367 | «Aff
ORI, 2T 8 B2 wforT TeYe ICA |




0

L,9, H2GAS 3900

RGNS 3900 (A AFHISF SoIOTS |, AT Y06 O Farsier g i
PSR (1ISMS) CRRTRFE*IT @ 03 | 1SO 900 GG Y& R
(ST BTG AR A, & A o T e sk«
G QTS | OIS A R @EHOF AHEN ST AT
AT (@Y IRGCNCE ©lend O 371 e SAfbleT Face
RO B |

©.9.), PGNP (ISMS) IICTF AT
ST A LT T &AW S |

MBI AR ST oo T |

. (PRI ARGIFTS I LW I |
FRAGTATAT T QAT S |

. TR farerer gafes el s ey 36 |
. R eRI7e™ 0 & 6 I |

SR (RIS, AT @ &S] Tl I |
br. (PIAI T TGS TS B |

b.9.2, TRPTE 9003 «F 85 (BITRET F F?

HZGNS 3900 7 385 (TITIET =CF—

>. ®7 @ Aife (Information Security Policies): @2 feice
@ I I @ FSF O 7] Aoyl ARG Fa0o
LT

3. o7 I Ry (Organization of Information Security) : «%
FeR fREeE oF SoRae RIF RER© FF (@,
o, miftng, Torifir) @R O wE ARASS T @e-
oy ARBER, (ReE fToRrr I9eR 8 Gismii Tepv
AT I(E O IFTHE IR 8 AT &y G5 Glifers
FIOTCA 2 FCF |

o, WP fEerer (Human resource security) : @2 feicw
e v w0 @ g a4 @Erma e e,
AffFe T R R S cReife T & R *ReEe
T = S ¢ §fe afser Tfsrrene ez skefrs
LT

L &R o6 Y

0y

OIR

8. @M [l (Asset Management): @ fercsm fez@ereet
Ao S0 @ O ! TRGFW TR (@, O, A G
feorza, e feorzs, Tonfn) APwew fifre s =y,
SV FRISR &y AIRGAT MCAINMS 1 JCACR R FAET G
@ PO G ARBET FCS 27 |

¢. eep fmEe (Access Control) @ @2 RemaR fFageneT ago
[ ATAE SPACH O IR O I SHICICF AT
B | GG TReferpyet 1 FerpreT T3 Gar SHICHCE G 2CATE |

v, f@eBmifF (Cryptography) : @2 TR fE@eseT =T,
FEFS!, SRR LA IS TR GG T AR I
[ Gy fofe emi e |

q. fefezre ¢ sfaca=rre femiier (Physical and environmental
security) : ¥ o fREEeree fFfeme v isE sageie
A ({14 I QR TV [ LFOF T AN ACAPT F41 (AP
RGN @ AL T A |

b. S fRrerer (Operation Security) : @ fReres et
e o @ it Fow ¢ TebsmE 7' Wkfe FesTeE
QoM @R (©5T 71 (AF RAFS | Tt @B feiow fmaeetw
[ A et wfige 41 @ evidence TS 1, WTA [T
PO AHIEHAC, R VAW P @ HACTHACS
JILT A T O T OO SR 4l |

5. Q@™ S (Communication  Security) : «@¥  fqoms
TR (ToSTF SR 8 AR Tl 0, (T2ACH
SR NI G 1 SRS T A |

o. *@fe wfsmze, TFEw @R FHACTHI (System acquisition,
development and maintenance) : @ iR faz@eeet oo
IR (@ NG O @S (PR IR I ATt e S
T O ] IO (e AR |

5. FRIARIEA  FF  (Supplier relationsship): «¥ e
fREerT e a8 @ TRIARSR ¢ SRAMRME 7[l T
ICEE SRR Tige O I Egeme TI2F I 9R
POR-SCF farerel el Frerd FEw Fare =@ o I
I |



030

5. w2y fawreier w6 Iy (Information Security Incident
Management) : @2 fe[eaa f@ereet el Rax ¢ woam
G @A @ SAfIpE Sive Fare aF s TN oM Fd,
qCS ECE AT AN F4T AR | IrSF evidence et
FIAO T ¢ IO OMA e @Y FACO ToArRe ([T
fTe 27, ©re ¥R e WEIRie &7 |

>0, [P YRIRIRTSl GG o5 faisem W (Information
security aspects of business continuity management): 2
YRINIRTO! ¢ O aiod Aol e e |

8. sfe (Compliance): «¥ et f@eameet =z, e,
a8 §fe e efstary FAre G MG ST eWIF I | G ST
TAROAE00d AW &S Nfs, &fe 8 armemime
PR TR P o SGs 3 |
@ (ST WA (AR (T O T ARDET vy W’

fTRrReR (@, TRRSE, Sif6-SRar, Tefiv) Jx T7ee 7

R, Bopifad sle TS |

©.9.9. HRPTS 900d @ FHL fFEeT SiTR?
WRGAS 3900d U SN SIfFFIgS 385 e Trafde y3sf fmme
TR |

Mgl

08

v.9.8. RGPS 3900 SIS (1SO 27001 Certified) F?
3B (@I SRS Jq00d AR & aae g
AR TGS AR NE" & e Swes A | Im
S e 27, oreE AT @IfEE wEueRe 900y AMGRFSFE
B FACS A | 92 AT 9 TF @ @D 218 2900
FBIBITET A IFEARCA FAAE |

GFE IS TIARNE 900 AR TGN «R AT Tarf
T AN 39005 A (TS AT | G2 HIToiad T 2J
@ @2 & @R SAPENT T TAYE THFO! ST FCACEH |

(CIFICI: 9000.01Q)

q. JRECAC SR FIIT
.. ARIR W& (Cyber Law)

Q... I 2T I
MR SAI, SR e AT @ FBIE FBN GG (@R Brer
@A IFCER GG o1 A1 BIeefB 31 ToreiRg 9o = | IR
TR AT [FRFE ST oo 200 A, T Gie*a@ @@+ 54,
Ge-gierie (fraud), @ferRIte (forgeries) , MR @ SWETLw, A<
FRLTEIL. ARACT weffed =k |

FRATHICIR NI T LA SHARCLRS & R, T O 8
QTR &Y W2, 00V (WZHT A2F-2000) 7R IS 20T |

Q.5.2. ARIF SR @fasae

ST I SPRIGCE o ST g e 211f:

F) %) 2N FMPITOR : S FFPICORCE AN FACO IISG
AR IR @ IR, OIZIAR S, DOS Sl Toyifn |

q) FTCRSE G 9 Ber : @3 6" 92 FE IRA-
@ SRy R T4 @9 B[ FGRT, IPR #E, (GO
FTC TR, EFT *F1 Tiferifs, staaife, o5 |
IR ST B[ N2 T THRCAD N2 7 [ afEe =7 |
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9.5.9. ZIR =AY SN (Cyber Crime Activities)
2RfE e IS TRATTF FRFACAT ) g IS (OfF FACE,
T B0, AR WY ARBETR ©-2ST AARGETS SR
CZ[TF{_
i) SRTre SEcE 8 =if (Hacking)
SICFT T GF0 TRIE FPACHR, IFPACHR PO 1 IR
(OEAFA MGy, NRRMIOGHE A (W FRHAE A oo
2! I GTAACP T (AERT T TR AT QAT T4 |
SIS SHICHT ©12 AGF M I FRATER, FCEE HEeT, A
FFTER @O WiRCy A JIE s BUIR @ (@Al G
SFICICR (R |

GFo ST R/ (SR el SreR &ey Faara
2o FreR TR | FIFRAT FFCHIE ANFAT T ST FCH [
(2T foTee 3T S IR IR | SR RN IFAR LRI (AF G2 JETel
@ A | Ty TR Jfere AT e & TF IE, @G
(T PIeee O pf Tl R RSy T SIBITT (S ©iend ferg
BICCs Y PR T oY TS 4 |

G ORI A O e GHPTECHF @ (eE web
hijacking 3T |

ii) @re @ et (Trojan attack)
Bl g OB (@I, T (TS AR W 2F 58 @ (g e w6
[ FOFT | G2 GFOF IO (@RTE QIS 1 2 | G ST
Gree =f G e |

GrEe 9t SRt ST, @I ared e a3k S MEE w1 |
T4 fOfET (TEI®) ©IF MORMT ST, ©IF NFHEIFE AR 0K
TR FACO ‘ARE O AT I GR GIET FIRE OF F41 7 |
TCP/IP (AT (T (@RI &) g %o Mo (61T, 58
Grentes fFg SEET UDP (AICE e JR2F I |

iii) ©12aPT @ e =@ (Virus and worm attack)
@ R S @R REFNS 3T, G ea St (o
I (RO O RS0 (A3, OitF SIed™ 0 |

Mg

O3

@R (@RI SRACE ol I A7, 78 FHTHR (AT FHTHI
G0 T S @a 0T |

iV) B-(2s sriffe w7y (E-mail related crimes)

. FoE R (email spoofing)

B0 IR O O G0 IS @RI, T GG T (A (27
A1 FCACR 0 N =, Ae (IS AF© #A0F Wy T (A0 (T Bl
AT |

<. JC IR (email spamming):
A IR 0T IO TS JIREFRICE GFG I AT
ARIT—OF0 (52 FOIE NCo! |

. AEE WG YRS @@ S (Sending malicious codes
through email)

BRI e e erRant, Grew, Terfr AviEr & A
TNIER AT TGS T G GG SENRGT T A =7 q
2t e malicious (e TR TIeatee =03 (7 |

9. N @R : (email bombing)
(MR @R 2T FAGIIGFIA A AR G e e gt
ooy 3TN ST (A 4l |

6. FIERS TCNRE ABA
. WRITFE JCAR AOTCAT
7. ICEe wiferifs |

V) &1 Ji&Fe (Denial of Service-DOS attacks)

GG FFToE FETY @ A RPers e #Aita o 6w e
@ RPEET @ A1 FET FPCOE PN 98 R AR @R
FASTHIRR IR ETT (AT S = |
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Vi) =it
FEER TR A SIS AT AR @ AT fofds,
{0, @, T o 4 WA THRCEG IR I O (A7 [T €
TIEACEC FAPTR o] PR ACHRIFS 26 97 WY |

ASITHME AW STIRCAE 0T @ Mg | IO 80
fifertaRe @ Ffers AERies erERee e |

vii) wiferifs (Forgery)
ST, WRRG , Ty e 4T (@CS AN |
RITIS, (BT e Tar Gl Gifertifs 2 fafbe = |

viii) =i2frens #1es (IPR Violations)
GF T AR ATCGE 2N8CERT, FPRRE 16w, GONP T,
FPCER GTFT (FE BfF, (6T #1eqe, Tofifn |

@ @3] ¢ ¢F6 GUNF @R ICANN-GF (O f{eard
e s ¢ Guar 3T SR THFS |

HIRIM A ST G SRR (I Sl (TITT A
A 0 AT ACS SR & T IRYF TIREAFACHT AP € STt
(TP AT (2T AR |

iX) A2 5@PT (Cyber Terrorism)
A FEFI, ANSTE AT, AR G IO, IRF, G e
FEE € (CRREIEN (PSR €9F NG ARJF TR ITIKT
TS | ST SRR Wy qReR—{fe, e, wfy ¢ Tww cmafs,
goritv |
IR EPT ey IRt ST AEHE T G0 A
e |
S, «ft Ge*mET J@st srafed e o |
. IR AT G TR Ml oR (B0 ST |
©. FCHIR (A0@) 8 RN &5 |
8. MR MEPRM v (@cF HAfnife zee o, ot avw e
Gy, T FEHIR FICr [HFOId 0 |
¢. IR TEPRI [RFPRAUF AGACE TP oo T4 I |

20>

SN

X) TRR/(@F s I 7iFe #am (Banking/Credit card related
crimes) :
FCAERE TS, IHREAG YRR M Ffee ¢ wiffs sy
I (TS G0 (@I FRPem T Sos - @ LEwe
CF |

B ReA ICH O A G (@HTGH/(BRE FICCH FIIR 332 AR
)

R FAGRAT I AR SRCT (A =g ~Afwet of (06
TS SITER (@R IR I IR O ©Itvd g SFIprecs Q@
¢, AARIN (Salami) Fws D |

Xi) g-wef/ et aferits (e-commerce/Investment Fraud):
e ¢ Rfqem afFrifs, v 9o e 3 [Kivem ar dew oy
Ry A ORI O IRE T, W[ GE Gfsekiie @,
R T JMeCEHH &=y HIRE I |

[ISR 7R ST (Al AGH AN ERIC TR foqe a1
A

BT T AIRCET Mo [ &y f[Kearof (e #eelia oo
TAYAT AT EBIRCAG (A1 HIZCOF LT (] #felf FHIRAR F S Gy
7R 2T SRS |

REreR smeieerd @ =tes afesrfs e «2
ST ACE R FC© &g = |

Xii) Sy fefest f&fe (Sales of illegal articles) :

GEPIRE, RN GEReIRE @ DT @S O AT I A (I
BTN Q@A I TG, N, IV, 3o @-Rees T4 @2
AT TRNCLE T |

Xiii) S=TZs g (Online gambling) :
(TR AN BE | GFoHATE, BT T s oW @ @]
SRPTIETACTR N SCAPC! P = ATBIRR &y 920 =7 |
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Xiv) =¥ (Defamation) :

R R (RICAT TN HTG AT S A7 2 |

TR GR /AT TR TR AR G6CT IR Al
Mo | @ (FC AW GI0 SRIARLS RS T H Aifeea 7w
I I AV CR IS 7@ IJHCIT FICR V(WP O IR 2-
(2 A O O AZAR NI @RI | MR = AR
Frfare (Cyber smearing) < =3 |

xv) ldentity Theft :
Identity theft SITIRPR SCST (AT Froos TXREA GG SR |
Identity theft <5, T4 (T §f7 1 @eRIle ST & S FheTo
O I ETCER IR A |

Identity theft =¢T o=y «=caa @R & Cofd @ @G
ST |
AR (Aee GFecad (NID) IR 6 O G HRS SIBCT
YT O TIFERITed FIee G F41 27 | 4t @ Identity theft |
xvi) w2y fR@ife (Data diddling)
w27 f@ifed ey @G SO (©61 55 TR E I FAF T
O AROT I TE© |

o IR, @A HE @@ GIRA T S A CHTPT 8
SRR (@RINR T IOHICE O TFTH IR ACF GG© Se{)
(AT S (@OIF O T3 I, O RO 203 I |

@t efzieaceR =i oy TR g wRiEeE Wil oy
AT G SRR e 02 FTPAA LS A |
XVii) FORE 3= 57 (Theft of Internet Hours) :
TR GFew SATeed FRE T, 68 gFe A e
AT A |

a5 efedima GRem J3erEne (FPfRe) o &e ="
TGN JTE I SR TR -2/ CRE-SCs HFEoCTS
SHICIF (ACS M =R SR ©Ite e o1 T AT A1 gerw
ATTF PICR 91 G2 [k F0o {1 |

AT pff SreteR W Jce IR FC (calling card) @9
w2l SR FE AR TH-EIR TR G PR G SRS
BTG 1 R IS LA (BRI FICCH 73591 T WY AR |

Yo

0

Xviii) 3o FIebem b (Feer)
G2 @EE SPRIEE W FACHE, IACHIEE g SR¥ Al
FHTHIER A RIS G0 TR iR &ew |

XiX) ICHR *afors Referifer whoaw F41

*F, O[T, [ AMSRG (qUj[oP NIRRT IMA AL IEACHF AT @
TR Fo2e 41 = |

XX) &Bre e (Mo Feaq  (Breach of privacy and
confidentiality):

eigrstT (Privacy)

LRSS TS IFE Jed SHFRCE @RI A e 7 fofT w2,
FIONT R FO0] OIF FIGS O TTTAF 0 CFRIF FACI |

e Syl Teifv Saifre reEa, fea ar & |

ciriwet (Confidentiality)
7 o ST 3 S[IfES ISR FIR O A 71 47 |
T O QOIS PR Sy a0 S T AGdE, AN G
Gy @l GRS PR IR 9T GAEF O/ TP FA [P A
e Fhod IR0 A0S 21T |

AYETS, G I SO (NANTS] T AR o 1
TR I O ARBEE &S FE R GO ATH IR @ €2
(A O AP T I A QIS (@ IR N T IS At gorw
ATHT DICR B (70 TR— PR WY 367 G35 b Tofd 36 |
S AT A A I FH WS ST G G2 ST FHAI O
F IR GR NS e wTeaeas SR & |

e (T, e e Zferfaifar , AGRer (i o2y it
RO 2 |

q.3. WiRFG =ik (ICT Act)

Q... it
GG o ARTET qHCR | FHTHET AR TR ETeAs



OV

AT 0R | S0, A (A0, SN2 PO O PR IR
[P ARG SO A1 ZCERGAP WP FTA FACO S5 (29T |
T W Ram IEfefes @@C qR AW IFASET [AECE
Fpho 3« [feq R oFa o e T d=e@my Fe
COTCT | FETRG P AP T ARE AMETCS Ao ot 1 | Wi
&3, YRR PR, Ty Sy SN (7 | @ag WS @&
e agfers Toiiy “fifre =71, «ft guiten &y wiRe @R
gl T 61 | @R FEIREIE SIva (A ebfere wiEf wfisE
8 AT AW IFZSweTey |

q.2.%. B WBF-2000 G oraEy BT (Applicable fields

of ICT Act-2006)

TR AR ARFre, STTFICTT 8 ISP (GIAE

AZT-200Y" A IFG NZT e I =W, I Al owg

ST—

. IeoRTERE e (negotiable instrument)

. NeAR SR SHIGH Cof, =M@ AT 8 IR AT (creation,
performance & enforcement of power of attorney)

. GFD (Trust)

. B2 (Will)

. 9 TG A1 @ oo T I g R A et o
@IeaT i (any contract for sale or conveyance of immovable
property or any interest in such property)

. DI et (Document of Title)

. RO B ICHT TN AFIS (@ (AT LHCT TG AT
(FTHA |

9.2.9. S{CEfES (Objectives)
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fafe wsc= (disrupts or causes disruption) |
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AT 2P
1. Multiple Choice Questions (MCQ)

i)  Near Data Center (NDC) is built in ----- for quick start of
operation in case of major or minor breakdown in Data
Center (DC).

a) Same City b) Different City
Zone d) Different Seismic Zone

€) Same Seismic

i) Which of the following is a major IT shutdown?

a) Database Corrupted b) Server non-functioning c)
UPS is not working d) Cooling system is out of order

iii) Which of the following is a remedy for Application Server
non-functioning?

a) Active-active clustering b) Network Load Balancing
c) Redundant UPS d) Active-Standby System

iv) To prevent unauthorized use of cards in an e-commerce
site, Card issuing bank deliver a ----- token to the
cardholder for use during e-commerce transaction.

a) OTP b)2FA ¢)POS d) ATM
v) Ransomware is a type of malicious software that block

access to users in to their IT system unless a ----- is paid.
a) Dollar  b) Bitcoin c) Ransom d) Taka
vi) A--—--- is first sent to many employees of a bank as

attachment of a email narrating attractive offeres.
a) Hacker Db) Database c¢) Router d) Malware
vii) Phishing is presenting a----.

a) fake email b) fake website c) fake credit card d)

fake password
viii) Which of the following is not a crypto currency?
a) Bitcoin b) Ether c¢) Router d) Petr

e

Vo

2. Fill in the gap(s)
i)  For the first time, IT professionals started protecting their
database and network placing ------ on the network.

i) To keep the data safe and available in case of any disaster,
IT professionals built ----- and-----.

iii) Unsatisfied ----- may steal data and handover to the
hackers.

iv) Duplicating a credit card by fraudster is called ----- :
v) A----card can prevent skimming of cards in ATM.
vi) Corrupted----- are engaged in POS skimming.

vii) DDoS attack is done by attackers to ---- a website.

viii) ---- system and---- system maintain balance in USD and are
most vulnerable to hacking.



10.

11.

12.
13.
14.
15.
16.

17.

SIUN

T ANl

What is the difference between ICT Security and Cyber
Security?

Why Data Centers are very important part of ICT risks?

Narrate Business Continuity Threats, Classify Business
Discontinuity.

Describe different types of Internal Threats.
List different threats related to MFS and their remedies.

Describe ATM Skimming and POS Skimming? Where you
can use the anti-skimming device?

What is ATM Jackpotting?
How fraud occurs in e-commerce?

Describe following cyber treats: DDos, Ransomeware and
Malware.

What is hacking? How money is unauthorizedly transferred
from the client’s account by the Hackers?

Why Swift and Credit Card is in the risk of cyber treat in
Bangladesh?

Do you think that Crypto-currency is threat? Why?

Put your suggestions to minimize ICT risk and Cyber Treats.
Differentiate between Security Standards and Regulations.
Name three popular Regulations.

Why Banks should acquire “Certification” on popular
“Security Standards”?

Write ten important points covered in the guideline on “ICT
Security for scheduled Banks and Financial Institutes”
published by the Bangladesh Bank.

LY

OO

18.

n)
0)
19.

20.
21.

22.

With respect to the “ICT Security of scheduled banks and
financial institutes” published by the Bangladesh Bank,
reply to the following:

Narrate the roles and responsibilities of Board of Directors.

Narrate the roles and responsibilities of of ICT Steering
Committee.

Narrate the roles and responsibilities of ICT Security
Committee.

What is ICT Risk Governance?

What do you know about Change Management?

What is Incident Management?

What is BYOD?

What do you mean by Physical Security of Data Center?
Why email management is important?

What is User Access Management?

What is Business Continuity Plan?

What is Disaster Recover Plan?

What points to be considered during In-house Software
Development?

What security mechanism should be undertaken by banks to
secure its Internet Banking System?

What security mechanism should be undertaken by banks to
secure its Credit Cards?

What is PCI-DSS? Why Banks should undertake PCI-DSS
certification?

What is BS 7799? Write history of BS 7799.

What is ISO 27001? Write Why banks should acquire
certification on ISO 27001 standard?

What are the 14 domains of 1SO 27001?



23.

24,

25.

VIV

What is a Cyber Law? Narrate any five of the Cyber Crime
activities.

Describe ICT Act and mention applicable fields of ICT
Act-2006.

Write Clause-56: Hacking with Computer System.

MCE
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AGT-2
TICIT YOFR Aaho, Sefde R
S GR AW s

3. 5% PR BIBT (Cheque Processing System)

G AR PIEBT 1 TREHCe (IS Fieow, b s T e
il AfS™, T G [EWa Ty S FIed a1 T | (1T
Eow @3 e S 970 SIEeE IE FAF & R TR
JRS WA WL NPT TP QR & I wPgey e
o e+ =1 ofeds (T Awfed SESTNE (Cross
border) @M @36 @THT SRR T @ [t Afer @ [emt
o e Fare SR 20 6 |

s, 7R 8 GWGEre BBw (Clearing and  Settlement
Systems)
FECH ARFACACH BTG FAMRR “aho e TR | ETCT 20—
(F) BB AR TP AR T G W Mefs =1=0a @3
LINIH
(%) 055 *=CF @A IRETHH! IR CRICHT #1207 (72 ETITH
G FrRTE Tt 2% |
(o) IR TR G A (5F GIOTCNT PICHN; G-
(T) TIFE AT FRFT T I Fafe ooy, o w@wy
oS e Gl et fCAGT (FRTMD) B&1 (AT I3
(5% 8 (*[(TF ST[F T4 8 FUOTH HF |

JRAC ARFA iR =eeT afefa vRib fFafe =1 a2w
Il T So:0o @ wF =W G &AW fFAife w3 (o = e
@:90-4 | &% I (Same day) fFaIfR & =7 3:00 @ G B =
R 2:00-9 | TFRR FCER TG FAR T AR =0T 5,
RS Gt , (A-9vH, Efores et 390w e 8 wog S
FOTS, ARATH FRIFT TP = SFT GHfo FEERILETS
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Trore, fETEG AP @A 2SS A (AT SR 8 Sy
FRS (AF AR AR AT | Bl R DA O17, R
*CEICS AR 41 (TR ARSI $72 39 |

s.2. oofre (5% f@wif afemm (Conventional Cheque Clearing
Process)

epfere 5% fFaife oo™ o @BED sTweers afem e ate
AT IR AR GR FTRRCoA G veve wies | @t
3= faam e TR Ja I A1, IR [y g ¢ [feg wfes
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el
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Clearing Bank A

Central

Exchange

Cleanng S8ank 8
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3.9. MICR (UMItAbF 88 FEIF Fnfeim)
TP WEE A b pR-fFaR e TReTE, o
GIRHR @7 A9 IPT AR | WINAGS T FEIR
T, I aTEPeR 2T G FERSE T ayfe q
ey AR FE a7 o afEsaer Jfquad age =)
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R(E2 2IBTS AT |

OISR SR FRI FIT A GIAR @R TRE THRE
qeF ©f e [eem Bionser Iy &1 (T aaoieieig @RIE
forare Fam s, @t S IS ATSE FHEEIS PR
IR | ORAE AP G0 ANAROEE [TC @@, A G G
FICEE (AT (ZCT NCol (MATS, ©OF @77 W (&7 T4 <7 |
oifsfs orFa (2red 8ol T Inead g @I Sy o917 Cofs R, [
PO 7R A=(ER *[HG I TR | GIARPEE Y& IRATT 7
A MR ARRR g Jaze W IR @ e ¢ fSamy
TCRHCTD A FACS ARRT I |

T TI7© 4T ISP T 26 2->0fF @ Pawfi-q |
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3.8. (5% Jite* (Cheque Truncation)

(5% QIea= =T G (drawer) $9¢ G (drawee) = e ifq
T FNEE GG AR I ¥AF df | e et
PR *TR ISR 2 G 2’ GIFs F1 = IR (BT G0
PRF, THIMW ol AT SAPR AP A | (GF  GICE*
IR T, Jho ARfEfors Ter, */aRs gre s
EPQIT FABER e =¥ 1 | @ FRFTONT GF (AT &
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TS I, FAfersa T % ¢ efeare em Teonfvr s
e | 0 @ff (53 IR I W A QRIfTe 35ea |

@ GeEe ooy 3 b, o fFar e o fFarem,
WFe, Fe ¢ IFFA e TR | Fbi-g Tegee
(Presenting) IRF SIMF BTG F#BIF PIEOT IR I (GLFA
O ¢ B e wifieg MReR FAC3 | OAd (S6T ¢ Bfd & i
CHRRRE @ OIS IoW AT | T, WS 8 S
(non-repudiation) f6s Fae PKI (AR F TNFRGFHN)
BT e @ FCe A | JRIPET RGO B GR - (T
SIS (AN A G IRCE @ROR Sowexy GTaE @i =1%ot
A |

AN TCwTHTA &, IREICA JFRS AN FRAICP Participating
Bank Module 31 ffRas Tt @6 oG @i A0 Al SICnd
fFafe ST (CH) @3 o 436 faem BAm . T-Leryr=E
(non-repudiation) &G 7 T (BT (2 FACS TH FCA | TFARR
T[T (T AP ICH, JRIYENR GOy 7 e e 37,
GR OVR I8 IR & (A A G AREE TG =
(2R ¢ | G AT AR e TR 2T (A (OO @ RfE AT
Ty oI AR 73R FAE | TNSAC (OHT ¢ R afeEsae
FA 8 (ICTE 1 AR G GBI e &= RO #1%e o
AR ARG GRI RPN BCT& 1257 BB 99 T4 112 |

ST BICEIT SegeT el ot —
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Generic Truncation Practice

2) Capture MICR :zasszzsm'ma and
1) Deposit A &images of cheques Fo— ilable f
cheques and Sends available for '
— < | - paying bank et .
P BFZ"REI."'"; if Sus Nt 6) Return unpaid — i 2 j
ayee L cheques information 5) Return unpaid
i pai
Cheques.wnh cheques information
reason slips e
i
7) Sends
adjusted net | Account
settlement 3) Broadcasts
amounts ‘ net settlement

amounts

stemen: 8
m Payer

FIRCIT oFF (AT oG- & eaea AT 2@,
o STt T RS (IS (AT fFafa T, Toeme ¢
TFLCW LS A FAT FAT | AENCHH FIF AW FRFCANE
PBM RRARE M IR IJRIYENCE CH-GF &) S CS 8
o oS IR O HEBR ESeR o ey
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. oo R v |
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. frufe IeeR gifeam e (e eetifvs <41 989 | (oTeeTe

woaer 72 |
. AT WSl GRFYEN TL@ATICE TIPS TS |
. (FTHCACS ¥ 0N AR |
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s.¢. RTGS (Rt B1RY &7 GIB=Tears)
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.. BACH (JREITH* SHIoe fFafir 2ea)
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\O\P——

i) BACPS (IR SCHICICET (53 TR FIEoT) «J
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5.0.3. IRFATH IBICNET (5F AFPR FEHT (BACPS)
JREC FRP 0d0 At [abifoast v weace | [abifias o=
BUfoR IR FICF* FRGCNF 03 IS 2R |
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TRCE |
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SAIRGCRR INCF RIS A PIATDR ARIYENR G0 s AT Fgar
A AW | G2 ((HCAIO ARG PO FRFYET W N TWEAH
eS¢, A RANE IeEefed mfed TER SITRS
TRl e aRR Ss T S Cofd R |
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Q), o fdifae F=ifeq TR #It7 9% 9 @RI FHm AT
difee fT@ifea T e S 97| TWME, ARG«
ERATE TSSO RGO BRI T Al T4 = |

3. fefie R St (Additional Banking Application)
2.5, ¥R AHBEWR (ERP Software)
... TP T F?
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TRM (GoReRe [Rem Anf) 2@ g3 Tfve dfesrfefes
@ A TR Gk IS RETHRR AREER Fare TI”e =, A7
T (G SHITs, Wi [T, Soae @ W=g 779v J60Z | @F
Ty 2 TR ARG TG S IS PRGN W Sd
SRICF TREToA I (R JIEEF KAVRE ICX TR e
M| G (FRITS THIERER @7 [fife e @3t T3 e
ACTFY 92T 6, AR FEoT e GRS mmeeeies 9ot
ey ¢ dfsmfefes FEsm adtgs 3 |

GFTo TR o = G0 (FRIPS NG AT A YRR qR
TFELGHCA AT WA [Fo AP, A AT g T @R
ETPE GR@AT @SR (LAN) @3 ST @I 367 | fehgRene
Tz il s oy fraroima TR (e s vafae w3
ARG T, T oA ¢ GG FCOR PIDTR G i
0T ST (73 |

GFG IFoSWACE AR PoN o v sam &g,
s GR*Brace A= Bfow -

—Zf{UAAOT 2o =T IR @ Pt G5 eFmem 2o
RAE-B1E0 Fier F900 A |

—ROTT (ThT 8 IIfEP (ThI (SRFCT= ef oty FACe e
SR & GPTo TG AR |

— T CSER U952 7P 9% {351 (look&feel) AT |

— ARSI 1S [oR =Ry weid FEeer @I 6
I FACO AT |

IR, G TARH FRO G FCACT/ XE6eT
F) @R fofe (Transactional Backbone)

. o

. fefgRew

RN DE Rl

o O SIRT I G

) TFe wifeica (Advanced Applications)
FEBAR R TICASCs (CRM)
AR (B2 GG TG

20

GRRICE GG Ao

o) YT C2BTE/TITare (Management Portal/ Dashboard)
— S ATATG 1wl

a3 LT, s ICTTET ToRe 2re A
F) WK W FIGHA! (9ZHA[AT)

<) FETAR [EEH T (CRM)

) A2NE-G3T WICASCIG

. ot

. fefgies

¥) SRRICE GG (ST G2 0)

2.3.9. q3b TR HEBTR IR

F) WGCFFHIR
[RGAI, W g, 46 GagEEr, SeAme dfer, Sedme
oFE , qR TLAWT IR |

%) FREIR (B2 G :

TV G, BT, TGK A, T, #f0) FAFARG, AAL G2
ARSEA, TRRARPER TR0, 20y v, i e ¢
Ffae 219 |

ST)WW:
(G &R, WM PG, Ans 211, ey o, g8
T |

) &g G
475, [Jfer, A9 3R 5%, FwTel TG, FREFE JIGA |



VEIV)

@)WW:
T oW, (-@F, ffrw, TN @2 «Iere, @RI,
@R |

F) O=F T F[IgeE
Management):

Rew 8 o, Jhew, ReEd, ae @, F9-CFoR
FMCHTG |

(Customer  Relationship

®) (SO AT =
TF, TRIATIIET R/ FAbAIT & [fey Self-service
Eugnecll

) ST ferEel
fifoq afe o= ReRER [eaRfE g |

R.5.8. TP Pesewm 4T @ Spifur

fn—

— R FGers e = (T [ 7, o e kgfen

RGO v 41 I7) |

— (PRI I SHCCE AR & 8Y G H#ACs A0S

el

— e @b I FEe-5Ry o2 WA I |

— AR & SRS W ISR AR o 3 |

— IR MATGTOE G0 s i R AR T I (T
AR (TSI OIS [ 8 T AACE |

ST

(ST W BfS 8 WIAGRIFH NG T =6 F40 | G306
3& (W 17 7 26w o @3B @IS (outan FIR 40 AR
AT @R T MR 46 T @R = O3 (OTF ARTST Tl SeloES
2O A |

2R

088

— SANO(CTER PG GF6  (@F Al TS
TCER A PO THYE TS 2O 2AF IR FEONLCEH I
O A |

— e {E sowme =0s Y3 @ 7T FPICS 1 |

— BRI 2B Il I A |

2.3.¢. RIS TP o STIPR

2.5.¢.5. @iaft @1 raft =Rt (SAP ERP from SAP)
GG (PPN SR SIS (AR (TeT2TT5 ) =0 G5 G
TSR FeAE AT GTRARE AFLGRHIR SWIAEHT  GR
PRI ST IR FPNAF ARG A I | SN SAETCH -
Mg meEd, M ey el Sieer, @t = fegw gRew
TORERE TEOGIR @ (00s FqA) | Gff FewaC7 J=Ew
TELGE (P G Ky vod e | (@R FReoe Affve oy
TE 97 P GTReRS [ReT A (@raft ZeR) e gt
RETCT SRUEET TFoS |

«rafer SR SIfeitE e 2@ Al «fer 7T e «fo TS
GORARE RO 27 (B TROSWR A T8 g € G/
TR AP @R T AT GRS ATH SR ATGATOE
H] P o P TRCR | GG (@R TR INECER T 9R
ARG Ty ST BINCIACFCTa A B e |

@A GF FIEE A (1 RO TG AR, I T
FRFA CFQECE LT IR, IR MG AT

—«tafo FeEH eI

— i FEA AT

—afo FE fREE FFIfAGRET SICTecT s

3.¢R. TR PRt WRfY  (People  Soft  ERP
froOracle)

T I TE GFo NI Igeod FeoR oyfe
FAET T IDRARE AFOSHE AN RCITS CIH I SIS
FPIEB0E tofd @ Rt Reoees | (@©se (7T, i, e
YEANE TMF WA O[PS, G > TEIIR 2030 7 R So¢ 000



08¢

e et 17 | @6 St Jfad MO @R (@ SRS TH-
R &YfE Sf@zred T FTFH R AGNL G LLTCE AMGCACE |
TEEPTHD € WER[IT-GF AF 009 AEE WL FFER AR WF
(AT GO JRG FEG G (A |

FANT O ALGNT AT, ST (TG & AGKS
Ao 2z BoorR | FEAIFG TBTeT Saae Wk Tr-wE@ (Middle-
tier) AFLEWR, FORARE KRG 27ifer ARoEHR (TN, A"
THE [AGEA ARSI (PoRaT) @R TRRAR (52 G
(PTG FFBGHF A Cofd A |

J0%0 T i A FATIIR TR-aAfSPrer R «feptiEr
SRR A4 & Feel e Ay “IFF @ | GfFPH 2008
AT (G 8. (@R FfeRe 1edl AR @Ted GITNE Reae
WG AR @ | GFrH g4 R e e of ol Iew
AT | T T, 00b-d TR (@7 2fePrel T G
RO -l Anear e =Y 2T oy 341 =7 |

fAERTRs, INFCACADT O 30 @I T I T
TGP *Gfe (IZTRGAPT) @R ARF TF g1 (Frengam)
FLGR, FIRICH TAM, SLF, THRARS Fwaro! FIGT G
R PR &) A0 SRS TG G FCAETHT, TP ST @
RGNS TR P | 00¢ AT G FATTHT TS
Sfdare 1 2ed R ot @b k= Feefitem oot fve fewt
PTG -G #fely G ST A AGTRES Fl [ |

Prrpros 2o

— 35 : (TTOT TIPS R (9 TRPT ACRSIF GG e, By,
TS SR APt FAE afsdre e |

—Sobb : (APRFPRIEE HRMS 2IF® 2030R |

— 5558 : fEhgRew ¢ i ICTEa -7 oqe |

—355¢ : B@ eI PR 5 |

—So5Y : WITFFHIRR G o |

— 355 : PAYETTTRG b P FCF, AT SICA 2= THF AT |
—300¢ : G FCATCIHT TN AGAZ |

—300% : PIPFPTEG HCM 9.1 2If¥e 27 | (IR 2006)
—300% : PIFRTEG FCM 9.1 2311 200 | (FCeF 2005)

299

v8Y
.. Freaeas weh\exE (CRM Software)

2., Premmas iy
eRaT (2T TR I[G) (@Fol, dRF ¢ Rewm Tt wfive
G @R TS ARGER IR TR @R | @S Fes
ARFET @ TS R P, GTT oo, FRoAR S @
efeTe FRmel TN e MAfTe Fe R Fretamize
TS 2 IR I |
AR T A T AP L& (@@ T, AP FA AR
SR & A0, OIE T] (TS @R 40 AT, A AR SRR
ol oI @3 MFBR 8 QRS ARTIIR 4q6 FACA | AT T
RGN, YRP-2TRCHA [qor R Sy [erhr 3l @i
JAMF (1T I T |
@ foafs «est Premas 936 FPT @ T AEHWR T TS
AN O 2EAT—
. SREEe 0 PreRas @i kg, [ s fullfillment-a3
NG G0 TRFF T T QTP AR FRITS! FACS AN |
. TS I QRS ARG TER-GR 0 G TR Preias
IR IE @ qR AR [eoweems 7@ aiesma AR
2T I, TN ARI -5 Jf4T &AW I |
. 40T A : PRGN TSI 8 BB U0 TRINF «F A TS
ARPIAT *G 8 JTFS FACS AR I GR WCHOR @ ACH0R-
G K FAFS SOTNIE TRE TS FACS AR A |

.. JRER F@rR (Fields of Application)

Q.2.2.). T (FFT SBIC™ (Sales force automation)

CERT (P SEICHE (@iawd) R afem e /s PrEs
FACS AHORYF IR 0 GR &fsb ey Taww affsfafemaa @
T FACS T(F ©f I 0T | «ft [eww ef e iimaa smy TNea ey =ias
QM QAT TRAITS TR N AT | SFA-IF (TR 2 G0
FOIE FIGAI “ale, [ &l TRy JHT Ty AR FOIE (AT
1 % e alfeas elfs /e SrepRel @ afqa FCe A= I |
A AGF SITAEETAR [0 opportunities, territories, R
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TSR «R ST THI, Quote Lo @ o4y FifFs
@ SEeE AT | SRE w0 T-FAN ¢ b WG TR
GAIFA-TS T 58 7T w2 7} weaez |

R.2.2.2. MR (Marketing)

feteicaa &y Fremas siaforre TORARES $ithd T8Iy ARFR
e ¢ et Fare Uk [ 9™ & 18 (o Fa0e T2l I |
GFT T [RoeT wrsl == B0, NG, e e, GREE e
TR (N2ePTR JgIfas ebRIfSR Gifee @ == w41 | e s
GF-a7 w1y T w41, effsfan, fore tofa, ot ¢ @fefe sedw |
G ‘e wrfErer W ‘QrRE THF FIGHT (PreRan) Fes
FIRT T4 AR, A ARSI A6FE eIl B AR A AT
(P R 78 oI #AfRCERT gWie 6 |

2.2..9. 7T G’ 8 ATAG (Customer Service and Support)
AP W ¢ L AR (FE CFT G5 wwrgey Rag—aft wam
(Y TR TPl I 8 L5 FACF *ICF OICAS RIS Ao
T e eRfed e J0r 1 @ MGS, 006 AR GG FHHE
LT T @ B 905 % FCATID TR ReT I @ Q= 1T T4
FACS O TR IO FoF] @ Ieg ARNE | oFe e T
Arefoe, FfEoR Gl 2T (Fifbv) qar Sig FFFTel 7y
WRBrETETR T GBI S o8 & 9 SRIfACE=ICTR N 20
MR |

2.2.2.8 fRzarEe (Analysis)
arfrs  framer Tewel o ofes faw, ferm ¢ afcwm
TFAEINGEAR TG AF | @2 & [Resmd 8 ek
Afi3fde zre #Aitw | e e (Sales analysis) @ifaaEcs
R sdTerT ¢ (o1 (FRIFMT MG ar=esa (= ¢ eyt
e @ JRTS AT I |

o™ (segmentation) 8 W  (targeting) TFe FACO
SfaraiEe f[ease (Predictive analysis) @3 SeeTIES, SIS @

248
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wprEe e eprifeaeTm  (search  marketing  campaign)
PRIl ARCAT & CREEET o Spifeltie ate | e’
ARG By WS f5e G 41 (AF OF I @ @ ST
s =z | Rew e PR S [eemsEEr (marketers)
MACS AT @ (P FTANSCR TR AT @GR *res
FCo it I [erw efeww W bogged down T AR, FCE
SIE RSN &0 | Marketing @&k Finance F41 AaFed
IR IR T e ey f[{ese (analytics) I9=9 I |

(R T GBI R S AT € FRITST HICTETCT
FIEFTOR [y WS @M visibility SR U8 @R [edgenETs
T RGN FACO AT | TNLH-F 7> (support-focused)
SFTAEACEICS RS R G Sl TIITATS @R response
time, ST @@, @was ARwawE ¢ [fey Tpa Rt
fRTeae T4 ol AT |

Q.2.2.¢. NS /A=@A (Integrated/Collaborative)

AfeoaeT [oome qg efsdmetim Wy Kot fNrewe Sy
RISl TEIR FE I &ITS] AR | W FHfS, «B Fory 8
AETTAR Ty @ @z Afova [erw, fwgar 8 [ Ty
Rk |IE S RIS I DS (U || XS I < NIRU I R DS by
(Collaborative) PGt «f6 47l Coftt B3, A Y& FI=E
RSMETR W AR=HE F71F (o F0o MR T | SHIRRTTHA
GG 2o TRl (TR P [eaaeiom [ne AR s
STl CARBTCET TS S e wATea | Siives afefiar aafo 52
AT TGS [FFC € FHIF (TH] T A FACA TTI2 @3
AT G AFTS AT | A2 FRCE, SAS ARG 8 F4F
2bfers ~AelareT ZfGTAICET F2G B e T |

R.9. PERaT-97 &1 FEoETIR
MR (Www.gartner.com) SRR 1A, eI, EFRICHRT 3,
TRCEPTFG 8 G 20T A @ [ 2ear Ao e |
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2.9 | B-(NZHA AFLCHR
2.9.3. -2 Fh?
ETRGS (IR (FMCF ATYRTS 0T T Z-(WR8 I JF) = TOIRCT0
I S FEACHE (OGS (GISTo e ST HAWIH-ATHR G AF(S |
G35 AFER NG G ARTAR 2bfiTe Tafers, T @&
e (A o [t IJfeq TG (@@ I 27 | GUe AP T
et @R «ft JRFife | qre STUR SPTEHTS AT | TSR SR G
NS 7P A O 8 Ao | @t (2o PN wRr e w4 @S
AT |
g (AR vafe «E E TowHrw Teifyfe moR
TOFFOOT (V& ~ITS 1T | ToF GFE T WRe @ TP
(T AT @TS #I1CF | 4fF AT ISP «3fo s seffrs
@ (T, A FIZT T @ACS A | GG @bfeTo ofwfon TR weTs
TR |

2.9.2. ST @oIRf®S (Operation overview)

Seea Boafs oA A0 AT TN (TR, A G006 4T SRt SF
(25 TTER ST (N2 AT I G AT @ | fof o=
TRAMWTSIR ST TP 2T FET G I @S 517 (W |

To: bob@b.org
From aice@a.or
Dear Bob. ...

To: bob@b.org
From afce@a.org

Dear Bob. ... ﬁ

L 1&
Alice's MUA z

;smtp.a.ori ‘ ’
AV

The Internet

| MX for b.crg%

)¢

0o

>, SR MUA IS 2R F0I0 FAea 30 9k P Gt
GPFR et (SMTP) J9TF I@ doE @ = GEER
IECHR (MTA) &= P10 AGE | @3 CF@ SMTP 2 smtp.a.org
T SR SHR0 AT eMESIET (1SP) “fEEFT F0= AT |

2. MTA @R @B awe ey BT (e (IST B e
), «arw@ bob@b.org 1 @3 FTHREG IvE R =wEm
localpart@exampledomain F¢{tha ¥afc ok 1 @ forzs =
TG TFEE GRT T, T MRS QAT W 2T A @R @
forza #ita s @G el @7 9 1 @6 Ay e @7 W |
MTA (BT (¥ FI6o (DNS) IR I G GG AT el
(TIT AN f&Re 303 A |

©. b.org TR & fGaaa TSR (ns.b.org) G (O SeeE
G QIO ITSRPTLRR SIFPPR 9o MX @FCTRPIE Gl (7 | 9
@ MX @S5 =T mX.b.org Il 3634 ISP #AfbeeT 3 A |

8. smtp.a.org @IANGRGT TG MX.b.org-a IS A, A7 *RASTS
JCIA GRRCH (TR (77 |

€. W o[ ARTA-TS ‘get mail’ @rom™ Best, a1 oIFT ST @G
(POP3) I2[R F¢F IS T (7T |

09| It R GBSt ©wWE  (Components in a
messaging system)

B_(V3 FHOFEA GF AT GFIEF HFT PR AO[ € IR EF L
o TR TR I BT | FFReYET oW SR arers, GR
BTG Wers 3R (I5STER Aol [RSq THAMIN IRICIR &= G2 ETRT
8 ARSI H=EwTe) FEH SR G0 STl AW T |

3. G QTSR «rers (MTA)

F) G @R : eTemEe (Sendmail) 2-(NEE SUIRREE AOM,
RTET (Qmail) -2 SHIFTF*E O |

) AffEns : ane «{ws (MS Exchange) 2-(Ee Spifacae
SR, ETGM BfTar (Lotus Domino) E-(EeT SRt Ao |




0ed

3. (T BTG &G (MUA)

) fdfens : @GP @B (Lotus Notes) - HIET, NSoE
(Outlook) 3-GI3eT FIETG, WToad ;@ (Outlook Express) 2-
(2 FITD, 2@ (Eudora) -2 FICIT |

©. (IBerF

) ffens : @6 @oter (Lotus Message Switch) 326 -(2e
ST, WCod ST SICEA  (OutlookWeb Access) -3
(oI5 |

2.9.8. TR T-(2 Bow (Popular E-mail Systems)

2.9.8.5. (TS (%% (Send Mail)

IO T G5 AR -AREPT SORCACSAP 20T AS0R AT, Al
TORCACE ZONRE AR G JIZ AR (T GETER (TG
(GGG 2 SCAF GRCTT G GETEE @ freqet smafs sTarde 3 |

2.9.8.3. e (Qmail)

PO 20 @30 R GEER Grers (asfow) T Befae oot | @ft
Gl ETECNeH (AR 3o [Py dfogree o wrifice @,
JAEHR Sove AR PR T #7res ¥ 363 | Qmail @3 @7t
(T AR (G IR, TC Qmail GG T T |

2.9.8.9. TEEFHFG IHGG ASK : (Microsoft Exchange Server)
IETGFPTEL GHGE HOR 20 GH6 FICTO-NOIE AR A6 (2T
A2 WCEEPTRG TR (O G5 =GN A @rerg | «ft Asm
TR MICGFPTEG ASEE 6 T 8 MZCEHPTRG TIPIICAT 2fely
PITE I AN DY T IR ACS | GHOE G AL
CRFEBrET 2 SERGNE (T, TSR, I8 8 OiF, O
(T2 8 SIS GF SICHEE 4T, G2 O FOIACE ATCAT |

2.9.8.8. TG Bf¥ear (Lotus Domino)
ERAT ECPT (CIRTAT ARCGTR & oIy [P, TRl 8
NEATeR, AR ey 915 RN 270 |

0

OER

0.¢. IffEens denga s&@ER (Licensing of Commercial
Product)

2.9.¢.5. GHEE ASF : (Exchange Server)
GGG AORE CFG ACR/FOITC SHICIFT TMEEH (CAL) TS
FBEP W TR T | ([T TS NSNS 2 TFOGIE ST 20, OF
2fSBT T GG FF AREP G IO 2 | (T TS 20679 41 o8
TOR FELGE SHIIT I O AfSoa &) GHGIERS G CAL
FROHE TG T | GFCHCE G Y2 407 CAL FIROW QR

BIEIE CAL ; JITRIIANTIR @CHICA 2FHH, IO, T (12T
fTOIRT (F TS @AM TAMTAT 20O AR FAF Srwcey @t
O 41 AR | THE AOF 050-9 GZ TG T (IMBF TR
9 AR, T @A SORET G- I A6 (THCF WIS FAS
FRIAST B |

TORARS CAL : g NI A3 TRHANEDG 8 Sy 355
FIAMNRRATT FHLACTT 00 46 IR GioeTol JOW Sowmesy ez
A=A AP @ (Legacy) ©wT (N PIGHANE
FRIAST B |

FRERFATR AR AFL G NZ(EPTHE ACHoF 8 (FRFT
(Forefront) STz PiFCRG FETwEmces aars =1R0m @ F0e
el

2.9.¢.2. FIGHT Bfeat (Lotus Domino)
R FEERT (@57 @R (SR TFOSRIE 7 ARED FEE &
IBM fSaf S (0o IREFFIAT SItid AT SIAE @1
SIMA LG ST @ FRifETe SFRt AEE™ @ IS A |
FIERFRE! AW AT 8 ASK AREIR WG g™ IR, O
G CAL SRR f4ife iy AR0™ @7 F963 |
FIRRFEEAT A7 AR TSeR MR (Per user licensing) *&™
P, SR O SIWA YR I @917 Fofe aex alfs ez
) BIS e 0 | GUHCD Ot SR ETEE (SN ASR @
PO SICIPT N2HFETET QCHICT AR FI2ATHE 0 A |




e

SICHeR & Collborative SHIfAEIH (=55 F=Co b, 58 (29 @
FECR-9F  q@ew (7%, %@ ‘Processor  Value  Unit
Licensing’ SItwa &y T A 20 IS |

Ton ow@, JERdRE I qwee SRt syres-a
Sfofe FCFITFT GoiF T b, Ozt Uft A Jafore sfefie
FIZEAPR A6 @ FAE |

2.8. WIfBoIRART TFLEWH (Anti-virus software)

2.8.5. WIFGEIRANT FFLEGHIR F?
SFCORART TFOCWR T IF0 FEACHR (@S, A SIRAPT @I
SR Weel qf¥e (malicious) FEOSR (@RI bfes w0,
ARSI @ R TP IS AW GG @ | oA
BRI FFLEMR HIRT FA AN FPCORIP OIRAPTS
FACS A |

IETCE SRFAMT (T G FXCSWIN (@A A TRFOOT
FHHTER AT TCF FACO, ([FFG P00, 78 FACO A1 O Y7
AR |

TOICS AR TS SIZAPT @ SIS FRT G R T
feeT | @ P30 361 Sowrely et @BTIR (spread); 8, g e 9
8 IFHTER Floae T fTEE T4 TACR | U2 LHCTH Flodd
TEO SR, I S -F ‘Cyber Vandalism’ &1t 3671 341 @ce
AR | @™ (F@, SIRAT ¢ GRIGF 7 @1 Too! e Bfeww
WS, TS TH EFH© &, T (@)W o4pa ife som Fare
AR |

58 Ao IRReEce ~fHfgfor o ey z@wr | =
FHTOICRT AACHCT @ BN T FIRNSTR (crime ware) | 9
Rofeees TEOGRG AEIM SRR SIS LG Sy
foT00R | T SR SIRART, G, G A Sy A= (@R
IReckisH

399

0e8

Mfes o gfetany wMima s*2 fFafre spifTeRant
TEL SR TP FACS (F | TONH SR AN (A S 5SS
LGSR TR FAC© N1 A RGO ACTH Z0O AT |

2.8.2. WIFGEIRAM eI FIer FCA?
CSRAA SRAPT NG FACO (@ FEAIO (T [T A |
ST TEA—

2.8.2.). WrFAfefés Wareae (Signature-based detection)

«ft Sfoqm afs fomae v | afelt sRamR Sewwaw e
TR SR | NG AHE G0 SOOI CIGIAET WA 4l
Q| ORI e IO, SIOORIN ARORIE GG PIRER
e RAFO SIRAPT AR SO MF @I I | IM
FRER TR @B St Sfeys bfes @it siRaem oo e
qE, S WIFG-S3A AT GRDG T FIRAG R (TS AN,
TodT Wbt SFWT IR AT AACF (quaranting) s FZHAT ==y
(AT SHCFFT [0S T 2T 4R ©aPt =S Aers 1 #td
TR (AT O2APT &2 FA7PTS 20 ©F (WS FA9 (53] FACS 1
AT | OGS *MGFACI G, SOOI AT SIS AT
S AT CIGICAEE ACH AACTE FACS 2 | SITSI2A™T TR
(AT ACs S 2T I SOOI (@FE WS AT AT
BB B O WHATE FT @CS A |

2.8.2.%. WHRAfefe® =qewad (Behaviour-based detection)
SpfoeRant @Po I Fifte seefie Sead 96 3 | @FED 2
QT (AT ST (@ TG G0 TR el (C34) It
(AP AETMT R OIR U8 RERR AT (A I =S 0 27 |
v @ (AN GG executiable (AETN (ToT @RI B3 I,
o, . @I AR SnRd I Bire T owm aRR
FIERFRNCE G2 A ToF T4 T IR I FACS 2(J ©f GACS SIS
el

SFIFBSIRART ©Y STEIER FCHICE P01 € THACITH T4 I
qR  FTOREG (AF TEEW A AW | OGN W AR,



oee

IR TS (AT O AfBIFTS T | GTFE TS IBREAG (AT T2fes
AT (VA R FICTT FIPICEIRALICS AH[O6F AAes f[oqe F |

.8.9. FREMR/(Licensing)

@RRer Afifers SuFTeRanT oS I% SOGR A18EM Fiet
OGP IR &) AN = | FARCER GRM (¥ SR 0o (AF Yo
i IIRAFRICE TR G 1 = | (FORI G0 T TR
fFedice «fo e s =g ATy 3@ e SifeeRam @
QF G0 Tgd WI/o*A (FIe I Hifcae 791 7 | SpifoeRan
“SIZAPT AFA B T FRce HE =7 I ARG F1qww 7
I W GR CTCFE 9N SRACE NNl [eem ICHIE
feareter wopT e | g SHIFTeIRArT (@R RNy erewee a0
T, 58 QateT =iy fifens SrfTeRasa e TR < |

2.8.8. G SHIFGSIRANT G2l

e @ Py TEem WifteRam e I @ i,
FPHEE, NOD32, SUT®RG, AVG, 9| g SpifeeRant
@A SfTeEaRT oI S o e faarerer, Sowes
@i, @%07 J[geEr, BT AR, wiEfes  (Intrusion
Detection System) ¢ TRREAR &WH IR | SHIRATH, FITRE
WTSETA FRAARE 8 TER JFHFOR SAGT | IINS NS
fFBOIRANT FFB GG At T NfGT= @ P &=y Sl fF
R T =7 |

R.¢. SYIFB-EeTR FHHER (Anti-malware software)
AR G0 (OSACF GF IBIC-GE FEoR r fhm =i
FACo ey 4 2 | ©fR T2 WENSWF =% JIF I 27 O
SR O G0 (RE @R, I GH6 IR 2ot Fhos
TS Cofd A1 2CR—i @6 SRR, @I T Grene 20 A |

SI2APT TE GG GO (RN, T IJIEEREE S Qe
S (AR (SEEDR PIETTeR) e =W I R TAE @2
(@S SR 27 S IR S (e = A0S |
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oeY

S 2 G SHIT-GTA PEASKPR (N, T AGTST S+
FATHRCS IRGEC FACO (D (0GP N ST (27 I |

@reTe GRS S5 FIRCT T (R s 3@ Fa (681 5 1
3 S e &S I A1 | @ [SFHE IR Y72 TPl PioT
3 AT 0T FNeE AT 0, Ace foFow «fs 25 e
Tgm =7 |

SFB-ESIR ACORIE (N OF HCAT TROSR (T, Al
FEACOR AR OCF T OBEF AT G AT WS (AF T FACS
ot T TR | WIFTG-TASKTR (@RN GEAKTR @y, ==e 8
AR FACO GG IO PIETAE HIF I |

SIFGSRAN TFLCWR GF6 ETT (AF SIRAPT @R SIF
ofeeme ACORIT *HE 8 JPIRe FaCo ol P TR, LA
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SIPTR IS G RS TG (AT PIEOAE %[ IS |

IR, o7, IR, SEREs, WOPs 8 (GF NI 2@
FifefenPeIa &l SHIFG-ESR T CH |
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1. Multiple Choice Questions (MCQ)

i)

vii)

Which of the following is not an instrument cleared
through a clearing house?

a) Cheque b)Pay Order c¢) Dividend d) Gift Voucher
Which of the following is not a part of clearing system?
a) RTGS b) BACH c) BACPS d) ERP

Which of the following is not a component of an ERP
system?

a) Manufacturing b) Supply Chain Management )
Human Resources d) Credit Card

Which of the following is not an e-mail system?

a) Sendmail b) Lotus Domino c) Active-Passive Server
d) Microsoft Exchange Server

Fill in the gap(s)

BACPS stands for —and BEFTN stands for—
BACPS was launched by the Bangladesh Bank in -----

At presnt, —number of clearing systems are operating in
Bangladesh

The first clearing starts at—and the returns of the same
occur at—.

MICR stands for —
The major MICR fonts used around the world are—and—

For clearing purpose, Bangladesh Bank provided all Banks a
software called—

pEHY

Slegg

10.

11.

12.
13.

14.
15.
16.

17.

YT ANl

What is a Cheque Processing System?

Name four clearing systems that are in operation in
Bangladesh.

Narrate the conventional cheque clearing process.
Define MICR, Cheque Truncation and RTGS.

What is BACH? What are the two parts of BACH? Narrate
them.

What is a large value cheque settlement? How this is
different than the normal cheque settlement?

What are the current timing in force for different clearing
systems?

How MICR differs from a bar code?

How cheque truncation helps to stop physical movement of
cheque?

What is PBM or participating Bank module in clearing
system?

What are the benefits of a cheque truncation system over a
traditional cheque clearing system?

What is the basic difference between RTGS and BEFTN?

What is routing number? What are the significance of digits
of a routing number?

Why ERP software is used in banks?
Name a few components or modules of an ERP system.

Name two renowned commercial ERP software. Who are
manufacturer of them?

Why a CRP software is used in a bank?



18.
19.
20.
21.

22.

23.

24,

g

Brief in short the fields of application of a CRM software.
Narrate the importance of an email software.
Narrate in brief the four commercially used email systems?

Write the licensing policy of Exchange Server or Lotus
Domino.

What is the difference between Virous and Malware? Name
a few available Virus and Malware.

How an anti-virus software and an anti-malware software
differs from each other?

Name five of each of the anti-virus software and an anti-
malware software.
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s. 5=, M= 8 (B3« (FinTech, RegTech and TechFin)

TR ¢ eRfes oy FBIF AT =fegfaa a6 Ard 2fozm
AR GR TOSEF AF GGe JFfemd a-l Tae *Re 2R |
AP, A (GF GR GIET T U8 RR [ TRl , T Qs
T APHIGF (AT OIS T R |

.5, R=5s (FinTech)
fFarifemeT GaearEte (fFaos) 2= (1R ey 8 TeRe, T &%
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e, Ffer. @i g I @i woer wifls @t =
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JRECAC PGS JJARIF B AT T FARIDS T ==
FE, TG, Smgr, G, SRRy, 3fqeE Fi12 e, @bl
5 R, WMo, [TEM, Fom, T8, GGG, WIFNE,
e, fewife, Serifv |

3.3 (G (TechFin)

e 2T GRARTG @rf, IM ey @foy wier ayfere
(2T (TP | SR O {1 [ (AP &ARA AR AP (U6
AT ICACT R 94T & T AT (C5] FIRE FE TR
ST BRICS BRI | GHRFT (@A TwrRad =T, (FIRIA o
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@I, RerEs, 39 ¢ e Seer GREEETT @A,
e MG 8 (TR TCOT TSR (&N | ©=r @G I Ao
Ty WEReaR wey, WUE @9 e v MRy SRS {09 (TS,
3 ARCFT (FET (FF FHEAT IS O FIE IR (THT T
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ARECACR BRI @A sivne e aRasma &=y
oR e fRGRe*H Hritee 1 «ab e @ (el I<9=[ 6
@G MFS bR F9CS IIt7 | GUFca QIRP 8 @I Al ar=Raens
TR (OSART JIQEE [ @ (T €[ S e zrs
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3.9, IMIGF (RegTech)
@B @gfe (Regulatory Technology) Mitsa ity #ifdfow |
NS 2N IS Ryt i R ST STEMIE %S
GG QST | WIMES *4(6 =T 03¢ AT ISACEH eyifEret
Fol§ SRR (QFhia) 7R TIRF T4 A | OHd RS P,
Gt FoTea U6 ARG, T &Yfe 87— AFGIICH TGCT [rsiie
WHOR O WIAS @ WS W qR PRI @ FRIE
P AT FACS AR |

MREeld, qft I @Al Y @RI, T @FIfFEee
SR foEs Y[ R (I betl ffee 3 | rieed @io e
TnRel = TERGE (A 2R IOOAR (R-(eARh) afem—aw
T IR TGO sfafore SIBIes (AR 7o rRedd ARGy
e 3 |

3. QPR [R5 STt 8 3% 537 &3 (Basic Crypto Currency
and block chain Technology)

2.5 3 (537 &% (Block Chain Technology)

GG FPHE JCET G5 CRGROGT SIHIERT A GTeR @ ©2F
BETRG el fEfEbE Aafore MFwd T4 - AR GG FTHR
DCAHT (@SR N CRIF T = | A6 O IRFHOR &y
FAHCH foarom egfeeeeTa Wy @(5 |

o0

SICRY

IR T SARASAR 8 (HREFE @ IS IOT TN | «f5
(TOPTR G3TCH G5 QT TRIH I | GBIt 3B 01, IF e
COIRE Vel AR | TF 36 3@ o fuew of = woxw
BIEPOIPR G0 I T o I I W @R EE IER 0
IC T4 W IR O G0 TG I (O IR | T T (TOT I3
ARNSCS (T FI R, GO JRHIA (Ofe T R (GITCTIR N0y Al
FEECP YR e, ARTOT T4 I @I T4 (A T [ = |
OIA2 FFCb2 A& TS (irreversible) =6 T[T |

72 @A A2 (OSP AAR, W—ARETS @0 G
ARCSG (O | R (BEAFT (el [Farge 8 AR
DA M o7 T = | @R AfolG 7wty T (8!
MATS A | TSGR (@FIN GR ETNACTR SAF (DI @RI [
fREe (72 | o3 (ThT SfAEAIT | SIS ARCeH (5SS (RS
(centralized) (T JICACR, @A (TOT IRCO5, FT@ACAT 82F [T
ez 7, 8 cobt o R |

IMe AT Sood AT G0 NG AR &Y(Sa HAC (AT
Al 78 97 v e eam SifEeeal SR 200s AT
REPC Bl T MG F AT | @HC TRIHAT LA P,
T AR (PGS FHH2A AYSTS FTHAT 8 TRIAMFO FFCHIR
ARSI 2GR R @ RS a1, ' (Tl A KR F1 AW
M, 9 & ¥R e fEigete @k &yfe (DLT) Fits 2fFfoe |

qReT A TR @, PG (R 89T IR fEEed e
@ IR 8 FRAE, g, AN, B ARG, @G, Tl
e, AGERT, AL G2F, @ity *mafs, Topfre Jaze ©oR
SRS APOT PR SRS gD AYfEq TR WZ Ifw
AT | IO (FBPIE Yfere T oYfE IFoNd IS
R |

JRECACHR (TG, T FRF G GHRaTNE Y N T
ENe efeReae of&wfs @ [RTTe-518% A6 (BACH) “fR6FE=R o
RFRITe @O FRF € IFRIFNER N o7 I JIRF F41
Q@S AF | @b B3 G oy ChaEeR @S9 P 8 FIEve
@ifaa e fRGRSTT et oqd Fa CORRITRMA (Co
A AT S SHRRTIA R BIETT M FACS 92T I @S
AE | @b arces o SRR e ST 9RR (A eSSt
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FACS (PIRIN ATIFIPTE GF0 GFF (TOSTF o 8 ARBET
FACOS I A @ACS A | PO, (AT YR, T
TReE SRR, Wfed TR JRGET @R TS TP FFLO FFOA
&S IR T @O A |

2.2, Gifs f&0B1 |r (Basic Cryto Currency)
... @ ferBr-icafe
ACeIf* TFCETe! (Satoshi Nakamoto) RWrae s@r @R @@
GBI @O «ft 2feEmr Fa0g ©ire Y e a1 | el o=
T (Friedrich Von Hayek) o= 38 Tayaieigce™ = wife : vy
TS [FFIRE (O (PG FIRIF IO MYATST T ToTS
e TeAme, fTeqel @ R @ TS TS SRR ATF FA
qCCRA |

@Ol e BI-PIfr g Ted 2 GR GOITIR EAIIRCER
Trael A P OIS GF F 2 |

R.2.R. TSI FFITITST F? (Who is Satoshi Nakamoto?)
o FFme & TITT @ ROFEE [T 2= @R TG
TR BIE™ (005 ) WRET FE | SPICACST
GFECE BAFN , GFG S qiofas, [ wifws s 7=
TR T Wo-aF WA (<ITTd i ot q0eT e ey |
T, 58 @3 218 7 20O A |
fofy o030 MM Wiy =eww W o fifemw f[RGwem W3R
AR 0T T FT 2T |
5,000 TR/ REFEEA =T (TCrma/sa AeT) fofq 2059 AT
s e wetitam e faget |

R.2.9. IRATACH FEFCBT-FIET
JRECACH (BICAT TFCDT-PICERT AW A7 W2k F4T = 1, OCF «F
G- TRGFE S AR |

TEFCBI-FIER TE AEA FILFT (G (TR TILF)
AT ETTH RS S FTTHRT 058-9 GH el eify w5 a9
Ly 90—

bR

SIUL]

@G 7] B (MR (@ g @7 REFEN TF-RG@d 70 &ivs |
O3 GO TR (AR g1 famer {9, 3989 FTew 20S I1tF |
fGweaw foriyer (G (legal tender) =31 R JRFCAT RS =R
Ao 7 |
GBS REFECTR AH ERCT o e SN Fod FZIAT
0O Al |
i S @ WP HIY GOITS TR REIEAF FTens Fa1
[ AT IR I (AP TS ABIF Gy Seag F 20 |
IEE 28 TCERE, 2059 Q@ IR FRF WCHe [ealfe e I 9
LY JCACR—
IRIM AT ST (IR, IR [foqy fFeb-IiEh @ [EFE,
B, feieT, *135RE Tojiw (+Iame 20 |
@ fFCBI-s@IeeT foreiyet (Ger (legal tender) =31, SIR witwg
e @ wifds Wi efsfre war T =1 |
QT (FRE FRF T IRACT TR TS A4S 7 |
TG FET TF SR FEoE A W Aeifae @
SRR A IS SR I TR |
M e PGP (FBI-IIEPE AT @G GBI S
I 2R |

2.2.8. i Bo (legal tender) 2

qIB @R IR TR G I ] AT T 79 @3z /or=@r
TRl el (@ Ao @ qk GEif 9) T 39, 9% aR
S AR qCo! TR AR Goce T T4 =7, @ 6y war

TS (backed) A |
(TG (G e @6 {9 & FCHce A ©iF (oo
&S =R s |

R.2.¢. fFBr-Fatm I6Tw w@y
ROPE, 22A[, ALC-FEE, NG, T, AfG-E, (e
T, I, BUR, (AE-9F TS S (- 00% |
QYT TR G0 SERRG P TREA, (PRI TRF 71[ fafTe
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CRICAT (ST AT FR |

JREFFRTR @ KYC -7 erae = 47 |

(P! HME FEF (72 | OIS (FICAT (STST FH SR (Pl
AML/CFT afetawa 7% |

T (PICT 7 @I AN LS 73 |

©12 G B1-FICE AT SR 20e e 200z | @ i « 3]
FER & IO /—

— G R S S AT (AT |

— it eI, R AGIE o 2wl |

— RS TR (IS AL AW |

2R, TFCHT-ICRT e e FE?

DT IHR A GG AT =

>. WEARPY (Miners)

3. JIEFFET (Users)

©. SEIRA ST v (Online Wallet Providers)

8. fRfT @i\ (Exchange Companies)

|) 2R (Mining)- WEfeR = [ t=b1-BIcaf Seoiweas afe |
NIRRT EFE ol I, @FC 07 @R 2GR [fve w7
e, o Beoly REPERR Wi =03 I @3 =g 2w fpe
AT |
@R QTSR fTe2a S 2R @ @A afowifon,
rRfRey > REFE tofd FaCe do G I #AMTT @I AT
Lsfifer REFEE Coft T @TS #I1ta (2980 A A TLAMH
T =@) |
ROTPT =01 MGER G5 MEfR @l 1 WRfr Face [
My <=5 A (SRGAR TCOT (T (AT AFCH FI) |
@G @6 T (©5T EFo™ il Fcace W3R T T
FTHR @ FRG FAC o wAfasirer ot ez s |
@PAITG 2059 AT 8.¢ RFR TR ST AR |

OO

VLY

TeAme 2feItE @Iaeiy FAce, Swrdd T <@ I @ @ ey
BTl Tt e 8y e TZAR 8 GHfs ICHR (SR
@A eforafrer @2!) | P, FCoEE Ao 3 GHz @R <&l
i 5% G tofite so G 1 =t | @Ry @IEr efswifer
@2, AR &fS do G »F Ko ot 793 |

QT [{Uy, €@ Yo IECOE/TEAE SR GR W I,
FATER—y @3 e 3 GHz @R IMToR-2 7 fs o GHz |
TSR FATER—-G TR FACHR-2 I REFE (T51fa Jcol)
(SO TAWCHT TBRAT ¢ @ @ | Joar S0 T, 326 [Rowr
o TE—fT WRAR-Y T @R dofb ABAR- T[T |

RO 2T TRAT IS, (Sroid A FC IS | TMRF, I7
IPIT AR |

i) fereBr-1eaf =@ (End-users of Crypto-currency)

S, ARFME (9T TTER) ST FIPICHICH FRORA FFH IR G5
T A TN A0 I AR ETAs efermet feemig
TRTTH FACS T(A |

3. OWA W A13TSh F @I RAFS SRR Ardre T (IR
AL (NGRS F5rF 1 FRATOIRE TCfecs R (o,
(FICAT A 78] 7 G RGBS =R AR |

o, GG REIET 476 TR &, Newed WREE A0St I Gce
(A GR ETACT GBI arwe Fa0e 209 | (THem «fba T2
AR I FIRF IR AHA AGIL I |

g R # > 8 3 oW AU IR AR GG TTEEE &
SIS | Gt qOTS, T TTERAT IR SAMEG ARFIAAT
HIRRF T |

iii) SWERs GG emiat (Online Wallet Providers)
- SRS S AWESEl G oyfE SRy, A eivd e e
QEFTE (NN O 8 FTMCTE SfOZPT MFHA (A | T
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ARFNF I (52 AL GWRG I S TIEace Fce =7
A R Cens (ChT FTH FACS 27 A |

(Providers) JE MFw T4 T, T @ (A JIZRIRATA
SR emeRIind (Providers) $oR = Syl 26 =01 |

&5 e (malicious) @W=SET (Provider) I eMFFISIR S

iv) Rfas @S (Exchange Company)

QFCHE (AN 2T GTers @RI RGP &bfre 77 [
ETHAE T T (@ GNGTG (SR GUers) | SN e
efeifa 77, 58 Tfers ares [ |

2.2.9. T 2
5T Y92 FlIT—
S, @B mE 392 M, one, 519 R afstar 47 |
2. @B M & 41 |
©. SRR Ay SpRe 4T |
8. ICCa STR FIZe CofAre A4y 1 |
TR TG® I G/ (@I G =G 7 |
I GfS o 1 7 I, SR @i (Y AT @R AF© IGIF 2Oy
A | O, AN 2fSrave I FACR, SHAF (T IC 9
(TG FTC 2 FA1 G SIHAR SYIETG GGG S0 T4 U (AR |
O3 fGrodahm qRal gzt T @R B @eR @Ew
PRI =l [CfEGE @ o] F1 Iaveas Fe 769 | At =ity
SIGIF IFFWP R FAC QR (T (A 997 L A I TS
N AT T | N2GNGTF A4 G e B @
T O MfoF IFOR TR (@@ : [[b (38 Troww
205Y)) ‘@Y ARF TEGE T T FCo A |
fof w8 Iew—
o |
B Sifers o s BT BN AFCS A |
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VLY

AR I | AN (AT OFAR, forom, 71 8 FE-@q N

EISN
FEICT, BN, F2ET ¢ TFYRER (FRIT JRIYCE fEfbe s

ABPTR PG IR [RCIb PR |
GT (FRIT FRF T G T G ST T HCR TSI
AET I AI—GF(5 1206 TR 97 |

@fS ERITTETS a9V O S8 =S FCF, TC I 2J |

R, G EfEGE Wi (9afehy) #f&ffS : (Introduction of

National Digital Currency (NDC))

i) e, TR eifate aar S/ ke == o e
U (TG GAT I | TN TG G CRE (R TRE
GG AR |

ii) REsweT, Eoamae weiRive 4TF, S areiw fSEsr @R
EToE EmT FhME TOTPT (AF B-(FSRH AGRIACER
AT GRS FeF (7o 20T |

iii) ROFER AT SACETE e wfHfoe A% (I Fe®
wEl fafgs w) e EEE fEfEsE skt swife
RPETA A2 GG AWHBIA RS P FAA |

iv) REIECTT (F@, TG @I TR AE R QST
@Fe FeArE w[l fafge T wwice wrew fefeabE Jme
CF@, TV SR N G_iehy [y FAce 91 =W, o4F @
TG @I q@eE = a1, IR [ENEE eweE =@,
FREFT =TT, W GG G/ ANIFGT A GUes R
ICOEDLCE GIPCE GEHI-(S AT GAShIS Gt FART IR
Ty fCIfeTe 41 @To AR |

o, e gfaer (Artificial Intelligence)

s el (Al) =T 9w Jfael, AT @ GIRE e AfeFor
AfteFe i Yfermroend R G TP LTI (@FTET 29T
FCE | Al AEICS N GQUecsd SIS (Fq AT Weeifrs w41
TR, A G (@A &6 @R A ©F ARCIHE ARG I G-
G AVCFA (F, A SR TH GG IAGAICP T4 DA COIET | @
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T ACACR S© €0F B 2, AR A @RI, TRIGTSE e
BRI, TR P agd ¢ @HEre (N smiere WA R’
effstifrsT i |

[ g RITCT @b #ifieet (BT i Fea GTee o (woT (big
data) “TeT AT | S AT, NI @ FATHER Ty R FEw @’
eIl Foea Qe | W TRRR ¢ il dfeur Ffaw g
2Rf& 9= FAC= @ best integrated database o ¢ =R F4,
A QHARCE Tfs 41, IF G Tge A1, O fEem
THho 4, (@0 FNACH I F1, Ty |

T GRIR-A P Jawer do[es o 7R (e [eva

FACS AT |

AT GBI (AP

5. Plax Iawel SHAE ARSI MG WIFCT (AFICS F=AS!
|

3. WFET  ANEFdd @R O EWEE & G
(TR SNE T/ ST/ SGTTR —I *HIehael) IF IRM |

©. afels AP E GG FTETS GHCARES qv F47 |

8. Al ¥ saf¥re qrefee Afr emie |

awwznjrimm
wﬁaswmcwmww|
WW%@WWW@W«M@W
&G @@ w4

©. TR *qeaae @ AMHZEE A6 *FeHae |

8. IRGE @M 9o CRME & @F a1 GR (TR S PRT
i« 1 |

¢. JIGAT 8 JRF FGRE ERE VTR & WbfRR Fory
ol 31 |

Y. oRA S @ (raw) IRFR CCOT (AT TS TG (insite)
Cof 41, T SIRRITS ARRAR (FHI NI ARG FACS A |

e

vqo

9. gRIME (TOE e fofe @ aremE T TeW  ToA
S/~ /ST tofd w4 |

b, ARPTR G (OICNTE , GRR SE-=TIErs (BT |

5. dferriinr Reswd w4 ¢ efstaromd Jea swom G
AT AP R fevefer et |

so. @e TR G oferpfoqm RS &g (Promising
investment sector) ¥ (37 34 |

3. PTHHIFS ¢ @I FRIGIMR FRRR TRICHA T (T &7 fRre
e (deep learning models) (R S 20© 211 |

8. ofigre ogfefefes R (Future Technology-based
banking)

8.5 oipaE/fofebe 7R (Virtual/Digital Banking)
ORI/ fEfabe TR Fre @Al ARF ARF =L e
TS moR IR Af DN @ OIME FRIRET SRt ST
FANE @R | IR QG 9 HIRICIF NG G5T 78 |

JRFCACR S GRF FoNcey SR/ fEfavr R @l i
AR O IR SRR CREET 2T DR AR, -3t
TS, (RIS SeRT | @bWN/ERaY, qENaTeT 8 qiers
IR Tl S AT G2 & QTR Y, A0S D
To7iva WCeT B @To =T |

SR/ fEfGTR IR R AR 2 STar™ 0y G0 Ze=Tl
riel | TR ¢ YFRMI IR SOREAD JRR AR IR
Sifsda 20T A, ©IR SR RS Oitwd BT fF@rm ¢
e o & BoRe a1 of fffve Fare Sfelie Todel
ST A |

SCE, SR/ fEfEEr T == IN GG FRE—IF Il
e Toifgfe (72 | QeFal SR GG ORI JFITLF WIFH
(RITE G S IS (G TS0 TP B | ARIAD I
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8.2 FIBE TR (Cloud Computing)
FIET FBMH 20 ASK, CHIES, BB, ((oefFR, TFo S,
QTGP 8 Javerie FFCHe ARl STRED (I FIoT) @
NI TR 41 | G (©51 GFoR € SR (@1, Mo Qe
8 FHACTHOR ARFCS, AT T4F TG O G Pay-as-you-go
fefere egfesrs ERPTRR ST S A1 |

FoT IPEH IR CIREE & ROGE AT 8
ofsepfoRIe &R My G0 | S e s, aeewe
U (TR 120 TG FACS AR W G FRFYET i @R,
RO @ @R IR AR &5 FIOC IR FACS AR 7 |
SR YT G35, ISR 8 JNIER Weo! [y sAfcameena
G PIOAFOIT FIOT FPEHL T2 FCACE |

FICT FPTHR G @

. Business Process as-a-Service (BPaaS)
. Intrastructure as-a-Service (laaS)

. Platforms as-a-Service (PaaS)

. Software as-a-Service (SaaS)

s FITE IJRER T 201 IS Ol @ TuRA, T

TR 3, N2 wfberer o1 w1 @k Freer I 1 @

BICT&CT R002—

o IR QRETHIER METHILT @ FIOT JNfFLCIT FHLACAR
et Ky %4 |

. TR s errReR 2, @59, O S99 |

. e cmfe (@TF FIcT oy gAeEE 6, @N [T Al
ORI, ST e ER[W, FTR (Legacy) TR0STE, Tosi™ |

. DICCT AZEATTR FED SNCHETHRAT SR 2CENR (ToT {2/
29AR 3 |

. TR @5 IR SRS, [T I (@I, TR0Q* , THONTIFA
Toiiva % |

. feafteg SR SHRAD W3R T ATS6RY |

oY

SRR

8.9 THRCE &% A (10T)

IOT (ST I¥F “things’ ((RIZE (T, (qyios @IS, IAEFC
ePE, Grifees 78T, 3901M) ATO PR, TH0KTR GRSy
RS MREFRACPR NS ATH, G &N TORCACET NG STy
TGOI2 8 *I&fod I O AWT-LAWIT FACS A, G &

O STRFCF @R |

FeF 10T JTeT I

— BBRCA—RY S ORI ©= AR (A |

— RS 2 FESRI (T GG A= (gathering print)
(2T AT T, (@NT—(T5T GTOIF, FIOT 2971w |

— 27 efFeae @ [raae 3 |

e (el T AR U8 ORI SHICIE FACO AR R
IOT—37%Y fESIRAYETS [TNG TG LTI FAT, ST TSNS
AT NG @R FPONRGE [T 79w FA9 Weol g
TR M I AGE | 10T AP 8 [RIF[R R
GRCARE ATCOS IRZE I @TO A |

8.8 (I =k (Machine Learning)
T G0 FPHTOE e e fgo AfPRrRaere (Statistical) ¢
Mfifss (Mathmetical) STEER R A (THT IR O JI=E
R e e R & IR A T, O G (R afee
T | (s (@R 8 TR R #Rmed e @Ii-SAmer
(Robo-advisor), W @2F CRF & HI6A6, S9JIW 20 AR
FRZ© TR I @ wfe-fofes Spifoita= |

GifeRIfs =qrewad, e TIGPMT, A= WvAe [eaaed, @R
@GR FICFT AW SAS FET, (N FAlfele FI2T FE o 41
Q@CS AR | SRR, AW G (@FCE I Q4T IRETACH IR
T R ORI S« IO Wy Ao A WP FJeRIE T9=T F0
Ty, O PEoy Ot @G doRempe ¢Hme T *[ie F90d,
PR (P QTS ST IBR TG JRFANCA (AP A JSANE @ACS
ARG | WG JIRCEE (RGO A IR wefen w4,
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iR 2eTF S92 ©f bfes T4, WFe Fo 8 peed el afewr
A GR FAAE (GLFF FPRBIOT ST |

[REF & (R TR T TR Y4 =C ARGEAT 77
FACAT R S IGIAT | (W4 7Rk qf5 @rrifees 7 afswriins
T @R ST TR Tl Ifa TS | GRS, FICHAT IO OTA
o I IE@ O TAS O @RIE WG, T R
PRI SR, fETRes 8 (AT B FACo A, M A=
fFce 31 TTe wRe [ Fare e &7 |

8.¢ (BT W&fR (Data Mining)
(TOT I RGT MF AN (@0 AP Sifoq My G0
T (BhT MR ¢ W wifew@ (knowledge discover) | (@5t str2fer
TR (R =Ife, PRI @ TG FEbNe TR &fivs 328
(TOICGR 2IIB ([{F I @ NHF FA7 AT | (T5T I @ @l
I IR | PGS <5 GRHIR ARFCT T ¢ G Rt Cofea
«fB =1 foties Iz =7 |

e JPRE Sraereeics (important business concerns)
TR 1T AT SIS (ATF VAP S AR S (P (TGO
2R 0T | ST G2 oS, [T f Sz e w1 2R of Afwied
IO P T oAffore =evz | oo, A e gRgeer, o
AGR AAGH, O RGN, TACOLCTe FRRW 8 RS
AR (e =qepachre [fey oF@ TRIYENR @[l (o
TRfRER IIAEE A5 TR AR | A6 IRF @7 ENACE
GRACE Raae I @7 #CSF 89 A (FF WAL GRS *res
FICS AT | (THT A2 NOf& FIOFS @elFfeT Serce PP 20© A |

8.Y, O WFFAMIF (Data warehouse)

(ChT eARRISieR afstand ¢ (b1 R &y JRge ¥af afs
G FFARE e 9af6 31 Somie &1 f[eafve =2 | «ft o a1
GBI TF (AF RS ST IF @A (Y IRARG |
TuRReE@el, G GRPd [(fey (@O A/Ce AT @ (&FE
RfFR (o, fUb3e, A O, GAGNL A (ST O, (FTH FC
U, ANGTGT O, T-FART O 8 IED FRR O | GG 9y

oba

048

TRTFANT B OACF IO FCA R JRF 99, (N3 =79 [
qAEfE THEa Weol &g W *Mrewar (key identities) T9ER IR
G e | Awfe @il g wore swgeyf frae (e = e
ST T2ITC RR FATOIR FICR STl (ST =T |

e 31 effsramear =TT, IRFC OHF ARFOERCE O
A FRIE TAF TS 8 g ARIMT WPE PO AT |
PRI &, O FRAH A A2 S &%) 41 fereami
T |

©IR FRCFCA, OF FRIFOAT T GRPYC AR O (NFCIE 8
ARBERR TS FEFT A OCnd QRCE BIRANC e SISt
RITS @R S TSI (TUCS R FACS AR | T4 G375 &S
RS (T6] 8 HIFTT JRRE I@, OXF A TP € JOW
(expansion and depletion) a5 T FACS AT | G2 G@IF G
T O A @ [{eser sz« «ft @ fo TehT saEeE
FETCHT IR FCI NG AT @ACS AN |

JifaferFend RerTe; =y FRITFAFI! AL WL FEPG
= (GAreoT (Teradata), WBTEHEPTREG SUIGR (Azure), SHINIGH
@G (Redshift), fegef@ (BigQuery), «@oiaft (SAP) @<t
@IQGT (SAS) |

8.9. M f$® &gerst (Current Trends)

RfErs Tafer o T IR/ ATS JoF ARRST Wz | AfE
[P TS T TR | O RGBT AUere AR/ (AF
fefebrer ¢ i gamem fres afiea ez | SIRT A e egfes
SHRM = FeAR, A Flaw e, @HF AR, SyERRMT, 39
@3, febeatT, w2el, 5G 7= 9IRS NS S (0 MR |

JEAH FRWR FIBE 9% g 24« &yf& fes Tree T4 @re
AET—
At Syees freg (et (eKYC)
fefabre W (ferebricaf) A Feaw IR IR A |
TP GACTA TR , ORI G, [T/ RS Sepraie, 2-
TP, B-(FT1 ToI &y IS ST |
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« QR 8 NFC (7t |

. IVR (3OS 0w @) @ fofes e |

. ZEpf
. STEER B, 2 *AERRe, ST PR |
wﬁwmﬁ‘mwﬁqﬁ%ﬂ@wmﬁ

o e AR SRAFTIZCE ¢ HICT-fofed R} |
. ORI 8 IS RIS (augmented reality) IR |

GfF @ifk 8 (TBT ARS  JRE IR e

(Personalisation) ¢ Jfawer «ficadr (Intelligence Service)

Al |

BaaS (4G #fRcadr o RfR) @R PaaS (@G ifcaan

I 2015w ) a2 41 |

Howera fefEsr e A frs frerer aafs aae Sraet
T3 | e ARAR fARrerer, IR ARG (user identity),
e forea ¢ g (location) SHes SAfEBIF AT |

SO oS AR AR WHd IR e e RE
RS FACO JRIYCNCE SHIAFNEH ¢ Teve FRmeEm erF
Y (TR @4y f7ee 20 |

Y

AT eP[RfeT
1. Multiple Choice Questions (MCQ)

i) Which of the following is not a FinTech for Banks?
a) CreditCard b) ATM c¢) Q-Management d) Mobile Apps
ii) Which of the following is not a TechFins?

a) Facebook b) Amazon c) Dutch-Bangla Bank d)
Grameen Phone

iii) Which of the following is not a party in Crypto-Currency
production and processing?

a) Miners b) Central Bank c) Online Wallet Providers d)
Exchange Companies

iv) Digital Banking has -----

a) a few branches b) no branches c) a few agents d) huge
number of employees

2. Fill in the gap(s)

i) The FinTechs are financial companies like -----, ----- and ----
-- which embad FinTech to make their own products more
attractive.

ii) Most well known solutions using FinTech in Bangladesh are
e, s and ------

iii) --—----- refers to any te hnology that ensures companies
comply with their regulatory requirements.

iv) ------- invented Bitcoin in -----

v) Amount of currency to be issued by a central bank is backed
mainly by ------

Vi) - is the process of production of crypto-currency.
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What is the differences between FinTech and TechFin?
Name a few of the FinTech solutions in use in Bangladesh.
Is Grameen Phone a TechFin company? Why?

Define the following:

RegTech, Virtual Banking, Cloud computing, Internet
ofThings, Machine learning, Data mining, Data Warehouse.

In which areas of banking, the block chain technology can
be used?

Who is Satoshi Nakamoto? Why he dislikes existing
currencies?

What is the status of Crypto-currency in Bangladesh?
What is the present state of Crypto-currency in the world?
How Crypto-currency works? Narrate in details.

How many parties are involved in Crypto-currency?

What is the role of a miner in Crypto-currency production?
Who are the Crypto-currency end users?

What are the functions of an Online Wallet Providers?
What the Exchange Companies do?

What it is difficult to control Crypto-currency?

State the idea of introducing National Digital Currency?
How it is different than Crypto-currency?

What is Artificial Intelligence? How Artificial Intelligence
impact the banking?

What are the advantages of cloud banking? What are the
challenges?

Describe current trend in banking in respect to technology
use.
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