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gyLeÜ 

 

w` Bbw÷wUDU Ae e¨vsKvm©, evsjv‡`k (AvBwewe) 1973 mv‡j †mvmvBwUR 

†iwR‡÷ªkb A¨v± Gi AvIZvq cÖwZwôZ nq| cÖwZôvi ci †_‡K AvBwewe 

†`‡ki e¨vsK I Avw_©K cÖwZôv‡b Kg©iZ Kg©KZv©/Kg©Pvix‡`i e¨vswKs 

cÖ‡dkbvj cixÿv (†RGAvBwewe Ges GAvBwewe) MÖn‡Yi gva¨‡g e¨vswKs 

Áv‡bi cwiwa I `ÿZv e…w×‡Z wbijmfv‡e KvR K‡i hv‡‧Q| e¨vswKs 

cÖ‡dkbvj cixÿv mvaviYZ eQ‡i `yBevi wefvMxq kni¸‡jv‡Z GK‡hv‡M 

AbywôZ nq| cwieZ©bkxj A_©‰bwZK Ae¯'v, e¨vsK e¨e¯'v I e¨vswKs †ckvi 

mv‡_ m¤úwK©Z welqMy‡jv we‡ePbv K‡i cÖYxZ wm‡jev‡mi AvIZvq e¨vswKs 

cÖ‡dkbvj cixÿv  cwiPvwjZ nq| 

†h‡nZz e¨vswKs GKwU µgea©gvb c×wZMZ cÖwµqv, ZvB e¨vswKs 

cÖ‡dkbvj cixÿvi wm‡jevmI cwieZ©bkxj e¨vswKs e¨e¯'vi mv‡_ m½wZc~Y© 

nIqv cÖ‡qvRb| GB D‡Ï‡k¨ weAvBweGg Gi mv‡eK gnvcwiPvjK W. †ZŠwdK 

Avng` †PŠayixi †bZ…‡Z¡ Rbve †gvt Avjx †nv‡mb cÖavwbqv, evsjv‡`k K…wl 

e¨vs‡Ki mv‡eK e¨e¯'vcbv cwiPvjK; Rbve Aveyj Kv‡kg †gvt wkwib,                  

WvP&-evsjv e¨vsK wcGjwmÕi e¨e¯'vcbv cwiPvjK I cÖavb wbev©nx Kg©KZv; W. 

†gvnv¤§` nvq`vi Avjx wgqv, mv‡eK e¨e¯'vcbv cwiPvjK I cÖavb wbev©nx 

Kg©KZv, Gw•g e¨vsK Ae evsjv‡`k wjwg‡UW; W. kvn †gvt Avnmvb nvexe, 

Aa¨vcK, weAvBweGg; Rbve AvjgMxi †gvi‡k`, cÖavb wbev©nx Kg©KZv©, 

BWKj; Rbve Igi dviæK, wmGdwmwm cÖavb, ÷¨vÛvW© PvUv©W e¨vsK Ges 

jvBjv wejwKm Aviv, gnvmwPe, AvBwewe Gi mgš^‡q e¨vswKs cÖ‡dkbvj 

cixÿvi cvV¨µg nvjbvMv` Kivi D‡Ï‡k¨ GKwU KwgwU MVb Kiv nq| KwgwU 

`xN©w`b cwikÖg K‡i Ges †ek K‡qKwU mfvq wgwjZ n‡q e¨vswKs cÖ‡dkbvj 

cixÿvi (†RGAvBwewe Ges GAvBwewe) bZzb wm‡jevm cÖYqb K‡i hv KvDwÞj 

KZ…©K Aby‡gvw`Z nq|  

 

AvBweweÕi e¨vswKs cÖ‡dkbvj cixÿvi wm‡jevmfz³ welq¸‡jvi 

gvbm¤úbœ eB ev cVb mvgMÖxi Afv‡e cixÿv_x©‡`i cÖ¯`wZ MÖnY wQj Kómva¨| 

†h Kvi‡Y mK‡ji cÖZ¨vkv wQj fv‡jv gv‡bi eB ev cVb mvgMÖx cvIqvi| ZvB 

cixÿv_©x‡`i Rb¨ gvbm¤úbœ eB ev cVb mvgMÖx cÖYq‡bi j‡ÿ¨ wm‡jevm 

cÖ¯`ZKiY KwgwUi  m`m¨‡`i‡K AšÍfz©³ K‡i GKwU wiwWs g¨v‡Uwiqvj cÖYqb 

KwgwU MVb Kiv nq| D³ KwgwU †`‡ki cÖw_Zhkv e¨vsKvi Ges welq 

we‡klÁ‡`i‡K eB †jLvi Rb¨ wbe©vPb K‡ib|  

Avw_©K cÖwZôvb¸‡jv‡Z Z_¨ I †hvMv‡hvM cÖhyw³ (AvBwmwUGdAvB) 

wel‡qi eBwU Rbve Aveyj Kv‡kg †gvt wkwib KZ…©K cÖ_‡g Bs‡iwR‡Z cÖYqb 

Kiv n‡q‡Q| cixÿv_©x‡`i Pvwn`vbymv‡i evsjvq Abyev`K…Z eBwUI mycVbxq 

n‡q‡Q hv cixÿv_x©‡`i DcKv‡i Avm‡e| cvV¨ m~wP Abymv‡i eBwU †jLv AZ¨šÍ 

`yiƒn I Kómva¨ nIqv m‡Ë¡I wZwb mvMÖ‡n KvRwU K‡i‡Qb| G Kvi‡Y Avgiv 

Zuv‡K Avgv‡`i K…ZÁZv I ab¨ev` RvbvB| 

wm‡jevmfz³ welq¸‡jvi eB ev cVb mvgMÖx B‡Zvg‡a¨ Bs‡iwR‡Z cÖYqb 

K‡i AvBweweÕi jvwb©s †cvU©v‡j Avc‡jvW Kiv n‡q‡Q| cieZ©x‡Z Ab¨vb¨ 

eB/wiwWs g¨v‡Uwiqvj evsjvq Abyev` Kiv n‡j Zv h_vmg‡q AvBweweÕi       

B-jvB‡eªwi I‡qe †cvUv©‡j cÖKvk Kiv n‡e| cixÿv_©x, cvVK, 

e¨enviKvix‡`i‡K †h‡Kv‡bv cVb mvgMÖxi wel‡q Zuv‡`i mywPwšÍZ gZvgZ 

cvVv‡Z Aby‡iva Kiv n‡‧Q| cvVK‡`i mywPwšÍZ gZvgZ‡K ¸iæZ¡ mnKv‡i 

we‡ePbv Kiv n‡e| GQvovI AvBwewe AvMvgx‡Z cixÿv_©x‡`i myweav‡_© mg‡q 

mg‡q cVb welq¸‡jv cwigvR©b I cwieZ©b  Ki‡e| 

cwi‡k‡l, w` Bbw÷wUDU Ae e¨vsKvm©, evsjv‡`k (AvBwewe) e¨vswKs 

cÖ‡dkbvj cixÿvi cvV¨µg I cvV¨ DcKiY cÖYqb Kivi Rb¨ AvBwewe 

KvDwÞ‡ji weÁ m`m¨, wm‡jevm I cixÿv KwgwU I wiwWs g¨v‡Uwiqvj cÖYqb 

KwgwUi cÖwZ K…ZÁZv cÖKvk Ki‡Q| 

 

jvBjv wejwKm Aviv 

gnvmwPe 
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gwWDj-G : AvBwmwU I Kw¤úDUvi wm‡÷‡gi f‚wgKv 

 

1. Z_¨ I †hvMv‡hvM cÖhyw³ (AvBwmwU) 

1.1 AvBwmwU Kx? 

1.2 Kw¤úDUvi Kx? 

1.3 Z_¨ cÖhyw³ Kx? 

1.4 AvBwmwUi ¸iæZ¡ I e¨envi 

 

2.  B‡jKUªwbK e¨vswKs I AbjvBb e¨vswKs 

2.1.  B‡jKUªwbK e¨vswKs 

2.1.1.  GwUGg (ATM) 

2.1.2.  wcIGm Uvwg©bvj (POS Terminal) 

2.1.3.  B›Uvi‡bU e¨vswKs (Internet Banking) 

2.1.4.  GmGgGm e¨vswKs (SMS Banking) 

2.1.5.  A¨vjvU e¨vswKs (Alert Banking) 

2.1.6.  AvBwfAvi (IVR) 

2.2. B‡jKUªwbK e¨vswKs‡qi myweav I Amyweav 

  2.2.1.  myweavmg~n 

2.2.2.  Amyweavmg~n 

2.3. AbjvBb e¨vswKs 

2.3.1.  myweavmg~n 

2.3.2.  Amyweavmg~n 
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3.  †gvevBj Avw_©K cwi‡lev 

 

4.  G‡R›U e¨vswKs 

 

5.   B-Kgvm© Ges Gg-Kgvm© 

5.1.  B-Kgvm© 

5.2.  Gg-Kgvm© 

6.  Kw¤úDUvi nvW©Iq¨vi 

6.1.  Kw¤úDUv‡ii weKv‡ki BwZnvm 

6.2.  Kw¤úDUv‡ii cÖRb¥ 

6.3.  Kw¤úDUv‡ii cÖKvi‡f` 

6.4.  Kw¤úDUvi nvW©Iq¨vi Ges wWfvBm 

6.4.1.  BbcyU wWfvBm (Input Device) 

6.4.2.  AvDUcyU wWfvBm (Output Device) 

6.4.3.  cÖ‡mwms wWfvBm (Processing Device) 

6.4.4.  †ggwi wWfvBm (Memory Device) 

6.4.4.1.  cÖvBgvwi ev cÖavb †g‡gvwi 

6.4.4.2. †m‡KÛvwi ev Aw•wjqvwi †g‡gvwi 

6.4.4.3. K¨vk †g‡gvwi (Cache Memory) 

6.4.5.  †¯úkvj ev we‡kl wWfvBm 

 

7.    Kw¤úDUvi mdUIq¨vi 

7.1.  wm‡÷g mdUIq¨vi  

7.2.  A¨vwcø‡Kkb mdUIq¨vi 

7.3.  †cÖvMÖvwgs fvlv (Programming Language) 

7.3.1.  †jv-†j‡fj fvlv (Low-level Language) 

7.3.2.  nvB-†j‡fj fvlv (High-level Language) 

7.3.3. Ae‡R± Iwi‡q‡›UW fvlv (Object Oriented 

Language) 

7.4.  WvUv‡em g¨v‡bR‡g›U wm‡÷g (Database Management 

System)  
 

8.  B›Uvi‡bU Ges Gi m¤úwK©Z cwifvlv 

8.1.  B›Uvi‡bU (Internet) 

8.2.  WveøyDWveøyDWveøyD (WWW) 

8.3.  nvBcvi‡U•U (Hypertext) 

8.4.  nvBcviwj¼ (Hyper links) 

8.5. I‡qe eªvDRvi (Web Browser) 

8.6.  I‡qe †cR (Web Page) 

8.7.  B›Uvi‡bU ebvg WvweøDWvweøDWvweøD (Internet vs WWW) 

8.8.  BDAviGj (URL) 

8.9.  B-†gBj (e-mail) 

gwWDj-we : Avw_©K cÖwZôv‡bi (FI) ¯^qswµqKi‡Yi wewfbœ c×wZ  

 

1. †WUv †m›Uvi (wWwm), wbqvi wWwm, wWRv÷vi wiKfvwi mvBU 

(wWAviGm), †WUv †m›Uvi ÷¨vÛvW© I mvwU©wd‡Kkb 

1.1.  †WUv †m›Uvi (DC) 

1.2.  wbqvi wWwm (Near DC) 

1.3.  wWRv÷vi wiKfvwi mvBU (DRS) 

1.4.  †WUv †m›Uvi ÷¨vÛvW© I mvwU©wd‡Kkb 

 

2.  Kw¤úDUvi †bUIqvwK©s 

2.1.  j¨vb I Iqvb-Gi aviYv 

2.1.1.  †jvKvj Gwiqv †bUIqvK© (LAN) 

2.1.2.  IqvBW Gwiqv †bUIqvK© (WAN) 

2.1.3.  UªvÝwgkb wgwWqv (Transmission Media) 

2.1.3.1.    j¨v‡bi Rb¨ UªvÞwgkb wgwWqv 

2.1.3.2.  Iqvb-Gi Rb¨ UªvÝwgkb wgwWqv 

2.1.4  e¨vs‡Ki Rb¨  j¨vb/Iq¨vb 

2.1.4.1.   dvqviIqvj (Firewall) 

2.1.4.2.  wWGg‡RW (DMZ) 

 

3.  AvBwU wm‡÷g, †÷v‡iR Ges WvUv‡em e¨vKAvc wm‡÷g 

3.1.  AvBwU wm‡÷g Ges †÷v‡iR 

3.1.1.  Kw¤úDUvi mvf©vi Ges cÖKvi 

3.1.2.   †iBW (RAID) 

3.1.3.  K¬v÷vwis (Clustering) 

3.1.4.  †iwcø‡Kkb (Replication) 

3.1.5.  WvK© dvBevi (Dark Fiber) 
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3.1.6.  evwn¨K †÷v‡iR wm‡÷g (External Storage 

System) 

3.1.7.  m¨vb myBP (SAN Switch) 

3.2.  WvUv‡em e¨vKAvc wm‡÷g (Database Backup System) 

 

4.  GdAvB (FI) Kw¤úDUvivB‡Rkb c×wZ 

4.1.  ÷¨vÛ-A¨v‡jvb wm‡÷g (Stand-alone System) 

4.2.  j¨vb-wfwËK wm‡÷g (LAN-based System) 

4.3.  wWw÷ªweD‡UW WvUv‡emmn Iqvb-wfwËK wm‡÷g 

4.4.  †K›`ªxf‥Z WvUv‡emmn Iqvb-wfwËK wm‡÷g 

 

5.  GdAvB (FI) -Gi Rb¨ wewfbœ md&UIq¨vi wm‡÷g 

5.1.  †Kvi e¨vswKs mdUIq¨vi 

5.2.  md&UIq¨vi myBwPs 

5.3.  †µwWU KvW© mdUIq¨vi 

5.4.  †c‡g›U †MUI‡q mdUIq¨vi 

5.5.  †gvevBj wdb¨vwÞqvj mvwf©‡mi Rb¨ mdUIq¨vi 

5.5.1.  GgGdGm ebvg †Kvi e¨vswKs wm‡÷g 

5.5.2.  GgGdGm ebvg GmGgGm e¨vswKs wm‡÷g 

5.5.3.  †gvevBj wdbvwÞqvj mvwf©‡mi (MFS) Rb¨ 

mnRjf¨   md&UIq¨vi                    

5.5.4.  GgGdGm-Gi MÖvnK Ges Zv‡`i Rb¨ †gby 

AvB‡Ug   

5.5.5.  †gvevBj wdbvwÞqvj mvwf©‡mi (GgGdGm) Rb¨ 

mdUIq¨v‡ii ˆewkó¨  

5.6.  G‡R›U e¨vswKs-Gi Rb¨ mdU&Iq¨vi 

5.6.1.  G‡R›U e¨vswKs wm‡÷‡gi Rb¨ mdU&Iq¨vi 

5.6.2.  G‡R›U e¨vswKs wm‡÷g ebvg †Kvi e¨vswKs wm‡÷g 

5.6.3.  G‡R›U e¨vswKs wm‡÷g ebvg †gvevBj e¨vswKs 

wm‡÷g  

5.6.4.  G‡R›U e¨vswKs wm‡÷g-G e¨eüZ wWfvB‡mi 

cÖKvi‡f` 

5.6.5.  wbivcËv (Security) 

5.6.6.  G‡R›U e¨vswKs wm‡÷‡gi Rb¨ cÖvß md&UIq¨vi 

5.6.7.  G‡R›U e¨vswKs‡qi MÖvnK Ges Zv‡`i Rb¨ †gby 

AvB‡Ug  

5.6.8.  G‡R›U e¨vswKs †mevi Rb¨ e¨eüZ mdU&Iq¨v‡ii 

ˆewkó¨ 

 

 

 

 

 

gwWDj-wm : Aëvi‡bwUf †Wwjfvwi P¨v‡bj Ges dvÛ UªvÝdvi wm‡÷g 

 

1.  A‡Uv‡g‡UW †Ujvi †gwkb (ATM) Ges K¨vk wimvBwK¬s †gwkb 

(CRM) 

1.1.  GwUGg/wmAviGg †_‡K cÖvß cwi‡lev  

1.2.  A_©/bM` †Zvjvi †‣‡Î GwUGg/wmAviGg Kxfv‡e KvR 

K‡i? 

1.3.  GwUGg/wmAviGg †¯úwmwd‡Kkb Ges G m¤úwK©Z welqvewj 

1.3.1.  GwUGg/wmAviGg †¯úwmwd‡Kkb 

1.3.2.  GwUGg/wmAviGg-G e¨eüZ †bv‡Ui g~j¨gvb 

1.3.3.  3q c‡‣i Øviv K¨vk wdwWs 

1.3.4.  K¨v‡ki cvwm©qvj wWm‡cb&P  

(Partial Dispense) I bb-wWm‡cb&P (Non-

dispense) 

1.3.5.  UvKv K¨vcPvi (Capture of Money) 

1.3.6.  ms‡hv‡Mi Rb¨ e¨eüZ †bUIqvK© 

1.3.7.  KvW© K¨vcPvi (Card Capture) Ges nU KvW© 

(Hot Card) 

1.3.8.  GwUGg/wmAviGg ey‡_i Rb¨ GKKvjxb Ges 

gvwmK LiP 

1.3.10.  GwUGg/wmAviGg †_‡K Avq 

1.4.    GwUGg/wmAviGg RvwjqvwZ I cÖwZKvi (ATM/CRM 

Fraud and remedy) 

1.4.1.  KvW© wiwWs wWfvBm (Card-Reading Device) 

1.4.2.  KvW©-Uª¨vwcs wWfvBm  (Card-Trapping 

Device)   
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2. wW‡cvwRU †gwkb 

 

3.  dv÷ Uª¨vK / B‡jKUªwbK ey_ 

 

4.  wcIGm Uvwg©bvj (POS Terminal) 

4.1.  wcIGm Uvwg©bvj Kx? 

4.2.  wcIGm Uvwg©bv‡j mgw_©Z †jb‡`‡bi aib  

4.3. wcIGm †¯úwmwd‡Kkb 

4.4.  wcIGm wKfv‡e KvR K‡i? 

4.5.  wcIGm Uvwg©‡bvjwR 

4.6.  wcIGm G cÖZviYv I cÖwZKvi 

 

5.  †WweU KvW©, †µwWU KvW©, KvW© cÖhyw³ I KvW© RvwjqvwZ 

5.1.  Kv‡W©i aib 

5.2.  GwUGg I wcIGm Uvwg©bv‡j KvW© †jb‡`‡b e¨eüZ 

Uvwg©‡bvjwR 

5.2.1.  Bmy¨qvi I G¨vKyqvivi (Issuer & Acquirer)  

5.2.2.  Ab-Avm †jb‡`b (on-us transaction) 

5.2.3.  Ad-Avm (off-us) ev bU Ab-Avm (not on-us) 

†jb‡`b 

5.2.4.  wi‡gvU Ab-Avm (Remote on-us) †jb‡`b 

5.2.5.  wewbgq wd (Interchange fee) 

5.2.6. gv‡P©›U Kwgkb (Merchant Commission) 

5.2.7.  BGgwf (EMV) Ges wPc KvW© (Chip Card) 

5.2.8.  jvqvwewjwU wmd&wUs (Liability Shifting) 

5.2.9.  PvR© e¨vK (Charge Back) 

5.3. AvšÍR©vwZK †c‡g›U A¨v‡mvwm‡qkb 

5.3.1.  gv÷viKvW© (Mastercard) 

5.3.2.  wfmv (VISA) 

5.4.  †µwWU KvW© e¨emv †_‡K Avq 

5.4.1.  †WweU KvW© Bmy¨ Kiv †_‡K Av‡qi Drm (KvW©avixi 

Øviv cÖ‡`q) 

5.4.2.  †µwWU KvW© Bmy¨ Kiv †_‡K Av‡qi Drm 

(KvW©avixi Øviv cÖ‡`q) 

5.4.3.  GwUGg G¨vKzqvwis †_‡K Av‡qi Drm 

(KvW©aviK/Bmy¨Kvix e¨vsK KZ…©K cÖ‡`q) 

5.4.4.  wcIGm G¨vKzqvwis †_‡K Av‡qi Drm 

(gv‡P©›U/KvW©avixi KZ…©K cÖ‡`q) 

 

5.5. KvW© cÖhyw³ 

5.5.1.  cøvw÷K (Plastic) 

5.5.2.  g¨vM‡bwUK w÷ªc (Magnetic Strip) I gvB‡µv 

wPc (Micro Chip) 

5.5.3.  e¨vsK KvW© cv‡m©vbvjvB‡Rkb  

(Personalization) 

5.6.  KvW© RvwjqvwZ (Card Fraud) 

5.6.1.  KvD›UviwdU (Counterfiet) 

5.6.3.  wcb RvwjqvwZ (PIN Fraud) 

5.6.4.  KvW©-bU-†cÖ‡R›U (Card-not-Present) 

5.7.  KvW© RvwjqvwZ cÖwZ‡iva †KŠkj 

5.7.1.  KvW© Bm¨yKvix‡`i KZ…©K KiYxq 

5.7.2.  e¨emvqx‡`i KZ…©K KiYxq 

5.7.3.  KvW©avix‡`i KZ…©K KiYxq 

5.7.4.  cÖhyw³MZ mgvavb (Technological Solutions) 

5.7.4.1.  KvW© KvD›UviwdwUs-Gi weiæ‡× myi‣v 

5.7.4.2.  KvW© †imwUªKkb (Card Restriction) 

5.7.4.3. RvwjqvwZ kbv³KiY mdUIq¨vi 

5.7.4.4.  DbœZ wµ‡ÞvMÖvwd (Improved Cryptography) 

5.7.4.5.  BGgwf (EMV) 
 

6.  B›Uvi‡bU e¨vswKs 

6.1.  B›Uvi‡bU e¨vswKs cvmIqvW© 

6.2.  B›Uvi‡bU e¨vswKs dvskb  

6.3.  B›Uvi‡bU e¨vswKs‡q RvwjqvwZ 

 

7.  GmGgGm (SMS) Ges A¨vjvU© (Alert) e¨vswKs 

7.1.  GmGgGm e¨vswKs (SMS Banking) 

7.2.  A¨vjvU e¨vswKs (Alert Banking) 

7.2.1.  †WweU A¨vjvU (Debit Alert) 
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7.2.2.  †µwWU A¨vjvU (Credit Alert) 

7.2.3.  wcwiqwWK A¨vjvU (Periodic Alert) 

7.3.  GmGgGm e¨vswKs Kxfv‡e KvR K‡i? 

7.5.  GmGgGm Ges A¨vjvU© e¨vswKs-G wbivcËv 

 

8.  B-Kgvm© I B›Uvi‡bU †c‡g›U †MUI‡q 

8.1.  B-Kgvm© (E-commerce) 

8.2. B›Uvi‡bU †c‡g›U †MUI‡q  

(Internet Payment Gateway) 

8.3.  B›Uvi‡bU †c‡g›U †MUI‡q Kxfv‡e KvR K‡i? 

8.4.  †c‡g›U †MUI‡q wnmv‡e †ccvj 

8.5.  B-Kgvm© †jb‡`‡bi mgq cÖZviYv I cÖwZKvi 

 

9.  Gg-Kgvm© Ges †gvevBj dvBb¨vwÞqvj mvwf©‡mm (MFS) 

9.1.  Gg-Kgvm© Kx? 

9.2. Gg-Kgv‡m©i BwZnvm 

9.3.  †gvevBj wdb¨vwÞqvj mvwf©‡mm (MFS) 

9.3.1.  †gvevBj wdb¨vwÞqvj mvwf©‡mm (MFS) Kx? 

9.3.2.  GgGdGm (MFS) Kvh©µg  

9.3.2.1.        G‡R›U Ges gv‡P©›U wbeÜb 

9.3.2.2.        MÖvnK wbeÜb 

9.3.2.3.        K¨vk-Bb (Cash-in) 

9.3.2.4.  K¨vk-AvDU (Cash-out) 

9.3.2.5.  gv‡P©›U †c‡g›U  

(Merchant Payment) 

9.3.2.6.  Znwej ¯'vbvšÍi  

(Fund Transfer)  

9.3.2.7.  MÖvnK‡`i Rb¨ cÖvc¨ Ab¨vb¨ †mev 

 

9.3.3.  wcb †K †`‡e? 

9.3.4.  GgGdGm-G †jb‡`‡bi mxgv 

9.3.5.  GgGdGm wK e¨qeûj?  

9.3.6.  GgGdGm-Gi g‡Wj : e¨vsK-‡jW I †Uj‡Kv-†jW 

(Bank-led and Telco-led) 

9.3.7.  ms‡hvM-GmGgGm (SMS) ebvg BDGmGmwW 

(USSD) 

 

10.  G‡R›U e¨vswKs 

10.1  G‡R›U e¨vswKs‡qi BwZnvm 

10.2  G‡R›U e¨vswKs Pvjy Kivi †cQ‡b †KŠkj 

10.3  evsjv‡`‡k G‡R›U e¨vswKs-Gi eZ©gvb cwiw '̄wZ 

10.4  evsjv‡`‡k G‡R›U e¨vswKs g‡Wj 

10.5  G‡R›U e¨vswKs‡q RwoZ c‣¸‡jv 

10.5.1  G‡R›U/mve-G‡R›U‡`i Rb¨ †hvM¨ gvb`Ð 

10.6  evsjv‡`‡k G‡R›U e¨vswKs †mev 

10.7  G‡R›U AvDU‡j‡U †jb‡`b cÖwµqv 

10.8  G‡R›U AvDU‡jU †_‡K G‡R›U e¨vswKs MÖvn‡Ki Rb¨ 

†jb‡`‡bi wjwgU (BB Øviv wbqwš¿Z) 

10.9  G‡R›U e¨vswKs‡qi Abb¨ †mwjs cÖcwRkb 

10.10  G‡R›U/G‡R›U AvDU‡j‡Ui AviIAvB (ROI)  

10.11  G‡R›U e¨vswKs-Gi P¨v‡jÃ 

 

11.  Kj †m›Uvi (Call Center)  

11.1.  Kj †m›Uvi Kx? 

11.2.  K›Uv± †m›Uvi Kx? 

11.3. Kj †m›Uvi Ges K›Uv± †m›Uv‡ii g‡a¨ cv_©K¨ 

11.4.  K›Uv± †m›Uv‡i †hvMv‡hv‡Mi c×wZ 

11.5.  K›Uv± †m›Uv‡ii g~j Dcv`vb 

11.5.1.  B›Uv‡iw±f f‡qm †imcÞ (AvBwfAvi) 

11.5.2.  ¯^qswµq Kj wWw÷ªweDUi (GwmwW) 

11.5.3.  Kw¤úDUvi †Uwj‡dvwb Bw›U‡MÖkb (wmwUAvB) 

11.5.4  Kj †iKwW©s wm‡÷g 

11.5.5.  ÷vd (G‡R›U / mycvifvBRvi) 

11.5.6.  Kx cvidig¨vÞ BwÛ‡KUi (†KwcAvB) 

11.6.  Kj †m›Uvi/K›Uv± †m›Uvi Kxfv‡e KvR K‡i? 

11.7.  Kj †m›Uvi/K›Uv± †m›Uvi mvwf©‡mi cÖKvi‡f` 

11.8.  Kj †m›Uvi/K›Uv± †m›Uv‡ii Kvh©Kjv‡ci aib 

11.8.1.  mvaviY BbevDÛ Kvh©µg 

11.8.2.  mvaviY AvDUevDÛ Kvh©µg 

11.9.  K›Uv±/Kj †m›Uv‡i †KvqvwjwU A¨vmy‡iÞ 
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12.  Znwej '̄vbvšÍi wb‡`©k cvVv‡bvi Rb¨ wm‡÷gmg~n 

12.1.  †U‡j• (Telex) 

12.2.  myBdU (SWIFT) 

12.2.1.  myBdU Kx? 

12.2.2.  myBdU UªvwdK 

12.2.3.  myBdU m`m¨c` 

12.2.4.  †Kb myBdU m`m¨ n‡Z n‡e? 

12.2.5.  myBdU G wbivcËv 

12.2.6.  myBdU Kxfv‡e KvR K‡i? 

12.2.7.  myBd‡Ui mgm¨vMy‡jv Kx? 

12.2.8.  evsjv‡`‡k e¨enviKvix MÖæc 

12.3.  evsjv‡`k A‡Uv‡g‡UW wK¬qvwis nvDm (BACH) 

12.3.1.  evsjv‡`k A‡Uv‡g‡UW †PK cÖ‡mwms wm‡÷g 

(BACPS) 

12.3.2.  evsjv‡`k B‡jKUªwbK dvÛ UªvÞdvi †bUIqvK© 

(BEFTN) 

12.4.  GbwcGmwe (NPSB) 

12.5.  AviwUwRGm (RTGS) 

12.6.  wPcm (CHIPS) 

12.7.  †dWIq¨vi (FEDWIRE) 
 

 

gwWDj wW : AvBwmwU wmwKDwiwU, mvBevi wmwKDwiwU, AvBwmwU wi¯‹ g¨v‡bR‡g›U, 

÷¨vÛvW©, †i¸‡jkbm Ges wjM¨vj †d«gIqvK© 

 

1.  AvBwmwU wbivcËv (ICT Security) 

1.1.  e¨emvi avivevwnKZv ûgwK (Business Continuty Threats) 

1.2.  Af¨šÍixY ûgwK (Internal Threats) 

1.3.  †gvevBj wdb¨vwÝqvj mvwf©‡mm (MFS) m¤úwK©Z SzuwK 

1.4.  GwUGg/wcIGm/B-Kg/KvW© m¤úwK©Z ûgwK 

1.4.1  GwUGg w¯‹wgs (ATM Skimming) 

1.4.2.  wcIGm w¯‹wgs (POS Skimming) 

1.4.3.  GwUGg R¨vKcwUs (ATM Jackpotting) 

1.4.4.  B-Kgvm© RvwjqvwZ (e-commerce fraud)  

1.5.  evwn¨K SzuwK (External Risks)/ mvBevi ûgwK (Cyber 

Threats) 

1.5.1.  wWw÷ªweD‡UW wWbvqvj Ae mvwf©m (DDOS) 

1.5.2.  i¨vbmgIq¨vi (Ransomware)  

1.5.3.  g¨vjIq¨vi (Malware) 

1.6.  n¨vwKs Ges Abby‡gvw`Z A_© ¯'vbvšÍi (Hacking and 

Unauthorized Transfer of Money) 

1.7.  †µwWU Kv‡W©i †WUv Pywi Kiv (Stealing of Credit Card 

Data) 

1.8.  wµ‡Þv gy`ªvi ûgwK (Crypto Currency Threats) 

1.9.  SzuwK Kgv‡Z Kx Ki‡Z n‡e? 

2.  mvBevi wbivcËv (Cyber Security) 

3.  AvBwmwU SzuwK e¨e¯'vcbv (ICT Risk Management) 

4.  wbivcËv ÷¨vÛvW© Ges cÖweavb (Security Standards and 

Regulations) 

5.  evsjv‡`k †K›`ªxq e¨vsK Øviv cÖKvwkZ Zdwmwj e¨vsK Ges Avw_©K 

cÖwZôv‡bi Rb¨ AvBwmwU wbivcËv msµvšÍ wb‡`©wkKv (2015) 

5.1.  e¨vsK I GbweGdAvB-Gi  †kÖwYKiY 

5.2.  AvBwmwU wbivcËv e¨e¯'vcbv 

5.2.1.  f‥wgKv I `vwqZ¡ 

5.2.2  AvBwmwU bxwZ, gvb I c×wZ 

5.2.3  WKz‡g‡›Ukb 

5.2.4  Af¨šÍixY Z_¨ wm‡÷g wbix‣v 

5.2.5  evwn¨K Z_¨ wm‡÷g wbix‣v 

5.2.6  ÷¨vÛvW© mvwU©wd‡Kkb 

5.2.7  wbivcËv m‡PZbZv I cÖwk‣Y 

5.2.8  exgv ev SzuwK Kfv‡iR dvÛ 

5.3.  AvBwmwU SzuwK e¨e¯'vcbv 

5.3.1  AvBwmwU SzuwK wbqš¿Y 

5.3.2  AvBwmwU SzuwK g~j¨vqb 

5.3.3  AvBwmwU SzuwK cÖwZwµqv 

5.4.  AvBwmwU mvwf©m †Wwjfvwi g¨v‡bR‡g›U 

5.4.1  cwieZ©b e¨e '̄vcbv (Change Management) 

5.4.2.  NUbv e¨e '̄vcbv (Incident Management) 

5.4.3  mgm¨v e¨e '̄vcbv (Problem Management) 
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5.4.4  m‣gZv e¨e '̄vcbv (Capacity Management) 

5.5.  AeKvVv‡gv wbivcËv e¨e '̄vcbv 

5.5.1  m¤ú` e¨e¯'vcbv (Asset Management) 

5.5.2  †W¯‹Uc/j¨vcUc wWfvBm wbqš¿Y 

5.5.3  weIqvBIwW wbqš¿Y (BYOD Controls) 

5.5.4  mvf©vi wbivcËv wbqš¿Y 

5.5.5  †WUv †m›Uvi wbqš¿Y 

5.5.5.1 KvVv‡gvMZ wbivcËv 

5.5.5.2  cwi‡ekMZ wbivcËv 

5.5.5.3. Av¸b cÖwZ‡iva 

5.5.6.  mvf©vi/†bUIqvK© iæg/i¨vK wbqš¿Y 

5.5.7.  †bUIqvK© wbivcËv e¨e¯'vcbv 

5.5.8.  B›Uvi‡bU A¨v‡•m g¨v‡bR‡g›U 

5.5.9.  B‡gBj e¨e '̄vcbv 

5.6.  Bbdi‡gkb wm‡÷g A¨v‡•m wbqš¿Y 

5.6.1.  e¨enviKvixi A¨v‡•m e¨e '̄vcbv 

5.6.2.  cvmIqvW© e¨e '̄vcbv 

5.7.  e¨emvi avivevwnKZv Ges `y‡h©vM cybiæ×vi e¨e¯'vcbv  

5.7.1.  e¨emvi avivevwnKZv cwiKíbv (wewmwc) 

5.7.2.  `y‡h©vM cybiæ×vi cwiKíbv (wWAviwc) 

5.7.3.  †WUv e¨vKAvc Ges cybiæ×vi e¨e '̄vcbv 

5.8.  Bbdi‡gkb wm‡÷g AwaMÖnY Ges †Wfjc‡g›U 

5.8.1  AvBwmwU cÖKí e¨e '̄vcbv 

5.8.2.  wm‡÷g AwaMÖn‡Yi Rb¨ †fÛi wbe©vPb 

5.8.3.  Bb-nvDm md&UIq¨vi †W‡fjc‡g›U 

5.9.  Aëvi‡bwUf †Wwjfvwi P¨v‡bj (ADC) wbivcËv e¨e '̄vcbv 

5.9.1  GwUGg/wcIGm †jb‡`b 

5.9.2  B›Uvi‡bU e¨vswKs 

5.9.3  †c‡g›U KvW© 

5.9.4  †gvevBj wdb¨vwÞqvj mvwf©‡mm 

5.10.  †mev cÖ`vbKvix e¨e '̄vcbv 

5.10.1  AvDU‡mvwm©s 

5.10.2  mvwf©m †j‡fj Pzw³ 

 

6.   wcwmAvB-wWGmGm, weGm7799 Ges AvBGmI 27000 

6.1.  wcwmAvB-wWGmGm (PCI-DSS) 

6.1.1  wcwmAvB wWGmGm Kx? 

6.1.2.  wcwmAvB wWGmGm mvwU©wd‡Kkb 

 6.1.3.  wcwmAvB wWGmGm Kgcøv‡qÞ †j‡fj 

 6.1.4.  wcwmAvB wWGmGm-Gi cÖ‡qvRbxqZv 

 6.1.5.  wcwmAvB wWGmGm Kgcøv‡qÞ †j‡fj †evSv 

 

6.2.  weGm 7799 (BS7799) 

6.2.1.  weGm 7799 Kx? 

6.2.2.  weGm 7799-Gi BwZnvm 

6.2.3.  weGm 7799 ebvg AvBGmI 17799 

6.2.4.  Kv‡K †g‡b Pj‡Z n‡e? 

6.2.5. weGm 7799: Ask-1: wmwKDwiwU †Wv‡gb, 

Ae‡Rw±f I K‡›Uªvj 

6.2.5.1.    †Wv‡gBb-1: wmwKDwiwU cwjwm 

6.2.5.2.    †Wv‡gBb-2: wmwKDwiwU AiMvbvB‡Rkb 

6.2.5.3.  †Wv‡gBb-3: m¤ú‡`i †kÖwYwefvM Ges 

wbqš¿Y 

6.2.5.4.    †Wv‡gBb-4: cv‡m©vbvj wmwKDwiwU 

6.2.5.5.    †Wv‡gBb-5: wdwRK¨vj I Gbfvi‡g›Uvj 

myiÿv 

6.2.5.6.  †Wv‡gBb-6: †hvMv‡hvM Ges Acv‡ikb     

g¨v‡bR‡g›U 

6.2.5.7.  †Wv‡gBb-7: A¨v‡•m wbqš¿Y 

6.2.5.8.  †Wv‡gBb-8: wm‡÷g †W‡fjc‡g›U Ges    

i‣Yv‡e‣Y 

6.2.5.9.  †Wv‡gBb-9: e¨emvi avivevwnKZv 

e¨e¯'vcbv 

6.2.5.10.  †Wv‡gBb-10: Kgcøv‡qÞ 

6.2.6.  weGm 7799: cvU©-2: AvBGmGgGm (ISMS) Ges  

mvwU©wd‡Kkb 

6.2.6.1 m¤§wZ/cÖZ¨qb cÖwµqv  

(Compliance/Certification  Process) 

6.2.6.2  AvBGmGgGm (ISMS) Kx? 

6.3.  AvBGmI 27001 (ISO 27001) 
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6.3.1.  AvBGmGgGm (ISMS) ev¯Íevq‡bi myweav 

6.3.2.  AvBGmI 27001 Gi 14wU †Wv‡gBb Kx Kx? 

6.3.3.  AvBGmI 27001 G KqwU wbqš¿Y Av‡Q? 

6.3.4.  ÔAvBGmI 27001 cÖZ¨wqZÕ ej‡Z Kx †evSvq? 

 

7.  evsjv‡`‡k AvBwb KvVv‡gv 

7.1.  mvBevi AvBb (Cyber Law) 

7.1.1.  mvBevi AvBb Kx? 

7.1.2.  mvBevi Aciva †kÖwYKiY 

7.1.3.  mvBevi Aciva Kvh©µg 

7.2.  AvBwmwU AvBb (ICT Act) 

7.2.1.  f‥wgKv 

7.2.2.  AvBwmwU AvBb-2006 Gi cÖ‡hvR¨ wdìmg~n 

7.2.3.  Ae‡Rw±f 

7.2.4.  wbe©vwPZ avivmg~n 

 

gwWDj-B: WKz‡g›U n¨vÛwjs wm‡÷g, AwZwi³ e¨vswKs A¨vwcø‡Kkb Ges Ab¨vb¨ 

w`K 

 

1.  †PK cÖ‡mwms wm‡÷g 

1.1.  wK¬qvwis Ges †m‡Uj‡g›U wm‡÷g 

1.2.  cÖPwjZ †PK wK¬qvwis cÖwµqv 

1.3.  MICR (g¨vM‡bwUK B¼ K¨v‡i±vi wiKMwbkb) 

1.4.  †PK Uªv‡¼kb (Cheque truncation)  

1.5.  RTGS (wi‡qj UvBg MÖm †m‡Uj‡g›U) 

1.6.  BACH (evsjv‡`k A‡Uv‡g‡UW wK¬qvwis nvDm) 

1.6.1.  evsjv‡`k A‡Uv‡g‡UW †PK cÖ‡mwms wm‡÷g 

(BACPS) 

1.6.2.  evsjv‡`k B‡jKUªwbK dvÛ UªvÞdvi †bUIqvK© 

(BEFTN) 

 

2.  AwZwi³ e¨vswKs A¨vwcø‡Kkb 

2.1.  BAviwc (ERP) mdUIq¨vi 

2.1.1  ERP wm‡÷g Kx? 

2.1.2  GKwU ERP md&UIq¨v‡ii K‡¤úv‡b›U/gwWDj 

2.1.3  GKwU ERP wm‡÷‡gi K‡¤úv‡b›U 

2.1.4.  BAviwc wm‡÷‡gi myweav I Amyweav 

2.1.5.  weL¨vZ BAviwc md&UIq¨vi: 

2.1.5.1.  GmGwc-Gi GmGwc BAviwc (SAP 

ERP) 

2.1.5.2.  IivKj-Gi wccjmdU BAviwc 

(People Soft ERP) 

 

2.2.  wmAviGg (CRM) mdUIq¨vi 

2.2.1.  wmAviGg Kx? 

2.2.2.  e¨env‡ii †‣Îmg~n 

2.2.2.1.  †mjm †dvm© A‡Uv‡gkb 

2.2.2.2. gv‡K©wUs 

2.2.2.3. MÖvnK †mev I mv‡cvU© 

2.2.2.4  we‡kølY (Analysis) 

2.2.2.5. mgwš^Z/mn‡hvMx (Integrated/Collaborative) 

2.2.3. wmAviGg-Gi Rb¨ mdUIq¨vi 

2.3.  B-†gBj mdUIq¨vi 

2.3.1.  B-†gBj Kx? 

2.3.2.  Acv‡ikb IfviwfD 

2.3.3.  GKwU †g‡mwRs wm‡÷‡gi Dcv`vb 

2.3.4.  RbwcÖq B-†gBj wm‡÷g 

2.3.4.1.   †mÛ †gBj (Sendmail) 

2.3.4.2.    wKD †gBj (Qmail) 

2.3.4.3.  gvB‡µvmdU G•‡PÃ mvf©vi 

(Microsoft Exchange Server) 

2.3.4.4.  †jvUvm Wwg‡bv (Lotus Domino) 

2.3.5.  evwYwR¨K c‡Y¨i jvB‡mwÞs 

2.3.5.1.  G•‡PÃ mvf©vi (Exchange Server) 

2.3.5.2.  †jvUvm Wwg‡bv (Lotus Domino)  

2.4.  A¨vw›UfvBivm mdUIq¨vi (Antivirus Software) 

2.4.1.  A¨vw›UfvBivm mdUIq¨vi Kx? 

2.4.2.  A¨vw›UfvBivm wKfv‡e KvR K‡i? 

2.4.2.1.  ̄ ^v¶iwfwËK kbv³KiY (Signature  based 

detection) 
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2.4.2.2. AvPiYwfwËK kbv³KiY (Behavior  based 

detection) 

2.4.3.  jvB‡mwÞs (Licensing) 

2.4.4.  RbwcÖq A¨vw›UfvBivm †cÖvMÖvg 

2.5.  A¨vw›U-g¨vjIq¨vi md&UIq¨vi 

 

gwWDj-Gd: wdb‡UK, K…wÎg eyw×gËv Ges fwel¨r cÖhyw³wfwËK e¨vswKs 

 

1.  wdb‡UK, i¨vM‡UK I †UKwdb 

1.1.  wdb‡UK (FinTech) 

1.2  †UKwdb (TechFin) 

1.3  i¨vM‡UK (RegTech) 

 

2.  †ewmK wµ‡Þv Kv‡iwÞ (Crypto Currency) Ges eøK †PBb cÖhyw³ 

(Block Chain Technology) 

2.1  eøK †PBb cÖhyw³ (Block Chain Technology) 

2.2  †gŠwjK wµ‡Þv Kv‡iwÞ 

2.2.1.  †Kb wµ‡Þv-Kv‡iwÞ? 

2.2.2.  mv‡Zvwk bvKv‡gv‡Zv (Satashi Nakamoto) †K? 

2.2.3.  evsjv‡`‡k wµ‡Þv-Kv‡iwÞ 

2.2.4.  wjM¨vj †UÛvi Kx? 

2.2.5.  wµ‡Þv-Kv‡iwÞi eZ©gvb Ae '̄v 

2.2.6.  wµ‡Þv-Kv‡iwÞ Kxfv‡e KvR K‡i? 

2.2.7.  mgvavb Kx? 

2.2.8.  RvZxq wWwRUvj gy`ªvi (NDC) cwiwPwZ 

 

3.  K…wÎg eyw×gËv (Artificial Intelligence)  

 

4.  fwel¨r cÖhyw³-wfwËK e¨vswKs 

4.1  fvP©yqvj e¨vswKs (Virtual Banking) 

4.2  K¬vDW Kw¤úDwUs (Cloud Computing) 

4.3  B›Uvi‡bU Ad w_sm (IoT) 

4.4  †gwkb jvwb©s (Machine Learning) 

4.5  †WUv gvBwbs (Data Mining) 

4.6 †WUv Iq¨vinvDm (Data Warehouse) 

4.7  mv¤úªwZK cÖeYZv (Current trends) 
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gwWDj-G 

AvBwmwU I Kw¤úDUvi wm‡÷‡gi f‥wgKv 

 

1 Z_¨ I †hvMv‡hvM cÖhyw³ (ICT) 

1. 1.1. AvBwmwU Kx? 

Z_¨ Ges †hvMv‡hvM cÖhyw³ (AvBwmwU) n‡jv Ggb GKwU cÖhyw³ hv Kw¤úDUvi 

wm‡÷g (†hgb Kw¤úDUvi nvW©Iq¨vi I †÷v‡iR), md&UIq¨vi (†hgb 

A¨vwcø‡Kkb I WvUv‡em) Ges Z‡_¨i †hvMv‡hv‡Mi Rb¨ e¨eüZ 

wm‡÷g¸‡jv‡K †evSvq (†hgb †bUIqvwK©s wWfvBm I cÖhyw³) hv GKwÎZfv‡e 

wWwRUvj we‡k¦ gvbyl I cÖwZôvb¸‡jv‡K †hvMv‡hv‡M mvnvh¨ K‡i|  

 

1.2. Kw¤úDUvi Kx? 

wm.Gm. †d«Â cÖ`Ë msÁv Abymv‡i, GKwU Kw¤úDUvi Ggb GKwU wWfvBm hv 

†WUv ev Z_¨ MÖnY Ki‡Z cv‡i, †WUv cÖwµqvKiY Ki‡Z cv‡i Ges †WUv 

AvDUcyU wnmv‡e cÖ`vb Ki‡Z cv‡i| Ab¨ K_vq, GKwU Kw¤úDUvi n‡jv 

  

 

j¨vcUc Kw¤úDUvi 

 

GKwU †gwkb hv wKQy †cÖvMÖvg Øviv wbqwš¿Z nq, BbcyU wnmv‡e †WUv MÖnY K‡i, 

†mMy‡jv cÖwµqv K‡i Ges Ae‡k‡l djvdj ev cÖ‡qvRbxq Z_¨ AvDUcyU 

wnmv‡e e¨enviKvix‡`i Kv‡Q cÖ`k©b K‡i| D`vniY¯^iƒc, MÖvnKiv e¨vs‡K 

UvKv Rgv K‡i Ges e¨vsK †_‡K UvKv D‡Ëvjb K‡i| Rgv ev †Zvjvi cwigvY 

GKwU e¨vsK †Ujvi Øviv Kw¤úDUv‡i †WUv wnmv‡e †XvKv‡bv nq| GLb 

Kw¤úDUvi †WUv cÖwµqv K‡i, hvi g‡a¨ ÔMÖvnK †jRv‡iÕ MÖvnK‡`i e¨v‡jÞ 

Avc‡WU Kiv AšÍf©y³| w`‡bi †k‡l, Kw¤úDUvi Ôe¨v‡jÝ wjw÷sÕ Ges 

Ô†÷U‡g›U Ae A¨v‡dqvm©Õ ˆZwi K‡i, hv‡K ejv nq AvDUcyU| AvDUcy‡Ui 

Dci wfwË K‡i, e¨enviKvix I e¨e¯'vcbv KZ…©cÿ ¸iæZ¡c~Y© wm×všÍ MÖnY K‡i| 

ZvQvov AvRKvj Kw¤úDUvi Ab¨vb¨ A‡bK Dcv‡qI e¨eüZ nq †hgb            

B-†gBwjs, eªvDwRs, †Mg †Ljv, Mvb †kvbv, wfwWI Ges wUwf †`Lv, †dvb Kj 

Kiv BZ¨vw`| 

 

1.3. Z_¨ cÖhyw³ Kx? 

ms‡‣‡c, Z_¨ cÖhyw³ AvBwU bv‡g cwiwPZ| wm. Gm. †d«‡Âi g‡Z, Z_¨ cÖhyw³ 

(AvBwU) n‡‧Q Ggb GKwU cÖhyw³ hv Z‡_¨i m…wó, msiÿY, wbqš¿Y I 

†hvMv‡hv‡Mi m‡½ RwoZ wµqvKjvc¸‡jv Ges Gi m‡½ m¤úwK©Z c×wZ, 

e¨e¯'vcbv I cÖ‡qvM wb‡q KvR K‡i| 

Z_¨ cÖhyw³ †Kej Z_¨ cÖwµqvKi‡Yi g‡a¨B mxgve× bq, Z‡_¨i †hvMv‡hv‡Mi 

m‡½I KvR K‡i, ZvB GB kãwU‡K Z_¨ I †hvMv‡hvM cÖhyw³I ejv nq| Z_¨ 

MÖnY, msMÖn, cÖwµqv I †hvMv‡hv‡Mi Rb¨ cÖ‡qvRbxq mg¯Í cÖwµqv I c×wZ‡K 

mgwóMZfv‡e Z_¨ cÖhyw³ ejv nq| 

 

1.4. AvBwmwU Gi ¸iæZ¡ I e¨envi  

e¨vswKs‡q Z_¨ I †hvMv‡hvM cÖhyw³i (AvBwmwU) e¨envi MÖvnK †mevq ˆecøweK 

cwieZ©b G‡b‡Q| AvBwmwUi †h ˆewkó¨My‡jvi Rb¨ GwU Avw_©K cwi‡levMy‡jv‡Z 

A‡bK Ae`vb †i‡LwQj Zv wb‡P Av‡jvPbv Kiv n‡q‡Q: 

 

K. D”P MwZ 

Kw¤úDUvi Lye D‧P MwZ‡Z KvR Ki‡Z cv‡i| GKwU Kw¤úDUvi gvÎ K‡qK 

wgwb‡U GKRb gvby‡li 100 eQ‡ii KvR †kl Ki‡Z cv‡i| 

1980-Gi `k‡K evsjv‡`‡k e¨vswKs Lv‡Z †Kv‡bv AvBwmwU e¨envi Kiv 

n‡Zv bv|  †mB mgq, e¨vsKviiv GKwU g¨vbyqvj †jRvi eRvq ivL‡Zb| hLb 



 27 14 28  

GKRb MÖvnK UvKv †Zvjvi Rb¨ e¨vsK KvD›Uv‡i Avm‡Zb, cÖ_‡g †Ujvi‡K 

g¨vbyqvwj ¯^v‣iwU cix‣v Ki‡Z n‡Zv Ges GKwU eo LvZvq UvKv †Zvjvi 

Z_¨mg~n Gw›Uª Ki‡Z nq Ges Zvic‡i MÖvn‡Ki Kv‡Q UvKv n¯ÍvšÍi Kiv n‡Zv| 

G‡Z `xN© mgq jvMZ Ges MÖvnK‡`i NÈvi ci NÈv jvB‡b `uvwo‡q _vK‡Z 

n‡Zv| e¨vsK¸‡jv‡Z AvBwmwU cÖeZ©‡bi ci, Kw¤úDUviwfwËK †jRv‡i 

†cvw÷s ïay GK wgwb‡Ui Kvh©Kjv‡c cwiYZ n‡q‡Q Ges `ªæZ MÖvnK cwi‡lev 

cÖ`vb m¤¢e n‡‧Q| Ab¨w`‡K, w`b-†kl, mßvn-†kl, gvm-†kl Ges eQ‡ii 

†k‡li wµqvKjvc †hgb gybvdvi MYbv, Avq-e¨q MYbv, Uªvqvj e¨v‡jÞ, 

e¨v‡jÞ wkU, Statement of Affairs Ges Avq-e¨q cÖwZ‡e`b ˆZwi Kiv 

e¨vsKvi‡`i Rb¨ GKwU `ytmn KvR wQj| Z‡e Kw¤úDUvivB‡Rk‡bi ci 

Kw¤úDUv‡ii gva¨‡g `ªæZ Gme Kvh©µg m¤úbœ n‡‧Q Ges e¨vsKvi‡`i `y‡f©vM 

K‡g‡Q| d‡j e¨vsKviiv e¨emvi Dbœq‡bi Ab¨vb¨ Kg©Kv‡Ð A‡bK †ewk 

g‡bv‡hvM w`‡Z m‣g n‡‧Qb| 

 

L. †h †Kv‡bv mgq cÖvwßmva¨ 

e¨vswKs cwi‡levMy‡jv‡Z AvBwmwU cÖeZ©‡bi c~‡e©, MÖvnK‡K ïay Kvh©w`e‡mi 

g‡a¨ GKwU wbw`©ó mg‡qi c~‡e© mg¯Í †jb‡`b m¤úbœ Ki‡Z n‡Zv| GLb w`‡b 

24 NÈv, eQ‡i 365 w`b e¨vwKs cwi‡lev AevwiZ| GKRb MÖvnK †h †Kv‡bv 

mgq UvKv Zyj‡Z GwUGg e¨envi Ki‡Z cv‡ib| e¨vs‡Ki †WUv †m›Uv‡ii 

Kw¤úDUvi¸‡jv me©`v Pjgvb Ae¯'vq _v‡K Ges MÖvnK‡`i e¨v‡jÞ 

Zvr‣wYKfv‡e Avc‡WU Ki‡Z cv‡i| Ab¨w`‡K e¨vsKviiv h_vmg‡q mg¯Í 

Kvh©Kjvc cÖwZ‡e`b (†hgb †K UvKv D‡Ëvjb Ki‡Q, cwigvY KZ Ges †Kv_v 

†_‡K D‡Ëvjb Ki‡Q BZ¨vw`) †c‡Z cv‡i| B›Uvi‡bU e¨vswKs wm‡÷g e¨envi 

K‡i GKRb MÖvnK †h‡Kvb mgq Zvi Awdm ev evmv †_‡K e¨vswKs Ki‡Z 

cv‡ib| MÖvnKiv †`vKvb †_‡K cY¨ I cwi‡lev wKb‡Z cv‡ib Ges †h †Kv‡bv 

mgq Zvi †WweU ev †µwWU KvW© Ges †`vKv‡b ¯'vwcZ wcIGm Uvwg©bvj e¨envi 

K‡i AbjvB‡b wej cwi‡kva Ki‡Z cv‡ib| GKRb MÖvnKI Zvi †gvevBj 

†dvb e¨envi K‡i Ges †h‡Kv‡bv mgq wKQy †jb‡`b Ki‡Z cv‡ib| 

 

M. †h †Kv‡bv RvqMvq cvIqv hvq 

e¨vswKs cwi‡levMy‡jv‡Z AvBwmwU cÖeZ©‡bi c~‡e©, GKRb MÖvnK‡K e¨vwKs 

cwi‡lev¸‡jv cvIqvi Rb¨ kvixwiKfv‡e GKwU wba©vwiZ kvLvq †h‡Z n‡Zv| 

GLb MÖvnK Zvi B‧Qvg‡Zv †h‡Kv‡bv RvqMv †_‡K e¨vswKs †mev wb‡Z cv‡ib| 

wZwb †h kvLvq A¨vKvD›U Ly‡j‡Qb ïay †mLv‡bB bq, †h †Kv‡bv kvLv †_‡K 

m¤ú~Y© e¨vwKs cwi‡lev¸‡jv †c‡Z cv‡ib| wZwb †h‡Kv‡bv kn‡ii GwUGg-G 

†_‡K Zyj‡Z cv‡ib, e¨v‡jÞ †PK Ki‡Z cvi‡eb, wgwb †÷U‡g›U wcÖ›U Ki‡Z 

cvi‡eb, UvKv Rgv w`‡Z cv‡ib Ges BDwUwjwU wej cwi‡kva Ki‡Z cv‡ib| 

MÖvnK we‡k¦i †h‡Kv‡bv kn‡ii †h‡Kv‡bv †`vKv‡b wM‡q Zvi AvšÍR©vwZK †µwWU 

ev †WweU KvW© e¨envi K‡i cY¨ I †mev wKb‡Z cv‡ib| wZwb we‡k¦i †h‡Kv‡bv 

cÖvšÍ †_‡K †gvevBj A¨vc ev B›Uvi‡b‡Ui gva¨‡g Zvi A¨vKvD‡›U cÖ‡ek Ki‡Z 

cv‡ib| 

 

N. mwVKZv/h_v_©Zv 

Kw¤úDUvi (AvBwmwUi GKwU Dcv`vb) 100% wbf©yjZvi m‡½ KvR Ki‡Z 

cv‡i hw` †cÖvMÖvg I mieivnK…Z †WUv mwVK nq| ÔMv‡e©R Bb Mv‡e©R AvDUÕ 

Kw¤úDUv‡ii Rb¨ Lye mZ¨| Kw¤úDUvi KL‡bv fyj Ki‡Z cv‡i bv| hv‡nvK, 

†WUv fyj n‡j ev †cÖvMÖvwgs jwRK fzj n‡j GwU fzj djvdj w`‡Z cv‡i| 

GKRb MÖvnK hw` UvKv D‡Ëvjb K‡ib 100/- UvKv Ges Kw¤úDUv‡i †cv÷ 

Kivi mgq †Ujvi UvBc K‡ib 100/- UvKvi cwie‡Z© 1000/- UvKv, Zvn‡j 

MÖvn‡Ki e¨v‡jÞ fzjfv‡e Avc‡WU n‡e| GwU Kw¤úDUv‡ii ÎæwU bq, fyjfv‡e 

WvUv cÖ`vb Gi Rb¨ `vqx| 

 

O. †g‡gvwi 

GKwU Kw¤úDUv‡ii wekvj †g‡gvwi i‡q‡Q—GwU cÖPyi cwigv‡Y †WUv msi‣Y 

I cÖwµqv Ki‡Z cv‡i| Gi †÷v‡iR GKwU eo jvB‡eªwii  †÷v‡i‡Ri †P‡qI 

†ewk| GwU MÖvn‡Ki K‡qK eQ‡ii †WUv msi‣Y Ki‡Z cv‡i| Kw¤úDUvi Lye 

`ªæZ Ges wbf©yjfv‡e †÷v‡iR †_‡K †WUv cybiæ×vi Ki‡Z cv‡i| 

 

P. Kg©ÿgZv 

Kw¤úDUvi K¬vwšÍ Qvov GKUvbv `xN© mgq KvR Ki‡Z cv‡i hv GKRb gvby‡li 

c‡‣ m¤¢e bq| GKwU e¨vs‡Ki GKwU Kw¤úDUvi mvf©vi GKevi Pvjy Kiv nq 

Ges GKm‡½ eQ‡ii ci eQi Pj‡Z _v‡K| Gfv‡e GwUGg, wcIGm Uvwg©bvj, 

B›Uvi‡bU e¨vwKs, B-Kgvm© BZ¨vw`i g‡Zv e¨vwKs cY¨¸‡jvi Rb¨ Aweivg 

24/7 cwi‡lev m¤¢e| 
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Q. B›Uvi‡dwms 

B›Uvi‡dwms n‡jv GKwU AvBwmwU wm‡÷‡gi m‡½ Ab¨ Av‡iKwU wm‡÷‡gi 

†hvMv‡hvM Kivi Dcvq, †hgb GKwU e¨vs‡Ki AvBwmwU wm‡÷g †_‡K Ab¨ 

e¨vs‡Ki AvBwmwU wm‡÷‡gi m‡½ †hvMv‡hvM Kiv| Gfv‡e gvj‡qwkqvi Ô†gÕ 

e¨vs‡Ki GKRb MÖvnK Zvi wfmv ev gv÷viKvW© e¨envi K‡i evsjv‡`‡ki 

WvP&-evsjv e¨vs‡Ki GwUGg †_‡K UvKv Zyj‡Z cvi‡eb| Ab¨w`‡K, WvP&-evsjv 

e¨vs‡Ki GKRb MÖvnK Zvi gv÷viKvW© ev wfmv KvW© e¨envi K‡i gvwK©b 

hy³iv‡óª GKwU †`vKv‡b †KbvKvUvi wej cwi‡kva Ki‡Z cv‡ib| 

 

2. B‡jKUªwbK e¨vswKs Ges AbjvBb e¨vswKs 

 

2.1. B‡jKUªwbK e¨vswKs 

B‡jKUªwbK e¨vswKs n‡jv GKwU AvaywbK e¨vswKs †KŠkj hv e¨envi K‡i 

GKRb e¨vsK MÖvnK mkix‡i e¨vsK kvLvq bv wM‡q Ges †KvbI e¨vsK 

Kg©KZ©vi mvnvh¨ QvovB e¨vswKs cwi‡lev †c‡Z cv‡ib| B‡jKUªwbK e¨vswKs 

cwi‡levMy‡jv wb‡P ewY©Z n‡q‡Q— 

 

2.1.1. GwUGg (ATM) 

GwUGg ev ¯^qswµq †Ujvi †gwkb 

g~jZ e¨vsK MÖvn‡Ki †WweU, 

†µwWU ev wcÖ‡cBW KvW© e¨envi 

K‡i bM` UvKv †Zvjvi Rb¨ 

e¨eüZ nq| GQvovI GwUGg 

KvW©aviK Zvi A¨vKvD‡›Ui 

eZ©gvb Ae¯'vi Z_¨ †c‡Z 

(KvM‡R GKwU wcÖ›Umn) Ges 

GK A¨vKvD›U †_‡K Ab¨ 

A¨vKvD‡›U A_© ¯'vbvšÍi Ki‡ZI 

GwUGg e¨envi Kiv nq|  

GwUGg Gi m‡½ mshy³ _v‡K 

Kv‡W©I Z_¨ covi Rb¨ GKwU 

wWfvBm, GKwU wWm‡cø gwbUi I 

KvW©avi‡Ki m‡½                     GKwU A‡Uv‡g‡UW †Ujvi †gwkb Machine 

†hvMv‡hv‡Mi Rb¨ GKwU Kx‡evW©| GwUGg Gi m‡½ e¨w³MZ Kw¤úDUvi _v‡K 

hv wcb †PK Kivi Rb¨, A¨vKvD‡›Ui e¨v‡jÞ Avc‡WU Kivi Rb¨ Ges 

Ae‡k‡l bM` UvKv weZiY Kiv hvq wK bv Zv Rvbvi Rb¨ e¨vs‡Ki †K›`ªxq 

mvf©v‡ii m‡½ †hvMv‡hvM K‡i| 

K¨vk wW‡¯úÞvi bM` A‡_©i fvÐvi| wewfbœ gv‡bi UvKvi †bvU wewfbœ 

K¨v‡m‡U ivLv nq Ges K¨v‡mUmg~n GKwU f‡ë ¯'vcb Kiv nq| K¨v‡m‡Ui 

msL¨v GKwU GwUGg KZ ai‡bi †bvU cÖ`vb Ki‡Z cv‡i Zv wba©viY K‡i| 

GwUGg-G GKwU j¨vb KvW© mshy³ _v‡K hvnv †K›`ªxq mvf©v‡ii m‡½ 

†hvMv‡hv‡Mi Rb¨ e¨eüZ nq|  

evsjv‡`‡ki e¨vsK¸‡jv MÖvnK‡`i Kv‡Q e¨vswKs †mev †cŠu‡Q †`Iqvi 

j‡‣¨ †`‡ki wewfbœ ¯'v‡b GwUGg ¯'vcb K‡i‡Q| ZvB MÖvnK‡`i UvKv †Zvjv ev 

Ab¨vb¨ cwi‡levi Rb¨ e¨vs‡Ki kvLvq †h‡Z nq bv| MÖvnK Zvi evmfeb, 

Awdm ev †`vKvb/gv‡K©‡Ui Kv‡Q ¯'vcb Kiv †h‡Kv‡bv GwUGg †_‡K GB 

cwi‡levMy‡jv †c‡Z cv‡ib| GwUGgMy‡jv w`‡b 24 NÈv Ges eQ‡i 365 w`b 

†Lvjv _v‡K| GBfv‡e, MÖvnKiv QywUi w`‡bI mviv w`b Ges iv‡Z UvKv Zzj‡Z 

ev Rgv Ki‡Z cvi‡eb| GwU MÖvnK‡`i e¨vswKs Kivi ¯^vaxbZv w`‡q‡Q| GLb 

MÖvnKiv weKvj 3Uvq K¨vk KvD›Uvi eÜ nIqvi Av‡M A_ev GKwU `xN© QywUi 

Av‡M ev Ab¨ kn‡i GKwU hvÎv Kivi Av‡M UvKv †Zvjv wb‡q wPwšÍZ bb| 

e¨vsK MÖvnKiv GwUGg †bUIqvK© †_‡K wbgœwjwLZ cwi‡levMy‡jv †c‡Z 

cv‡ib— 

  GKwU KviLvbv GwUGg ˆZwi Ki‡Q| fë I weZiY BDwbU Qwe‡Z †`Lv hv‡”Q 
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K.  bM` D‡Ëvjb| 

L.  BDwUwjwU wej cÖ`vb| 

M.  MÖvnK‡`i wbR¯^ GKvD›U †_‡K dvÛ GKB e¨vs‡Ki ev Ab¨ e¨vs‡Ki Ab¨ 

Av‡iKwU GKvD‡›U ¯'vbvšÍi Kiv|      

N.  A¨vKvD‡›Ui e¨v‡jÞ †PK Kiv|  

O.  wgwb †÷U‡g›U wcÖ›U Kiv (†kl 5wU †jb‡`b)| 

 

GwUGg ey_ Ggb GKwU RvqMv †hLv‡b GKwU e¨vsK Øviv GK ev GKvwaK 

GwUGg Bb÷j Kiv nq| wKQy GwUGg ey‡_, K¨vk wW‡cvwRU †gwkb (wmwWGg) 

¯'vcb Kiv n‡q‡Q, †hLv‡b Lv‡g K‡i bM` A_© ev †PK Rgv †`Iqv hvq| GB 

ai‡bi †‣‡Î, MÖvnK Zvi A¨vKvD›U b¤^i I wW‡cvwRU †gwk‡b Rgv †`Iqvi 

cwigvY BbcyU K‡i| †gwkbwU Zvi `iRv Ly‡j †`q Ges MÖvnK LvgwU †gwk‡b 

†d‡j †`q| A_© Rgv Kivi GB c×wZ‡Z, e¨vsKMy‡jv KLbI KLbI †`L‡Z 

cv‡i †h wm‡÷‡g BbcyU Kiv As‡Ki m‡½ Lv‡g wjwLZ A‡_©i cwigvY wgj‡Q 

bv| G‡Z we‡iva ˆZwi n‡Z cv‡i| e¨vsK mvaviYZ wmwmwUwf wm‡÷‡gi 

bRi`vwii Aax‡b Lv‡gi †fZi †_‡K cÖvß GB ai‡bi A_© MYbv K‡i _v‡K, 

GB ai‡bi Am½wZ †iKW© Ki‡Z|  

Ggb GwUGg †gwkb i‡q‡Q hv UvKv evwÛj AvKv‡i MÖnY Ki‡Z cv‡i, 

wewfbœ g~j¨gv‡bi †bvU MYbv Ki‡Z cv‡i Ges Rvj †bvU kbv³ Ki‡Z cv‡i| 

Dciš` GB GwUGg¸‡jv GK MÖvn‡Ki KvQ †_‡K cÖvß GKB UvKv Ab¨ 

MÖvnK‡`i Kv‡Q mieivn Ki‡Z cv‡i| GB ai‡bi GwUGg †gwkb‡K K¨vk-Bb 

K¨vk-AvDU GwUGg ev K¨vk wimvBwK¬s †gwkb (CRM) ejv nq| 

GKRb MÖvn‡Ki Øviv GwUGg cwi‡lev¸‡jv †c‡Z, Zvi GKwU cøvw÷K 

KvW© I wcb (e¨w³MZ kbv³KiY b¤^i) cÖ‡qvRb| GB cøvw÷K KvW© I wcb 

e¨vs‡K A¨vKvD›U †Lvjvi c‡i MÖvnK‡K e¨vsK †_‡K mieivn Kiv nq| 

 
 

GKwU wcGmwUGb wcIGm Uvwg©bvj 

GB cøvw÷‡Ki KvW©‡K GwUGg KvW© ev †WweU KvW© ejv nq| MÖvnK cÖ_‡g 

GwUGg-Gi GKwU ¯ø‡U Zvi KvW© cÖ‡ek Kivb Ges GwUGg-Gi Kx‡evW© e¨envi 

K‡i Zvi wcb UvBc K‡ib| Zvic‡i, GKwU †gby cÖ`wk©Z n‡e, hv e¨envi 

K‡i MÖvnK cÖ‡qvRbxq Kvh©µg m¤úv`b Ki‡Z cvi‡eb| GwUGg KvW© ev 

†WweU KvW© QvovI, GKRb MÖvnK GwUGg †_‡K UvKv †Zvjvi Rb¨ Zvi 

†µwWU/wcÖ‡cBW KvW© I wcb e¨envi Ki‡Z cv‡ib| 

 

2.1.2. wcIGm Uvwg©bvj (POS Terminal) 

GKwU mvaviY wcIGm (c‡q›U Ae †mj) Uvwg©bv‡j GKwU KvW© †_‡K 

gvB‡µvwPc Ges g¨vM‡bwUK w÷ªc covi Rb¨ weë-Bb wWfvBm i‡q‡Q, wcb 

c¨vWmn GKwU Kx‡evW©, GKwU wcÖ›Uvi Ges GKwU wcwm ev B‡jKUªwbK K¨vk 

†iwR÷ªvi ms‡hv‡Mi Rb¨ GKwU †cvU© i‡q‡Q| GQvovI mvaviYZ, wcIGm 

Uvwg©bvjwU e¨vs‡Ki †WUv †m›Uv‡i NAC (†bUIqvK© A¨v‡•m K‡›Uªvjvi) Wvqvj 

Kivi ‣gZvmn GKwU g‡Wg w`‡q mw¾Z _v‡K| 

AvaywbK wcIGm Uvwg©bv‡j GPRS Kvh©KvwiZv i‡q‡Q, ZvB g‡W‡gi 

cwie‡Z© GwU GKwU wmg KvW© aviY K‡i, hv e¨envi K‡i †WUv †m›Uv‡ii m‡½ 

ms‡hvM ¯'vcb K‡i| myZivs GB ai‡bi wcIGm Uvwg©bvj ¯'vbvšÍi‡hvM¨| wcIGm 

Uvwg©bv‡ji ¯'vbvšÍi †hvM¨Zv envj ivLvi Rb¨ GwUi m‡½ e¨vUvwi cÖ`vb Kiv 

nq, hv‡Z †jb‡`‡bi mgq Zv e¨envi Kiv hvq| wRwcAviGm wcIGm 

Uvwg©bvj¸‡jvi myweavMy‡jv wbgœiƒc— 

K.  wcIGm Uvwg©bvj e¨env‡ii Rb¨ e¨emvqxi wcGmwUGb ms‡hv‡Mi cÖ‡qvRb 

†bB| 

L.  MÖvnK‡K gv‡P©‡›Ui Kv‡Q KvW©wU n¯ÍvšÍi Ki‡Z nq bv, d‡j KvW©wU 

Wzwcø‡KU nIqvi m¤¢vebv †bB|  

M.  wcIGm Uvwg©bv‡ji wcb c¨vW-G Zvi wcb cÖ`v‡bi Rb¨ MÖvnK‡K K¨vk 

KvD›Uv‡i Avm‡Z n‡e bv| 

N.  GwU †QvU fvmgvb †`vKv‡b e¨envi Kiv †h‡Z cv‡i, hv wewfbœ RvqMvq 

†hgb AvevwmK GjvKv, cvK©, †ij †÷kb BZ¨vw`‡Z cY¨ wewµ K‡i| 

e¨vsK¸‡jv wcIGm Uvwg©bvjMy‡jv †K‡b Ges GKRb gv‡P©›U‡K 

(†`vKvb/†i‡¯Íviuv) webvg~‡j¨ mieivn K‡i, GKwU m¤§Z gv‡P©›U Kwgk‡bi 

wewbg‡q| gv‡P©›U Kwgkb n‡jv, mieivnK…Z wcIGm Uvwg©bvj e¨envi K‡i 

wb®úwËK…Z weµqK…Z UvKvi cwigv‡Yi Ici kZvs‡k cÖ‡`q Kwgkb‡K †evSvq, 

hv gv‡P©›U e¨vsK‡K cÖ`vb K‡i| GwU mvaviYZ 1.0% †_‡K 2.0% ch©šÍ nq| 
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Pzw³ Abymv‡i, GKRb e¨emvqxi Kwgk‡bi cwigvY MÖvn‡Ki KvQ †_‡K †bIqv 

DwPZ bq| hw` GKRb gv‡P©›U Zv K‡ib, Zvn‡j gv‡P©‡›Ui KvQ †_‡K wcIGm 

Uvwg©bvj Zy‡j †bIqvi AwaKvi msiÿY K‡i e¨vsK| 

GKwU †`vKvb †_‡K cY¨ evQvB Kivi ci, GKRb MÖvnK KvD›Uv‡i 

Av‡mb Ges we‡ji wb®úwËi Rb¨ †Ujv‡ii Kv‡Q KvW©wU n¯ÍvšÍi K‡ib| hw` 

KvW©wU GKwU †gM-w÷ªc KvW© nq, Zvn‡j †Ujvi GKwU `xN© ¯ø‡U KvW©wU 

†mvqvBc K‡i Avi hw` KvW©wU GKwU wPcwfwËK KvW© nq, Zvn‡j †Ujvi 

GwU‡K GKwU ¯ø‡U †XvKvb| †Ujvi wej Kiv UvKvi cwigvY UvBc K‡i Ges 

MÖvnK‡K Zvi wcb UvBc Ki‡Z e‡jb Ges MÖvnK Kx‡ev‡W© Zvi wcb UvBc 

K‡ib| Zvici †Ujvi GKwU ÔI‡KÕ †evZvg wU‡cb| wcIGm Uvwg©bvj 

¯^qswµqfv‡e GKwU msiw‣Z b¤^‡i Wvqvj K‡i Ges e¨vs‡Ki †WUv †m›Uv‡ii 

m‡½ mshy³ n‡q hvq| Zvic‡i GwU MÖvn‡Ki A¨vKvD›U †_‡K †WweU Kivi Ges 

gv‡P©‡›Ui A¨vKvD‡›U †µwWU Kivi Rb¨ e¨vsK mvf©v‡i UvKvi cwigv‡Yi m‡½ 

Kv‡W©i Z_¨ ¯'vbvšÍi K‡i| mvf©vi mdjfv‡e †WweU/†µwWU Ki‡Z cvi‡j, GwU 

wcIGm Uvwg©bvj‡K Rvwb‡q †`q Ges wcIGm Uvwg©bvj Zvi wcÖ›Uv‡i GKwU 

Aby‡gv`b w¯øc wcÖ›U K‡i| 

 

2.1.3 B›Uvi‡bU e¨vswKs (Internet Banking) 
B›Uvi‡bU e¨vswKs n‡jv GKRb MÖvnK wb‡R Zvi evwo‡Z ev Awd‡m e‡m 

B›Uvi‡b‡Ui gva¨‡g e¨vswKs Kvh©µg m¤úv`b Kivi GKwU Dcvq| †Kv‡bv 

†Kv‡bv †`‡k GwU‡K AbjvBb e¨vswKsI ejv nq| B›Uvi‡bU e¨vwKs myweav 

A¨v‡•m Ki‡Z MÖvn‡Ki GKwU Kw¤úDUvi ev ¯§vU©‡dvb Ges GKwU B›Uvi‡bU 

ms‡hvM _vK‡jB P‡j| B›Uvi‡bU e¨vwKs wm‡÷g A¨v‡•m Kivi Rb¨ MÖvnK‡K 

Zvi e¨vsK †_‡K GKwU AvBwW (cwiPq) Ges cvmIqvW© wb‡Z nq| 

MÖvnK cÖ_‡g e¨vs‡Ki I‡qemvB‡U hvb (GKwU eªvDRv‡ii wVKvbv ev‡i 

e¨vs‡Ki I‡qemvB‡Ui wVKvbv UvBc K‡i) Ges ÔB›Uvi‡bU e¨vwKsÕ †jLv 

wj¼wU‡Z wK¬K Ki‡Z n‡e| B›Uvi‡bU e¨vwKs c…ôv cÖ`wk©Z n‡j †mLv‡b 

MÖvnK‡K Zvi AvBwW I cvmIqvW© UvBc Ki‡Z n‡e| G¸‡jv mwVK n‡j, MÖvnK 

GKwU †gby cv‡eb, hv e¨envi K‡i wZwb wbgœwjwLZ KvR¸‡jv m¤úv`b Ki‡Z 

cv‡ib— 

K.  A¨vKvD‡›Ui e¨v‡jÞ †PK| 

L.  GKwU wbw`©ó mg‡qi Rb¨ A¨vKvD›U †÷U‡g›U †`Lv I gy`ªY Kiv| 

M.  BDwUwjwU wej cwi‡kva| 

N.  †h‡Kv‡bv †gvevBj †dvb wiPvR© Kiv| 

O.  F‡Yi wKw¯Í cwi‡kva| 

P.  wk‣v cÖwZôv‡b wd cÖ`vb| 

Q.  †÷wÛs BÞUªvKkb †hvM/cwieZ©b Kiv ev gy‡Q †djv 

R.  MÖvn‡Ki Gmwe/GmwUwW/wmwW A¨vKvD›U †_‡K A_© †WweU K‡i GKwU 

GdwWAvi †Lvjv| 

S. †gqv`c~wZ©‡Z ev †gqv`c~wZ©i Av‡M GdwWAvi wiwWg Kiv (A_© 

Gm/GmwUwW/wmwW A¨vKvD‡›U ¯'vbvšÍi Kiv n‡e)| 

T.  Gjwm I‡cb Kiv Ges Aby‡gv`‡bi Rb¨ e¨vs‡K cvVv‡bv| 

U.  †PK eB‡qi Rb¨ GKwU Aby‡iva cvVv‡bv| 

V.  GKwU †P‡Ki cvZvq ÷c †c‡g›U Kiv| 

W.  wK¬qvwis‡qi Rb¨ Rgv Kiv †P‡Ki eZ©gvb Ae¯'v cix‣v Kiv| 

X.  e¨w³MZ F‡Yi Rb¨ Av‡e`b Kiv| 

Y.  my‡`i nvi cix‣v Kiv| 

Z.  gy`ªvi wewbgq nvi cix¶v Kiv| 

_.  cvmIqvW© cwieZ©b Kiv, BZ¨vw`| 

D‡jøL¨, B›Uvi‡bU e¨vwKs wm‡÷‡g MÖvnK A_© bM` MÖnY ev Rgv Ki‡Z 

cvi‡eb bv| 

 

2.1.4. GmGgGm e¨vswKs (SMS Banking) 
GmGgGm e¨vwKs n‡jv, MÖvnK wb‡R Zvi †gvevBj †dvb †_‡K GKwU 

GmGgGm cvwV‡q wKQy e¨vwKs Kvh©µg m¤úv`b Kivi GKwU Dcvq| GmGgGm 

e¨vwKs †mev A¨v‡•m Ki‡Z, MÖvn‡Ki †gvevBjwU Aek¨B e¨vs‡K wbewÜZ n‡Z 

n‡e| e¨vsK MÖvnK‡K GKwU wcb cÖ`vb Ki‡e| Zvici MÖvnK Zvi wbewÜZ 

†gvevBj †_‡K GmGgGm cvwV‡q wbgœwjwLZ Kvh©µg m¤úv`b Ki‡Z cv‡ib— 

K. A¨vKvD›U e¨v‡jÞ †PK Kiv| 

L.  Zvi A¨vKvD‡›Ui GKwU wgwb †÷U‡g›U cvIqv| 

M.  BDwUwjwU wej cwi‡kva| 

N.  cY¨ I cwi‡lev µ‡qi wecix‡Z wej cwi‡kva| 

O.  †gvevBj Uc-Avc Kiv| 

P.  Znwej ¯'vbvšÍi Kiv| 

Q.  wcb BZ¨vw` cwieZ©b Kiv| 
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Dc‡iv³ KvR¸‡jvi †h‡Kv‡bv GKwU Ki‡Z, MÖvnK‡K e¨vsK Øviv 

msÁvwqZ wmbU¨v• Abymv‡i GKwU GmGgGm wjL‡Z n‡e| D`vniY¯^iƒc, 

A¨vKvD›U e¨v‡jÞ †PK Kivi Rb¨ MÖvnK wjL‡Z cv‡ib: ÔBAL 1234Õ, †hLv‡b 

1234 Zvi wcb| Zvic‡i wZwb e¨vs‡Ki wba©vwiZ kU©‡Kv‡W †hgb 14214 

b¤^‡i GmGgGm cvVvb| GwU cÖ_‡g †gvevBj Acv‡iU‡ii wm‡÷‡g hv‡e| 

Acv‡iUi †BU †h GKwU e¨vs‡Ki kU© †KvWwU †mB Z_¨ Zvi K_¨fvÐv‡i c~‡e©B 

msiÿY K‡i †i‡L‡Q| †gvevBj Acv‡iUi †gvevBj b¤^imn Zvi GmGgGmwU 

e¨vsK mvf©v‡i cvVv‡e| KxIqvW©wU ÔBALÕ nIqvq, e¨vsK mvf©vi Rv‡b †h MÖvnK 

Zvi A¨vKvD‡›Ui e¨v‡jÞ LyuR‡Qb| wm‡÷g mswkøó A¨vKvD›U b¤^i (†gvevBj 

b¤^‡ii wecix‡Z) Lyu‡R †ei Ki‡e, WvUv‡em †_‡K A¨vKvD‡›Ui e¨v‡jÞ (hw` 

wcb mwVK _v‡K) †ei Ki‡e Ges MÖvn‡Ki †gvevB‡j A¨vKvD‡›Ui e¨v‡jÞmn 

GKwU GmGgGm cvVv‡e| wdiwZ GmGgGm wbgœiƒc n‡Z cv‡i— 

ZvwiL: 30/5/2010, mgq: 2310, A¨vKvD›U bs: 99999999, e¨v‡jÞ: 

UvKv 9999.99 

 

Ab¨vb¨ Kvh©Kjv‡ci Rb¨ evK¨ MVb wbgœiƒc n‡Z cv‡i: 

1.  wgwb †÷U‡g›U: STM<wcb> 

2.  BDwUwjwU wej †c‡g›U: UB<wcb> <wejvi †KvW> <UvKvi cwigvY> 

3. µ‡qi wecix‡Z A_©cÖ`vb: PAY<wcb> <gv‡P©›U †KvW> <UvKvi cwigvY>  

4.  †gvevBj Uc-Avc: TU<wcb> <‡gvevBj b¤̂i> <UvKvi cwigvY> 

5.  Znwej ¯'vbvšÍi: FT<wcb> <A¨vKvD›U b¤̂‡i> <UvKvi cwigvY> 

6.  wcb cwieZ©b Kiæb: PIN <cy‡iv‡bv wcb> <bZyb wcb> 

 

2.1.5. A¨vjvU© e¨vswKs (Alert Banking) 
A¨vjvU© e¨vswKs n‡jv Ggb GKwU wm‡÷g hv MÖvn‡Ki A¨vKvD‡›U †WweU ev 

†µwWU †jb‡`b n‡j MÖvnK‡K GKwU GmGgGm cvVvq| D`vniY¯^iƒc, hw` 

GKRb MÖvn‡Ki 27,000/- UvKv gvwmK †eZb Zvi A¨vKvD‡›U Rgv nq, 

Zvn‡j wm‡÷gwU GKwU GmGgGm ˆZwi Ki‡e Ges GB †g‡mRwU MÖvn‡Ki 

wbewÜZ †gvevB‡j cvVv‡e— 

ÔAvcbvi A¨vKvD‡›U 23/4/2010 Zvwi‡L 2310-mg‡q 27000/- UvKv Rgv 

n‡q‡Q|Õ 

A¨vjvU© e¨vwKs MÖvnK‡`i Rb¨ Dc‡hvMx| Gi gva¨‡g Zviv Zv‡`i 

A¨vKvD‡›U †h‡Kv‡bv †jb‡`b m¤ú‡K© Zvr‣wYKfv‡e Rvb‡Z cv‡i Ges e¨e¯'v 

wb‡Z cv‡i| 

GKwU A¨vKvD‡›Ui m‡½ GKwU A¨vjvU© †mU Ki‡Z, e¨vsK‡K GKRb 

MÖvn‡Ki wbKU †_‡K wbgœwjwLZMy‡jv Rvb‡Z nq e¨vsK‡K— 

K.  MÖvn‡Ki †gvevBj b¤̂i| 

L.  MÖvn‡Ki A¨vKvD›U b¤̂i| 

M.  †WweU cwigvY: UvKv D‡Ëvj‡bi cwigv‡Yi †P‡q †ewk n‡j, GKwU †WweU 

A¨vjvU© ˆZwi Kiv n‡e| mvaviYZ GB k~b¨ †mU Kiv nq| 

N.  †µwWU cwigvY: UvKv Rgvi cwigvY Gi †P‡q †ewk nq, GKwU †µwWU 

A¨vjvU© ˆZwi Kiv n‡e| mvaviYZ GB k~b¨ †mU Kiv nq| 

 

2.1.6. AvBwfAvi (IVR) 
AvBwfAvi (B›Uv‡iw±f f‡qm †imcÞ) n‡jv GKwU ¯^qswµq e¨e¯'v †hLv‡b 

GKRb MÖvnK Zvi j¨vÛ †dvb ev †gvevBj †dvb †_‡K Kj Ki‡Z cv‡ib Ges 

wKQy e¨vwKs cwi‡lev m¤úv`‡bi Rb¨ A¼ wU‡c †gwk‡bi m‡½ †hvMv‡hvM Ki‡Z 

cv‡ib| GB cwi‡lev¸‡jvi g‡a¨ i‡q‡Q e¨v‡jÞ AbymÜvb, dvÛ UªvÞdvi Ges 

†WweU, †µwWU ev wcÖ‡cBW KvW© mwµq/wbw®Œq Kivi g‡Z vKvh©vewj|  

AvBwfAvi Gi gva¨‡g e¨vwKs Ki‡Z MÖvnK‡K e¨vsK †_‡K GKwU  wU-wcb 

wb‡Z nq| Zvici MÖvnK GKwU kU© †KvW †hgb 3225 G Kj Ki‡eb| KjwU 

e¨vs‡Ki GKwU †gwk‡b hy³ n‡q hv‡e| †gwkbwU MÖvnK‡K ¯^vMZ Rvbv‡e I 

wRÁvmv Ki‡e ÔA¨vKvD›U cwi‡levi Rb¨ 1 wUcyb, KvW© cwi‡levMy‡jvi Rb¨ 2 

wUcyb|Õ GLb hw` MÖvnK Zvi †dvb wWfvB‡mi Kx‡ev‡W© 1 wU‡cb, †gwkbwU 

wRÁvmv Ki‡e ÔA¨vKvD›U e¨v‡j‡Þi Rb¨ 1 wUcyb, Znwej ¯'vbvšÍ‡ii Rb¨ 2 

wUcyb, †PK eB‡qi Aby‡iv‡ai Rb¨ 3 wUcyb, wewbgq nv‡ii Rb¨ 4 wUcyb, ...Õ 

MÖvnK GLb 1 Pvc‡j, wm‡÷g Zvi A¨vKvD‡›Ui e¨v‡jÞ c‡o ïbv‡e| 

 

2.2. B‡jKUªwbK e¨vswKs‡qi myweav I Amyweav 

B‡jKUªwbK e¨vwKs e¨e¯'v Pvjy nIqvi ci, e¨vsK Kg©KZ©v I MÖvnK Df‡qiB 

e¨vwKs Kivi c×wZ‡Z GKwU Avg~j cwieZ©b G‡m‡Q| e¨vsK Kg©KZ©v‡`i 

g¨vbyqvwj mg¯Í †jb‡`b †iKW© Kivi `iKvi †bB| MÖvnK‡`i kvLvq j¤^v jvB‡b 

`uvov‡Z nq bv| B‡jKUªwbK e¨vswKs wm‡÷‡gi myweav I Amyweav¸‡jv wb‡P 

D‡jøL Kiv n‡jv— 
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2.2.1. myweavw` 

1.  MÖvnK‡`i UvKv Zyj‡Z e¨vs‡Ki kvLvq †h‡Z n‡e bv| wZwb †h kn‡iB 

_v‡Kb bv †Kb, †mB kn‡ii †h †Kv‡bv GwUGg-G †h‡Z cv‡ib Ges 

mn‡RB UvKv Zyj‡Z cv‡ib|  

2.  e¨vswKs mg‡q MÖvnK‡`i UvKv D‡Ëvj‡bi eva¨evaKZv †bB| wZwb †h 

†Kv‡bv mgq GwUGg †_‡K UvKv Zyj‡Z cv‡ib, †hgb w`‡b ev iv‡Z, 

GgbwK QywUi w`‡bI| 

3. GKRb MÖvnK hw` e¨w³MZ/Awdwmqvj/e¨emvwqK md‡i hvb, Zvn‡j 

Zv‡K Zvi m‡½ wecyj cwigvY A_© enb Ki‡Z n‡e bv| Gfv‡e UvKv 

wQbZvB/Pzwii SzuwK Gov‡bv hvq| 

4.  MÖvnK‡`i BDwUwjwU wej cwi‡kv‡ai Rb¨ kvLvq †h‡Z nq bv Ges `xN© 

jvB‡bi gy‡LvgywL n‡Z nq bv| MÖvnKiv Zv‡`i BDwUwjwU wej †hgb we`y¨r 

wej, †Uwj‡dvb wej, M¨vm wej Ges wk‣vcÖwZôv‡bi wUDkb wd †h‡Kvb 

mgq †h‡Kvb RvqMvq GwUGg e¨envi K‡i, Mvwo/evwo/Awd‡m Ae¯'v‡bi 

mgq ev we‡`k åg‡Yi mgq B›Uvi‡bU e¨vswKs wm‡÷g ev †gvevBj A¨vcm& 

e¨envi K‡i Ges GmGgGm I AvBwfAvi wm‡÷g e¨envi K‡i cwi‡kva 

Ki‡Z cv‡ib, w`‡b 24 NÈv, eQ‡i 365 w`b|  

5.  MÖvnK‡K Zvi A¨vKvD›U †_‡K Ab¨ A¨vKvD‡›U A_© ¯'vbvšÍi Ki‡Z †Kvb 

kvLvq †h‡Z nq bv| wZwb GwUGg, B›Uvi‡bU e¨vwKs wm‡÷g, †gvevBj 

A¨vcm&, GmGgGm wm‡÷g, ev AvBwfAvi wm‡÷g e¨envi K‡i †h‡Kv‡bv 

mgq †h‡Kv‡bv RvqMv †_‡K Zvi A¨vKvD›U †_‡K Ab¨ GKvD‡›U A_© 

¯'vbvšÍi Ki‡Z cv‡ib| 

6.  B›Uvi‡bU e¨vwKs wm‡÷g e¨envi K‡i, MÖvnK Zvi Gmwe/GmwUwW/wmwW 

A¨vKvD›U †WweU K‡i GKwU GdwWAvi Lyj‡Z cv‡ib| wb‡`©k Abyhvqx 

GdwWAvi wiwWg Kiv n‡e ev †gqv`c~wZ©‡Z cybtwewb‡qvM Kiv n‡e| hw` 

cÖ‡qvRb nq, GdwWAvi †gqv` c~Y© nIqvi c~‡e©I fvOv‡bv †h‡Z cv‡i| 

7.  MÖvnK‡K wecyj cwigvY A_© wb‡q evRv‡i hvIqvi `iKvi †bB| wZwb Zvi 

wej cwi‡kva Ki‡Z cm Uvwg©bv‡j Zvi KvW© e¨envi Ki‡Z cv‡ib| GwU 

Znwej enb Kivi SzuwK nªvm K‡i| Ab¨w`‡K, †`vKv‡bi gvwjK‡`iI 

Zv‡`i KvD›Uv‡i cÖPyi bM` ivLv †_‡K Ae¨vnwZ †`q, d‡j †`vKvb †_‡K 

e¨vs‡K A_© ¯'vbvšÍ‡ii mgq iv¯Ívq Pywi ev wQbZvB‡qi SzuwK K‡g| 

8.  hw` MÖvnK GKRb †eZbavix nb, Z‡e wZwb Zvi A¨vKvD‡›U Zvi †eZb 

Rgv †`Iqvi mgq GKwU A¨vjvU© evZ©v cvb| Gfv‡e wZwb me©`v Zvi 

A¨vKvD‡›Ui ÷¨vUvm m¤ú‡K© Avc‡WU _v‡Kb| 

9.  †Kv‡bv MÖvn‡Ki A¨vKvD‡›U we‡`wk †iwgU¨vÞ Rgv n‡j, wZwb Zvi 

†gvevBj †dv‡b GKwU Zvr‣wYK GmGgGm cvb hv Zv‡K †iwgU¨v‡Þi 

cwigvY m¤ú‡K© AewnZ K‡i| myZivs we‡`k †_‡K Zvi wbKUvZ¥xq‡`i 

cvVv‡bv †iwgU¨v‡Þi Ae¯'v wb‡q MÖvnK‡K wPšÍvgy³ iv‡L| 

10. Zvi A¨vKvD‡›U †Kv‡bv A¯^vfvweK †jb‡`b NU‡j, wZwb Zvr‣wYKfv‡e 

Zv Rvb‡Z cv‡ib Ges mgqg‡Zv e¨vs‡K Awf‡hvM Ki‡Z cv‡ib| 

fwel¨‡Z Zvi A¨vKvD›U/Kv‡W© GB ai‡bi cÖZviYvg~jK Kvh©Kjvc 

Gov‡Z cÖ‡qvRbxq e¨e¯'v MÖn‡Yi Rb¨ wZwb e¨vsK‡K AewnZ Ki‡Z 

cv‡ib| 

11.  B‡jKUªwbK e¨vwKs e¨e¯'v cÖeZ©‡bi ci, AwaKvsk MÖvnK wb‡RivB 

e¨vswKs Kvh©µg m¤úv`b K‡ib| d‡j, e¨vsK Kg©KZ©viv Zv‡`i mgq 

Ab¨ Kv‡R e¨q Kivi my‡hvM cvb| Kg Kg©x e¨envi K‡i e¨vsKMy‡jv 

MÖvnK‡`i AviI †ewk cwi‡lev w`‡Z cv‡i| 

12.  MÖvnK Zvi RgvK…Z A‡_©i Ici †ewk wbqš¿Y ivL‡Z cv‡i| 

13. B‡jKUªwbK e¨vswKs cwi‡levMy‡jvi Rb¨, cÖwZ-†jb‡`‡bi LiP me©wbgœ| 

ZvB e¨vsK GB ai‡bi cwi‡levi Rb¨ MÖvnK‡`i KvQ †_‡K Aí cwigvY 

wd PvR© Ki‡Z cv‡i| 

14.  †h‡nZy MÖvn‡Ki A‡_©i Ici AviI fv‡jv wbqš¿Y _v‡K Ges A_© †h †Kv‡bv 

RvqMvq †h‡Kv‡bv mgq mnRjf¨, ZvB MÖvnKiv B‡jKUªwbK e¨vwKs 

cwi‡lev cÖ`vbKvix e¨vs‡K Zv‡`i mg¯Í AvgvbZ iv‡Lb| Gi d‡j 

e¨vs‡Ki ¯^íg~‡j¨i AvgvbZ e…w× cvq Ges dj¯^iƒc e¨vs‡Ki gybvdvI e…w× 

cvq| 

 

2.2.2. Amyweav  

1.  MÖvnKiv GwUGg †_‡K GK w`‡b wbw`©ó cwigv‡Yi †ewk Ges wba©vwiZ 

ev‡ii †P‡q †ewk UvKv Zyj‡Z cvi‡eb bv| D`vniY¯^iƒc, GKwU wbw`©ó 

e¨vsK cÖwZ D‡Ëvj‡bi cwigvY 20,000/- UvKv wba©viY Ki‡Z cv‡i, 

cÖwZw`b †gvU D‡Ëvj‡bi cwigvY 50,000/- UvKv Ges MÖvnKiv cÖwZw`b 

5 evi UvKv D‡Ëvjb Ki‡Z cvi‡eb| Giƒc †ÿ‡Î, hw` MÖvnK‡K ˆ`wbK 
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50,000/- UvKvi †ewk DVv‡Z nq, Z‡e Zvnv‡K e¨vs‡Ki kvLvq †h‡Z 

n‡e|  

2.  GwUGg nvW©Iq¨vi ev md&UIq¨v‡ii ÎæwUi Kvi‡Y ev GwUGg f‡ë UvKv 

dzwi‡q hvIqvi Kvi‡Y MÖvnKiv GwUGg †_‡K UvKv bvI †c‡Z cv‡ib| 

3.  B›Uvi‡bU e¨vswKs, †gvevBj A¨vcm&, wcIGm Uvwg©bvj, GmGgGm ev 

AvBwfAvi wm‡÷‡gi gva¨‡g bM` UvKv †Zvjv ev Rgv Kiv hvq bv|  

4.  B›Uvi‡bU e¨vwKs wm‡÷g A¨v‡•m Kivi Rb¨ MÖvnK‡`i Aek¨B GKwU 

B›Uvi‡bU ms‡hvMmn GKwU Kw¤úDUvi _vK‡Z n‡e| 

5.  hw` GKRb n¨vKvi GKRb MÖvn‡Ki B›Uvi‡bU e¨vwKs wm‡÷‡gi cvmIqvW© 

Rvb‡Z cv‡i, Zvn‡j †m Ab¨ GKwU A¨vKvD‡›U UvKv ¯'vbvšÍi Ki‡Z cv‡i 

Ges Zvici GwUGg †_‡K Zv Zz‡j wb‡Z cv‡i| 

6.  GwUGg/wcIGm †_‡K e¨vs‡Ki †WUv †m›Uv‡i Z_¨ ¯'vbvšÍ‡ii mgq hw` 

†Kv‡bv n¨vKvi †Kv‡bv MÖvn‡Ki wcb Ges Kv‡W©i Z_¨ K¨vcPvi Ki‡Z 

cv‡i Z‡e H mg¯Í Z_¨ w`‡q †m GKwU Wywcø‡KU KvW© ˆZwi K‡i wb‡Z 

cv‡i Ges GwUGg †_‡K MÖvn‡Ki mg¯Í nvwZ‡q wb‡Z Ki‡Z cv‡i| 

n¨vKviiv GwUGg-G GKwU w¯‹wgs wWfvBm Bb÷j K‡i Kv‡W©i Z_¨ I 

wcb msMÖn K‡i _v‡K| 

7.  GmGgGm †hvMv‡hv‡Mi wbivc` gva¨g bq| ZvB GmGgGm e¨envi K‡i 

e¨vswKs Kvh©µgI wbivc` bq| 

8.  B‡jKUªwbK e¨vswKs e¨e¯'v cÖhyw³-PvwjZ| ZvB MÖvnK‡`i wKQy †gŠwjK 

cÖhyw³-PvwjZ Acv‡ikb Rvb‡Z nq| 

9.  B‡jKUªwbK e¨vswKs wm‡÷‡gi Bb÷‡jkb I i‣Yv‡e‣‡Yi Rb¨ e¨vs‡Ki 

`‣ Rbe‡ji GKwU eo `j cÖ‡qvRb| 

10. B‡jKUªwbK e¨vswKs wm‡÷‡gi †mUAvc I Pjgvb i‣Yv‡e‣Y AZ¨šÍ 

e¨qeûj| 

11.  B‡jKUªwbK e¨vswKs wm‡÷‡g mvBevi nvgjvi AvksKv A‡bK †ewk Ges 

Zvi †gvKv‡ejvI A‡bK e¨qeûj| 

 

2.3. AbjvBb e¨vswKs 

wKQy †`‡k, AbjvBb e¨vswKs ej‡Z B›Uvi‡bU e¨vswKs wm‡÷g‡K †evSvq| 

hv‡nvK, Avgv‡`i †`‡k, AbjvBb e¨vswKs gv‡b GKwU †K›`ªxf‥Z †Kvi e¨vswKs 

wm‡÷g Bb÷j Kiv †evSvq †hLv‡b mg¯Í kvLv GKwU Iq¨vb (IqvBW Gwiqv 

†bUIqvK©) e¨envi K‡i mshy³ _v‡K Ges MÖvnKiv e¨vs‡Ki †h †Kv‡bv kvLvq 

e¨vswKs Ki‡Z cv‡ib| GwU‡K ÔA¨vwb eªvÂ e¨vswKsÕ wnmv‡eI AwfwnZ Kiv 

nq| AbjvBb e¨vswKs ev A¨vwb eªvÂ e¨vswKs‡qi myweav I Amyweav¸‡jv 

wbgœiƒc— 

 

2.3.1. myweavw` 

1.  hw` GKwU e¨vs‡K AbjvBb e¨vswKs e¨e¯'v Pvjy nq, Zvn‡j GKwU kvLvi 

MÖvnK mgMÖ e¨vs‡Ki MÖvnK n‡q hvq| Gfv‡e wZwb †h‡Kv‡bv kvLv †_‡K 

UvKv Zyj‡Z cv‡ib ev e¨vs‡Ki †h‡Kv‡bv kvLvq UvKv Rgv w`‡Z cvi‡eb| 

GQvovI wZwb Zvi cQ‡›`i †h‡Kv‡bv kvLv †_‡K mg¯Í †jb‡`b Ki‡Z 

cv‡ib| †hgb— MÖvge¨v‡jÞ AbymÜvb, A¨vKvD›U †÷U‡g›U msMÖn, †PK 

eB‡qi Rb¨ Aby‡iva Kiv, †c‡g›U AW©vi (wcI) ev wWgvÛ Wªvd&U (wWwW) 

msMÖn Kiv, Gjwm †Lvjv, ˆe‡`wkK gy`ªv µq/weµq, ˆe‡`wkK †iwgU¨vÞ 

MÖnY BZ¨vw`| 

2.  hw` GKRb MÖvnK e¨w³MZ/Awdwmqvj/e¨emvwqK D‡Ï‡k¨ Ab¨ kn‡i 

hvb, Z‡e Zv‡K Zvi m‡½ UvKv enb Ki‡Z n‡e bv| wZwb IB kn‡ii 

GKwU kvLv †_‡K UvKv Zyj‡Z cv‡ib| 

3.  hw` GKRb MÖvnK Ab¨ kn‡i ågY Kivi mgq Zvi e¨emvwqK Askx`v‡ii 

KvQ †_‡K A_© MÖnY K‡ib, Z‡e Zv‡K Zvi m‡½ mg¯Í A_© enb K‡i 

Avbvi cÖ‡qvRb †bB| wZwb IB kn‡ii †h‡Kv‡bv e¨vs‡Ki kvLvq UvKv 

Rgv ivL‡Z cv‡ib| 

4.  †c-AW©vi ev wWwW cvVv‡bvi `iKvi c‡o bv| MÖvnK mivmwi Zvi 

e¨emvwqK Askx`vi‡`i A¨vKvD‡›U UvKv Rgv w`‡Z cv‡ib| 

5.  AbjvBb e¨vwKs e¨e¯'vq, mg¯Í MÖvn‡Ki Z_¨ Ges †jb‡`b †K›`ªxqfv‡e 

GKwU †WUv †m›Uv‡i msi‣Y Kiv nq| myZivs cÖwZwU kvLvq wekvj AvBwU 

AeKvVv‡gv ¯'vcb I iÿYv‡eÿ‡Yi Ges AvBwU we‡klÁ‡`i cÖ‡qvRb 

†bB| 

6.  e¨vsKMy‡jv‡Z †Kvi e¨vwKs wm‡÷g ¯'vc‡bi Kvi‡Y, GwUGg †bUIqvK©, 

wcIGm †bUIqvK©, B›Uvi‡bU e¨vwKs wm‡÷g, GmGgGm e¨vwKs wm‡÷g, 

A¨vjvU© e¨vwKs wm‡÷g, AvBwfAvi wm‡÷g BZ¨vw`i g‡Zv wewfbœ 

†Wwjfvwi P¨v‡bj Pvjy Kiv m¤¢e n‡q‡Q| 

 

2.3.2. Amyweav 

1.  GKwU AbjvBb e¨vwKs e¨e¯'v Pvjy Kivi Rb¨, mg¯Í kvLv‡K GKwU Iq¨vb 

(IqvBW Gwiqv †bUIqvK©) Gi AvIZvq Avb‡Z nq| Iq¨vb-Gi Rb¨ 

cÖ‡qvRbxq †hvMv‡hvM AeKvVv‡gv †`‡ki me GjvKvq cvIqv hvq bv| 
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2.  AbjvBb e¨vswKs e¨e¯'v Pvjy nIqvi ci mg¯Í e¨vswKs Kvh©µg 

Kw¤úDUv‡ii Ici wbf©ikxj n‡q c‡o| ZvB `xN©ÿY we`y¨r bv _vK‡j 

IB mg‡qi Rb¨ me e¨vswKs Kvh©µg eÜ n‡q hvq| MÖvgxY GjvKvq 

†hLv‡b mve©ÿwYK we`y¨r mieivn weij †mLv‡b AbjvBb e¨vswKs e¨e¯'vi 

Rb¨ GwU GKwU P¨v‡jÃ n‡q `uvovq| 

3.  AbjvBb e¨vswKs wm‡÷g cwiPvjbvi Rb¨, GKwU kvLvi mg¯Í Kg©Pvix‡K 

Kw¤úDUvi b‡j‡R cÖwkwÿZ n‡Z nq| 

4.  KLbI KLbI, †hvMv‡hvM †bUIqvK© eÜ n‡q hvq (†eªK WvDb)| GB 

ai‡bi †‣‡Î, kvLvwU †WUv †m›Uvi †_‡K ms‡hvM wew‧Qbœ n‡q hvq Ges G 

mgq †KvbI †jb‡`b Kiv hvq bv| G‡Z MÖvnK‡`i †fvMvwšÍi m…wó nq| 

5.  GKwU †K›`ªxq †WUv †m›Uvi ˆZwi Kiv, †Kvi e¨vwKs md&UIq¨vi Bb÷j 

Kiv, Iq¨vb †mUAvc Kiv Ges cÖwZwU Kg©Pvixi Rb¨ mg¯Í kvLvq 

Kw¤úDUvi mieivn Kiv AZ¨šÍ e¨qeûj| 

6.  AbjvBb e¨vswKs †mUAvc Ges i‣Yv‡e‣Y AZ¨šÍ RwUj Kvh©Kjvc| Gi 

Rb¨ Lye D‧PZi we‡klÁ AvBwU wUg cÖ‡qvRb| Ggb GKwU `j mn‡R 

†g‡j bv| ZvQvovI A‡bK e¨qeûj| 

7.  †K›`ªxf‥Z md&UIq¨v‡ii `vg we‡K›`ªxf‥Z md&UIq¨v‡ii `v‡gi Zyjbvq 

A‡bK †ewk| 

8.  AbjvBb e¨vswKs e¨e¯'vq mvBevi nvgjvi AvksKv †ewk| 

 

3. †gvevBj Avw_©K cwi‡lev 

†gvevBj dvBb¨vwÞqvj mvwf©‡mm (MFS) nj cÖavbZ e¨vsKewnf‥©Z Rb‡Mvôxi 

Rb¨ GKwU e¨vwKs e¨e¯'v hv e¨envi K‡i GKRb wbewÜZ †gvevBj e¨enviKvix 

G‡R‡›Ui KvQ †_‡K UvKv Rgv (K¨vk-Bb) Ges D‡Ëvjb (K¨vk-AvDU) 

Ki‡Z cv‡ib, Zvi GgGdGm A¨vKvD›U †_‡K Ab¨ GgGdGm A¨vKvD‡›U A_© 

¯'vbvšÍi Ki‡Z cv‡ib (wc2wc) Ges we‡`k †_‡K †iwgU¨vÞ MÖnY Kiv, 

†KbvKvUvi wej (gv‡P©›U †c) Ges BDwUwjwU wej (wej †c) cwi‡kva Kiv, 

†eZb Ges wewfbœ miKvwi fvZv I Dce…wË MÖnY Kiv Ges Zvi 

wb‡Ri/AvZ¥xq‡`i †gvevB‡ji Rb¨ GqviUvBg µq Kiv BZ¨vw` Kvh©µg m¤úbœ 

Ki‡Z cv‡ib|  

†`vKv‡b wej †c‡g›U Kiv n‡jv GKwU wc2we (e¨emvwqK e¨w³) Kvh©Kjvc 

hv‡K gv‡P©›U †c‡g›UI ejv nq| GgGdGm-Gi GB dvskbwU e¨envi K‡i, 

MÖvnK GKwU †`vKvb ev †i‡¯Íviuv †_‡K (hv‡K gv‡P©›U ejv nq) cY¨ I cwi‡lev 

wKb‡Z cv‡ib Ges Zvi †gvevBj A¨vKvD›U †_‡K gv‡P©‡›Ui †gvevBj 

A¨vKvD‡›U A_© ¯'vbvšÍi K‡i wej cwi‡kva Ki‡Z cv‡ib| 

2011 mv‡j evsjv‡`‡k GgGdGm Gi ïiæ‡Z, †`‡ki RbmsL¨vi gvÎ 

13%-Gi GKwU e¨vsK A¨vKvD›U wQj †hLv‡b 45% RbMY GKwU †gvevBj 

†dv‡bi e¨enviKvix wQj| myZivs g‡b Kiv n‡qwQj †h †gvevBj e¨vswKs cÖhyw³ 

e¨envi K‡i, GKwU wekvj RbmsL¨v‡K e¨vswKs e¨e¯'vq Avbv hv‡e| MÖvgxY 

GjvKvq †hLv‡b †Kvb e¨vs‡Ki kvLv †bB, †mLv‡b e¨vswKs Kvh©µg m¤úªmvwiZ 

Kiv hv‡e| G‡Z †`wk-we‡`wk AbvbyôvwbK †iwgU¨vÞ ev ûwÛ eÜ n‡q hv‡e| 

†mB Abymv‡i, jvB‡mÞ cÖ`v‡bi Rb¨ cÖ‡qvRbxq MvBWjvBb I cwjwm 

ˆZwii c~‡e©B evsjv‡`k e¨vsK WvP&-evsjv e¨vsK I eª¨vK e¨vsK‡K †gvevBj 

wdb¨vwÞqvj mvwf©m Pvjy Kivi Rb¨ GbIwm cÖ`vb K‡i| WvP&-evsjv e¨vsK gvP©, 

2011 mv‡j Ôi‡KUÕ wk‡ivbv‡g Zv‡`i GgGdGm Ges Ryb, 2011 mv‡j eª¨vK 

e¨vsK ÔweKvkÕ bv‡g GgGdGm ïiæ ïiæ K‡i| Gici Ab¨ e¨vsK¸‡jv G‡K 

G‡K Zv‡`i wbR¯^ GgGdGm †mev Pvjy K‡i| bexbZg Ab¨vb¨ GgGdGmMy‡jv 

n‡jv, evsjv‡`k †cv÷ Awd‡mi ÔbM`Õ I Uªv÷ e¨vs‡Ki ÔU¨vcÕ Ges BDwmwe 

e¨vs‡Ki ÔDcvqÕ|  

cieZ©xKv‡j evsjv‡`k e¨vsK ÔGgGdGmÕ bxwZ cÖYqb K‡i hvi Aax‡b 

GgGdGm Acv‡iUi‡`i jvB‡mÞ †`Iqv nq| we`¨gvb bxwZgvjv Abyhvqx, 

evsjv‡`‡k GgGdGm g‡WjwU e¨vsK cwiPvwjZ, hvi gv‡b GKwU GgGdGm-

G, GKwU e¨vs‡Ki Kgc‡‣ 51% †kqvi eRvq ivL‡Z n‡e|  

evsjv‡`‡k GgGdGm-Gi 11 eQi hvÎvi ci, GwU †Kwbqvi c‡i we‡k¦i 

2q e…nËg GgGdGm evRvi| evsjv‡`k e¨vs‡Ki cÖwZ‡e`b Abymv‡i, eZ©gv‡b 

(†deªæqvwi, 2022 ch©šÍ) GgGdGm-G wbewÜZ MÖvn‡Ki msL¨v 81.86 

wgwjqb hvi g‡a¨ mwµq MÖvn‡Ki msL¨v 27.08 wgwjqb| cÖvq 10 wgwjqb 

G‡R›U GB MÖvnK‡`i cwi‡lev cÖ`vb Ki‡Q| 2022 mv‡ji †deªæqvwi gv‡m 

(GK gv‡mi Rb¨) †gvU †jb‡`‡bi msL¨v 226 wgwjqb Ges GB mg‡qi g‡a¨ 

†gvU †jb‡`‡bi cwigvY wQj 413 wewjqb UvKv| 413 wewjqb UvKvi 

†jb‡`‡bi g‡a¨ wbgœwjwLZ¸‡jv AšÍf©y³ wQj— 

1.  K¨vk-Bb †jb‡`b: 146 wewjqb 

2.  K¨vk-AvDU †jb‡`b: 137 wewjqb 

3. wc2wc †jb‡`b: 98 wewjqb 

4.  †eZb weZiY: 11 wewjqb 

5.  gv‡P©›U †c‡g›U: 5.8 wewjqb 
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6.  BDwUwjwU wej †c‡g›U: 4.4 wewjqb 

7.  miKvwi A_©cÖ`vb: 2.8 wewjqb 

8.  Af¨šÍixY ˆe‡`wkK †iwgU¨vÞ: 0.3 wewjqb 

9.  Ab¨vb¨ (wiPvR©mn): 7.7 wewjqb 

 

4. G‡R›U e¨vswKs 

Aí wkwÿZ ev Awkw¶Z MÖvgxY K¬v‡q›U‡`i Rb¨ †Kvi e¨vswKs Kvh©µg 

cwiPvjbv Kiv RwUj, KviY Zviv Zv‡`i wbR wbR e¨vsK A¨vKvD›U †_‡K A_© 

D‡Ëvj‡bi Rb¨ cÖ‡qvRbxq GKwU †PK wjL‡Z Ges ¯^v‣i Ki‡Z cv‡i bv| 

Zviv GwUGg †_‡K UvKv †Zvjvi Rb¨ Zv‡`i †WweU Kv‡W©i wcb g‡b ivL‡Z I 

BbcyU Ki‡Z cv‡i bv|  

Ab¨w`‡K, Zv‡`i wbR wbR †gvevBj e¨vswKs A¨vKvD›U (GgGdwm 

A¨vKvD›U) †_‡K UvKv †Zvjvi †‣‡Î Zv‡`i wbR wbR †gvevBj †dvb e¨envi 

K‡i wcb cÖ`vb Ki‡Z nq, hv Zviv g‡b ivL‡Z cv‡i bv Ges †gvevBj †dv‡b 

UvBc Ki‡Z cv‡i| ZvB †gvevBj e¨vswKs MÖvgxY Awkw‣Z MÖvnK‡`i Rb¨ 

Dchy³ bq| 

GB mgm¨vMy‡jv KvwU‡q DV‡Z, 2015 mv‡j evsjv‡`‡ki †m›Uªvj e¨vsK 

KZ©…K G‡R›U e¨vswKs‡qi aviYvwU ïiæ Kiv n‡qwQj †hLv‡b GKwU wWfvB‡m 

AvOy‡ji Qvc †P‡c mg¯Í †jb‡`b Aby‡gvw`Z n‡e| G‡R›U e¨vswKs-G 

ˆe‡`wkK gy`ªvi †jb‡`b Qvov me ai‡bi e¨vswKs †jb‡`b Aby‡gvw`Z| G‡R›U 

AvDU‡jU¸‡jv MÖvgxY GjvKvq mswkøó e¨vsK¸‡jvi Øviv jvB‡mÞcÖvß hv 

e¨vs‡Ki c‡‣ †jb‡`b¸‡jv m¤úv`b K‡i| G‡R›Uiv Zv‡`i wW‡cvwR‡Ui 

cwigvb, A¨vKvD›U †Lvjv Ges ˆe‡`wkK †iwgU¨vÞ weZiY I  †jvb cÖ`v‡bi 

Rb¨ Kwgkb cvb| G‡R›U AvDU‡jU¸‡jv ïay GKwU wbw`©ó e¨vs‡Ki †jb‡`b 

Ki‡Z cv‡i Ges Zv‡`i AvDU‡j‡U Ab¨ †Kvb ai‡bi e¨emv Kivi AbygwZ 

†bB|  

evsjv‡`‡k G‡R›U e¨vswKs‡qi eZ©gvb Ae¯'v wb‡P †`Iqv n‡jv (31 Ryb, 

2022 Abyhvqx)— 

jvB‡mÞmn e¨vs‡Ki msL¨v: 30 

G‡R›U AvDU‡jU msL¨v: 19,737 

G‡R›U e¨vswKs A¨vKvD‡›Ui msL¨v: 16,074,378 

gwnjv A¨vKvD‡›Ui msL¨v: 7,937,867 

MÖvgxY A¨vKvD‡›Ui msL¨v: 13,890,321 

Rgvi cwigvY (wgwjqb UvKvq): 280,853 

weZiY Kiv F‡Yi cwigvY (wgwjqb UvKvq): 76,456 

BbIqvW© †iwgU¨v‡Þi cwigvY (wgwjqb UvKvq): 970,481 

                                           (m~Î : evsjv‡`k e¨vsK)  

 

5. B-Kgvm© Ges Gg-Kgvm© 

 

5.1. B-Kgvm© 

†Rgm G. I'eªv‡q‡bi g‡Z ÔB-Kgvm© nj wewfbœ Kw¤úDUvi †bUIqv‡K©i gva¨‡g 

cY¨, cwi‡lev Ges Z‡_¨i µq-weµq I wecYb c×wZ cÖ`vb Kiv|Õ ms‡‣‡c, 

B›Uvi‡b‡Ui gva¨‡g cY¨ I cwi‡levi µq-weµq‡K B-Kgvm© ejv nq|  

GB wm‡÷‡g, we‡µZv (gv‡P©›U) GKwU I‡qemvBU ˆZwi K‡i †hLv‡b wZwb 

†h mg¯Í AvB‡Ug wewµ Ki‡Z Pvb Zv cÖ`k©b K‡ib| cÖwZwU AvB‡U‡gi GK ev 

GKvwaK Qwe, eY©bv, †¯úwmwd‡Kkb I GjvKvwfwËK †Wwjfvwi mgq D‡jøL 

_vK‡e| MÖvnK I‡qemvBU cwi`k©b K‡ib Ges wZwb †h AvB‡UgMy‡jv wKb‡Z 

Pvb Zv wbe©vPb K‡ib| evQvBK…Z AvB‡UgMy‡jv‡K Ggb RvqMvq ivLv n‡q‡Q 

hv‡K KvU© (CART) ejv nq| wbe©vPb †kl n‡j, †µZv †Wwjfvwii wVKvbv 

UvBc K‡ib (hw` Av‡M wbewÜZ bv n‡q _v‡K) Ges wej cwi‡kva Ki‡Z 

Ô†PK-AvDUÕ †evZvg Pv‡cb| 

gv‡P©‡›Ui I‡qemvBUwU GKwU e¨vs‡Ki B-Kgvm© wm‡÷‡gi m‡½ hy³| 

e¨vs‡Ki B-Kgvm© wm‡÷g Ô†c‡g›U †MUI‡qÕ ev Ô†c‡g›U myBPÕ bv‡g cwiwPZ| †h 

e¨vs‡Ki m‡½ gv‡P©›U mshy³ _v‡K Zv G¨vKzqvwis e¨vsK ev G¨vKzqvivi wnmv‡e 

cwiwPZ| †µZv †PK-AvDU †evZv‡g wK¬K Kivi c‡i, †µZvi gwbU‡i GKwU 

bZyb DB‡Ûv cÖ`wk©Z n‡e †hLv‡b wZwb Zvi †WweU KvW© ev †µwWU KvW© b¤^i, 

wcb/wmwfwf/wmwfwm, †gqv` †kl nIqvi ZvwiL BZ¨vw` UvBc Ki‡eb Ges 

ÔKbdvg©Õ evU‡b wK¬K Ki‡eb| wcb gv‡b e¨w³MZ kbv³KiY b¤^i, wmwfwf 

gv‡b KvW© †fwiwd‡Kkb f¨vjy (wfmv Øviv e¨eüZ) Ges wmwfwm gv‡b KvW© 

†fwiwd‡Kkb †KvW (gv÷viKvW© e¨envi K‡i|) 

 †c‡g›U †MUI‡q Kv‡W©i Z_¨ msMÖn K‡i Ges mwVKZvi Rb¨ Z_¨ cix‣v 

K‡i| mieivnK…Z Z_¨ mwVK cvIqv †M‡j, wm‡÷g DwjøwLZ UvKv †µZv‡`i 

e¨vsK A¨vKvD›U ev †µwWU KvW© A¨vKvD›U †_‡K †WweU K‡i Ges gv‡P©‡›Ui 

A¨vKvD‡›U †µwWU K‡i| Zvici wm‡÷g Dfq c‣‡K Kg© m¤ú‡K© AewnZ 

K‡i| 

hw` KvW©wU GKB e¨vs‡Ki bv nq, Zvn‡j †c‡g›U †MUI‡q cÖ‡hvR¨ †c‡g›U 

A¨v‡mvwm‡qk‡bi Kv‡Q Z_¨ cvVvq (NPSB, gv÷viKvW©, wfmv, A¨v‡g•, 
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†Rwewm, w`bvi, wWmKfvi BZ¨vw`i †bUIqvK©)| †c‡g›U A¨v‡mvwm‡qkb 

Zvici Kv‡W©i Z_¨ Bmy¨Kvix e¨vsK‡K cvVvq| Bmy¨Kvix e¨vsK n‡jv Ggb 

GKwU e¨vsK, hv MÖvnK‡K KvW© Bmy¨ K‡i _v‡K| 

GLb Bmy¨Kvix e¨vsK Kv‡W©i Z_¨ hvPvB K‡i Ges mwVK cvIqv †M‡j 

†µZvi e¨vsK A¨vKvD›U ev KvW© A¨vKvD›U †WweU K‡i| G‡K †jb‡`‡bi 

A‡_vivB‡Rkb e‡j| Aby‡gv`‡bi evZ©vwU G¨v‡Kvqvwis e¨vs‡K hvq, hv H 

cwigvb UvKv gv‡P©‡›Ui A¨vKvD‡›U (mvaviYZ AdjvBb) †µwWU K‡i Ges 

Dfq c‣‡K c`‡‣c m¤ú‡K© AewnZ K‡i| 

†h Dcv‡q G¨v‡Kvqvwis e¨vsK Bmy¨Kvix e¨vs‡Ki KvQ †_‡K A_© cvq, hw` 

GMy‡jv wfbœ nq, Zv‡K m¨v‡Ujg¨v›U e‡j| †c‡g›U A¨v‡mvwm‡qkb¸‡jv 

cÖwZw`bB Bmy¨Kvix e¨vs‡Ki b‡÷ªv A¨vKvD›U †WweU K‡i Ges AwaMÖnYKvix 

e¨vs‡Ki b‡÷ªv A¨vKvD‡›U †µwWU K‡i m¨v‡Ujg¨v›U Kvh©µg m¤úbœ K‡i 

_v‡K| GbwcGmwe (b¨vkbvj †c‡g›U myBP, evsjv‡`k) Gi gva¨‡g iæU Kiv 

Af¨šÍixY †jb‡`‡bi †‣‡Î, b‡÷ªv A¨vKvD›U n‡jv evsjv‡`k e¨vs‡Ki 

(†K›`ªxq e¨vsK) m‡½ iwÿZ mswkøó e¨vsKMy‡jvi A¨vKvD›U, wKš` †c‡g›U 

A¨v‡mvwm‡qkbMy‡jvi †bUIqvK© e¨envi K‡i Kiv †jb‡`‡bi †‣‡Î, b‡÷ªv 

A¨vKvD›U n‡jv GKwU we‡`wk e¨vs‡Ki m‡½ ¯'vbxq e¨vsK KZ…©K †Lvjv GKwU 

A¨vKvD›U|  

G¨v‡Kvqvwis e¨vsK †_‡K cÖvß Z‡_¨i Ici wbf©i K‡i, gv‡P©›U †µZv‡`i 

wVKvbvq cY¨ Ges cwi‡lev mieivn K‡i| 

†c‡g›U †MUI‡q e¨envi K‡i, KvW©avixiv BDwUwjwU wej †hgb we`¨yr, 

M¨vm, cvwb, †Uwj‡dvb wej, wUDkb wd, AvqKi, wmwU K‡c©v‡ikb U¨v•, Ges 

†Uªb, wegvb, evm, w÷gvi, wm‡bgv, bvUK BZ¨vw`i wUwKU wKb‡Z cv‡i| Z‡e 

GB ai‡bi mg¯Í †Kv¤úvwbi GKwU I‡qemvBU _vK‡Z nq hv‡Z cÖ‡ek K‡i 

MÖvn‡Ki †idv‡iÞ b¤^i (†hgb wgUvi b¤^i, A¨vKvD›U b¤^i, †Uwj‡dvb b¤^i 

BZ¨vw`) †`Iqvi ci MÖvnK‡`i Acwi‡kvwaZ wej/wd/U¨v• cÖ`k©b Ki‡Z 

m‣g nq| MÖvnK‡K Ô†cÕ †evZv‡g wK¬K K‡i Acwi‡kvwaZ wej cwi‡kva Ki‡Z 

m‣g nb| wUwKU †Kbvi †‣‡Î, MÖvnK‡`i Lvwj AvmbMy‡jv †`L‡Z Ges GKwU 

†jAvDU †_‡K Zv‡`i cQ›`mB Avmb wbe©vPb Kivi my‡hvM w`‡Z n‡e|  

 

5. 2. Gg-Kgvm© 

Gg-Kgvm© (ev †gvevBj Kgvm©) n‡jv Iq¨vi‡jm n¨vÛ‡nì wWfvBm †hgb 

†mjyjvi †Uwj‡dvb Ges e¨w³MZ wWwRUvj mnKvix (PDAs) Gi gva¨‡g cY¨ 

I cwi‡levi µq I weµq| Gg-Kgvm© nj †gvevBj e¨vwKs wm‡÷g Øviv Advi 

Kiv A‡bKMy‡jv wµqvKjv‡ci g‡a¨ GKwU| Gg-Kgvm© GKwU D`xqgvb cÖhyw³, 

hv Iq¨vi‡jm A¨vwcø‡Kkb †cÖv‡UvKj (WAP) Gi Ici wfwË K‡i ˆZwi| GwU 

cÖvq mg¯Í †`‡k A‡bK †ewk AMÖMwZ K‡i‡Q| AvRKvj B-Kgvm© Ges Gg-

Kgv‡m©i g‡a¨ †Kv‡bv cv_©K¨ †bB KviY mg¯Í †µZv Kw¤úDUvi I †gvevBj 

e¨envi K‡i mgvbfv‡e mg¯Í cY¨ Ges cwi‡lev wKb‡Z cv‡ib| 

 

6. Kw¤úDUvi nvW©Iq¨vi 

GKwU Kw¤úDUvi nj GKwU B‡jKUªwbK wWfvBm, hv gvby‡li Rb¨ djvdj 

wbY©q I cÖ`k©b Kivi D‡Ï‡k¨ gvby‡li †`Iqv hyw³ I m~Î e¨envi K‡i gvby‡li 

Øviv mieivn Kiv †WUv Ges Z_¨ `ªæZ Ges mwVKfv‡e cÖwµqv K‡i| gvbyl GB 

djvd‡ji Ici wfwË K‡i wm×všÍ MÖnY K‡i|  

 

6.1. Kw¤úDUv‡ii weKv‡ki BwZnvm 

GKwU Kw¤úDUvi kZ kZ eQ‡ii M‡elYvi djvdj| Rb †bwcqvi (1550-

1617), †eøm c¨v¯‹vj (1642), Ges jvBewbR (1671) Gi g‡Zv 

MwYZwe`‡`i MYbvh‡š¿i Avwe®‹v‡ii gva¨‡g Kw¤úDUv‡ii weKvk ïiæ n‡qwQj| 

Bsj¨v‡Ûi MwYZwe` Pvj©m e¨v‡eR (1792-1871), 1821 mv‡j wWdv‡iÞ 

BwÃb ˆZwi K‡ib| 1833 mv‡j, wZwb ÔA¨vbvwjwUKvj BwÃbÕ bv‡g Av‡iKwU 

MYbvhš¿ ˆZwi Ki‡Z ïiæ K‡ib, wKš` g…Zy¨i Av‡M GwU †kl Ki‡Z cv‡ibwb| 

Zvi we‡kølYvZ¥K BwÃ‡bi bKkv AvaywbK Kw¤úDUv‡ii wfwË| GB Kvi‡YB 

Pvj©m e¨v‡eR‡K ÔKw¤úDUv‡ii RbKÕ ejv nq| 

gvwK©b hy³iv‡óªi Aa¨vcK wW. Rb A¨vUvbvmd 1942 mv‡j f¨vKzqvg wUDe 

e¨envi K‡i ABC bv‡g GKwU B‡jKUªwbK Kw¤úDUvi ˆZwi K‡ib| cieZ©x‡Z 

1946 mv‡j, Aa¨vcK W. Rb gvDPwj Ges Zvi QvÎ BwÃwbqvi †cÖmcvi 

†hŠ_fv‡e ENIAC (B‡j±ªwbK wbD‡gwiK Bw›U‡MÖUi A¨vÛ K¨vjKy‡jUi) bv‡g 

GKwU Kw¤úDUvi ˆZwi K‡ib hvi g‡a¨ 1800 fvjf wQj| Gi IRb wQj 30 

Ub, Ges GwU Pvjv‡bvi Rb¨ 150 wK‡jvIqvU ˆe`y¨wZK †jvW cÖ‡qvRb wQj| 

GB `yB weÁvbx 1951 mv‡j UNIVAC (Universal Automatic 

Calculator) bv‡g Av‡iKwU Kw¤úDUvi ˆZwi K‡ib hvi BbcyU, AvDUcyU I 

†g‡gvwi BDwbU wQj| GwU wQj evwYwR¨Kfv‡e Drcvw`Z cÖ_g B‡jKUªwbK 

Kw¤úDUvi| 

1954 mv‡j, gvwK©b hy³iv‡óªi AvBweGg (International Business 

Machine) †Kv¤úvwb AvBGgwe-701 bv‡g GKwU Kw¤úDUvi ˆZwi K‡i Ges 

e¨emv ïiæ K‡i| 
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evsjv‡`k cigvYy kw³ Kwgkb 1964 mv‡j XvKvq cÖ_g Kw¤úDUvi 

Bb÷j K‡i| GwU GKwU AvBweGg-1620 †gBb‡d«g Kw¤úDUvi wQj| Gici 

evsjv‡`k cÖ‡KŠkj I cÖhyw³ wek¦we`¨vjq (ey‡qU), evsjv‡`k cwimsL¨vb 

e¨y‡iv, cvIqvi †W‡fjc‡g›U †evW© Zv‡`i e¨env‡ii Rb¨ †gBb‡dªg Kw¤úDUvi 

¯'vcb K‡i| 

1971 mv‡j, gvwK©b hy³iv‡óªi B‡›Uj †Kv¤úvwb GgGmwm-4 gvB‡µvcÖ‡mmi 

ˆZwi K‡i Ges gvB‡µvKw¤úDUvi Pvjy K‡i| Gi Dbœqb Ges evwYwR¨K 

cÖvc¨Zvi Kvi‡Y, Avgiv wk‣v cÖwZôvb, e¨emvwqK cÖwZôvb, Awdm Ges 

evwo‡Z gvB‡µvKw¤úDUvi e¨envi †`L‡Z cvw‧Q| 

 

6.2. Kw¤úDUv‡ii cÖRb¥ 

Kw¤úDUvi‡K wbgœwjwLZ PviwU cÖR‡b¥ fvM Kiv hvq— 

 

1g cÖRb¥ (1951-1958) 

ˆewkó¨ : f¨vKyqvg wUDe ev f¨vKzqvg fvj‡fi e¨envi, AvKv‡i eo, †cÖvMÖvg 

Ges Z_¨ mÂq Kivi ‣gZv, g¨vM‡bwUK Wªvg, cvÂ KvW© I g¨vM‡bwUK 

†U‡ci e¨envi| D`vniY: BGbAvBGwm, gvK©, AvBweGg-650| 

 

2q cÖRb¥ (1958-1965) 

ˆewkó¨ : AvBwm (Bw›U‡MÖ‡UW mvwK©U) e¨envi, f¨vKzqvg wUD‡ei cwie‡Z© 

UªvbwR÷‡ii e¨envi, AvKv‡i †QvU, ACCII †KvW cÖeZ©b, †Kvej,  †dviUªvb I 

GjMj-Gi g‡Zv D‧P¯Í‡ii fvlvi weKvk| D`vniY: AvBweGg-1620, wmwWwm-

1604, GbwmAvi-300|  

 

3q cÖRb¥ (1965-1971) 

ˆewkó¨ : GKwU BbcyU wWfvBm wnmv‡e gvD‡mi cwiwPwZ, AvKv‡i †QvU, `vg 

nªvm, AvDUcyU wWfvBm wnmv‡e wfwWI BDwbU Ges wcÖ›Uvi cÖeZ©b, †m‡KÛvwi 

†g‡gvwii e¨envi, †ewmK fvlvi D™¢veb, kã cÖwµqvKiY I Ab¨vb¨ 

A¨vwcø‡Kkb| D`vniY : AvBweGg-370, wcwWwc-II| 

 

4_© cÖRb¥ (1971-AvR ch©šÍ) 

ˆewkó¨ : gvB‡µvcÖ‡mm‡ii D™¢veb Ges e¨envi, †mwg-KÛv±i †g‡gvwi, ig, 

i¨vg, †cÖvg, G¨vc ig, Z_¨ msi‣‡Yi D‧P ‣gZv, Wm, g¨vK, DB‡ÛvR Ges 

BDwb‡•i g‡Zv Acv‡iwUs wm‡÷‡gi weKvk, wewfbœ A¨vwcø‡Kkb md&UIq¨vi 

Ges †cÖvMÖvwgs fvlvi weKvk, mycvi Kw¤úDUvi, j¨vcUc, †bvUeyK, †W¯‹Uc I 

cv‡m©vbvj Kw¤úDUv‡ii Dbœqb| D`vniY : wcwm, mvf©vi Ges wewfbœ eª¨v‡Ûi 

j¨vcUc †hgb AvBweGg, Kgc¨vK, GBPwc, mvb, †Wj, GPvi|  

 

6.3. Kw¤úDUv‡ii †kÖwYwefvM 

Kv‡Ri cÖK…wZi Ici wfwË K‡i, Kw¤úDUvi‡K wbgœwjwLZ wZb cÖKv‡i fvM 

Kiv hvq—  

1.  GbvjM Kw¤úDUvi| 

2.  wWwRUvj Kw¤úDUvi| 

3.  nvBweªW Kw¤úDUvi| 

 

A¨vbvjM Kw¤úDUvi we‡kl Kv‡R e¨envi Kiv nq †hgb Pvc I ZvcgvÎv 

cwigvc Kiv, †c‡Uªvj cv‡¤ú †c‡Uªvj mieivn Kiv Ges g~j¨ wba©viY Kiv Ges 

Mvwo ev wegv‡bi MwZ wbqš¿Y Kiv| 

wWwRUvj Kw¤úDUvi MwY‡Zi bxwZi m‡½ mvgÃm¨ †i‡L KvR K‡i| GwU 

evBbvwi wm‡÷g e¨envi K‡i KvR K‡i, †hgb, 1 Ges 0 e¨envi K‡i| Avgiv 

evwo‡Z Ges Awd‡m †h Kw¤úDUviMy‡jv e¨envi Kwi Zv meB wWwRUvj 

Kw¤úDUvi| 

nvBweªW Kw¤úDUvi A¨vbvjM cÖwµqv e¨envi K‡i wewfbœ wm‡÷g †_‡K 

†WUv msMÖn K‡i wKš` wWwRUvj wm‡÷‡g †WUv cÖwµqv K‡i| 

 

 
 

    GKwU mycvi Kw¤úDUvi           GKwU †gBb‡d«g 
 

AvKvi I Kg©ÿgZv Abyhvqx Kw¤úDUvi (ev wWwRUvj Kw¤úDUvi) Pvi cÖKv‡ii 

n‡q _v‡K, †hgb— 

1. mycvi Kw¤úDUvi 
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2. †gBb‡d«g Kw¤úDUvi 

3. wgwb Kw¤úDUvi 

4. gvB‡µv Kw¤úDUvi  

mycvi Kw¤úDUvi LyeB kw³kvjx| MvwYwZK cÖwµqvMy‡jv m¤ú~Y© Ki‡Z Kg 

mgq jv‡M| mycvi Kw¤úDUviMy‡jv ˆeÁvwbK M‡elYv, wecyj cwigvY Z_¨ 

cÖwµqvKiY, †‣cYv¯¿ wbqš¿Y, gnvKvk M‡elYv Ges cvigvYweK cø¨v‡›Ui 

bKkvq e¨eüZ nq| †µ-1, mycvi GmG·Gj, Ges mvBevi-205 mycvi 

Kw¤úDUv‡ii D`vniY| 

†gBb‡d«g Kw¤úDUvi AvKv‡i A‡bK eo| G‡Z A‡bK †QvU-†QvU 

Kw¤úDUvi Kv‡b± K‡i GKwU †gBb‡d«g Kw¤úDUv‡i GKm‡½ A‡bK gvbyl 

KvR Ki‡Z cv‡i| GwU e¨vsK, exgv †Kv¤úvwb I wek¦we`¨vjqMy‡jvi g‡Zv eo 

ms¯'v‡Z e¨eüZ nq| AvBweGg 4300, BDwbf¨vK 1100, Ges GbwmAvi 

8370 n‡jv †gb‡d«g Kw¤úDUv‡ii D`vniY| 

wgwb Kw¤úDUviMy‡jv †gBb‡d«g Kw¤úDUv‡ii Zyjbvq †QvU Ges Kg 

e¨qeûj| A‡bK †jvK GKwU wgwb Kw¤úDUv‡ii m‡½ mshy³ Uvwg©bvj e¨envi 

K‡i GKm‡½ KvR Ki‡Z cv‡i| Zyjbvg~jKfv‡e †QvU e¨vsK, exgv †Kv¤úvwb, 

wkí, wk‣v cÖwZôvb Ges M‡elYv ms¯'vMy‡jv wgwb-Kw¤úDUvi e¨envi K‡i| 

AvBweGg Gm/34 Ges GbwmAvi Gm/9290 n‡jv wgwb Kw¤úDUv‡ii 

D`vniY| 

gvB‡µvKw¤úDUvi LyeB †QvU, m¯Ív Ges eûj e¨eüZ Kw¤úDUvi| GB 

ai‡bi Kw¤úDUv‡i gvB‡µvcÖ‡mmi e¨envi Kiv nq e‡j G‡`i‡K 

gvB‡µvKw¤úDUvi ejv nq| GKwU gvB‡µvKw¤úDUv‡i GKev‡i gvÎ GKRb 

KvR Ki‡Z cv‡i| GB Rb e¨w³MZ Kw¤úDUvi ev wcwm bv‡gI cwiwPZ| 

gvB‡µvKw¤úDUvi e¨w³MZ Ges Awdwmqvj D‡Ï‡k¨ evwo‡Z Ges Awd‡m 

e¨envi Kiv nq| GMy‡jv †Mg †Ljv, wfwWI †`Lv, Mvb †kvbv Ges B›Uvi‡bU 

eªvDR Kivi g‡Zv we‡bv`‡bi D‡Ï‡k¨I e¨eüZ nq| AvBweGg wcwm, A¨vcj 

wcwm, Ges g¨vwKb‡Uvk wcwm n‡jv gvB‡µvKw¤úDUv‡ii D`vniY| 

 

6.4. Kw¤úDUvi nvW©Iq¨vi I wWfvBm 

GKwU Kw¤úDUv‡ii wWfvBmMy‡jv‡K cuvPwU fv‡M fvM Kiv †h‡Z cv‡i, 

†hgb— 

BbcyU wWfvBm 

AvDUcyU wWfvBm 

cÖ‡mwms wWfvBm 

†g‡gvwi wWfvBm 

we‡kl wWfvBm 

 

6.4.1. BbcyU wWfvBm 

Kw¤úDUv‡i Z_¨, DcvË Ges wb‡`©kbv BbcyU Kivi Rb¨ e¨eüZ Kw¤úDUv‡ii 

wWfvBm ev AskMy‡jv‡K BbcyU wWfvBm ejv nq| Kx‡evW©, gvDm, Rqw÷K, 

¯‹¨vbvi, wWwRUvj K¨v‡giv, gvB‡µv‡dvb BZ¨vw` BbcyU wWfvB‡mi D`vniY| 

 
                 Kx‡evW©      gvDm 

 

Kx‡evW© : Kx‡evW© Ggb GKwU wWfvBm hv‡Z 104 †_‡K 110 msL¨K Kx _v‡K| 

GB KxMy‡jv A‣i Ges A¼ UvBc Kivi Rb¨ Ges Kw¤úDUv‡i wb‡`©kvewj 

cÖ`v‡bi Rb¨ e¨eüZ nq| GKwU Kx‡evW© GKwU †Kej (Cable) e¨envi K‡i 

GKwU Kw¤úDUv‡ii gv`vi‡ev‡W©i m‡½ mshy³ _v‡K|  

gvDm : gvDm n‡jv DB‡ÛvR ev g¨vwKb‡Uvk Acv‡iwUs wm‡÷g _vKv 

Kw¤úDUv‡i wb‡`©kbv cÖ`v‡bi Rb¨ weKí ev mswkøó miÃvg wnmv‡e e¨eüZ 

GKwU wWfvBm| gvD‡mi 2 ev 3 †evZvg Av‡Q| 

 

6.4.2. AvDUcyU wWfvBm 

e¨enviKvix‡`i‡K djvdj cÖ`k©‡bi Rb¨ †h wWfvBmMy‡jv e¨envi Kiv nq 

Zv‡K AvDUcyU wWfvBm ejv nq| gwbUi, wcÖ›Uvi, w¯úKvi I cøUvi nj 

AvDUcyU wWfvB‡mi D`vniY| 

gwbUi : wbw`©ó mieivnK…Z Z_¨ Ges †WUv cÖwµqvKi‡Yi djvdj GKwU 

wUwfi g‡Zv wWfvB‡m †U•U, MÖvd ev Qwe e¨envi K‡i cÖ`wk©Z nq hv‡K 

gwbUi e‡j| gwbUi GKwU †WUv †Kej e¨envi K‡i Kw¤úDUv‡ii wm‡÷g 
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†ev‡W©i m‡½ mshy³ _v‡K| wKQy gwbU‡i GKwU c……_K cvIqvi ms‡hv‡Mi 

cÖ‡qvRb nq| 

 
          w¯úKvi                       gwbUi                            wcÖ›Uvi  

 

wcÖ›Uvi Kw¤úDUv‡ii AvDUcyU wcÖ›Uvi bvgK GKwU wWfvBm e¨envi K‡i 

KvM‡R wcÖ›U Kiv nq| wcÖ›UviwU GKwU †WUv †Kej e¨envi K‡i Kw¤úDUv‡ii 

wm‡÷g †ev‡W©i m‡½ mshy³ _v‡K| Ab¨ Av‡iKwU †Kej e¨envi K‡i wcÖ›Uv‡i 

cvIqvi mieivn Kiv nq| 

wcÖ›Uvi `yB cÖKvi—WU g¨vwUª• wcÖ›Uvi Ges †jRvi wcÖ›Uvi| WU g¨vwUª· 

wcÖ›Uv‡ii GKwU Ô†nWÕ i‡q‡Q hv GKwU wdZvi Dci Pvc ˆZwi K‡i| d‡j 

wdZvi Kvwj KvM‡R A‣i, we‡kl A‣i Ges A¼ ˆZwi K‡i| Gcmb WU 

g¨vwUª• wcÖ›Uvi Ges Gcmb jvBb wcÖ›Uvi n‡jv WU g¨vwUª• wcÖ›Uv‡ii D`vniY| 

†jRvi wcÖ›Uv‡i †n‡Wi cwie‡Z©, GKwU †jRvi iwk¥ A‣i, we‡kl A‣i Ges 

A¼ ˆZwi Ki‡Z e¨eüZ nq| GKwU †jRvi wcÖ›Uv‡i, wdZvi cwie‡Z©, GKwU 

†Uvbvi ev KvwU©R e¨envi Kiv nq hv Kvwj mieivn K‡i _v‡K| B¼ †RU 

wcÖ›Uvi Ges K¨vbb †jRvi wcÖ›Uvi n‡jv †jRvi wcÖ›Uv‡ii D`vniY| 

w¯úKvi : Mvb †kvbv ev wfwWI †`Lvi mgq kã ˆZwii Rb¨ GKwU w¯úKvi 

e¨envi Kiv nq| 

 

cøUvi : cøUvi, Kw¤úDUvi †_‡K KvMR Wªwqs Qvcv‡bvi Rb¨ e¨eüZ nq| cøUvi 

eo Qwe, †cv÷vi, K¨v‡jÛvi I gvbwPÎ gy`ª‡Yi Rb¨I e¨eüZ nq| 

 

6.4.3. cÖ‡mwms wWfvBm 

Kw¤úDUv‡i mieivnK…Z Z_¨, †WUv I wb‡`©kvewj cÖwµqvKi‡Yi Rb¨ e¨eüZ 

wWfvBmMy‡jv‡K cÖ‡mwms wWfvBm ejv nq| wmwcBD ev †m›Uªvj cÖ‡mwms BDwbU 

Kw¤úDUv‡i e¨eüZ GKwU cÖ‡mwms wWfvBm| GwU GKwU Kw¤úDUv‡ii mg¯Í 

cÖwµqvKiY Kvh©µg m¤úv`b K‡i| wmwcBD gvby‡li gw¯Í‡®‹i g‡Zv| GKwU 

Kw¤úDUv‡ii cÖwµqvKi‡Yi MwZ Ges ‣gZv Zvi wmwcBDi Ici wbf©i K‡i| 

1971 mv‡j, B‡›Uj †Kv¤úvwb Kw¤úDUv‡i e¨env‡ii Rb¨ GKwU 

gvB‡µvcÖ‡mmi Avwe®‹vi K‡i| GwU‡K 8008 gvB‡µvcÖ‡mmi ejv nq| 

Zvic‡i A¨vcj 1976 mv‡j Ges AvBweGg 1981 mv‡j gvB‡µvcÖ‡mmi 

Drcv`b K‡i| 

GKwU wmwcBD-Gi Kvh©KvwiZvMy‡jv wb‡P ewY©Z n‡q‡Q— 

1.  wmwcBD Kw¤úDUv‡ii mg¯Í As‡k wbqš¿Y Ges mgq-wba©viK ms‡KZ 

cvVvq| 

2.  †g‡gvwi I BbcyU/AvDUcyU wWfvB‡mi g‡a¨ †WUv cvVvq Ges MÖnY K‡i| 

3.  †g‡gvwi †_‡K †WUv Ges wb‡`©kvewj MÖnY K‡i| 

4.  wb‡`©kvewj wW‡KvW K‡i| 

5.  MvwYwZK Ges †hŠw³K Kvh©Kjvc m¤úv`b K‡i| 

6.  Kw¤úDUvi †g‡gvwi †_‡K †cÖvMÖvg Pvjvq| 

7.  BbcyU I AvDUcyU wWfvB‡mi g‡a¨ mgš^q K‡i|  

¯'vc‡Z¨i Dci wfwË K‡i, GKwU gvB‡µvcÖ‡mmi‡K wmm&K cÖ‡mmi Ges 

wim&K cÖ‡mm‡ii g‡Zv 2wU MÖæ‡c fvM Kiv hvq| 

wmm&K ev Kg‡cø• BÞUªvKkb †mU Kw¤úDUvi GKwU gvB‡µvcÖ‡mmi, hv 

gvB‡µv‡KvW e¨envi K‡i| gvB‡µv‡KvW wKQy wb‡`©kvewj (md&UIq¨vi 

†cÖvMªvg) wb‡q MwVZ, hv wP‡ci †fZi †_‡K KvR K‡i| GB ai‡bi 

gvB‡µvcÖ‡mmi md&UIq¨vi Øviv PvwjZ nq, Zviv mvaviYZ axi nq. 

D`vniY¯^iƒc wmm&K gvB‡µvcÖ‡mmiMy‡jv n‡jv 8085, 8086, 8088, 

80286, 80386GmG·, 80386wWG·, 80486GmG·, 80486wWG·, 

Ges B‡›U‡ji †cw›Uqvg, GGgwW-Gi 386 wWG·, 486 wWG· Ges 

g‡Uv‡ivjvi 6800, 68000, 68040| 

wim&K ev wiwWDmW BÞUªvKkb †mU Kw¤úDUvi n‡jv GKwU gvB‡µvcÖ‡mmi 

hv‡Z Kg msL¨K wb‡`©kbv †mU e¨envi Kiv nq| GwU md&UIq¨vi-wfwËK bq, 

eis nvW©Iq¨vi-wfwËK Ges Zv wmm&K cÖ‡mm‡ii †P‡q `ªæZ KvR K‡i| 

e¨vsK¸‡jv mvaviYZ WvUv †m›Uv‡i Zv‡`i cÖavb WvUv‡em mvf©vi wnmv‡e wim&K 

cÖ‡mmi-wfwËK Kw¤úDUvi e¨envi K‡i| BDwb• mvaviYZ GB ai‡bi wim&K 

mvf©v‡ii Acv‡iwUs wm‡÷g wnmv‡e e¨eüZ nq| D`vniY¯^iƒc, GAvBG• 

AvBweGg wim&K mvf©v‡ii Rb¨ GKwU Acv‡iwUs wm‡÷g, mvb wim&K mvf©v‡ii 
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Rb¨ mvb †mvjvwim Ges GBPwc wim&K  mvf©v‡ii Rb¨ GBPwc-BDG· e¨envi 

Kiv nq| 

 

6.4.4. †g‡gvwi wWfvBm 

†g‡gvwi wWfvBmMy‡jv nj †mB wWfvBm †hLv‡b Kw¤úDUvi †WUv cÖwµqvKi‡bi 

mgq, Av‡M ev c‡i A¯'vqxfv‡e ev ¯'vqxfv‡e †WUv msi‣Y K‡i _v‡K| †g‡gvwi 

wWfvBmMy‡jv‡K 3wU MÖæ‡c †kÖwYe× Kiv †h‡Z cv‡i—cÖv_wgK ev cÖavb 

†g‡gvwi, K¨vk †g‡gvwi Ges †m‡KÛvwi ev Aw•wjqvwi †g‡gvwi| 

 

6.4.4.1. cÖv_wgK ev cÖavb †g‡gvwi 

wmwcBD Gi m‡½ mivmwi mshy³ †g‡gvwi‡K cÖvBgvwi ev †gBb †g‡gvwi ejv 

nq| GwU GKwU †cÖvMÖvg Kvh©Ki Kivi mgq Gi †WUv, wb‡`©kvewj Ges djvdj 

msi‣Y Ki‡Z e¨eüZ nq| i¨vg Ges ig GB ai‡bi †g‡gvwii D`vniY| 

i¨vg : i¨vg-Gi c~Y©iƒc n‡jv i¨vbWg G‡•m †ggwi| Kw¤úDUvi cÖ_‡g BbcyU 

wWfvBm †_‡K ev ¯'vqx †÷v‡iR †_‡K mg¯Í cÖvmw½K †WUv, †cÖvMÖvg I 

wb‡`©kvewj MÖnY K‡i Ges cieZ©x‡Z Zv cÖwµqvKi‡Yi Rb¨ i¨v‡g wj‡L| 

i¨vg-Gi wbgœwjwLZ ˆewkó¨ i‡q‡Q— 

1.  i¨vg memgq f‡jUvBj|  

2.  GwU Ggb GKwU †g‡gvwi †hLv‡b †jLv hvq I hv †_‡K covI hvq|  

3.  cÖwµqvKi‡Yi mgq Z_¨ i¨v‡g Ae¯'vb K‡i|  

4.  ˆe`y¨wZK cvIqvi eÜ n‡q †M‡j i¨vg †_‡K mg¯Í Z_¨ gy‡Q †djv nq| 

 

ig : i‡gi A_© wiW Abwj †g‡gvwi| i‡g BIOS (†ewmK BbcyU AvDUcyU 

wm‡÷g) bvgK GKwU 

†cÖvMÖvg aviY K‡i| 

GKwU Kw¤úDUv‡ii mg¯Í 

wWfvB‡mi ZvwjKv, 

Ae¯'vb I †¯úwmwd‡Kkb 

BIOS-G †iKW© Kiv 

nq| ÷vU©Av‡ci mgq 

Kw¤úDUvi BIOS-Gi  

                                                                                   

i¨vg 

mvnv‡h¨ mg¯Í wWfvBm wPb‡Z cv‡i| GKwU i‡gi ˆewkó¨ wbgœiƒc— 

1.  ig GKwU ¯'vqx cÖavb †g‡gvwi| 

2.  ig-Gi Z_¨ ïay cov hvq, wKš` cwieZ©b Kiv hvq bv| 

3.  Kw¤úDUvi Pvjy Kivi Rb¨ cÖ‡qvRbxq †cÖvMªvgMy‡jv i‡g ¯'vqxfv‡e msi‣Y 

Kiv nq| 

4.  cvIqvi P‡j †M‡j, ig-Gi Z_¨ gy‡Q hvq bv| 

 

6.4.4.2. †m‡KÛvwi ev Aw•wjqvwi †g‡gwvi 

e¨enviKvixi †cÖvMÖvg Ges Z_¨ ¯'vqxfv‡e msi‣Y Kivi Rb¨ †h †g‡gvwi 

e¨envi Kiv nq Zv‡K †m‡KÛvwi ev Aw•wjqvwi †g‡gvwi e‡j| D`vniY n‡jv 

d¬wc wW¯‹, nvW© wW¯‹, Kgc¨v± wW¯‹, g¨vM‡bwUK †Uc, †cb WªvBf BZ¨vw`| 

 

d¬wc wW¯‹ : GKwU cvZjv cøvw÷‡Ki wk‡U †PŠ¤^Kxq ¯Íi †i‡L †h nvjKv I †QvU 

wW¯‹ ˆZwi nq Zv‡K d¬wc wW¯‹ e‡j| Z_¨ Ges †cÖvMÖvg GKwU d¬wc wW‡¯‹ 

msi‣Y Kiv nq| mvaviYZ GK Kw¤úDUvi †_‡K Ab¨ Kw¤úDUv‡i Z_¨ 

¯'vbvšÍi Ki‡Z d¬wc wW¯‹ e¨envi Kiv nq| d¬wc wW¯‹ `ywU AvKv‡ii—3.5 

ÔGes 5.25Õ| GKwU d¬wc wW¯‹ †_‡K Z_¨ co‡Z Ges Zv‡Z wjL‡Z e¨eüZ 

wWfvBmwU‡K d¬wc WªvBf ejv nq| d¬wc WªvBf `ywU AvKv‡i cvIqv hvq - 3.5 

ÔGes 5.25Õ|  

3.5 Ôd¬wc wW‡¯‹i ‣gZv n‡jv 1.44 Ggwe Ges 5.25Õ d¬wc WªvB‡fi ‣gZv 

n‡jv 360 †Kwe|  

†cb WªvBf Avwe®‹v‡ii Kvi‡Y d¬wc WªvB‡fi e¨envi AwcÖq n‡q D‡V‡Q| 

nvW© wW¯‹ : GKwU nvW© wW¯‹ ¯Œy Ges †WUv I cvIqvi K¨vej e¨envi K‡i 

Kw¤úDUvi e‡•i †fZ‡i mshy³ _v‡K Ges d¬wc wW‡¯‹i Zyjbvq Gi ‣gZv I 

MwZ A‡bK †ewk| †WUv Ges †cÖvMÖvgMy‡jv mvaviYZ nvW© wW‡¯‹ msi‣Y Kiv 

nq| nvW©wW¯‹ e¨env‡ii Rb¨ Kw¤úDUv‡i †Kv‡bv WªvB‡fi cÖ‡qvRb †bB| 

evRv‡i wewfbœ ‣gZvi nvW© wW¯‹ cvIqv hvq †hgb 250 wRwe nvW©wW¯‹, 500 

wRwe nvW©wW¯‹ BZ¨vw`| 

Kgc¨v± wW¯‹ : Kgc¨v± wW¯‹‡K ms‡‣‡c wmwW ejv nq| wmwW mvaviYZ †WUv, 

†cÖvMÖvg, Mvb, †Mg, wfwWI BZ¨vw` †iKwW©s ev msi‣‡Yi Rb¨ Ges GK 

Kw¤úDUvi †_‡K Ab¨ Kw¤úDUv‡i †WUv ¯'vbvšÍi Kivi Rb¨ e¨eüZ nq| wKQy 

wmwW †_‡K ïay Z_¨ cov hvq| G‡Z Z_¨ cwieZ©b Kiv hvq bv| GQvovI GB 

wmwWMy‡jv‡Z bZzb Z_¨ †hvM Kiv hvq bv| GB wmwW¸‡jv‡K ejv nq wmwW-ig 

(wiW Abwj †ggwi)| Kw¤úDUv‡ii m‡½ mshy³ Ges wmwW †_‡K Z_¨ covi 
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Rb¨ e¨eüZ WªvBf‡K wmwW WªvBf e‡j| wKQy wmwW Av‡Q hv‡Z co‡Z, 

cwieZ©b Ki‡Z Ges Z_¨ †hvM Ki‡Z cviv hvq| GB wmwW¸‡jv‡K ejv nq  

wi-ivB‡Uej wmwW (wmwW-AviWweøD)| wmwW-AviWweøD‡Z Z_¨ cov, cwieZ©b 

Ges †hvM Kivi Rb¨ Kw¤úDUv‡ii m‡½ GKwU wWfvBm mshy³ _v‡K hv‡K wmwW 

ivBUvi ejv nq| GKwU wmwW GKwU e…ËvKvi wW‡¯‹i g‡Zv hvi e¨vm 4.75Õ| 

GKwU wmwWi ¶gZv 650 Ggwe| 

 
                     Kgc¨v± wW¯‹                        †cb WªvBf 

 

g¨vM‡bwUK †Uc : g¨vM‡bwUK †Uc n‡jv GKwU cøvw÷‡Ki wij, hv Avqib 

A•vBW w`‡q Ave…Z Ges GKwU K¨v‡m‡U †gvov‡bv| g¨vM‡bwUK †Uc nvW© wW¯‹ 

†_‡K †U‡c `iKvwi †WUv e¨vKAvc Kivi Rb¨ e¨envi Kiv nq| GwU wbwðZ 

K‡i †h nvW©wW‡¯‹i ‣wZi †‣‡Î †WUv cvIqv hv‡e| nvW©wW¯‹ †_‡K g¨vM‡bwUK 

†U‡c WvUv Wzwcø‡Kkb Kiv‡K e¨vKAvc e‡j| e¨vsK cÖwZw`b MÖvn‡Ki †WUvi 

GKwU e¨vKAvc Kwc ˆZwi K‡i| †Uc WªvBf GKwU wWfvBm, hv GKwU †WUv 

†Kej e¨envi K‡i Kw¤úDUv‡ii m‡½ mshy³ _v‡K Ges Kw¤úDUv‡ii nvW© wW¯‹ 

†_‡K GKwU g¨vM‡bwUK †U‡c †WUv Kwc Ki‡Z mvnvh¨ K‡i|  

†cb WªvBf : †cb WªvBf GKwU †WUv †÷v‡iR wWfvBm, hv †`L‡Z GKwU d¬wc 

wW‡¯‹i †P‡q A‡bK †QvU, wKš` 2 wRwe, 4 wRwe, 8 wRwe Ges 256 wRwe ch©šÍ 

†WUv msi‣Y Ki‡Z cv‡i| PjšÍ cvU©m bv _vKvi Kvi‡Y GMy‡jv AviI †UKmB 

Ges wbf©i‡hvM¨| GKwU †cb WªvBf‡K GKwU BDGmwe d¬vk WªvBfI ejv nq, 

KviY GwU GK cÖv‡šÍ GKwU BDGmwe (BDwbfvm©vj wmwiqvj evm) Kv‡b±i 

mshy³ _v‡K| Kv‡b±iwU GKwU Kw¤úDUv‡i BDGmwe †cv‡U© †XvKv‡bv nq Ges 

dvBj ev †WUv †cbWªvBf †_‡K/G Kwc Kiv hvq| 

 

6.4.4.3. K¨vk †g‡gvwi (Cache Memory) 

cÖwµqvKi‡Yi MwZ evov‡bvi Rb¨ wmwcBD ev cÖavb †g‡gvwii m‡½ ivLv GKwU 

we‡kl †g‡gvwi‡K K¨vk †g‡gvwi ejv nq| K¨vk †ggwi `ywU cÖKv‡i †kÖwYe× 

Kiv †h‡Z cv‡i—Af¨šÍixY K¨vk Ges evwn¨K K¨vk| Af¨šÍixY K¨vk 

gvB‡µvcÖ‡mm‡ii †fZ‡i ¯'vcb Kiv nq †hLv‡b evwn¨K K¨vk gv`vi‡ev‡W© 

AvBwm (Bw›U‡MÖ‡UW mvwK©U) wnmv‡e ¯'vcb Kiv nq| 

 

6.4.5. we‡kl wWfvBm 

BbcyU, AvDUcyU Ges †g‡gvwi wWfvBmMy‡jv‡K AvšÍtms‡hvM Ki‡Z e¨eüZ 

wWfvBmMy‡jv‡K †¯úkvj wWfvBm e‡j| wm‡÷g e•, gv`vi †evW© Ges cvIqvi 

mvcøvB BDwbU †¯úkvj wWfvB‡mi D`vniY| 

 
 

       wm‡÷g BDwbU               gv`vi‡evW© I cvIqvi BDwbU 

 

wm‡÷g e• : GKwU ev• †hLv‡b gv`vi‡evW©, nvW©wW¯‹, d¬wc wW¯‹, wmwW WªvBf 

Ges cvIqvi mvcøvB BDwbU ¯Œy Ges Zv‡ii mvnv‡h¨ mshy³ _v‡K, Zv‡K wm‡÷g 

e• e‡j| A‡b‡K fyjfv‡e wm‡÷g e•‡K wmwcBD e‡j| GKwU wm‡÷g e•, 

GKwU gwbUi, GKwU Kx‡evW© Ges GKwU gvDmmn mg¯Í cÖ‡qvRbxq wWfvBm‡K 

GK‡Î GKwU Kw¤úDUvi e‡j|  

gv`vi †evW © : GKwU hš¿ hv ¯Œy e¨envi K‡i wm‡÷g e‡•i m‡½ mshy³ _v‡K 

Ges hvi Ici wewfbœ ¯øU _v‡K hvi Dci wmwcBD (cÖ‡mmi), ig I  i¨vg 
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mivmwi mshy³ _v‡K, Zv‡K gv`vi †evW© e‡j| gv`vi‡ev‡W© wewfbœ †cvU©I 

i‡q‡Q, hvi m‡½ Kx‡evW©, gvDm, gwbUi, d¬wc WªvBf, wmwW WªvBf I wcÖ›Uvi 

†Kej e¨envi K‡i mshy³ _v‡K| gv`vi‡ev‡W©i †fZ‡i nvRvi nvRvi Zvi 

i‡q‡Q hv Af¨šÍixYfv‡e wewfbœ wWfvBm‡K mshy³ K‡i Ges GKwU wWfvBm 

†_‡K Ab¨ wWfvB‡m †WUv I ms‡KZ enb K‡i| GB Zv‡ii wm‡÷g‡K evm 

wm‡÷g ejv nq| 

cvIqvi mvcøvB BDwbU : GKwU cvIqvi mvcøvB BDwbU n‡jv †mB K‡¤úv‡b›U hv 

Kw¤úDUv‡ii Ab¨vb¨ K‡¤úv‡b‡›U cvIqvi mieivn K‡i| AviI we‡klfv‡e 

ej‡Z †M‡j, GKwU cvIqvi mvcøvB BDwbU mvaviYZ Aëvi‡bwUs Kv‡i›U‡K 

(Gwm) WvB‡i± Kv‡i‡›U (wWwm) iƒcvšÍi Kivi Rb¨ ˆZwi Kiv nq, hv 

Kw¤úDUv‡ii wewfbœ As‡ki Rb¨ we‡klfv‡e cÖ‡qvRbxq| 

BDwcGm : BDwcGm gv‡b wbiew‧Qbœ we`y¨r mieivn| BDwcGm n‡jv GKwU 

ˆe`y¨wZK hš¿cvwZ hv BbcyU cvIqvi †mvm© e¨_© n‡j Kw¤úDUv‡i Riæwi we`y¨r 

mieivn K‡i, Gfv‡e Kw¤úDUvi‡K nVvr eÜ nIqv †_‡K i‣v K‡i| BDwcGm 

`yB ai‡bi n‡Z cv‡i—AbjvBb BDwcGm Ges AdjvBb BDwcGm| AbjvBb 

BDwcGm-G k~b¨ UªvÞdvi UvBg _v‡K Ges GwU mvf©v‡ii m‡½ e¨eüZ nq| 

wKš` GKwU AdjvBb BDwcGm-Gi UªvÝdvi UvBg 5-10 †m‡KÛ _v‡K| Dfq 

cÖKv‡ii BDwcGmB Kw¤úDUvi‡K cvIqvi e¨_©Zvi †‣‡Î eÜ nIqv †_‡K i‣v 

Ki‡Z cv‡i, Z‡e AbjvBb BDwcGm, Dciš`, we`¨yr IVvbvgvi Kvi‡Y †WUv 

‣wZMª¯Í nIqv †_‡K i‣v Ki‡Z cv‡i, KviY GB ai‡bi BDwcGm-Gi g‡a¨ 

we`y¨r †_‡K e¨vUvwi‡Z myBP Kivi Rb¨ †KvbI UªvÞdvi UvB‡gi cÖ‡qvRb nq 

bv|  

†fv‡ëR †÷wejvBRvi : GKwU †fv‡ëR †÷wejvBRvi GKwU ˆe`y¨wZK 

wbqš¿K, hv BbcyU †fv‡ë‡Ri ZviZg¨ wbwe©‡k‡l ¯^qswµqfv‡e memgq GKB 

cwigv‡Yi †fv‡ëR AvDUcyU wnmv‡e eRvq ivLvi Rb¨ wWRvBb Kiv n‡q‡Q| 

†fv‡ëR ÷¨vwejvBRviMy‡jv Kw¤úDUvi wm‡÷‡gi m‡½ e¨eüZ nq, hv‡Z 

†fv‡ë‡Ri AvKw¯§K IVvbvgv †_‡K Kw¤úDUvi‡K i‣v Ki‡Z cv‡i| 

 

7. Kw¤úDUvi mdUIq¨vi 

Kw¤úDUvi GKwU †gwkb, hv wb‡R KvR Ki‡Z cv‡i bv| Kw¤úDUvi Pvjy 

Ki‡Z Ges Acv‡iwUf Ki‡Z GKwU Kw¤úDUvi †cÖvMªvg cÖ‡qvRb| 

Kw¤úDUvi‡K Acv‡iwUf Kivi ci, GKwU wbw`©ó KvR m¤úv`‡bi Rb¨ wbw`©ó 

†cÖvMªv‡gi Av‡iKwU †mU cÖ‡qvRb| GB ai‡bi †cÖvMÖvgMy‡jv mw¤§wjZfv‡e 

Kw¤úDUvi md&UIq¨vi wnmv‡e cwiwPZ| Kw¤úDUvi mdUIq¨vi‡K `yB fv‡M 

fvM Kiv hvq—wm‡÷g mdUIq¨vi Ges A¨vwcø‡Kkb mdUIq¨vi|  

 

7.1. wm‡÷g mdUIq¨vi  

Kw¤úDUvi‡K Pvjy Ki‡Z †h mdUIq¨vi e¨envi Kiv nq Zv‡K wm‡÷g 

md&UIq¨vi e‡j| Ab¨w`‡K hLb A¨vwcø‡Kkb md&UIq¨vi Kw¤úDUvi wm‡÷‡gi 

GKwU wWfvBm‡K wKQy Kivi wb‡`©k †`q, ZLb wm‡÷g md&UIq¨vi cÖ_‡g 

wb‡`©kwU‡K Ggb GKwU fvlvq Abyev` K‡i hv wWfvBmwU mn‡RB eyS‡Z 

cv‡i| wWfvBmMy‡jv †mB Abyhvqx KvR K‡i| Kv‡RB wm‡÷g md&UIq¨vi, 

Kw¤úDUvi nvW©Iq¨vi Ges A¨vwcø‡Kkb md&UIq¨v‡ii gvSLv‡b Ae¯'vb K‡i| 

Acv‡iwUs wm‡÷gMy‡jv n‡jv wm‡÷g md&UIq¨v‡ii D`vniY| 

Acv‡iwUs wm‡÷gwU cÖ_g 1960-Gi `k‡K †gBb‡d«g Kw¤úDUv‡ii Rb¨ 

ˆZwi Kiv n‡qwQj| cieZ©x‡Z g¨vwKb‡Uvk, wW¯‹ Acv‡iwUs wm‡÷g (Wm), 

BDwb• Ges DB‡Ûv‡Ri g‡Zv wewfbœ Acv‡iwUs wm‡÷g ˆZwi Kiv nq| gvwK©b 

hy³iv‡óªi gvB‡µvmd&U †Kv¤úvwb Wm I DB‡ÛvR Acv‡iwUs wm‡÷‡gi 

cÖ¯`ZKvix| GKwU Acv‡iwUs wm‡÷‡gi Kvh©KvwiZv wb‡gœ D‡jøL Kiv n‡q‡Q— 

1.  Kw¤úDUvi‡K mwµq Ges e¨envi Dc‡hvMx Kiv| 

2.  nvW©Iq¨vi I A¨vwcø‡Kkb md&UIq¨v‡ii g‡a¨ †hvMv‡hvM Kiv|  

3.  GKRb e¨enviKvixi wb‡`©k MÖnY Ges Kvh©Ki Kiv| 

4.  cÖavb †g‡gvwi‡Z GKwU †cÖvMÖvg Avbv Ges GwU cÖwµqv Kiv| 

5.  wW¯‹ †_‡K †WUv cov ev wW‡¯‹ †WUv †jLv Ges msi‣Y cÖwµqv wbqš¿Y 

Kiv| 

 

7.2. A¨vwcø‡Kkb md&UIq¨vi 

GKwU Kw¤úDUvi e¨envi K‡i GKwU wbw`©ó KvR m¤úv`‡bi Rb¨ e¨eüZ 

GKwU †cÖvMÖvg‡K A¨vwcø‡Kkb mdUIq¨vi e‡j| D`vniY¯^iƒc, IqvW© ÷vi, 

IqvW© cvi‡d± Ges GgGm IqvW©, UvBwcs ev eY© cÖwµqvKi‡Yi Rb¨ e¨eüZ 

nq; †jvUvm 1-2-3, †Kvqv‡Uªv †cÖv, GgGm, Ges G‡•j MYbv ev †¯úªWwkU 

we‡køl‡Yi Rb¨ e¨envi Kiv nq; †bU‡¯‹c †bwf‡MUi, B›Uvi‡bU G•‡cøvivi, 

¸Mj †µvg Ges dvqvid• I‡qe eªvDwRs‡qi Rb¨ e¨eüZ nq; AvDU jyK, 

†g‡mÃvi Ges BD‡Wviv B-†gBj †PwKs Gi Rb¨ e¨envi Kiv nq, 

cvIqvic‡q›U e¨envi Kiv nq Dc¯'vcbvi Rb¨; A‡Uv K¨vW BwÃwbqvwis Wªwqs-

Gi Rb¨ e¨eüZ nq; GmwcGmGm cwimsL¨vbMZ we‡køl‡Yi Rb¨ e¨eüZ nq; 
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†WUv g¨vwbcy‡jkb Ges †÷v‡i‡Ri Rb¨ A¨v‡•m, GmwKDGj mvf©vi Ges 

IivKj e¨envi Kiv nq| GB mdUIq¨vi¸‡jv wewfbœ †Kv¤úvwb ˆZwi K‡i 

evRv‡i evwYwR¨Kfv‡e wewµ Kivi Rb¨| e¨enviKvixiv G¸‡jv wK‡b evmvq I 

Awd‡m e¨envi K‡ib| GB Kvi‡Y, Zv‡`i †Rbv‡ij cvicvm A¨vwcø‡Kkb 

md&UIq¨vi ejv nq| 

†cÖvMÖvgviiv GKwU wbw`©ó cÖwZôv‡bi GKwU wbw`©ó Kvh©Kjv‡ci Rb¨ 

A¨vwcø‡Kkb md&UIq¨vi ˆZwi K‡i| GMy‡jv‡K ejv nq A¨vwcø‡Kkb-†¯úwmwdK 

†cÖvMÖvg| D`vniY¯^iƒc, †cÖvMÖvgvi‡`i GKwU MÖæc ev GKwU †Kv¤úvwb GKwU 

e¨vs‡Ki Rb¨ Zvi MÖvnK‡`i †jb‡`b †iKW© Kivi Rb¨ GKwU †cÖvMÖvg ˆZwi 

Ki‡Z cv‡i Ges †k‡l, e¨v‡jÞ wkU I BbKvg †÷U‡g‡›Ui g‡Zv wi‡cvU© ˆZwi 

Ki‡Z cv‡i| GKwU e¨vs‡Ki Rb¨ wjwLZ †cÖvMÖvg Ab¨ e¨vs‡Ki cÖ‡qvRbxqZvi 

m‡½ Lvc bvI †L‡Z cv‡i, KviY wewfbœ e¨vs‡Ki Rb¨ †jb‡`‡bi wbqg Avjv`v 

n‡Z cv‡i| 

 

7.3. †cÖvMÖvwgs fvlv (Programming Language) 
†h †cÖvMªvgwU e¨envi K‡i GKwU †Rbvivj cvicvm †cÖvMÖvg ev GKwU 

A¨vwcø‡Kkb †¯úwmwdK †cÖvMÖvg †jLv nq Zv‡K †cÖvMÖvwgs fvlv e‡j| eo 

†Kv¤úvwb¸‡jv evwYwR¨Kfv‡e wewµ Kivi Rb¨ †cÖvMÖvwgs fvlv ˆZwi K‡i| 

†cÖvMÖvgviiv GB †cÖvMªvwgs j¨v½y‡qRMy‡jv †K‡b Ges GKwU †Rbvivj-cvicvm ev 

A¨vwcø‡Kkb-†¯úwmwdK †cÖvMªvg wjL‡Z Zv‡`i e¨envi K‡i| mvaviYZ e¨eüZ 

†cÖvMªvwgs fvlv n‡jv— 

1. wm/wm++ 

2. Rvfv 

3. G‡m¤^wj fvlv 

4. †Kvej 

5. †dviUªvb 

6. †ewmK/†ewmKv/wKD-†ewmK/KzBK †ewmK 

7. wfRy¨qvj †ewmK 

8. WU †bU 

9. GBPwUGgGj 

10. d•‡cÖv / d•‡em / wW‡em 

†cÖvMªvwgs fvlv‡K wZb cÖKv‡i fvM Kiv hvq— 

1. †jv-†j‡fj fvlv 

2. nvB-†j‡fj fvlv 

3. Ae‡R± Iwi‡q‡›UW fvlv 

 

7.3.1. †jv-†j‡fj fvlv (Low-level Language) 
†jv-†j‡fj fvlvMy‡jv Ggb fvlv, †hLv‡b Kw¤úDUvi †cÖvMÖvgMy‡jv †gwkb †KvW 

(evBbvwi ev †n•v‡Wwm‡gj †KvW) ev †g‡gvwbK †KvW e¨envi K‡i †jLv nq| 

†jv-†j‡fj fvlv `ywU Kw¤úDUvi fvlv wb‡q MwVZ—†gwkb fvlv I A¨v‡m¤^wj 

fvlv| 

†gwkb fvlv : Kw¤úDUv‡ii weKv‡ki cÖv_wgK ch©v‡q, †cÖvMÖvgviiv Kw¤úDUvi 

†cÖvMÖvg †jLvi Rb¨ †gwkb †KvW A_©vr evBbvwi Ges †n•v‡Wwm‡gj †KvW 

e¨envi KiZ| GB Kw¤úDUvi †cÖvMÖvgMy‡jv †hMy‡jv wbw`©ó e¨enviKvixi 

†cÖvMÖvgMy‡jv wjL‡Z †gwkb †KvW e¨envi K‡i Zv‡K †gwkb fvlv ejv nq| 

†gwk‡bi fvlv Lye `ªæZ Ges `‣Zvi m‡½ Kvh©Ki nq| Z‡e hw` wbw`©ó   

†cÖvMÖvgvi GKwU wbw`©ó Kw¤úDUv‡ii Rb¨ GKwU †gwkb fvlv e¨envi K‡i 

GKwU †cÖvMÖvg wj‡Lb Z‡e GwU Ab¨ Kw¤úDUv‡i Pvjv‡bv hv‡e bv| GB ai‡bi 

Kw¤úDUvi †cÖvMªvg †jLv, cov Ges cwieZ©b Kiv LyeB RwUj Ges 

mgqmv‡c‣| GB mgm¨v mgvav‡bi Rb¨, Kw¤úDUvi †cÖvMÖvgMy‡jv AviI 

Avivg`vqK †jLvi Rb¨ A¨v‡m¤^wj fvlv ˆZwi Kiv n‡qwQj| 

A¨v‡m¤^wj j¨v½y‡qR : A¨v‡m¤^wj j¨v½y‡q‡R, evBbvwi Ges †n•v‡Wwm‡gj 

†Kv‡Wi g‡Zv †gwkb †Kv‡Wi cwie‡Z© †g‡gvwbK †KvW e¨envi Kiv nq| 

D`vniY¯^iƒc, A¨v‡m¤^wj j¨v½y‡qR †cÖvMÖvgMy‡jv GKwU we‡qvM wµqv m¤úv`b 

Ki‡Z mve (SUB) e¨envi K‡i| G Rb¨ A¨v‡m¤^wj fvlv‡K wm¤̂wjK fvlvI 

ejv nq| GKwU Acv‡iwUs wm‡÷g, GKwU †Mg, ev GKwU nvB-†j‡fj fvlv 

ˆZwii Rb¨, mvaviYZ A¨v‡m¤^wj fvlv e¨envi Kiv nq| 

 

7.3.2. nvB-†j‡fj fvlv (High-level Language) 
GKwU nvB-†j‡fj fvlv (A¨v‡m¤^wj fvlv e¨envi K‡i ˆZwi) LyeB 

e¨enviKvix-evÜe| Gi wmbU¨v•¸‡jv Bs‡iwR fvlvi m‡½ Lye wgj| 

Kw¤úDUvi †cÖvMªvgviiv GKwU nvB-†j‡fj fvlv mvavibZ GKwU A¨vwcø‡Kkb-

†¯úwmwdK Kw¤úDUvi †cÖvMªvg ˆZwi Ki‡Z e¨envi K‡i| wb‡gœ nvB-†j‡fj 

fvlvi D`vniY †`Iqv n‡jv— 

1. †Kvej (Common Business Oriented Language) 

2. †ewmK (Beginners All-Purpose Symbolic Instruction Code) 



 61 31 62  

3. diUªvb (Formula Translator) 

4. wm (C)  

5. c¨vm‡Kj (Pascal) 

 

7.3.3. Ae‡R± Iwi‡q‡›UW j¨v½y‡qR (Object Oriented Language) 
Ae‡R± Iwi‡q‡›UW j¨v½y‡qR n‡jv Ggb GKwU fvlv, hv †cÖvMÖvwgs †KvW Ges 

†WUv‡K GKwU ÔAe‡R±Õ bvgK †cÖvMªvwgs †Kv‡Wi †m‡U GKwÎZ K‡i _v‡K| 

Ae‡R±wU cy‡iv †cÖvMªvg Ry‡o evievi e¨envi Kiv †h‡Z cv‡i| Ae‡R± 

Iwi‡q‡›UW j¨v½y‡qR e¨envi K‡i Kw¤úDUvi †cÖvMÖvg †jLvi †KŠkj‡K ejv nq 

Ae‡R± Iwi‡q‡›UW †cÖvMÖvwgs ev IIwc| GKwU IIwc-Gi wbgœwjwLZ wZbwU 

ˆewkó¨ Av‡Q— 

 

K. cwjgiwdRg (Polymorphism) 

cwjgiwdRg gv‡b wewfbœ Ae‡R± GKB evZ©vq ¯^Zš¿fv‡e mvov †`q| 

D`vniY¯^iƒc, hLb Avgiv GKwU weovj bvgK Ae‡R±, GKwU KzKzi bvgK 

Ae‡R± Ges GKwU Miæ bvgK Ae‡R±-†K ÔK_v ejybÕ evZ©vwU cvVvB, ZLb 

cÖ‡Z¨‡K h_vh_fv‡e cÖwZwµqv Rvbvq| weovj wPrKvi K‡i, KzKzi †ND †ND 

K‡i, Avi Miæ WvK w`‡q| 

L. DëivwaKvi (Inheritance) 

DËivwaKvi gv‡b fvlv Avgv‡`i we`¨gvb Ae‡R±‡K cÖmvwiZ ev DbœZ Kivi 

‣gZv †`q| c¨v‡i›U Ae‡R± †_‡K ˆZwi PvBì Ae‡R±, c¨v‡i›U Ae‡R‡±i 

mg¯Í ˆewkó¨ cv‡e Ges Gi wbR¯^ wKQy ˆewkó¨I _vK‡Z cv‡i| 

M. GbK¨vcmy‡jkb (Encapsulation) 

GbK¨vcmy‡jkb gv‡b †fwi‡qe‡ji Rb¨ †WUv Ges wb‡`©kvewj GKm‡½ 

†gvov‡bv nq Ges GKwU BDwbU wnmv‡e we‡ewPZ nq| GB †fwi‡qe‡ji 

eøywcÖ›UMy‡jv‡K ejv nq K¬vm Ges BDwbUMy‡jv‡K Ae‡R± ejv nq 

Ae‡R±-Iwi‡q‡›UW fvlvi D`vniY nj wm
++

 Ges Rvfv| 

 

7.4. WvUv‡em g¨v‡bR‡g›U wm‡÷g (Database Management System) 

GKwU wbw`©ó D‡Ï‡k¨ GKwU Kw¤úDUvi †cÖvMªvg wjL‡Z †cÖvMªvwgs fvlv e¨envi 

Kiv nq| GB ai‡bi GKwU Kw¤úDUvi †cÖvMÖv‡g, wKQy BbcyU w¯Œb _vK‡Z cv‡i 

hvi gva¨‡g e¨enviKvixiv Kw¤úDUvi wm‡÷‡g †WUv BbcyU K‡i| GB 

Z_¨My‡jv Kw¤úDUvi wm‡÷‡g AviI e¨env‡ii Rb¨ ev cieZ©x‡Z cÖwZ‡e`b 

ˆZwii Rb¨ msi‣Y Kiv nq| mn‡R cybiæ×vi‡hvM¨ c×wZ‡Z Kw¤úDUvi 

wm‡÷‡g †WUv msi‣‡Yi Rb¨, †WUv‡em e¨envi Kiv nq| GKwU WvUv‡em nj 

GKwU Kw¤úDUvi †cÖvMÖvg, hv †WUv msiÿY Ges g¨vwbcy‡jU Ki‡Z e¨eüZ 

nq| GKwU WvUv‡e‡m, †WUv mvwi I Kjvg AvKv‡i ivLv nq| hv wb‡P †`Lv‡bv 

n‡jv— 

mvwi /Kjvg  A¨vKvD›U bs   MÖvn‡Ki bvg  A¨vKvD›U e¨v‡jÞ 

1 S101              Ab©e Avwjbyi           5000.00 

2 S102             Aveivi ingvb 3010.00 

3 C 101 Avwgbyj Bmjvg 2505.00 

4 C 102 ivBqvb Bmjvg 4017.00 

 

Dc‡ii D`vni‡Y, †h dvB‡j GB Z_¨My‡jv msi‣Y Kiv n‡e Zv‡K WvUv‡em 

†Uwej ejv nq| GK ev GKvwaK WvUv‡em †Uwej GKm‡½ GKwU WvUv‡em ˆZwi 

K‡i| WvUv‡em Ges Gi mg¯Í †Uwe‡ji Avjv`v Avjv`v bvg i‡q‡Q| mg¯Í 

†Uwe‡ji mvwi Ges Kjvg Av‡Q| Dc‡ii D`vni‡Y, 4wU mvwi Ges 3wU Kjvg 

i‡q‡Q| 

GKwU WvUv‡e‡mi Rb¨ wKQy wbw`©ó KgvÛ Av‡Q †hgb, †Uwej 

ˆZwi/ms‡kvab/gy‡Q †djvi Rb¨, †Uwe‡j mvwi †hvM Ki‡Z Ges †Uwej †_‡K 

mvwi co‡Z/cwieZ©b/gy‡Q †dj‡Z| GB KgvÛ¸‡jv‡K †WUv †Wmwµckb 

j¨v½y‡qR (wWwWGj) Ges †WUv g¨vwbcy‡jkb j¨v½y‡qR (wWGgGj) ejv nq| 

WvUv‡em g¨v‡bR‡g›U wm‡÷g (wWweGgGm) n‡jv Ggb GKwU wm‡÷g hv 

ïay †WUv mÂq K‡i bv, wKš` e¨enviKvix‡`i Rb¨ †WUv †Wmwµckb 

j¨v½y‡‡qR (wWwWGj) Ges †WUv g¨vwbcy‡jkb j¨v½y‡qR (wWGgGj) cÖ`vb K‡i 

hv‡Z mn‡RB †WUv †mBf Kiv Ges †WUv g¨vwbcy‡jkb Kiv hvq| 

MÖvnvg †Uj‡ii g‡Z, wWweGgGm nj †cÖvMÖv‡gi GKwU †Rbvivj †mU hv 

wewfbœ e¨enviKvix A¨vwcø‡Kkb †cÖvMÖvg Ges WvUv‡e‡mi g‡a¨ wj¼ ˆZwi Kivi 

Rb¨ e¨envi K‡i _v‡K| GwU A¨v‡•m wbqš¿Y K‡i (hviv GwU e¨envi Ki‡Z 

cv‡i) Ges †WUvi ¯^vaxbZv, ALÐZv I wbivcËv wbwðZ K‡i _v‡K|  

wWweGgGm GKwU e¨vs‡Ki Rb¨ Lye `iKvwi| e¨v‡jÞ I †jb‡`bMy‡jv 

wWweGgGm-G †iKW© Kiv nq| IivKj, wWwe 2 Ges GmwKDGj mvf©vi- GB 

wZbwU e¨vs‡K e¨vcKfv‡e e¨eüZ wWweGgGm| 

†h Kg©KZ©v GKwU wWweGgGm cwiKíbv, msMwVZ Ges wbqš¿‡Yi Rb¨ 

wbhy³ _v‡Kb Zv‡K †WUv‡em A¨vWwgwb‡÷ªUi (wWweG) ejv nq| GKRb 

wWweG, wWweGgG‡m †WUvi wbivcËv Ges cÖvc¨Zvi Rb¨ `vqx| hw` †Kv‡bv 

Kvi‡Y WvUv‡em Kª¨vk n‡q hvq, Zvn‡j wWweG-Gi `vwqZ¡ n‡‧Q WvUv¸‡jv‡K 
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me‡P‡q Kg mg‡qi g‡a¨ cybiæ×vi Kiv| GB Kvi‡Y, wWweG memgq 

(mvaviYZ w`‡bi †k‡l) WvUv‡e‡mi GKwU Kwc GKwU †Uc KvwU©R Ges Ab¨ 

GKwU Kw¤úDUvi wm‡÷‡g iv‡Lb| G‡K ejv nq WvUv‡e‡mi e¨vKAvc †bIqv| 

 

8 B›Uvi‡bU Ges  G m¤úwK©Z cwifvlv 

 

8.1. B›Uvi‡bU (Internet) 
B›Uvi‡bU n‡jv AvšÍtmshy³ Kw¤úDUvi †bUIqvK©My‡jvi GKwU wek¦e¨vcx wm‡÷g 

hv wek¦e¨vcx †KvwU †KvwU e¨enviKvixi cwi‡lev †`Iqvi Rb¨ ÷¨vÛvW© 

B›Uvi‡bU †cÖv‡UvKj my¨U (wUwmwc/AvBwc) e¨envi K‡i| GwU †bUIqvK©mg~‡ni 

GKwU †bUIqvK© hv ¯'vbxq †_‡K wek^e¨vcx we¯Í…Z, hv j¶ j¶ e¨w³MZ, 

cvewjK, GKv‡WwgK, e¨emvwqK I miKvwi †bUIqvK© wb‡q MwVZ, hv 

B‡jKUªwbK I AcwUK¨vj †bUIqvwK©s cÖhyw³ e¨envi K‡i G‡Ki m‡½ Ab¨wU 

mshy³| B›Uvi‡bU wewfbœ Z_¨ ms¯'vb I cwi‡lev enb K‡i, †hgb Iqvì© 

IqvBW I‡qe (www) Gi B›Uviwj¼W nvBcvi‡U•U WKy‡g›U I B‡jKUªwbK 

†gj mg_©b Kivi Rb¨ cwiKvVv‡gv| 

†Uwj‡dvb, wgDwRK, wdj¥ Ges †Uwjwfkbmn †ewkifvM HwZn¨evnx 

†hvMv‡hvM gva¨g B›Uvi‡b‡Ui gva¨‡g bZyb AvKvi aviY K‡i‡Q| msev`cÎ, 

eB Ges Ab¨vb¨ gy`ªY cÖKvkbv‡K I‡qe mvBU I eøwMs‡qi m‡½ Lvc LvB‡q 

wb‡Z n‡‧Q| B›Uvi‡bU Zvr‣wYK evZ©v‡cÖiY, B›Uvi‡bU †dvivg I mvgvwRK 

†bUIqvwK©s‡qi gva¨‡g gvby‡li g‡a¨ †hvMv‡hv‡Mi bZzb aviv ˆZwi K‡i‡Q| eo 

wi‡UBj AvDU‡jU I †QvU e¨emvqx Df‡qi Rb¨B AbjvB‡b †KbvKvUv 

†e‡o‡Q|  

B›Uvi‡b‡U e¨emv-†_‡K-e¨emv I Avw_©K cwi‡levMy‡jv mgMÖ wkíRy‡o 

mieivn †PBb‡K cÖfvweZ K‡i| B›Uvi‡b‡Ui DrcwË 1960-Gi `k‡K 

cÖvB‡fU Ges BDbvB‡UW †÷Um mvgwiK M‡elYvi gva¨‡g GKwU kw³kvjx I 

ÎæwU-mnbkxj Kw¤úDUvi †bUIqv‡K© cwiYZ n‡q‡Q| b¨vkbvj mv‡qÞ 

dvD‡Ûk‡bi Øviv GKwU bZyb gvwK©b e¨vK‡evb ˆZwii Znwej, †mBm‡½ 

Ab¨vb¨ evwYwR¨K e¨vK‡ev‡bi Rb¨ e¨w³MZ Znwej, bZyb †bUIqvwK©s cÖhyw³i 

Dbœq‡b I wek¦e¨vcx mevi AskMÖn‡Y mvnvh¨ K‡i‡Q| 1990-Gi `k‡Ki 

gvSvgvwS mg‡q hv GKwU AvšÍR©vwZK †bUIqvK© wQj Zvi evwYwR¨KxKi‡Yi 

d‡j AvaywbK gvbe Rxe‡bi Kvh©Z cÖwZwU †‣‡Î Gi RbwcÖqZv Ges AšÍf©yw³ 

N‡U| GLb c…w_exi RbmsL¨vi AvbygvwbK A‡a©K B›Uvi‡bU cwi‡lev e¨envi 

Ki‡Q| 

cÖhyw³MZ ev¯Íevqb ev A¨v‡•m Ges e¨env‡ii Rb¨ B›Uvi‡b‡Ui †Kv‡bv 

†K›`ªxf‥Z bxwZ †bB; cÖwZwU †bUIqvK© Zvi wbR¯^ gvb wb‡RB †mU K‡i| 

†KejgvÎ B›Uvi‡b‡Ui `ywU cÖavb welq, B›Uvi‡bU †cÖv‡UvKj (IP) A¨v‡Wªm 

Ges †Wv‡gBb †bg wm‡÷g (DNS) Gi wbqš¿Y Kiv nq GKwU AvšÍR©vwZK 

ms¯'vi gva¨‡g hvi bvg—ÔB›Uvi‡bU K‡c©v‡ikb di A¨vmvBbW †bgm A¨vÛ 

b¤^imÕ (ICANN) Avi g~j †cÖv‡UvK‡ji (IPV4 Ges IPV6) cÖhyw³MZ †÷ÛvW© 

wba©vib K‡i ÔB›Uvi‡bU BwÃwbqvwis Uv¯‹ †dvmÕ(IETF), hv GKwU AjvfRbK 

ms¯'v, hvi m‡½ †h †KD cÖhyw³MZ `‣Zvi Ae`v‡bi gva¨‡g hy³ n‡Z cv‡i| 

 

8.2. WvweøDWvweøDWvweøD (www) 
Iqvì© IqvBW I‡qe, ms‡‣‡c WveøyDWveøyDWveøyD bv‡g cwiwPZ Ges mvaviYZ 

ÔI‡qeÕ bv‡g cwiwPZ hvnv B›Uvi‡b‡Ui gva¨‡g A¨v‡•m Kiv AvšÍtmshy³ 

nvBcvi‡U•U bw_My‡jvi GKwU wm‡÷g| GKwU I‡qe eªvDRvi w`‡q, †KD 

Ggb I‡qe c…ôvMy‡jv †`L‡Z cv‡i hv‡Z cvV¨, Qwe, wfwWI Ges Ab¨vb¨ 

gvwëwgwWqv _vK‡Z cv‡i Ges nvBcviwj¼ e¨envi K‡i Zv‡`i g‡a¨ †bwf‡MU 

Ki‡Z cv‡i| c~e©eZ©x nvBcvi‡U•U wm‡÷‡gi aviYvMy‡jv e¨envi K‡i, Bs‡iR 

cÖ‡KŠkjx Ges Kw¤úDUvi weÁvbx m¨vi wUg evb©vm©-wj, eZ©gv‡b Iqvì© IqvBW 

I‡qe Kb‡mvwU©qv‡gi cwiPvjK, 1989 mv‡ji gvP© gv‡m GKwU cÖ¯Íve 

wj‡LwQ‡jb, hv Ae‡k‡l Iqvì© IqvBW I‡q‡e cwiYZ nq| Iqvì© IqvBW 

I‡qe (WveøyD3) gvby‡li Ávb Ges gvbems¯‹…wZi GKwU cyj wnmv‡e ˆZwi Kiv 

n‡qwQj, hv `~ieZ©x mvBUMy‡jv‡Z mn‡hvMx‡`i Zv‡`i aviYv Ges GKwU 

mvaviY cÖK‡íi mg¯Í w`K †kqvi Kivi my‡hvM †`q|   

 

8.3. nvBcvi‡U•U (Hypertext) 
nvBcvi‡U•U n‡jv GKwU Kw¤úDUvi ev Ab¨vb¨ B‡jKUªwbK wWfvB‡m Ab¨vb¨ 

cv‡V¨i †idv‡iÞ (nvBcviwj¼) hv cvVK GKwU gvDm wK¬K ev K‡qKwU 

Kx‡cÖ‡mi gva¨‡g Awej‡¤̂ A¨v‡•m Ki‡Z cv‡i| Pjgvb cvV¨ QvovI, 

nvBcvi‡U•‡U †Uwej, wPÎ Ges Ab¨vb¨ Dc¯'vcbvg~jK wWfvBm _vK‡Z cv‡i| 

nvBcvi‡U•U n‡jv GKwU AšÍwb©wnZ aviYv, hv Iqvì© IqvBW I‡q‡ei 

KvVv‡gv‡K bZzb K‡i msÁvwqZ K‡i, d‡j B›Uvi‡b‡U Z_¨ †kqvi Kivi Rb¨ 

mnR I bgbxq web¨vm ˆZwi nq|   
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8.4. nvBcviwj¼ (Hyperlink) 
nvBcviwj¼ n‡jv GKwU bw_i GKwU †idv‡iÞ, hv cvVK mivmwi AbymiY 

Ki‡Z cv‡i, ev GwU ¯^qswµqfv‡e AbymiY Kiv hvq| †idv‡iÞ GKwU m¤ú~Y© 

bw_ ev GKwU bw_i g‡a¨ GKwU wbw`©ó Dcv`vb wb‡`©k K‡i| nvBcviwj¼ 

AbymiYKvix e¨enviKvix‡K nvBcvi‡U•U †bwf‡MU ev eªvDR (Browse) 
Ki‡Z ejv nq| 

 

8.5. I‡qe eªvDRvi (Web Browser) 
GKwU I‡qe eªvDRvi ev B›Uvi‡bU eªvDRvi n‡jv Iqvì© IqvBW I‡q‡e Z_¨ 

ms¯'vb cybiæ×vi, Dc¯'vcb Ges PjvP‡ji Rb¨ GKwU md&UIq¨vi 

A¨vwcø‡Kkb| hw`I eªvDRviMy‡jv cÖv_wgKfv‡e Iqvì© IqvBW I‡qe A¨v‡•m 

Kivi D‡Ï‡k¨ ˆZwi Kiv nq, Z‡e †mMy‡jv e¨w³MZ †bUIqv‡K© ev dvBj 

wm‡÷‡g dvBjMy‡jv‡Z I‡qe mvf©vi Øviv cÖ`Ë Z_¨ A¨v‡•m Ki‡ZI e¨envi 

Kiv †h‡Z cv‡i| 

 

8.6. I‡qe †cR (Web Page) 

GKwU I‡qe Page ev I‡qec…ôv n‡jv GKwU bw_ ev Z‡_¨i ms¯'vb, hv Iqvì© 

IqvBW I‡q‡ei Rb¨ Dchy³ Ges GKwU I‡qe eªvDRv‡ii gva¨‡g A¨v‡•m Kiv 

hvq Ges GKwU gwbUi ev †gvevBj wWfvB‡m cÖ`wk©Z n‡Z cv‡i| GB Z_¨ 

mvaviYZ GBPwUGgGj ev G•GBPwUGgGj dig¨v‡U _v‡K Ges nvBcvi‡U•U 

wj‡¼i gva¨‡g Ab¨vb¨ I‡qe c…ôvMy‡jv‡Z †bwf‡Mkb cÖ`vb Ki‡Z cv‡i| 

I‡qec…ôvMy‡jv ¯'vbxq Kw¤úDUvi ev `~ieZ©x I‡qe mvf©vi †_‡K cybiæ×vi Kiv 

†h‡Z cv‡i| I‡qe mvf©vi ïay GKwU e¨w³MZ †bUIqv‡K© †hgb GKwU 

K‡c©v‡iU B›Uªv‡bU (Intranet) A¨v‡•m mxgve× _vK‡Z cv‡i, A_ev, GwU 

Iqvì© IqvBW I‡q‡e c…ôvMy‡jv cÖKvk Ki‡Z cv‡i|  

I‡qe‡cRMy‡jv I‡qe mvf©v‡ii dvBj wm‡÷‡gi g‡a¨ msiw‣Z ÷¨vwUK 

†U•U Ges Ab¨vb¨ welqe¯Íy wb‡q MwVZ n‡Z cv‡i (÷¨vwUK I‡qe‡cR) A_ev 

Aby‡iva Kiv n‡j mvf©vi-mvBW md&UIq¨vi Øviv wbwg©Z n‡Z cv‡i (WvBbvwgK 

I‡qe‡cR)| 

 

8.7. B›Uvi‡bU ebvg WvweøDWvwWeøDWvweøD (Internet vs WWW) 

B›Uvi‡bU Ges Iqvì© IqvBW I‡qe kãMy‡jv cÖvqkB ˆ`bw›`b e³…Zvq Lye 

†ewk cv_©K¨ QvovB e¨eüZ nq| hv †nvK, B›Uvi‡bU Ges Iqvì© IqvBW I‡qe 

GK bq| B›Uvi‡bU GKwU wek¦e¨vcx Z_¨ †hvMv‡hvM e¨e¯'v| GwU GKwU 

nvW©Iq¨vi Ges md&UIq¨vi AeKvVv‡gv hv Kw¤úDUv‡ii g‡a¨ ms‡hvM cÖ`vb 

K‡i| wecix‡Z, I‡qe n‡jv B›Uvi‡b‡Ui gva¨‡g †hvMv‡hvM Kiv 

cwi‡levMy‡jvi g‡a¨ GKwU| GwU nvBcviwj¼ Ges BDAviGj Øviv mshy³ 

AvšÍtmshy³ bw_ Ges Ab¨ ms¯'vbMy‡jvi GKwU msMÖn| 

 

8.8. BDAviGj (URL) 
BDwbdg© wi‡mvm© †jv‡KUvi (URL) n‡jv GKwU BDwbdg© wi‡mvm© 

AvB‡Ww›Udvqvi (BDAviAvB) hv wbw`©ó K‡i †h GKwU wbw`©ó wi‡mvm© †Kv_vq 

cvIqv hvq Ges GwU cybiæ×vi Kivi c×wZ Kx? GKwU URL Gi me‡P‡q 

cwiwPZ D`vniY n‡jv Iqvì© IqvBW I‡q‡e GKwU I‡qe c…ôvi ÔwVKvbvÕ, †hgb 

http://www.dutchbanglabank.com.  
 

8.9. B-†gBj (e-mail) 
B‡jKUªwbK †gj, hv‡K mvaviYZ B‡gj ev B-†gBj ejv nq, B›Uvi‡bU ev 

Ab¨vb¨ Kw¤úDUvi †bUIqv‡K© wWwRUvj evZ©v Av`vb-cÖ`v‡bi Rb¨ e¨eüZ 

GKwU c×wZ| g~jZ, B‡gj mivmwi GKwU Kw¤úDUvi †_‡K Ab¨ Av‡iKwU 

Kw¤úDUv‡i †cÖiY Kiv nq| Gi Rb¨ Dfq Kw¤úDUvi‡K GKB mg‡q AbjvBb 

_vK‡Z nZ| wKš` AvR‡Ki B‡gj wm‡÷gMy‡jv GKwU †÷vi-Ges-d‡ivqvW© 

g‡W‡ji Ici wfwË K‡i| B‡gj mvf©vi evZ©v MÖnY K‡i, d‡ivqvW© K‡i, 

weZiY K‡i Ges msiÿY K‡i| e¨enviKvix‡`i Avi GKm‡½ AbjvB‡b 

_vK‡Z nq bv Ges ïay ÿwYK mg‡qi Rb¨ mshy³ n‡Z nq, mvaviYZ GKwU 

B‡gj mvf©v‡ii hZ‣Y evZ©v cvVv‡Z ev MÖnY Ki‡Z mgq jv‡M ZZÿY| 

GKwU B‡gj evZ©v `ywU Dcv`vb wb‡q MwVZ, evZ©v wk‡ivbvg Ges evZ©vi 

g~j Ask, hv B‡g‡ji welqe¯Íy| evZ©v wk‡ivbv‡g wbqš¿Y Z_¨ i‡q‡Q, hvi g‡a¨ 

i‡q‡Q, Kgc‡ÿ, †cÖi‡Ki B‡gj wVKvbv, GK ev GKvwaK cÖvc‡Ki wVKvbv, 

Ges GKwU welq ev wk‡ivbvg| B‡gj gvwë-wgwWqv welqe¯Íy mshyw³ wnmv‡e 

enb Ki‡Z cv‡i|  

 

 

 

 

 

 

http://www.dutchbanglabank.com./
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ch©v‡jvPbg~jK cÖkœvewj 

 

1 Multiple Choice Questions (MCQ) 
 

i)  Which computer was made of Vacuum tube? 
a)  IBM   b) ENIAC   c) NCR   d) ABC  

ii)  Which computer was made of Valve? 
a) IBM    b) ENIAC    c) NCR    d) ABC 

iii)  What was the weight of ENIAC computer? 
a) 3 tons    b) 30 tons    c) 3 kg    d) 30 kg 

iv)  The first computer in Bangladesh   
-was installed in which year of 
a) 1971    b) 1961   c) 1964    d) 1984 
- was installed by 
a) BUET  b) Bangladesh Atomic Energy Commission  c)  
Bureau of Statistics   d) Agrani Bank 
- was a type of the computer  
a) Super Computer  b) Mainframe  c) Micro Computer  d)  
PC 

v)  Which of the following is not an application software? 
a) MS Word   b) Excel   c) Windows   d) Firefox 

vi)  Banking software is a/an  
a) Operating System   b) Database  c) Application software    
d) Programming language. 

vii)  Which one is an Object Oriented Program   Language? 
a) Java   b) Basic   c) Fortran   d) Cobol 

viii)  Internet uses a standard internet protocol   suite called  
a) www   b) TCP/IP   c) WAN   d) Fiber Optic 

ix)  Which one is not an electronic banking system: 
a) ATM  b) Internet Banking  c) POS terminal  d) Cash  
b) Counter 

x)  Which functionality is not available in an  Internet Banking  
System? 

a) Cash withdrawal  b) Balance Check c) Fud transfer  d) 
Pay  

b) Utility Bills 

xi)  Which of the following is not an input device of   a  
computer? 
a)  Keyboard  b) Scanner  c) RAM  d) Microphone 

xii)  Which of the following is not an input device of a  
computer? 
a)  Monitor  b) Speaker  c) Printer  d) Scanner 

xiii)  Which of the following is not a programming language? 
a)  Java     b) C++      c) BASIC      d) Excel  

 
 

2 Fill in the gap 
 

i)  Microcomputer was developed in ------- using ----------. 

ii)  Operating systems were first developed in ----- for --------. 

iii) Internet started in ---- as research work and become  
International Network in ------. 

iv)  ATM is used mainly for withdrawal of cash by a bank  
customer using his debit, credit or ----- card. 

v)  ATM is supplied with a device for reading a card and a --- 
-- for interaction with the cardholder. 

vi)  MFS is a banking system for ------- populations. 

vii)  P2P stands for -------. 

viii)  MFS was started in Bangladesh in the year of --------. 

ix)  Buying and selling of goods and services over ------- is  
 called e-commerce. 

x)  -------- is called the father of computer? 

xi) First electronic computer produced commercially was  
developed in the year of ------. 

xii) Bangladesh Atomic Energy Commission installed first  
computer in Bangladesh in the  year of -------. 
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xiii) Three types of computer are: -------- computer, digital  
computer and ------- computer. 

ix)  Based on the size and capacity, computer can be divided  
into four types such as ------- computer,  -------- computer,  
-------- computer and micro computer. 

x)   WWW stands for --------. 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

m¤¢ve¨ cÖkœvewj 

 

1. What is the difference between the terms ÔInformation  

TechnologyÕand ÔInformation and Communication 

TechnologyÕ?  

2.  Define Information and Communication Technology (ICT). 

3. Banking service is now available anytime. How ICT  
 contributed to this? 

4. Banking service is now available anywhere. How this  
become possible after implementation of ICT in  
Banking? 

5. Narrate importance of use of ICT in Banking. 

6.  Name five electronic banking systems and define them. 

7. What are the differences among ATM, CDM and CRM? 

8. Name some components of an ATM and mention their  
functions. 

9. How ATMs brings freedom to the customers? 

10.  Mention five functions of an ATM. 

11. What is an ATM booth? 

12. What kind of dispute may arise of a CDM? How banks 
mitigate this? 

13. Describe steps of withdrawing money from ATM. 

14. Describe various components of a POS terminal. 

15. How GPRS POS terminal is different from a dial-up POS  
terminal? 

16. How a bank earns from a POS terminal installed at a  
merchant? 

17. Describe how payment is made using a POS terminal. 
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18. How Internet Banking works? 

19. What banking activities a customer can perform using  
Internet Banking? 

20. Can a customer receive cash from Internet Banking? Why? 

21. Mention a few differences between sms and Alert Banking. 

22. Mention two syntaxes for any two functions of sms banking. 

23. Describe some advantages and disadvantages of Electronic  
Banking. 

24. What is online banking or Any Branch banking? Mention  
advantages and disadvantages of online banking. 

25. What is a MFS? Name a few remarkable MFS in  
Bangladesh. 

26. When MFS started its journey in Bangladesh and which  
bank stated it? 

27. What are the services a MFS operator provides in  
Bangladesh? Name 5 most used services which approximate  
amount of transactions through each of the services held in 
Feb, 2022. 

28. As per the MFS policy, how much share a bank shall hold in 
the MFS? 

29. In relation to e-commerce, define the following: Cart, 
Payment gateway, Acquiring and Issuing Bank, PIN, CVV, 
CVC, Payment Association, Authorization, Settlement, 
Nostro account, NPSB. 

30. Describe process flow of payment in ecommerce. 

31. Describe settlement process for ecommerce trasactions. 

32. What is a computer? Who is the father of computer? 

33. Describe different generation of computers. 

34. Different types of computer are Analog, Digital and Hybrid. 
Describe each of them. 

35. Based on size & capacity, computer can be divided into 
Super, Mainframe, Mini and Micro computers. What are the 
differences among them? 

36. Why micro computers are also called as PC? 

37. Name five input devices and 3 output devices. Describe 
printer, keyboard and mouse. 

38. Differentiate between a dot matrix and a laser printer. 

39. What stand for CPU? What is its use in computer? 

40. What are CISC and RISC processor? Which processor is 
used in a high-end IBM server? 

41. Narrate characteristics of each of the Main, Cache and 
Secondary memory.  

42. What are differences among Floppy disk, Hard disk, CD and 
Pen drive? 

43. What is a mother board? 

44. Why an UPS is used with a computer? 

45. What are the differences between a system software and 
application software? 

46. What are the functionalities of an operating system? 

47. Why a database is used along with a program? 

48. Describe the following: a) DBA,   b) Backup  c) Database 
Management System 

49. Define the followings: a) Internet,  b) IP, c) DNS, d) 
Hyperlink, e) URL, f) email 

50. Identify differences between IPv4 and IPv6? 

51. What is World Wide Web? What is the basic difference 
between www and Internet? 
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gwWDj-we 

Avw_©K cÖwZôv‡bi  

¯^qswµqKi‡Yi Rb¨ wewfbœ c×wZ  

 

1. †WUv †m›Uvi (wWwm), wbqvi wWwm, wWRv÷vi wiKfvwi mvBU (wWAviGm), 

†WUv †m›Uvi ÷¨vÛvW© I mvwU©wd‡Kkb 

 

1.1. †WUv †m›Uvi (DC) 

GKwU †WUv †m›Uvi n‡jv GKwU †iR wm‡÷g, ivLvi Rb¨ e¨eüZ nq| G‡Z 

mvaviYZ wiWv‡Û›U ev e¨vKAvc cvIqvi mvcøvB, wiWv‡Û›U †WUv †hvMv‡hvM 

ms‡hvM, cwi‡ekMZ wbqš¿Y (†hgb, Gqvi KwÛkbvi, AwMœ `gb) I wbivcËv 

wWfvBmmg~n AšÍf©y³ _v‡K| 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

                                      †WUv †m›Uvi 

 

eZ©gv‡b Pvi ai‡bi †WUv †m›Uvi i‡q‡Q| me‡P‡q mnR n‡jv wUqvi-1 †WUv 

†m›Uvi, hv g~jZ GKwU mvf©vi iæg, hv Kw¤úDUvi wm‡÷g Bb÷j Kivi Rb¨ 

cÖv_wgK wb‡`©wkKv AbymiY Kiv nq| me‡P‡q DbœZZg ¯Íi n‡jv Uvqvi 4 †WUv 

†m›Uvi, hv wgkb-wµwUK¨vj Kw¤úDUvi wm‡÷gMy‡jv‡K †nv÷ Kivi Rb¨ 

wWRvBb Kiv nq, hv m¤ú~Y© wiWv‡Û›U mvewm‡÷g Ges ev‡qv‡gwUªK A¨v‡•m 

K‡›Uªvj c×wZ Øviv wbqwš¿Z K¤úvU©‡g›UvjvBRW wmwKDwiwU †Rvb Øviv mw¾Z| 

wWwm Gi 4wU ¯Í‡ii cÖ‡Z¨KwU wb‡P ewY©Z n‡q‡Q— 

wUqvi 

†j‡fj/¯Íi 

cÖ‡qvRbxqZv 

1. 

 

 GKK bb-wiWv‡Û›U AvBwU miÄvg mw¾Z| 

 bb-wiWv‡Û›U mÿgZv 

 †gŠwjK mvBU cwiKvVv‡gv hvnv 99.671% cÖvc¨Zvi 

M¨vivw›U †`q| 

2.   mg¯Í ¯Íi 1 Gi cÖ‡qvRbxqZv c~iY K‡i 

 wiWv‡Û›U mÿgZv hv 99.741% cÖvc¨Zvi M¨vivw›U 

†`q| 

3.  me wUqvi 1 Ges wUqvi 2 Gi cÖ‡qvRbxqZv c~iY K‡i 

 AvBwU miÄvg cwi‡ekb Kiv GKvwaK ¯^vaxb eÈb cv_ 

 mg¯Í AvBwU miÃvg Aek¨B ˆØZ-we`y¨r PvwjZ Ges 

mvB‡Ui AvwK©‡UKPv‡ii U‡cvjwRi m‡½ m¤ú~Y© 

mvgÃm¨c~Y© n‡Z n‡e 

 GK‡hv‡M i‣Yv‡e‣Y‡hvM¨ mvBU AeKvVv‡gv, hv 

99.982% cÖvc¨Zvi M¨vivw›U †`q| 

4.  mg¯Í wUqvi 1, wUqvi 2 Ges wUqvi 3 Gi cÖ‡qvRbxqZv 

c~iY K‡i 

 mg¯Í Kzwjs wm‡÷g ¯^vaxbfv‡e ˆØZ-we`y¨r PvwjZ 

 ˆe`y¨wZK cvIqvi I †÷v‡iRmn ÎæwU-mnbkxj GKwU 

AeKvVv‡gv, hv 99.9999% cÖvc¨Zvi M¨vivw›U †`q| 

 

GKwU †WUv †m›Uvi GKwU wewìs‡qi GKwU K‣, GK ev GKvwaK †d¬vi ev 

GKwU m¤ú~Y© wewìs `Lj Ki‡Z cv‡i| †ewkifvM miÄvgMy‡jv cÖvqB †iK 

K¨vwe‡b‡U gvD›U Kiv _v‡K, hv mvaviYZ Zv‡`i g‡a¨ Kwi‡Wvi ˆZwi K‡i 

GKK mvwiMy‡jv‡Z ¯'vcb Kiv nq| GwU cÖwZwU K¨vwe‡b‡Ui mvg‡b Ges 

wcQ‡bi w`‡K †jv‡K‡`i hvZvqv‡Zi myweav †`q| †WUv †m›Uv‡i ZvcgvÎv I 

Av`ª©Zv wbqš¿Y Ki‡Z Gqvi KwÛkbvi e¨envi Kiv nq| mycvwikK…Z ZvcgvÎv 
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16-24 wWwMÖ †mjwmqvm (64-75 wWwMÖ dvi‡nbnvBU) Ges Av`ª©Zvi cwigvY 

40-55% Ges m‡e©v‧P wWD c‡q›U 15 wWwMÖ †mjwmqvm| 

 

1.2. wbqvi wWwm (Near D.C.) 

wbqvi †WUv †m›Uvi n‡jv GKB kn‡i cÖwZwôZ GKwU †WUv †m›Uvi †hLv‡b cÖavb 

†WUv †m›UviwU Aew¯'Z| cÖavb †WUv †m›Uvi Ges wbqvi †WUv †m›Uvi‡K KLbI 

KLbI h_vµ‡g wWwm 1 Ges wWwm 2 wnmv‡e D‡jøL Kiv nq| wWwm 1 Ges wWwm 

2 DfqB GKB ai‡bi nvW©Iq¨vi I Ab¨vb¨ wWfvBm Ges md&UIq¨vimn 

Bb÷j Kiv nq Ges Gw±f-Gw±f †gv‡W †mU Avc Kiv nq| Dfq †WUv 

†m›Uv‡ii mg¯Í wi‡mvm© GKB m‡½ 50-50 †jv‡W e¨envi Kiv nq| hw` wWwm 1 

Ges wWwm 2-Gi g‡a¨ GKwU †h †Kv‡bv Kvi‡Y eÜ n‡q hvq, Ab¨wU †Kv‡bv 

evav QvovB GKv e¨vs‡Ki Acv‡ikb Pvjv‡Z cv‡i Ges GB Acv‡ik‡bi myBwPs 

c×wZ¸‡jv ¯^qswµqfv‡e n‡q _v‡K—kvLv, GwUGg Ges Ab¨vb¨ P¨v‡b‡ji 

e¨enviKvixiv wKQyB eyS‡ZB cv‡ib bv| wWwm 1 Ges wWwm 2 AvBwU †jv‡K‡`i 

Rb¨ Zv‡`i AvBwU Awdm †_‡K b~¨bZg åg‡Yi mg‡q mn‡R A¨v‡•m‡hvM¨ 

nIqv DwPZ| AvBwU Awdm nj wWwm 1 Ges wWwm 2 e¨ZxZ Ab¨ GKwU Awdm 

†hLv‡b AvBwU we‡klÁiv e‡m mg¯Í AvBwU-m¤úwK©Z Kvh©µg m¤úv`b K‡ib| 

 

1.3. wWRv÷vi wiKfvwi mvBU (DRS) 

wWRv÷vi wiKfvwi nj cÖvK…wZK ev gvbe-cÖ‡ivwPZ `y‡h©v‡Mi c‡i GKwU ms¯'v 

Kxfv‡e Zvi Kvh©vewj Ae¨vnZ ivL‡e Zvi Rb¨ cÖ¯`Z Kiv wewfbœ cÖwµqv, bxwZ 

Ges c×wZ| GKwU wWRv÷vi wiKfvwi mvBU n‡jv †WUv †m›Uv‡ii g‡Zvb 

GKwU ¯'vb †hLv‡b GKB ai‡bi AeKvVv‡gv, nvW©Iq¨vi Ges md&UIq¨vi 

Bb÷j Kiv Ges †WUv msi‣Y Kiv nq| †WUv †m›Uvi wech©‡qi †‣‡Î 

¯^qswµqfv‡e Zvnv cÖv_wgK mvBU n‡q IVvi ‣gZv _vKv DwPZ|  

†WUv †m›Uvi I wWAviG‡mi g‡a¨ `~iZ¡ wbgœwjwLZ `ywU mgm¨vi g‡a¨              

†UªW-Ad Ki‡Z n‡e— 

1. hw` GKwU `xN© `~iZ¡ †e‡Q †bIqv nq, Zvn‡j DRS-Gi e¨e¯'vcbv, WvK© 

dvBev‡ii cÖvc¨Zv Ges cÖ‡qvRbxq †j‡UwÞi cÖvc¨Zv m¤úwK©Z mgm¨v n‡Z 

cv‡i| GQvovI, Sync replication ˆZwi m¤¢e bvI n‡Z cv‡i|    

2. hw` GKwU ¯^í `~iZ¡ (AšÍZ 20 wKwg) †e‡Q †bIqv nq, Z‡e f‥wgK¤ú ev 

nvwi‡K‡bi g‡Zv GKwU wech©q Dfq mvBU‡K aßsm K‡i w`‡Z cv‡i| 

3. DC Ges DRS `ywU wfbœ wmm&wgK †Rv‡b (Zone) ¯'vcb Ki‡Z n‡e|  

 

1.4. †WUv †m›Uvi ÷¨vÛvW© I mvwU©wd‡Kkb 

†WUv †m›Uvi mvwU©wd‡Kkb I ÷¨vÛvW© GKwU †WUv †m›Uv‡ii Acv‡ikbvj 

wbivcËv I Acv‡ik‡bi avivevwnKZv wbwðZ K‡i| GwU D‧P wbf©i‡hvM¨Zv 

Ges Kg©‣gZv wbwðZ K‡i, hv GKwU mvaviY †Kv¤úvwbi mvf©vi iæ‡g AR©b 

Kiv KwVb n‡Z cv‡i| ÔAvcUvBg Bbw÷wUDUÕ Øviv cÖ`Ë †WUv †m›Uvi 

mvwU©wd‡KkbMy‡jvi g‡a¨ GKwU n‡jv wUqvi mvwU©wd‡Kkb (Uvqvi-1, Uvqvi-2, 

Uvqvi-3, ev Uvqvi-4)|  

Ab¨w`‡K †WUv †m›Uvi ÷¨vÛvW©, †WUv †m›Uv‡ii D‧PZi myi¶v wbwðZ 

K‡i| me‡P‡q †ewk e¨eüZ ÷¨vÛvW© n‡jv AvBGmI 27000, wcwmAvB 

wWGmGm, GBPAvBwcGG, wUAvBG 942 ev GAvBwmwcG GmIwm| gwWDj  

wW-†Z †WUv †m›Uv‡ii wbivcËv wb‡q we¯ÍvwiZ Av‡jvPbv Kiv n‡e| 

 

†WUv †m›Uv‡ii ¯Íi 

 Uvqvi-1 : GB †WUv †m›UviMy‡jv me‡P‡q mvkªqx g~‡j¨i †nvw÷s cwi‡ek 

wbwðZ K‡i Ges †mwU †QvU e¨emv I ÷vU©-AvcMy‡jvi Rb¨ me‡P‡q 

Dchy³| RwUj AvBwU AeKvVv‡gv Qvov †QvU ms¯'vMy‡jv †hMy‡jv Nb Nb 

WvDbUvBg mn¨ Ki‡Z cv‡i, Zviv wUqvi-1 gvb MÖn‡Yi Rb¨ Dchy³| 

Uvqvi-1 †WUv †m›Uv‡i cvIqvi Ges Kzwjs Gi Rb¨ GKwU gvÎ e¨e¯'v 

i‡q‡Q Ges †Kv‡bv e¨vKAvc Gi myweav †bB| GB ¯ÍiwUi 99.671% 

cÖZ¨vwkZ AvcUvBg cÖ`vb K‡i|  

 wUqvi-2 : GB †WUv †m›Uvi¸‡jv n‡jv GmGgB e¨emvi Rb¨ Dchy³, hviv 

wUqvi-1 ÷¨vÛv‡W©i †P‡q mvkÖqx, AviI wbf©i‡hvM¨ e¨e¯'v Pvq| †QvU 

†_‡K gvSvwi AvKv‡ii ms¯'vMy‡jv mvaviYZ bb-wgkb-wµwUK¨vj †WUv‡em 

†nv÷ Ki‡Z wUqvi-2 †WUv †m›Uvi e¨envi K‡i| Uvqvi-2 †WUv †m›Uv‡i 

cvIqvi Ges Kzwjs‡qi Rb¨ GKwU gvÎ e¨e¯'v i‡q‡Q Ges AvBwU 

miÃv‡gi Rb¨ wKQy wiWv‡Û›U Ges e¨vKAvc myweav i‡q‡Q| GB ¯ÍiwU 

99.741% Gi cÖZ¨vwkZ AvcUvBg wbwðZ K‡i| 

 Uvqvi-3 : GB ai‡bi †WUv †m›Uvi eo †Kv¤úvwbMy‡jvi AvBwU 

Acv‡ik‡bi Rb¨ Av`k©, †hLv‡b AwZwi³ wbivcËv cÖ‡qvRb| we¯Í…Z †WUv 

wb‡q KvR K‡i Ggb e¨emvMy‡jv (we‡klZ MÖvnK †WUv) GB ¯Í‡ii Rb¨ 

cÖavb cÖv_©x| Uvqvi 3 †WUv †m›Uv‡i cvIqvi Ges Kzwjs‡qi Rb¨ GKvwaK 

cv_ Ges wiWv‡Û›U wm‡÷g i‡q‡Q, hv Kg©x‡`i AdjvB‡b bv wb‡q 
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Aweivg KvR Kivi my‡hvM †`q| GB ¯Í‡i 99.982% cÖZ¨vwkZ AvcUvBg 

wbwðZ K‡i|  

 Uvqvi-4 : GB †WUv †m›UviMy‡jv, wbiew‧Qbœ cÖvc¨Zv cÖ‡qvRb Ges 

ev‡R‡Ui mxgve×Zv †bB Ggb G›UvicÖvBRMy‡jvi Rb¨ Dchy³| miKvwi 

ms¯'v, e¨vsK I eo ms¯'v hv‡`i wgkb-wµwUK¨vj mvf©vi Ges e¨emvi 

Pvwn`v i‡q‡Q Zv‡`i ¯Íi-4 myweavi †WUv †m›Uv‡ii cÖ‡qvRb| Uvqvi-4 

†WUv †m›Uvi GKwU m¤ú~Y© ÎæwU-mnbkxj †WUv †m›Uvi| GB ¯ÍiwU 

99.995% Gi cÖZ¨vwkZ AvcUvBg wbwðZ K‡i|  

mvaviYZ, GKwU ¯Íi wbe©vPb Kivi mgq `ywU cÖv_wgK we‡eP¨ n‡jv g~j¨ 

Ges AvcUvBg| 

 

2. Kw¤úDUvi †bUIqvwK©s 

 

2.1. j¨vb I Iq¨v‡bi aviYv 

2.1.1. †jvKvj Gwiqv †bUIqvK© ev LAN 

GKwU †jvKvj Gwiqv †bUIqvK© (j¨vb) n‡jv GKwU Kw¤úDUvi †bUIqvK© hv 

GKwU †QvU GjvKv‡K Kfvi K‡i, †hgb GKwU kvLv, evwo, Awdm, ev 

wewìs‡qi †QvU MÖæc, †hgb GKwU ¯‹yj ev wegvbe›`i| LAN GKvwaK 

Kw¤úDUvi‡K mshy³ K‡i Ges dvBj, wcÖ›Uvi, †Mg ev Ab¨vb¨ A¨vwcø‡Kk‡bi 

g‡Zv wi‡mvm©¸‡jv ci®ú‡ii m‡½ †kqvi Ki‡Z cv‡i| GKwU j¨v‡bi m‡½  

       [                          

                                      †bUIqvK© K¨vej 

 

mshy³ GKwU Kw¤úDUvi GKB j¨v‡bi Ab¨ Kw¤úDUv‡ii m‡½ †WUv I 

†cÖvMÖvgMy‡jv †kqvi Ki‡Z m‣g| e¨enviKvixiv B-†gBj cvwV‡q ev P¨vU  

†mk‡b RwoZ _vKvi gva¨‡g G‡K Ac‡ii m‡½ †hvMv‡hvM Ki‡Z cv‡ib| 

cÖwZwU Kw¤úDUv‡i GKwU j¨vb KvW© Bb÷j Kiv Av‡Q| j¨vb Kv‡W©i 

GKwU †cvU© i‡q‡Q †hLv‡b GKwU Zv‡ii GK cÖvšÍ mshy³ _v‡K| Zv‡ii 

Av‡iKwU cÖvšÍ GKwU nve ev †bUIqvK© myB‡Pi m‡½ mshy³| GKBfv‡e, j¨vb 

ˆZwi Kivi Rb¨ mg¯Í Kw¤úDUvi nve ev †bUIqvK© myB‡Pi m‡½ mshy³ _v‡K| 

cÖwZwU B_vi‡bU Zv‡ii ˆ`N©¨ cÖvq 100 wgUv‡ii g‡a¨ _vK‡Z nq| wbgœwjwLZ 

ˆewkó¨My‡jv GKwU j¨vb‡K Ab¨wU †_‡K Avjv`v K‡i— 

U‡cvjwR : Bnv †bUIqv‡K© wWfvB‡mi R¨vwgwZK web¨vm wb‡`©k K‡i| 

D`vniY¯^iƒc, wWfvBmMy‡jv GKwU wis ev GKwU mij †iLvq mvRv‡bv †h‡Z 

cv‡i| 

 

†cÖv‡UvKj : Bnv †WUv cvVv‡bvi wbqg Ges Gb‡KvwWs †¯úwmwd‡Kkb wba©vib 

K‡i| †cÖv‡UvKjMy‡jv wba©viY K‡i †h †bUIqvK©wU wcqvi-Uzwcqvi bv 

K¬v‡q›U/mvf©vi AvwK©‡UKPvi e¨envi Ki‡e| 

wgwWqv : wWfvBmMy‡jv Uz‡÷W-†cqvi Iq¨vi, †KvGw•qvj K¨vej ev dvBevi 

AcwUK K¨vej Øviv mshy³ n‡Z cv‡i| wKQy †bUIqvK© wgwWqv‡K e¨envi bv 

K‡i †iwWIi gva¨‡g †hvMv‡hvM K‡i| 

j¨vbMy‡jv Lye `ªæZ nv‡i †WUv †cÖiY Ki‡Z m‣g, †Uwj‡dvb jvB‡bi gva¨‡g 

†WUv †cÖi‡Yi †P‡q A‡bK `ªæZ; wKš` `~i‡Z¡I mxgve×Zv i‡q‡Q, ZvQvov GKwU 

GKK j¨v‡bi m‡½ KZwU Kw¤úDUvi mshy³ Kiv †h‡Z cv‡i ZviI mxgve×Zv 

i‡q‡Q|  

IqvBW Gwiqv †bUIqvK© (Iq¨vb) Gi wecix‡Z j¨vb-Gi ˆewkó¨My‡jvi 

g‡a¨ i‡q‡Q Zv‡`i D‧PZi †WUv-UªvÞdvi †iU, †QvU †fŠ‡MvwjK GjvKv Ges 

†UwjKwgDwb‡Kkb jvB‡bi AcÖ‡qvRbxqZv|  

 

2.1.2. IqvBW Gwiqv †bUIqvK© ev WAN 

IqvBW Gwiqv †bUIqvK© (Iq¨vb) n‡jv GKwU Kw¤úDUvi †bUIqvK© hv GKwU 

A‡c‣vK…Z eo †fŠ‡MvwjK GjvKv Ry‡o we¯Í…Z| mvaviYZ, GKwU Iq¨vb `yB ev 

Z‡ZvwaK †jvKvj Gwiqv †bUIqvK© (j¨vb) †K mshy³ K‡i| 

GKwU IqvBW-Gwiqv †bUIqv‡K©i m‡½ mshy³ Kw¤úDUviMy‡jv cÖvqB 

cvewjK †bUIqv‡K©i gva¨‡g mshy³ _v‡K, †hgb †Uwj‡dvb wm‡÷g (G•.25 

Ges  wWwWGb)| Zviv wjRW jvBb (†iwWI, dvBevi AcwUK, BZ¨vw`) ev 
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m¨v‡UjvBU (wfGmGwU) Gi gva¨‡gI mshy³ n‡Z cv‡i| GKwU j¨v‡bi mg¯Í 

Kw¤úDUvi GKwU †bUIqvK© myB‡Pi m‡½ mshy³ _v‡K| †bUIqvK© myBP GKwU 

ivDUv‡ii (Router) m‡½ ms‡hvM i‡q‡Q, hv n‡jv  j¨v‡bi †MUI‡q| Iq¨vb- 

 

G AskMÖnYKvix wewfbœ j¨vb-Gi mg¯Í ivDUvi Zvici †Uwj‡dvb wm‡÷g, 

wjRW jvBb ev m¨v‡UjvBU e¨envi K‡i GKm‡½ mshy³ Kiv nq| 

wUwmwc/AvBwc, G·.25, GwUGg, Ges  †d«g wi‡ji g‡Zv †bUIqvK© 

†cÖv‡UvKjMy‡jv UªvÞ‡cvU© I A¨v‡Wªwms dvskb cÖ`vb Ki‡Z e¨eüZ nq—

A_©vr, Iq¨vb-G GKwU Kw¤úDUv‡ii Ae¯'vb Ges †WUv/Z_¨ Ges/A_ev 

†hvMv‡hvM ¯'vbvšÍi Kivi Rb¨ GKwU iæU wba©vi‡Yi Rb¨ e¨eüZ nq| 

GKwU e¨vs‡Ki Rb¨, cÖwZwU kvLvi GKwU j¨vb Av‡Q| kvLvi mg¯Í 

Kw¤úDUvi GK ev GKvwaK †bUIqvK© myB‡Pi m‡½ mshy³| †bUIqvK© myBP 

GKwU ivDUv‡ii m‡½ mshy³| hw` GKwU e¨vs‡Ki 100wU kvLv _v‡K, Z‡e 

cÖwZwU c…_K kvLvq 100wU ivDUvi (Router) Bb÷j Kiv Av‡Q| GLb mg¯Í 

ivDUvi GK‡Î mshy³ n‡q GKwU Iq¨vb MVb K‡i| mg¯Í ivDUvi dvBevi 

AcwUK wjRW jvBb, †iwWI wj¼ ev m¨v‡UjvBU (VSAT) e¨envi K‡i mshy³ 

_v‡K| Zviv mw¤§wjZfv‡e Ô†hvMv‡hvM gva¨gÕ (Communication Media) 

wnmv‡e cwiwPZ| eZ©gv‡b e…nËg Iq¨vb n‡jv B›Uvi‡bU| 

Iq¨vb e¨envi K‡i, GKRb e¨enviKvix Ges GKwU Kw¤úDUvi Ab¨ Ae¯'v‡bi 

GKRb e¨enviKvix Ges GKwU Kw¤úDUv‡ii m‡½ †hvMv‡hvM Ki‡Z cv‡i| 

A‡bK Iq¨vb GKwU wbw`©ó ms¯'vi Rb¨ wbwg©Z I †mwU e¨w³MZ|  Ab¨ 

Iq¨vb¸‡jv B›Uvi‡bU cwi‡lev cÖ`vbKvix‡`i Øviv wbwg©Z Ges GKwU ms¯'vi 

j¨vb †_‡K B›Uvi‡b‡U ms‡hvM cÖ`v‡bi Rb¨ e¨envi Kiv nq|  

 

2.1.3. UªvÝwgkb wgwWqv (Transmission Media) 

UªvÞwgkb ev KwgDwb‡Kkb wgwWqv n‡jv j¨vb I Iq¨vb-Gi m‡½ Kw¤úDUv‡ii 

ms‡hv‡Mi Rb¨ e¨eüZ wdwRK¨vj wgwWqv| 

 

2.1.3.1. j¨v‡bi Rb¨ UªvÝwgkb wgwWqv 

j¨vb-Gi Rb¨ wewfbœ ai‡bi UªvÞwgkb wgwWqv i‡q‡Q, me‡P‡q RbwcÖq n‡jv 

UzB‡÷W †cqvi Iq¨vi (mvaviY ˆe`y¨wZK Zvi), †Kvw•qvj K¨vej (†Kej 

†Uwjwfkb Gi Rb¨ e¨eüZ Zvi), dvBevi AcwUK K¨vej (KvP †_‡K ˆZwi 

Zvi), Ges Zvinxb gva¨g (IqvB-dvB)| 

GKwU IqvB-dvB-m‣g wWfvBm †hgb GKwU Kw¤úDUvi, †gvevBj †dvb, 

ev MP3 †cøqvi, B›Uvi‡b‡Ui m‡½ mshy³ GKwU †eZvi †bUIqv‡K©i mxgvi 

g‡a¨ _vKvKvjxb B›Uvi‡b‡Ui m‡½ ms‡hvM Ki‡Z cv‡i| IqvB-dvB nU¯úU 

bv‡g cwiwPZ †eZvi †bUIqv‡K©i Kfv‡iR, GKwU K‣, GKwU †nv‡Uj, GKwU 

wek¦we`¨vjq ev wegvbe›`‡ii g‡Zv †QvU GjvKv wb‡q MwVZ n‡Z cv‡i| IqvB-

dvB nU¯úUMy‡jv mvaviY RbMY‡K webvg~‡j¨ ev wewfbœ evwYwR¨K cwi‡levi 

MÖvnK‡`i mvew¯Œckb wfwË‡Z A¨v‡•m cÖ`vb Ki‡Z cv‡i| 

 

2.1.3.2. Iq¨vb Gi Rb¨ UªvÝwgkb wgwWqv 

Iq¨vb-Gi Rb¨ UªvÞwgkb wgwWqv n‡Z cv‡i GKwU j¨vÛ †Uwj‡dvb wm‡÷g 

 (G·.25, wWwWGb, AvBGmwWGb), wjRW j¨vÛ jvBb (dvBevi AcwUK), 

gvB‡µvI‡qf (Radiolink), A_ev m¨v‡UjvBU (VSAT)| 

 

K. j¨vÛ jvBb (Land Line) 

j¨vÛ †Uwj‡dvb wm‡÷g `ywU ivDUv‡ii g‡a¨ mivmwi Zvgvi Zvi e¨envi K‡i| 

GMy‡jv axiMwZi (2 Ggwe ch©šÍ Kg e¨vÛDB_) Ges mviv †`‡k cvIqv hvq 

bv| dvBevi AcwU‡Ki Lye D‧P e¨vÛDB_ i‡q‡Q (cwi‡lev cÖ`vbKvixiv 

B›Uvi‡dm Kv‡W©i Ici wbf©i K‡i 10 wMMvevBU ch©šÍ w¯úW †c‡Z cv‡i)| 

Z‡e GwU ïay eo kniMy‡jv‡Z cvIqv hvq| 
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L. gvB‡µvI‡qf (Microwave) 

gvB‡µvI‡qf ev †iwWI wj¼ cvewjK wd«‡Kv‡qwÞ (2.4, 5.7 Ges 5.8 

wMMvnvU©R) Gi cvkvcvwk jvB‡mÞK…Z wd«‡Kv‡qwÞ Gi (3.2 Ges 5.2 

wMMvnvU©R) gvB‡µvI‡qf e¨envi K‡i| `ywU c‡q›U GKwU D‧P UvIqvi Ges 

GKwU A¨v‡›Ubv e¨envi K‡i mshy³ Kiv nq| `ywU j¨vb ms‡hvMKvix `ywU 

A¨v‡›Ubv Aek¨B AvB-Uz-AvB mshy³ n‡Z n‡e, A_©vr, `ywU A¨v‡›Ubvi g‡a¨ 

GKwU wewìs ev cvnv‡oi g‡Zv †Kv‡bv evav _vKv DwPZ bq| `ywU A¨v‡›Ubvi 

g‡a¨ `~iZ¡ 30 wK‡jvwgUv‡ii †ewk nIqv hv‡e bv| B›Uvi‡dm Kv‡W©i Ici 

wbf©i K‡i e¨vÛDB_ me©vwaK 10 Ggwe n‡Z cv‡i (A_©vr hw` B›Uvi‡dm 

Kv‡W©i MwZ 10 Ggwe nq)| 

†gvevBj †dvb wm‡÷g †WUv ms‡hv‡Mi Rb¨ †eZvi cÖhyw³ e¨envi K‡i| 

GB wm‡÷gMy‡jv Kg e¨vÛDB_ (MwZ) cÖ`vb K‡i Ges e¨vs‡Ki †WUv †m›Uv‡ii 

m‡½ A‡Uv‡g‡UW †Ujvi †gwkb (GwUGg) ms‡hv‡Mi Rb¨ e¨envi Kiv †h‡Z 

cv‡i| 

 

M. m¨v‡UjvBU (Sattelite)  

m¨v‡UjvBU (VSAT= Very Small Aperture Terminal) `xN© `~iZ¡ Kfvi 

Ki‡Z cv‡i| wf‡mU e¨env‡ii †‣‡Î, Gi A¨v‡›Ubvi Rb¨ AvB-Uz-AvB 

ms‡hv‡Mi †Kv‡bv cÖ‡qvRb †bB| hv‡nvK, wf‡mU GKwU †QvU e¨vÛDB_ (1 

Ggwe ch©šÍ) cÖ`vb K‡i, hv e¨vswKs A¨vwcø‡Kkb Pvjv‡bvi Rb¨ h‡_ó bvI n‡Z 

cv‡i| Z‡e Zv GwUGg-Gi ms‡hv‡Mi Rb¨ e¨envi Kiv †h‡Z cv‡i|  

 

2.1.4 e¨vs‡Ki Rb¨ j¨vb/Iq¨vb 

GKwU j¨vb/Iq¨vb †mU Avc Kivi Rb¨, Avgv‡`i GKwU nve/†bUIqvK© myBP 

I ivDUvi cÖ‡qvRb| hvB‡nvK, GKwU e¨vs‡Ki Rb¨, hv A_© wb‡q KvR K‡i 

Ges †hLv‡b wbivcËvB cÖavb D‡Ø‡Mi welq, †WUv †m›Uvi, wWAviGm Ges 

cÖwZwU kvLvq dvqviIqv‡ji g‡Zv AwZwi³ wbivcËv wWfvB‡mi cÖ‡qvRb nq|  

 

myBP Ges ivDUv‡ii g‡a¨ dvqviIqvj Bb÷j Kiv nq| dvqviIqvj M¨vivw›U 

†`q †h †WUv †m›Uv‡i ïay wba©vwiZ kvLv †_‡KB wb‡`©kvewj Avm‡Q| 

 

2.1.4.1. dvqviIqvj (Firewall) 

GKwU dvqviIqvj n‡jv GKwU Kw¤úDUvi wm‡÷g ev †bUIqv‡K©i GKwU Ask 

hv ïay Aby‡gvw`Z ¯'vb/kvLv †_‡KB †bUIqv‡K© cÖ‡e‡ki AbygwZ †`q Ges Ab¨ 

me †hvMv‡hvM AvUwK‡q †`q| GwU Ggb GKwU wWfvBm hv wbqg Ges Ab¨vb¨ 

gvb`‡Ði GKwU †m‡Ui Ici wfwË K‡i Kw¤úDUvi A¨vwcø‡Kk‡bi AbygwZ ev 

A¯^xKvi Kivi Rb¨ KbwdMvi Kiv n‡q‡Q| dvqviIqvjMy‡jv nvW©Iq¨vi ev 

md&UIq¨vi ev Df‡qi mswgkª‡Y ˆZwi Kiv †h‡Z cv‡i| Abby‡gvw`Z B›Uvi‡bU 

e¨enviKvix‡`i B›Uvi‡b‡Ui m‡½ mshy³ e¨w³MZ †bUIqvK©My‡jv‡Z A¨v‡•m 

Kiv †_‡K weiZ ivL‡Z dvqviIqvjMy‡jv cÖvqkB e¨eüZ nq| 

 

2.1.4.2. wWGg‡RW (DMZ) 

†WUv †m›Uv‡i B›Uvi‡bU ms‡hvM †`Iqvi mgq we‡kl wbivcËvi w`‡K bRi 

†`Iqv cÖ‡qvRb| B›Uvi‡bU A¨v‡•m m¤úwK©Z mvf©viMy‡jv‡K wWwgwjUvivBRW 

†Rv‡b (DMZ) ¯'vcb Ki‡Z nq| 

Kw¤úDUvi wbivcËvq, GKwU wWGg‡RW ev wWwgwjUvivBRW GjvKv nj 

GKwU †fŠZ ev jwRK¨vj mve-†bUIqvK© hv GKwU cÖwZôv‡bi evwn¨K 

cwi‡levMy‡jv‡K GKwU e…nËi Awek^¯Í †bUIqvK©, mvaviYZ B›Uvi‡b‡U 

Dc¯'vcb K‡i| GKwU wWGg‡RW Gi D‡Ïk¨ nj GKwU cÖwZôv‡bi j¨vb-G 

wbivcËvi GKwU AwZwi³ ¯Íi †hvM Kiv hv‡Z; GKwU ewnivMZ AvµgYKvixi, 

†bUIqv‡K©i Ab¨ †Kv‡bv As‡ki cwie‡Z© ïay wWGg‡RW-G Aew¯'Z 

miÃvgMy‡jv‡Z A¨v‡•m Ki‡Z cv‡i| 

 

3. AvBwU wm‡÷g, †÷v‡iR I WvUv‡em e¨vKAvc wm‡÷g 

e¨vsK A‡Uv‡gk‡bi Rb¨ cÖPyi cwigv‡Y nvW©Iq¨vi, †÷v‡iR I md&UIq¨vi 

cÖ‡qvRb| mvf©vi, cv‡m©vbvj Kw¤úDUvi, BDwcGm, wewfbœ mdUIq¨vi, 

†bUIqvwK©s BKzBc‡g›U Ges Ab¨vb¨ Avbylw½‡Ki Rb¨ eo wewb‡qvM cÖ‡qvRb| 

50wU kvLvi GKwU e¨vs‡Ki A‡Uv‡gk‡bi Rb¨ cÖ‡qvRbxq ev‡RU cÖvq 500-

1000 wgwjqb UvKv n‡Z n‡e| GB ev‡R‡U ïay †WUv †m›Uv‡ii †mUAvc, 

wWAviGm Ges mg¯Í kvLv‡K GKwU †Kvi e¨vswKs mwjDk‡bi gva¨‡g AbjvB‡b 

Pvjy Kivi Rb¨ cÖ‡qvRbxq BKzBc‡g›U AšÍf©y³ Kiv n‡q‡Q Ges †KvbI 

†Wwjfvwi P¨v‡b‡ji Bb÷‡jkb AšÍf©y³ bq| 

 

3.1. AvBwU wm‡÷g I †÷v‡iR 

AvBwU wm‡÷‡gi g‡a¨ i‡q‡Q †÷v‡iR wm‡÷g e¨ZxZ mvf©vi, cv‡m©vbvj 

Kw¤úDUvi, j¨vcUc, wcÖ›Uvi, BDwcGm, †fv‡ëR †÷wejvBRvi, †Rbv‡iUi, 

BZ¨vw`| †÷v‡iR wm‡÷‡gi g‡a¨ i‡q‡Q G•Uvb©vj †÷v‡iR, m¨vb myBP 
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BZ¨vw`| wb‡P wewfbœ ai‡bi mvf©vi I mvf©vi Bb÷‡jkb m¤úwK©Z cÖhyw³ 

(†iBW, K¬v÷vwis I cÖwZwjwc) Ges G·Uvb©vj †÷v‡iR I m¨vb myBP wb‡q 

Av‡jvPbv Kiv n‡jv| 

 

3.1.1. Kw¤úDUvi mvf©vi Ges cÖKvi‡f` 

Kw¤úDUvi mvf©viMy‡jv kvLv I †WUv †m›UviMy‡jv‡Z e¨eüZ nq, hv GKwU 

kvLvq Ab¨vb¨ Kw¤úDUvi, md&UIq¨vi wm‡÷g ev WvUv‡em cwiPvjbv K‡i| 

wewfbœ ai‡bi mvf©vi wb‡P eY©bv Kiv n‡q‡Q— 

 

K. kvLv mvf©vi 

GKwU mvf©vi hv GKwU kvLvq emv‡bv nq Ges j¨vb-Gi gva¨‡g kvLvi mg¯Í 

e¨enviKvixi (e¨vsK Awdmv‡ii) Kw¤úDUvi Gi m‡½ mshy³ _v‡K| wewfbœ 

D‡Ï‡k¨ GK ev GKvwaK mvf©vi j¨vb Gi m‡½ mshy³ _vK‡Z cv‡i| †WUv 

†m›Uv‡i †K›`ªxqfv‡e Bb÷j Kiv e¨vs‡Ki †Kvi e¨vswKs wm‡÷g A¨v‡•m Kivi 

Rb¨ GB ai‡bi GKwU mvf©vi e¨envi Kiv †h‡Z cv‡i| GwU‡K kvLv mvf©vi 

ejv nq| kvLv mvf©vi e¨enviKvix‡`i AbjvBb wi‡qj-UvBg wfwË‡Z †jb‡`b 

m¤úv`‡bi Rb¨ †K›`ªxq A¨vwcø‡Kkb mvf©viMy‡jv‡Z A¨v‡•m Ki‡Z mnvqZv 

K‡i|  

†Kvi e¨vswKs md&UIq¨v‡ii Av‡Mi ms¯‹iYMy‡jv 4wU av‡c KvR Kivi Rb¨ 

wWRvBb Kiv n‡qwQj—e¨enviKvix Uvwg©bvj, kvLv mvf©vi, A¨vwcø‡Kkb mvf©vi 

Ges WvUv‡em mvf©v‡i| kvLv mvf©viwU AdjvB‡b wKQy wµqvKjvc m¤úv`b 

Ki‡Z Ges kvLv mvf©vi †_‡K ¯'vbxqfv‡e wKQy Kvh©KvwiZv hvPvB Ki‡Z 

e¨eüZ n‡qwQj, hv dj¯^iƒc Iq¨v‡bi gva¨‡g †K›`ªxq mvf©v‡i ms‡hv‡Mi †ÿ‡Î 

e¨vÛDB‡_i cÖ‡qvRbxqZv nªvm K‡i| AdjvBb ‣gZv wbwðZ K‡i †h Iq¨vb 

ms‡hvM wew‧Qbœ nIqvi ci, kvLv e¨enviKvixiv ïay Zv‡`i wbR¯^ (cÖavb eªvÂ 

ev kvLv) MÖvnK‡`i Rb¨ AdjvBb †jb‡`b Ki‡Z cv‡ib| GB ai‡bi 

AdjvBb †jb‡`b eªvÂ mvf©v‡ii WvUv‡e‡m hvPvB Kiv I †iKW© Kiv nq| 

ms‡hvM ¯'vc‡bi ci, mg¯Í †jb‡`b Avc‡W‡Ui Rb¨ †K›`ªxq WvUv‡em mvf©v‡i 

cvVv‡bv nq| eªvÂ mvf©vi †nvg eªv‡Âi MÖvnK‡`i ¯^v‣i Ges d‡UvMªvd †iKW© 

K‡i Ges †nvg eªvÂ †_‡K †jb‡`‡bi mgq, GMy‡jv hvPvB‡qi Rb¨ eªvÂ mvf©vi 

†_‡K e¨enviKvixi Uvwg©bv‡j cÖ`wk©Z nq| GwU e¨vÛDB‡_i cÖ‡qvRbxqZv nªvm 

K‡i| ¯^v‣i Ges Qwe GKB m‡½ †WUv †m›Uv‡ii †K›`ªxq WvUv‡em mvf©v‡i 

†iKW© Kiv nq| hw` GKRb MÖvnK Ab¨ kvLv †_‡K †jb‡`b K‡ib, Z‡e 

†mMy‡jv †WUv †m›Uvi †_‡K e¨enviKvixi Kw¤úDUv‡i cÖ`wk©Z nq| 

†h‡nZy e¨vÛDB_ cÖvßZv mnR Ges Kg e¨qeûj n‡q D‡V‡Q, GB 

e¨vsKMy‡jv GLb †WUv †m›Uvi Ges kvLvMy‡jvi g‡a¨ GKvwaK wj¼ e¨envi 

Ki‡Q| d‡j GB ai‡bi mdUIq¨v‡ii e¨envi I kvLv mvf©vi ¯'vcb GLb 

AcÖ‡qvRbxq n‡q D‡V‡Q| 

 

L. A¨vwcø‡Kkb mvf©vi 

hLb GKRb e¨vsK Awdmvi (e¨enviKvix) Zvi Kw¤úDUvi Uvwg©bv‡j GKwU 

†cvw÷s K‡ib, cÖ_‡g GwU kvLv mvf©v‡i AvswkKfv‡e hvPvB Kiv nq|   

Zvici †WUv Ges wb‡`©kvewj Iq¨vb-Gi gva¨‡g †WUv †m›Uv‡ii A¨vwcø‡Kkb 

mvf©v‡i P‡j hvq| A¨vwcø‡Kkb mvf©vi n‡jv GKwU mvf©vi, hv wbw`©ó D‡Ï‡k¨ 

†jLv †cÖvMªv‡gi cÖavb Askmg~n aviY K‡i| †cÖvMªvwgs †KŠk‡ji 3-¯Í‡ii 

AvwK©‡UKPv‡i, mvaviYZ e¨enviKvixi Kw¤úDUvi ev Uvwg©bvj, A¨vwcø‡Kkb 

mvf©vi Ges WvUv‡em mvf©vi RwoZ _v‡K| †cÖvMÖvwUi GKwU Ask e¨enviKvixi 

Kw¤úDUvi ev Uvwg©bv‡j Bb÷j Kiv nq| e¨enviKvix‡K GKwU AvBKb ev 

†gby‡Z wK¬K K‡i GB †cÖvMÖvgwU Pvjv‡Z nq| GB †cÖvMªvgwU ¯^qswµqfv‡e 

A¨vwcø‡Kkb mvf©v‡ii m‡½ mshy³ n‡q hvq| A¨vwcø‡Kkb mvf©vi e¨enviKvixi 

m‡½ wewfbœ †gby, mve-†gby, cÖ¤úU, DB‡Ûv BZ¨vw` cÖ`vb K‡i Ges Z_¨ I 

wb‡`©kbv msMªn K‡i| Ae‡k‡l wb‡`©kvewj Kvh©Ki Kivi Rb¨, Z_¨mg~n 

WvUv‡em mvf©v‡i n¯ÍvšÍi Kiv nq| 

 

M. WvUv‡em mvf©vi 

WvUv‡em mvf©vi MÖvn‡Ki Z_¨ msi‣Y K‡i| GwU MÖvn‡Ki †WUv cwieZ©b Kivi 

Av‡M wKQy e¨emvwqK wbqg Ges avivevwnKZv hvPvB K‡i| †WUv‡em mvf©vi 

Mªvn‡Ki †WUv cwieZ©b Kivi Rb¨ A¨vwcø‡Kkb mvf©vi †_‡K wb‡`©kbv cvq| 

GwU wKQy e¨emvwqK wbqg‡K hvPvB K‡i †hgb A¨vKvD‡›U UvKv †Zvjvi Rb¨ 

ch©vß e¨v‡jÞ Av‡Q wK bv, †P‡Ki cvZv e¨envi K‡i c~‡e© †c‡g›U Kiv n‡q‡Q 

wK bv, BZ¨vw`| ˆeaZv cvm n‡j, WvUv‡em mvf©vi A¨vKvD‡›Ui Ae¯'v Avc‡WU 

K‡i Ges †jb‡`b msi‣Y K‡i| 

 

3.1.2. †iBW (RAID)  

†iB‡Wi A_© n‡jv wiWvÛ¨v›U A¨v‡i Ae BbwW‡cb‡W›U wW¯‹ Ges Zvnv GKvwaK 

nvW© wW¯‹ msewjZ Af¨šÍixY †÷v‡iR ev †WUv wbf©i‡hvM¨Zv evov‡bvi Rb¨ 

evwn¨K †÷v‡iR wm‡÷‡g e¨eüZ nq| 
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†iBW n‡jv GKwU cÖhyw³, hv Kw¤úDUvi mvf©v‡ii nvW© WªvB‡fi Rb¨ †WUv 

wbf©i‡hvM¨Zv cÖ`vb Ki‡Z Ges BbcyU/AvDUcyU Kg©‣gZv evov‡Z e¨eüZ 

nq| hLb GKvwaK wdwRK¨vj wW¯‹ †iBW cÖhyw³ e¨envi Kivi Rb¨ †mU Avc 

Kiv nq, ZLb †mMy‡jv‡K †iBW A¨v‡i‡Z i‡q‡Q ejv nq| GB A¨v‡i GKvwaK 

wW¯‹Ry‡o †WUv msiÿY K‡i, wKš` A¨v‡iwU‡K Kw¤úDUvi e¨enviKvix Ges 

Acv‡iwUs wm‡÷g GKwU GKK wW¯‹ wnmv‡e †`L‡Z cvq|   

 

wewfbœ  †iBW ¯Íi i‡q‡Q— 

†j‡fj 0 : ÎæwU mnbkxjZv QvovB ÷ªvBcW wW¯‹ A¨v‡i (Striped Disk 

Array without Fault Tolerance) : Bnv †WUv w÷ªwcs cÖ`vb K‡i (GKvwaK 

wW¯‹ WªvBfRy‡o cÖwZwU dvB‡ji eøK Qwo‡q †`q) wKš` G‡Z †Kv‡bv wiWv‡ÛwÞ 

†bB| GwU Kg©‣gZv DbœZ K‡i wKš` †`vl mnbkxjZv cÖ`vb K‡i bv| GKwU 

WªvBf †dBj n‡j A¨v‡ii mg¯Í †WUv nvwi‡q hvq| 

†j‡fj 1 : wg‡ivwis Ges Wy‡cøw•s (Mirroring and Duplexing) : Bnv wW¯‹ 

wg‡ivwis cÖ`vb K‡i| wg‡ivwis n‡jv Ggb GKwU †KŠkj †hLv‡b †WUv GKB 

m‡½ `ywU wW‡¯‹ †jLv nq| GBfv‡e hw` GKwU wW¯‹ WªvBf †dBj nq, wm‡÷gwU 

Zvr‣wYKfv‡e †WUv ev cwi‡levi †Kv‡bv ‣wZ QvovB Ab¨ wW‡¯‹ myBP Ki‡Z 

cv‡i|  

†j‡fj 2 : ÎæwU-ms‡kvab †KvwWs (Error Correcting Coding) : GwU 

mvaviY ev¯Íevqb Ki‡Z †`Lv hvq bv A_©vr Lye KgB e¨eüZ nq| †j‡fj 2 

c×wZ‡Z, †WUv mvaviYZ eøK †j‡f‡ji cwie‡Z© weU †j‡f‡j wj‡L _v‡K|  

†j‡fj 3 :  weU-B›UviwjfW c¨vwiwU (Bit Interleaved Parity) : GwU 

†WwW‡K‡UW c¨vwiwU wW‡¯‹i m‡½ evBU-†j‡fj †WUv wj‡L _v‡K| †j‡fj 3 

GK‡hv‡M GKvwaK Aby‡iva MÖnY Ki‡Z cv‡i bv, ZvB GwU Lye KgB e¨eüZ 

nq|  

†j‡fj 4 : †WwW‡K‡UW c¨vwiwU WªvBf (Dedicated Parity Drive) : GwU 

GKwU mvaviYfv‡e e¨eüZ I ev¯ÍevwqZ †iBW †j‡fj| †j‡fj 4 GKwU 

c¨vwiwU wW¯‹mn eøK-†j‡fj-G (†hgb †j‡fj 0) †WUv wjL‡Z cv‡i| hw` 

GKwU †WUv wW¯‹ †dBj K‡i, ZLb  GKwU cÖwZ¯'vcb wW¯‹ ˆZwi Ki‡Z c¨vwiwU 

†WUv e¨eüZ nq| †j‡fj 4 Gi GKwU Amyweav n‡jv c¨vwiwU wW¯‹ †jLvi 

†ÿ‡Î hw` evavi m…wó nq, ZLb †WUv wiKfvi Kiv m¤¢e nq bv|  

†j‡fj 5 : eøK B›UviwjfW wWw÷ªweD‡UW c¨vwiwU (Block Interleaved 

Distributed Parity) : GwU evBU †j‡f‡j WvUv †jLv‡Z I f‥j ms‡kvab 

Ki‡Z mvnvh¨ K‡i| GwUi Kg©¶gZv PgrKvi Ges fv‡jv †`vl mnbkxjZv 

i‡q‡Q| †j‡fj 5 n‡jv †iB‡Wi Ab¨Zg RbwcÖq GKwU †j‡fj| 

 

†j‡fj 6 : Wvej c¨vwiwUmn Bb‡W‡c‡Û›U †WUv wW¯‹ (Independent Data 

Disks with Double Parity) : Bnv mg¯Í wW‡¯‹ weZiY Kiv c¨vwiwUmn          

eøK-†j‡fj-G †WUvi w÷ªwcs cÖ`vb K‡i| 

†j‡fj 0+1- wg‡ivi Ae ÷ªvBcm& (A Mirror of Stripes) : GwU g~j †iBW 

¯ÍiMy‡jvi GKwU bq| GLv‡b `ywU †iBW e¨envi Kiv n‡q‡Q—cÖ_‡g 0 ÷ªvBc 

ˆZwi Kiv n‡q‡Q Ges Zv‡`i Ici †iBW 1 wg‡ivi ˆZwi Kiv n‡q‡Q| wW‡¯‹i 

g‡a¨ †WUv †iwcøK¨vU I †kqvi Kivi Rb¨ GwU e¨eüZ nq| 

 

3.1.3. K¬v÷vwis (Clustering) 

K¬v÷vwis n‡jv mshy³ Kw¤úDUvi mvf©viMy‡jvi GKwU MÖæwcs, GKm‡½ KvR K‡i 

hv‡Z A‡bK †‣‡Î Zviv GKwU GKK Kw¤úDUvi mvf©vi MVb K‡i| `ywU 

Kw¤úDUv‡ii g‡a¨ GKwU K¬v÷vi ˆZwii D‡Ï‡k¨i Ici wfwË K‡i, K¬v÷vwis 

wbgœwjwLZ ai‡bi n‡Z cv‡i : 

 

K. nvB A¨v‡fB‡jej (GBPG) K¬v÷vi 

nvB A¨v‡fB‡jej K¬v÷viMy‡jv (†djIfvi K¬v÷vi bv‡gI cwiwPZ) 

cÖv_wgKfv‡e cwi‡levMy‡jvi cÖvc¨Zv wbwðZ Kivi D‡Ï‡k¨ e¨envi Kiv nq| 

GLv‡b `ywU †bvW (mvf©vi)-Gi g‡a¨ GKwU wiWvÛ¨v›U †bvW _v‡K, hv cÖ_gwU 

†dBj Ki‡j e¨eüZ nq| GKwU GBPG K¬v÷v‡ii Rb¨ me‡P‡q †QvU AvKv‡ii 

K¬v÷vi n‡jv `B †bvW K¬v÷vi, hvnv me©wbgœ wiWvb‡WwÞi Rb¨ cÖ‡qvRb| 

GBPG K¬v÷vi Ôwm½j c‡q›U Ae †dBwjDiÕ `~i Kivi Rb¨ cÖ‡qvRbxq 

wiWvb‡WwÞ cÖ`vb K‡i _v‡K| GwU‡K GKwU Gw±f c¨vwmf (Active-

Passive) K¬v÷viI ejv nq| 

 

L. †jvW-e¨v‡jwÝs K¬v÷vi 

GKwU †jvW-e¨v‡jwÞs K¬v÷v‡i, cÖwZwU 50% †jv‡W `ywU Kw¤úDUvi GKm‡½ 

mshy³ _v‡K Ges G¸‡jv GK‡Î GKwU GKK fvP©yqvj Kw¤úDUvi wnmv‡e KvR 

K‡i| e¨enviKvixi KvQ †_‡K cvIqv Aby‡iva GKwU †bUIqvK© †jvW 

e¨v‡jÞvi Øviv `ywU Kw¤úDUv‡ii g‡a¨ weZiY Kiv nq| d‡j wewfbœ 

Kw¤úDUv‡ii g‡a¨ mgfv‡e Kv‡Ri eÈb wbwðZ nq| d‡j GKw`‡K K¬v÷vi 
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wm‡÷‡gi Kg©‣gZv DbœZ K‡i Ges Ab¨w`‡K wiWvb‡WwÞ cÖ`vb K‡i A_©vr 

GKwU †bvW e¨_© n‡j Ab¨ †bvW 100% †jv‡W Pj‡Z cv‡i| GwU‡K GKwU 

Gw±f-Gw±f (Active-Active) K¬v÷viI ejv nq| 

 

3.1.4. †iwcø‡Kkb (Replication) 

†iwcø‡Kkb n‡jv GK WvUv‡em †_‡K Ab¨ WvUv‡e‡m †WUv Ges WvUv‡em 

Ae‡R‡± Kwc Kiv Ges Zvic‡i `ywU †WUv‡e‡Ri g‡a¨ avivevwnKZv eRvq 

ivLvi Rb¨ e¨eüZ cÖhyw³| †iwcø‡Kkb c×wZ e¨envi K‡i †WUv `~ieZx© 

†Kv‡bv †jv‡Kk‡b, mvaviYZ †WUv †m›Uvi †_‡K wWAviGm-G, Kwc Kiv nq| 

G‡Z nvB w¯úW wjs‡Ki cÖ‡qvRb nq| †iwcø‡Kkb AwmO&‡µvbvm (A¨vwm¼) ev 

wmO&‡µvbvm (wm¼) n‡Z cv‡i| 

 

K. A¨vwm¼ †iwcø‡Kkb (Async Replication) 

GKwU A¨vwm¼ †iwcø‡Kkb GKwU wba©vwiZ mgq ci ci, †hgb  5 wgwb‡Ui 

GKwU wbw`©ó mg‡qi e¨eav‡b †WUv wWwm †_‡K wWAviGm-G ¯'vbvšÍwiZ nq| 

dvBevi AcwUK ms‡hvM e¨envi K‡i GB ai‡bi †iwcø‡Kkb ˆZwi Kiv †h‡Z 

cv‡i| wm‡÷g †dBj n‡j MZ 5 wgwb‡Ui †WUv cvIqv bv †h‡Z cv‡i|  

 

L. wm¼ †iwcø‡Kkb (Sync Replication) 

GKwU wm¼ †iwcø‡Kk‡b, WvUv Zvr‣wYKfv‡e wWwm †_‡K wWAviGm-G 

¯'vbvšÍwiZ nq, hvi A_©, hLbB †jb‡`b wWwm-†Z †iKW© Kiv n‡j, ZLbB 

Zvnv m‡½ m‡½ wWAviGm-G †iKW© Kiv nq| wm¼ †iwcø‡Kk‡bi Rb¨ GKwU 

WvK© dvBevi cÖ‡qvRb| 

 

3.1.5. WvK© dvBevi (Dark Fiber) 

GKwU WvK© dvBevi n‡jv `ywU we›`yi g‡a¨ GKwU wb‡ew`Z mivmwi dvBevi 

AcwUK wj¼| mvaviYZ wWwm I wWAviGm-Gi g‡a¨ †WUvi †iwcø‡Kk‡bi Rb¨ 

GwU e¨eüZ nq| WvK© dvBeviMy‡jv fvMvfvwM K‡i e¨envi Kiv hvq bv Ges 

WvK© dvBev‡ii `yB cÖv‡šÍ †Kv‡bv ivDUvi mshy³ _v‡K bv (d‡j †hvMv‡hv‡Mi 

Rb¨ wUwmwc/AvBwc †cÖv‡UvKj e¨envi Kiv nq bv)| Zv‡`i e¨vÛDB_ Lye 

†ewk Ges †WUv UªvÞwgk‡bi MwZ Lye `ªæZ| 

 

3.1.6. G·Uvb©vj †÷v‡iR wm‡÷g (External Storage System) 

GKwU e¨vs‡K, †WUvi cwigvY wekvj hv GKwU Kw¤úDUvi mvf©v‡ii Af¨šÍixY 

nvW© wW¯‹My‡jv aviY Ki‡Z cv‡i bv| MÖvn‡Ki Z_¨ msi‣Y Ki‡Z Ges 

cÖwZw`‡bi †jb‡`b †iKW© Ki‡Z 50-500 wU nvW©wW‡¯‹i cÖ‡qvRb| GKwU 

G·Uvb©vj †÷v‡iR wWfvB‡m GB me nvW© wW¯‹ ¯'vcb Kiv nq| wWfvBmwU‡Z 

nvW©wW¯‹ cwiPvjbv Kivi Rb¨ cÖ‡mmi, i¨vg, md&UIq¨vi BZ¨vw`I i‡q‡Q 

hv‡Z wewfbœ mvf©v‡i Pjgvb wewfbœ A¨vwcø‡Kk‡bi Rb¨ ¯'vb eivÏ Kiv hvq| 

Kv‡RB G•Uvb©vj †÷v‡iR wm‡÷g, †÷v‡iR GKÎxKi‡Yi (Storage 

Consodilation) Rb¨I e¨envi K‡i| GB ai‡bi †÷v‡iR wm‡÷‡g †WUv 

†m›Uvi †_‡K wWAviGm-G †WUv †iwcø‡Kkb Kivi ‣gZv i‡q‡Q| 

 

3.1.7. m¨vb myBP (SAN Switch) 

G•Uvb©vj †÷v‡iR wWfvBmwU m¨vb myB‡Pi gva¨‡g mvf©v‡ii m‡½ mshy³ 

_v‡K| m¨vb n‡jv †÷v‡iR Gwiqv †bUIqvK©| GwU mvf©vi I †÷v‡iR wWfvBm 

mgš^‡q MwVZ GKwU D‧P-MwZi †bUIqvK©|   

 

3.2. WvUv‡em e¨vKAvc wm‡÷g (Databse Backup system) 

WvUv‡em MÖvnK I Zv‡`i †jb‡`b Ges †µwWU KvW© m¤úwK©Z ¸iæZ¡c~Y© Z_¨ 

msi‣Y K‡i| ‣wZ †_‡K GB Z_¨ i¶v Kiv LyeB ¸iæZ¡c~Y©| WvUv‡em 

e¨vKAvc n‡jv WvUv‡em i‣v Ges cybiæ×vi Kivi GKwU Dcvq| mvaviYZ, 

WvUv‡em e¨vKAvc AviwWweGgGm (RDBMS) ev Abyiƒc WvUv‡em 

g¨v‡bR‡g›U md&UIq¨vi Øviv ˆZwi Kiv nq| wech©‡qi †‣‡Î, WvUv‡em 

A¨vWwgwb‡÷ªUi (wWweG) WvUv‡em e¨vKAvc Kwc †_‡K mg¯Í †WUv Ges jM 

cybiæ×vi Ki‡Z cv‡ib| WvUv‡em e¨vKAvc ¯'vbxqfv‡e ev e¨vKAvc mvf©v‡i ev 

K¬vD‡W ivLv †h‡Z cv‡i| 

e¨emvwqK Ges miKvwi Av‡`‡ki cÖwZcvjb Ki‡Z, Ges `y‡h©vM ev 

cÖhyw³MZ weåv‡Ui †‣‡Î ¸iæZ¡c~Y© e¨emvwqK †WUv cybiæ×vi Ki‡Z  †WUv‡em 

e¨vKAvc wb‡Z nq|  

 

WvUv‡em e¨vKAv‡ci aib 

 

K. dzj e¨vKAvc (Full Backup) 

dzj e¨vKAvc n‡jv GKwU †gŠwjK wKš` cwic~Y© GKwU e¨vKAvc c×wZ| bvg 

†_‡K †evSv hvq, GB ai‡bi e¨vKAvc mg¯Í †WUvi GKwU Kwc †÷v‡iR 

wWfvBm †hgb GKwU wW¯‹ ev †Uc-G ˆZwi K‡i| GKwU dzj e¨vK Av‡ci 

myweav n‡jv †h, cÖwZ e¨vK Av‡ci ci  GKwU wWfvB‡mB m¤ú~Y© †WUv cvIqv 

hvq| Gi d‡j †WUv cybiæ×vi Kivi Rb¨ Kg mg‡qi cÖ‡qvRb nq| wKš` 

AmyweavMy‡jv n‡jv †h GwU aviY Ki‡Z Ab¨vb¨ avi‡Yi e¨vKAv‡ci †P‡q †ewk 
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(cÖvq 10 ¸Y ev Zvi †P‡qI †ewk) mgq jv‡M Ges GwUi Rb¨ †ewk †÷v‡iR 

†¯úm Gi cÖ‡qvRb nq| 

ZvB dzj e¨vKAvcMy‡jv mvaviYZ gv‡S gv‡S Pvjv‡bv nq| †h mg¯Í †WUv 

†m›UviMy‡jv‡Z Aí cwigv‡Y †WUv (ev ¸iæZ¡c~Y© A¨vwcø‡Kkb) i‡q‡Q †mLv‡b 

cÖwZw`b GKwU dzj e¨vKAvc †bIqv †h‡Z cv‡i, ev wKQy †‣‡Î AviI Nb Nb 

†bIqv †h‡Z cv‡i| mvaviYZ, Bbwµ‡g›Uvj ev wWdv‡ibwkqvj e¨vKAvcMy‡jvi 

m‡½ wgwj‡q GKwU dzj e¨vKAvc †bIqv nq| G ai‡bi e¨vKAv‡ci †ÿ‡Î 

cybiæ×vi Kvh©µg mnR nq Ges Gi Rb¨ Kg mgq jv‡M, KviY ïay me©‡kl 

e¨vKAvc †_‡KB †WUv m¤ú~Y© cybiæ×vi Kiv hvq|  

 

L. Bbwµ‡gbUvj e¨vKAvc (Incremental Backup) 

Bbwµ‡gbUvj e¨vKAvc c×wZ‡Z me©‡kl e¨vKAv‡ci ci †_‡K A`¨vewa †h 

mg¯Í cwieZ©b n‡q‡Q ïay ZvB Kwc Kiv nq| cÖwZwU dvB‡j UvBg ÷¨v¤ú 

e¨envi Kiv nq Ges Zv me©‡kl e¨vKAv‡ci UvBg ÷¨v‡¤úi m‡½ Zzjbv Kiv 

nq| e¨vKAvc Gwcø‡Kkb G KvRwU K‡i _v‡K|  

†h‡nZy GKwU Bbwµ‡g›Uvj e¨vKAvc ïay †kl e¨vKAv‡ci ci †_‡K ïiæ 

K‡i †WUv Kwc K‡i, ZvB GKwU ms¯'v GwU‡K hZevi B‧Qv ZZevi Pvjv‡Z 

cv‡i| G‡Z ïay mv¤úªwZK cwieZ©bMy‡jv Kwc Kiv nq|  GKwU Bbwµ‡g›Uvj 

e¨vKAv‡ci myweav n‡jv †h GwU GKwU dzj e¨vKAv‡ci Zzjbvq Aí cwigvY 

†WUv Kwc K‡i| d‡j, G‡Z e¨vKAvc `ªæZ MwZ‡Z m¤úbœ nq, Ges e¨vKAvc 

Kwc Kivi Rb¨ Kg RvqMvi cÖ‡qvRb n‡e| †WUv cybiæ×vi Acv‡ik‡bi Rb¨ 

cÖ_g w`‡bi dzj e¨vKAvc Ges cieZ©x Bbwµg¨v›Uvj e¨vKAvcMy‡jvi cÖ‡qvRb 

nq| wKš` †WUv cybiæ×v‡ii mgq †ewk mgq jv‡M Ges cÖwZwU Bbwµ‡g›Uvj 

e¨vKAv‡ci Kwc mwVKfv‡e KvR Ki‡Z n‡e| GKwU e¨vKAvc KvR bv Ki‡j 

mgMÖ cybiæ×vi‡K cÖfvweZ Ki‡Z cv‡i| 

 

M. wWdv‡ibwkqvj e¨vKAvc (Differential Backup) 

GKwU wWdv‡ibwkqvj e¨vKAvc Acv‡ikb cÖ_gevi †WUvi dzj e¨vKAvc †bq 

Ges cieZ©x e¨vKAvc¸‡jv H e¨vKAvc †_‡K cwieZ©xZ mg¯Í †WUv Abywjwc 

Ki‡e| GBfv‡e, GwU cieZ©x e¨vKAvc¸‡jv‡Z Bbwµ‡g›Uvj e¨vKAv‡ci †P‡q 

†ewk e¨vKAvc †WUv msiÿY Ki‡e, hw`I GwU‡Z GKwU dzj e¨vKAv‡ci 

Zzjbvq A‡bK Kg †WUv msiÿY Ki‡Z nq| ZvQvov GKwU wWdv‡ibwkqvj 

e¨vKAvc ˆZwi Ki‡Z Bbwµ‡g›Uvj e¨vKAv‡ci †P‡q †ewk RvqMv I mg‡qi 

cÖ‡qvRb nq, hw`I Zv dzj e¨vKAv‡ci †P‡q A‡bK Kg|  

GKwU wWdv‡ibwkqvj e¨vKAvc †_‡K †WUv cybiæ×v‡ii Rb¨ ïay cÖ_g 

dzj e¨vKAvc I †kl wWdv‡ibwkqvj e¨vKAv‡ci cÖ‡qvRb nq| G‡Z 

cybiæ×v‡ii Rb¨ mgq Kg jv‡M Ges A‡bK¸‡jv e¨vKAvc bv _vKvq, 

AKvh©Ki e¨vKAvc wgwWqvRwbZ mgm¨v Kg nq|   

 

4. GdAvB Kw¤úDUvivB‡Rkb c×wZ 

e¨vswKs Kvh©µ‡gi ¯^qswµqKi‡Yi wewfbœ c×wZ i‡q‡Q| cÖv_wgK ¯^qswµqZv 

e¨vsKMy‡jv‡Z GKK Kw¤úDUvi e¨env‡ii gva¨‡g ïiæ nq| Gici ax‡i ax‡i 

wewfbœ e¨vs‡K j¨vb, wWw÷ªweD‡UW WvUv‡emmn Iq¨vb Ges †m›UªvjvBRW 

WvUv‡emmn Iq¨vb Pvjy Kiv nq| GKwU †m›UªvjvBRW WvUv‡e‡mi cÖeZ©b 

e¨vsKMy‡jv‡K B-e¨vswKs ïiæ Ki‡Z mnvqZv K‡i| B-e¨vswKs Gi g‡a¨ i‡q‡Q 

wewfbœ B‡jKUªwbK e¨vswKs P¨v‡bj Gi mgvnvi †hgb GwUGg, wcIGm, 

B›Uvi‡bU e¨vswKs, GmGgGm Ges A¨vjvU© e¨vswKs, B-Kgvm©, Gg-Kgvm© Ges 

Kj †m›Uvi| GB B‡jKUªwbK P¨v‡bjMy‡jv e¨envi K‡i, e¨vsKMy‡jv Zv‡`i 

MÖvnK‡`i wewfbœ e¨vswKs cwi‡lev w`‡Z cv‡i| GB B‡jKUªwbK P¨v‡bjMy‡jv‡K 

mw¤§wjZfv‡e Aëvi‡bwUf †Wwjfvwi P¨v‡bjI ejv nq| wKQy wKQy weKí 

†Wwjfvwi P¨v‡bj e¨envi Ki‡Z MÖvn‡Ki GKwU cøvw÷‡Ki KvW© cÖ‡qvRb| 

cøvw÷K KvW©wU †WweU KvW©, †µwWU KvW© ev wcÖ‡cBW KvW© n‡Z cv‡i| GB 

KvW©¸‡jv mw¤§wjZfv‡e cøvw÷K gvwb bv‡g cwiwPZ| cøvw÷K Kv‡W©i Drcv`b 

I cwiPvjbvi Rb¨, e¨vsKMy‡jv‡K wewfbœ md&UIq¨vi Bb÷j Ki‡Z nq Ges 

wKD-K¨vk, gv÷iKvW© I wfmv Kv‡W©i g‡Zv wewfbœ ¯'vbxq I AvšÍR©vwZK 

†c‡g›U A¨v‡mvwm‡qk‡bi m`m¨ n‡Z nq| wb¤œwjwLZ Aby‡‧Q`My‡jv‡Z e¨vsK 

A‡Uv‡gk‡bi wewfbœ c×wZi eY©bv Kiv n‡jv| cieZ©x Aa¨vq¸‡jv‡Z cøvw÷K 

gvwb Ges Aëvi‡bwUf †Wwjfvwi P¨v‡bj wb‡q Av‡jvPbv Kiv n‡e| 

 

4.1. ÷¨vÛ-G‡jvb wm‡÷g (Stand-alone System) 

Avwki `k‡K, evsjv‡`‡ki e¨vsKMy‡jv †KejgvÎ MÖvnK‡`i †jRvi 

cÖwZ¯'vc‡bi Rb¨ Kw¤úDUvivB‡Rkb ïiæ K‡i| MÖvnK‡`i †jRvi ev LvZv 

cÖwZ¯'vc‡bi Rb¨ e¨eüZ md&UIq¨viwU e¨vsK KvD›Uv‡i A_© cÖvwß Ges 

A_©cÖ`v‡bi mgq Mªvn‡Ki A¨vKvD‡›U †WweU Ges †µwWU Gw›Uª †cv÷ Kivi 

Rb¨ kvLv Øviv e¨eüZ n‡Zv| Gme md&UIq¨vi Ab¨ †Kv‡bv e¨vswKs Kvh©µg 

†hgb †µwWU Ges ˆe‡`wkK evwYR¨ Ges e¨vK Awd‡mi Kvh©µg †hgb my‡`i 

MYbv, mvwf©m PvR©, wd Ges Kwgkb, †Rbv‡ij †jRvi i‣Yv‡e‣Y, PvU© Ae 
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A¨vKvD›U cÖ¯ÍyZ Kiv, Avq-e¨‡qi weeiYx Ges Ab¨vb¨ cÖwZ‡e`b AšÍf©y³ Kiv 

nqwb| 

md&UIq¨viwU ÷¨v›U-A¨v‡jvb wQj A_©vr GwU GKvwaK Kw¤úDUvi Øviv 

GKm‡½ e¨envi Kiv †hZ bv| GwU GKwU kvLvi GKwU Kw¤úDUv‡i Bb÷j 

Kiv n‡Zv| WvUv Gw›Uªi Rb¨ GKRb Kw¤úDUvi Acv‡iUi c`vqb Kiv n‡Zv| 

e¨vs‡Ki †Ujvi MÖvnK‡Ki KvQ †_‡K †PKwU MÖnY K‡ib Ges †cv÷ Kivi Rb¨ 

Kw¤úDUvi Acv‡iU‡ii Kv‡Q cvVvb| †cvw÷s mdjfv‡e Kivi c‡i, †Ujvi 

Mªvn‡Ki Kv‡Q UvKv n¯ÍvšÍi K‡ib| wKš`, UvKv Rgv †`Iqvi iwm` fvDPviMy‡jv 

†jb‡`‡bi mgq †kl nIqvi c‡iI †cv÷ Kiv n‡Zv| 

÷¨vÛ-A¨v‡jvb wm‡÷‡gi eo Amyweav n‡jv †h GwU eo kvLvi Rb¨ 

e¨envi Kiv hv‡e bv †hLv‡b †jb‡`‡bi msL¨v cÖPyi| Av‡iKwU Amyweav n‡jv 

GB wm‡÷‡g mg¯Í e¨vswKs Kvh©KvwiZvi Abycw¯'wZ| †ew•g‡Kv Kw¤úDUvim 

Ô†ew·e¨vsKÕ bv‡g evsjv‡`‡k cÖ_g ÷¨vÛ-A¨v‡jvb e¨vswKs md&UIq¨vi ˆZwi 

K‡i| 

 

4.2. j¨vb-wfwËK wm‡÷g (LAN-based System) 

beßB‡qi `k‡K, j¨vb-wfwËK †Kvi e¨vswKs mdUIq¨viwU Avwe®‹…Z nq| GKwU 

j¨vb-wfwËK wm‡÷‡g, md&UIq¨viwU GKwU Kw¤úDUvi mvf©v‡i Bb÷j Kiv 

n‡qwQj| Kw¤úDUvi mvf©vi GKwU nve ev †bUIqvK© myB‡Pi m‡½ mshy³ wQj| 

IqvK©‡÷kb bv‡g Ab¨ me Kw¤úDUvi GB nve ev †bUIqvK© myB‡Pi gva¨‡g 

mvf©v‡ii m‡½ mshy³ wQj| †Ujvi Ges e¨vK Awdm Awdmvi‡`i cÖ‡Z¨K‡K 

†cvw÷s‡qi Rb¨ GKwU IqvK©‡÷kb †`Iqv n‡Zv| mg¯Í MÖvnK Ges A¨vKvD›U 

m¤úwK©Z Z_¨ Ges †jb‡`b mvf©v‡ii m‡½ nvW© wW‡¯‹ †iKW© Kiv n‡Zv| 

 
 

GKwU j¨vb-wfwËK †Kvi e¨vswKs wm‡÷g 

 

Kw¤úDUvimg~‡ni g‡a¨ j¨vb ¯'vc‡bi Rb¨ BDwb• ev b‡fj Acv‡iwUs 

wm‡÷g e¨envi Kiv n‡Zv| †WUv, mvf©v‡i Aew¯'Z GKwU d¬¨vU dvBj ev 

WvUv‡e‡m msi‣Y Kiv n‡Zv—hvnv d•‡cÖv ev wW‡em bv‡g cwiwPZ wQj| 

A¨vwcø‡Kkb md&UIq¨viwU †Kvej, d•‡cÖv ev wW‡eBR-G †jLv n‡Zv| 

 

j¨vb-wfwËK †Kvi e¨vswKs mdUIq¨viwU evsjv‡`‡ki wewfbœ †Kv¤úvwb Øviv 

ˆZwi Kiv n‡q‡Q, hvi GKwU ZvwjKv wb‡P †`Iqv n‡jv— 

µg. mdUIq¨v‡ii bvg  †W‡fjcv‡ii bvg 

1 wcwme¨vsK 

wcwme¨vsK/Gg  

wcwme¨vsK 2000 

wjWm K‡c©v‡ikb wjwg‡U‡Wi  

2  †ew•e¨vsK3000, 

†ew•e¨vsK3000+ 

 †ew•e¨vsK 4000 

 †ew•e¨vsK 5000 

 †ew•g‡Kv Kw¤úDUvim wj. 

 

3 G -†RW e¨vswKs mdUIq¨vi G Uy †RW Kw¤úDUvi wjwg‡UW 

 

4 BRe¨vsK (Ease Bank) Kw¤úDUvi BR wjwg‡UW 

5 AvBweGm (IBS) BbwdwbwU †UK‡bvjwR 

B›Uvib¨vkbvj wj. 

6 B-e¨vswKs †W¯‹Uc Kw¤úDUvi Kv‡bKkb 

wj. 

7 Kv‡b©j (Karnel) Kv‡b©j mdUIq¨vi wjwg‡UW 

8 †d¬vive¨vsK †d¬viv wjwg‡UW 

9 wgwjwbqvg mvD_‡UK wjwg‡UW 

10 wUAvBweGm (TIBS) †UK‡bv‡n‡fb wjwg‡UW 

 

j¨vb-wfwËK md&UIq¨viwU‡Z, A‡bKMy‡jv e¨vswKs ˆewkó¨ AšÍf©y³ wQj| wKš` 

A¨vKvD›Uavix‡`i †WUv ïay GKwU kvLvq msiw‣Z _vKZ Ges GKgvÎ H kvLv 

†_‡KB Zv G‡•m Kiv †hZ| d‡j GB ai‡bi md&UIq¨vi e¨envi K‡i 

AbjvBb e¨vswKs Pvjy Kiv m¤¢e wQj bv| 

wKš` GB ai‡bi md&UIq¨v‡ii LiP LyeB Kg wQj, hv cÖwZ kvLvi Rb¨ 

gvÎ 50,000 Ñ 70,000 UvKv wQj| 
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4.3. wWw÷ªweD‡UW WvUv‡emmn Iq¨vb-wfwËK wm‡÷g (WAN-based 

System with distributed database) 

2000 mv‡j, evsjv‡`k †Uwj‡dvb A¨vÛ †UwjMªvg †evW© (wewUwUwe) Zvi 

gMevRvi G•‡P‡Ã wWwWGb (wWwRUvj †WUv †bUIqvK©) myBP Bb÷j K‡i| 

wWwWGb n‡jv GKwU †WUv KwgDwb‡Kkb wgwWqv, hv mvaviY †Uwj‡dvb jvBb 

e¨envi K‡i m‡e©v‧P 256 †KwewcGm MwZ‡Z KvR K‡i| GwU evsjv‡`‡ki 

mKj †Rjv kn‡i cvIqv †hZ| GB †hvMv‡hvM gva¨g e¨envi K‡i, wKQy e¨vsK 

†Rjv kn‡i kvLvMy‡jvi g‡a¨ Iq¨vb ¯'vcb ïiæ K‡i| 

 
 

wWw÷ªweD‡UW WvUv‡emmn GKwU Iq¨vb-wfwËK †Kvi e¨vswKs wm‡÷g 

 

Gfv‡e cÖwZwôZ Iq¨vb wewfbœ kvLvq cÖwZwôZ j¨vbmg~n‡K GK‡Î ms‡hvM 

Ki‡Z mÿg n‡qwQj| d‡j MÖvnK‡K Ab¨ kvLvq wM‡q A_© D‡Ëvjb ev Rgv 

Kivi myweav cÖ`vb K‡iwQj| GwU †mwg-AbjvBb e¨vswKs‡qi hyM m~Pbv K‡i| 

GB c×wZ‡Z Ab¨ kvLv †_‡K e¨vswKs Kivi Rb¨ MÖvnK‡K †mB kvLvMy‡jvi 

bvg †NvlYv Ki‡Z n‡e †hLvb †_‡K wZwb AbjvBb cwi‡lev †c‡Z Pvb| 

MÖvn‡Ki †nvg kvLv Mªvn‡Ki ¯^v‣i KvW© Ges d‡UvMÖv‡di Kwc ˆZwi K‡i Ges 

Zv H me kvLvq cvwV‡q †`q, hv †`‡L H kvLvi †Ujvi MÖvn‡Ki cwiwPwZ 

wbwðZ K‡i| Ab¨vb¨ kvLvi †Ujviiv Iq¨vb ms‡hvM Ges GKwU we‡kl 

cvmIqvW© e¨envi K‡i Mªvn‡Ki †nvg eªv‡Âi mvf©v‡i cÖ‡ek K‡i Ges †cvw÷s 

m¤úbœ K‡i| 

Iq¨vb-wfwËK md&UIq¨viwU j¨vb-wfwËK †jb‡`‡bi Rb¨ e¨eüZ 

md&UIq¨viwUi g‡ZvB, Zv‡Z ïay Ab¨ kvLv †_‡K †jb‡`b MÖnY Kivi Rb¨ 

mvgvb¨ Kv÷gvB‡Rkb Kiv n‡q‡Q|  

Z‡e, GB wm‡÷gwU AbjvBb e¨vswKs‡qi Rb¨ GKwU m¤ú~Y© mgvavb 

wnmv‡e we‡ewPZ nqwb| GB wm‡÷gwU‡Z wewfbœ †Wwjfvwi P¨v‡bj †hgb 

GwUGg, wcIGm, B›Uvi‡bU e¨vswKs wm‡÷g, GmGgGm ev A¨vjvU© e¨vswKs 

wm‡÷‡gi e¨envi m¤¢e n‡Zv bv| GB wm‡÷gwU e¨envi K‡i, hw` †Kv‡bv 

e¨vsK GwUGgMy‡jv AšÍf©y³ Ki‡Z Pvq, Z‡e Zvi mg¯Í kvLvMy‡jvi mvf©vi w`‡b 

24 NÈv Ges mßv‡n 7 w`b †Lvjv ivL‡Z n‡e| GwU m¤¢e bq, KviY GiKg 

mvf©viMy‡jv 24 NÈv Acv‡ik‡bi Rb¨ ˆZwi Kiv nq bv Ges Ab¨vb¨ A‡bK 

KviY †hgb we‡klÁ Rbej, mwVK ˆe`y¨wZK kw³ Ges ch©vß kxZvZc wbqš¿Y 

e¨e¯'v mg¯Í kvLvq m¤¢e bvI n‡Z cv‡i| 

GKwU †m›UªvjvBRW †Kvi e¨vswKs wm‡÷g Bb÷j Kivi gva¨‡g 

mwZ¨Kv‡ii AbjvBb e¨vswKs AR©b Kiv †h‡Z cv‡i| ¯'vbxq e¨vsKMy‡jvi 

g‡a¨, Gwe e¨vsK, †mB mg‡q, ÔBKz‡qkbÕ bv‡g GKwU †K›`ªxf‥Z †Kvi e¨vswKs 

wm‡÷g H mgq e¨envi KiZ| Z‡e, ïay XvKv kn‡ii kvLvMy‡jv GB 

†m›UªvjvBRW †Kvi e¨vswKs e¨e¯'vi m‡½ hy³ wQj| 

  

4.4. GKwU †m›UªvjvBRW WvUv‡emmn Iq¨vb-wfwËK wm‡÷g (WAN-based 

System with Centralized Database) 

2004 mv‡j, B÷vb© e¨vsK, XvKv e¨vsK, Ges WvP&-evsjv e¨vsK Øviv GK‡hv‡M 

†m›UªvjvBRW †Kvi e¨vswKs wm‡÷g Bb÷j Kiv n‡qwQj| wZbwU e¨vsKB AvB-

d¬¨v• mjykbm wjwg‡UW, fviZ †_‡K Ô†d¬•wKDeÕ bv‡g GKwU †Kvi e¨vswKs 

md&UIq¨vi msMÖn K‡i‡Q| e¨vs‡Ki Ô†WUv †m›Uv‡iÕ †K›`ªxqfv‡e mdUIq¨viwU 

Bb÷j Kiv nq| cÖwZwU kvLvq j¨vb Bb÷j Kiv n‡qwQj Ges wf‡mU, †iwWI 

wj¼, wWwWGb, dvBevi AcwUK †Kej ev Zv‡`i GKwU mswgkÖY e¨envi K‡i 

j¨vb¸‡jv‡K †WUv †m›Uv‡ii m‡½ mshy³ Kiv nq| cÖwZwU kvLv‡K mshy³ Kivi 

Rb¨ `ywU wiWv‡Û›U wj¼ e¨envi Kiv n‡Zv| 

†m›UªvjvBRW †Kvi e¨vswKs wm‡÷‡g, MÖvnK‡`i mg¯Í Z_¨ Ges 

†jb‡`bMy‡jv †WUv †m›Uv‡i K¬v÷vi mvf©viMy‡jvi GKwU MÖæ‡ci m‡½ mshy³ 

GKwU †÷v‡iR wm‡÷‡g †K›`ªxqfv‡e †iKW© Kiv nq| K¬v÷viW mvf©viMy‡jv 

wm‡÷‡g wiWvb‡WwÞ cÖ`vb K‡i, GBfv‡e GKwU mvf©vi e¨_© n‡j, Ab¨ GKwU 

mvf©vi wm‡÷‡gi wbqš¿Y †bq Ges mg¯Í kvLv‡K mvwf©m cÖ`vb K‡i| GB ai‡bi 

mgvav‡b, WvUv‡e‡mi GKwU AbjvBb Abywjwc eRvq ivL‡Z Ges mvf©vi Ges 

miÃvgMy‡jvi GKwU wiWvb‡W›U †mU ivLvi Rb¨ GKwU `~ieZ©x ¯'v‡b e¨vs‡Ki 

GKwU `y‡h©vM cybiæ×vi mvBU (wWAviGm) ¯'vcb Ki‡Z nq| 
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†m›UªvjvBRW †Kvi e¨vswKs wm‡÷‡g, GwUGg/wcIG‡mi g‡Zv 

Aëvi‡bwUf †Wwjfvwi P¨v‡bjMy‡jv‡K mn‡RB ms‡hvRb Kiv †h‡Z cv‡i, 

KviY GwUGg/wcIGm wm‡÷g c…_K kvLvi m‡½ bq eis †K›`ªxq mvf©v‡ii m‡½ 

mshy³ _v‡K| †K›`ªxq mvf©vi, miÃvg Ges cwi‡ekMy‡jv w`‡b 24 NÈv, eQ‡i 

365 w`b Pvjv‡bvi Rb¨ ˆZwi Kiv nq| we‡klÁ AvBwU †ckv`vi‡`i †WUv 

†m›Uv‡i †cvw÷s †`Iqv nq Ges †WUv †m›Uv‡ii 24 NÈv ch©‡e‣‡Yi Rb¨ 

†iv÷vi wWDwUi e¨e¯'v Kiv nq| 

 
 

†m›UªvjvBRW WvUv‡em mn GKwU Iq¨vb-wfwËK †Kvi e¨vswKs wm‡÷g 

 

cieZ©x‡Z, ÔIqvb e¨vsKÕ AvB-†d¬• mwjDkb wjwg‡UW, BwÛqvi 

ÔgvB‡µve¨vsKviÕ e¨envi K‡i; eª¨vK e¨vsK Ges wmwU e¨vsK Bb‡dvwmm 

wjwg‡UW BwÛqvi ÔwdbvKjÕ e¨envi K‡i; cÖvBg e¨vsK Ges Gw·g e¨vsK 

myBRvij¨v‡Ûi †Møvevm cÖvB‡fU wjwg‡UW-Gi wU24 e¨envi K‡i; Gwe e¨vsK 

Ges AvBGdAvBwm e¨vsK gvBwmm wcGjwm, hy³ivR¨-Gi ÔB‡Kv‡qkbÕ e¨envi 

K‡i Ges †ewmK e¨vsK w_ª-AvB Bb‡dv‡UK wjwg‡UW, fvi‡Zi ÔK¨v‡mj †Kvi 

e¨vswKsÕ e¨envi K‡i †K›`ªxq †Kvi e¨vswKs wm‡÷‡g Pvjy K‡i| 

BwZg‡a¨, ¯'vbxq md&UIq¨vi †Kv¤úvwb †hgb †d¬viv wm‡÷gm, wjWm 

K‡c©v‡ikb, wg‡jwbqvg mdUIq¨vi Ges Biv Bb‡dv‡UK h_vµ‡g Ô†d¬viv e¨vsK 

AbjvBbÕ, Ôe¨vsK AvwëgvmÕ, ÔAvevwejÕ Ges Ôw÷jviÕ bv‡g †m›UªvjvBRW †Kvi 

e¨vswKs mdUIq¨vi ˆZwi K‡i| 

evwK e¨vsKMy‡jv 2007 mv‡ji ci ¯'vbxqfv‡e ˆZwi H mg¯Í †m›UªvjvBRW †Kvi 

e¨vswKs mdUIq¨vi e¨envi Kiv ïiæ K‡i| 

 

5. e¨vsK I Avw_©K cÖwZôv‡bi Rb¨ wewfbœ mdUIq¨vi wm‡÷g 

e¨vsKMy‡jv‡Z, A‡bK md&UIq¨vi wewfbœ D‡Ï‡k¨ e¨envi Kiv nq| AvgvbZ 

Ges FY MÖvnK‡`i Rb¨ e¨vsK A¨vKvD›U †Lvjvi Rb¨ Ges Zv‡`i †jb‡`b 

†iKW© Kivi Rb¨ e¨eüZ md&UIq¨vi‡K †Kvi e¨vswKs mdUIq¨vi ejv nq| 

GwUGg Ges wcIGm †bUIqvK© cwiPvjbvi Rb¨ myBwPs md&UIq¨vi cÖ‡qvRb| 

†µwWU KvW© Bmy¨ Ges †jb‡`b Aby‡gv`‡bi Rb¨, †µwWU KvW© md&UIq¨vi 

e¨envi Kiv nq| †c‡g›U †MUI‡q md&UIq¨viwU B-Kgvm© †jb‡`‡bi wb®úwËi 

Rb¨ e¨eüZ nq| †gvevBj e¨vswKs mdUIq¨vi †gvevBj A¨vKvD›U †Lvjvi 

Rb¨ Ges GB ai‡bi †jb‡`b †iKW© Kivi Rb¨ e¨envi Kiv nq| e¨vsKMy‡jv 

Øviv e¨eüZ cÖavb md&UIq¨viMy‡jvi GKwU msw‣ß weeiY wb‡P †`Iqv n‡jv| 

 

5.1. †Kvi e¨vswKs mdUIq¨vi (Core banking software) 

GKwU e¨vs‡Ki g~j Kvh©vewji g‡a¨ i‡q‡Q wewfbœ †jb‡`‡bi GKwU †jRvi 

eRvq ivLv, MÖvn‡Ki Z_¨ ivLv, FY Ges Avgvb‡Zi my‡`i MYbv, A_© D‡Ëvjb 

I Rgvi †‣‡Î A¨vKvD›U Avc‡WU Kiv BZ¨vw`| Av‡M GB KvRMy‡jv g¨vbyqvwj 

Kiv n‡Zv| AvBwmwU (Z_¨ I †hvMv‡hvM cÖhyw³) Gi Avwef©v‡ei m‡½, 

md&UIq¨vi A¨vwcø‡KkbMy‡jv e¨envi K‡i wewfbœ e¨vswKs cÖwµqv‡K ¯^qswµq 

Kiv nq—hv‡Z e¨vswKs Kvh©µg cwiPvjbv Kiv mnR, `¶ Ges mvkÖqx nq| 

Gfv‡e, †h cø¨vUd‡g© AvBwmwU e¨envi K‡i e¨vs‡Ki Kvh©Kjvcmg~n m¤úv`b 

Kiv nq Zvnv‡K †Kvi e¨vswKs wm‡÷g e‡j Ges GB D‡Ï‡k¨ e¨eüZ 

md&UIq¨viwU‡K †Kvi e¨vswKs md&UIq¨vi ejv nq| 
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†Kvi e¨vswKs wm‡÷‡g (wmweGm), wekvj g¨vbyqvj †jRv‡ii cwie‡Z©, 

wWwRUvj AvKv‡i †WUv e¨vKGÛ †WUv‡e‡m msi¶Y Kiv nq| GKB md&UIq¨vi 

GKwU Iq¨vb e¨envi K‡i GKwU e¨vs‡Ki wewfbœ kvLvq e¨envi Kiv †h‡Z 

cv‡i| myweav, GKRb MÖvnK e¨vs‡Ki †h †Kv‡bv kvLv †_‡K Zvi A¨vKvD›U 

cwiPvjbv Ki‡Z cv‡ib Ges hw` e¨vs‡Ki B›Uvi‡bU e¨vswKs ev GwUGg myweav 

_v‡K, Zvn‡j MÖvnK Kvh©Z †h †Kv‡bv RvqMv †_‡K Zvi A¨vKvD›U cwiPvjbv 

Ki‡Z cv‡ib| 

wmweGm DbœZ Acv‡ikbvj `ÿZv wbwðZ K‡i Ges LiP Kgv‡Z mvnvh¨ 

K‡i| AvšÍtkvLv wiKbwmwjDkb `ªæZ Ges Av‡iv mwVK nq| 

Gfv‡e, †Kvi e¨vswKs wm‡÷g e¨vsKMy‡jvi KvR Kivi c×wZ‡Z Avg~j 

cwieZ©b K‡i‡Q| GKwU †Kvi e¨vswKs wm‡÷g _vKvi me‡P‡q eo myweav n‡jv 

†h bZyb †cÖvWv± cÖeZ©b †Kvb mgqmv‡c‣ cÖwµqv nq bv Ges AvšÍtkvLv 

wK¬qvwis Zvr¶wYK msNwUZ n‡q hv‡e| e¨vsKMy‡jvi g‡a¨ AvšÍte¨vsK 

B‡jKUªwbK Znwej ¯'vbvšÍi, ÷K gv‡K©‡U AbjvBb †UªwWs, BZ¨vw` myweav 

cÖvK-†Kvi e¨vswKs wm‡÷g hy‡M ARvbv wQj| 

eZ©gv‡b evRv‡i cvIqv AvšÍR©vwZK †Kvi e¨vswKs A¨vwcø‡KkbMy‡jv nj 

†U‡g‡bvm-Gi wU 24, IivKj-Gi IivKj wdbvwÞqvj mvwf©‡mm mdUIq¨vi 

(IGdGmGm), Gb‡dvwmm-Gi wdbvKj,  gvBwmm-Gi B‡Kv‡qkb, UvUv 

KbmvjUvj‡UwÞ-Gi wUwmGm e¨vsK&m (TCS Bancs) Ges †cvjvwim-Gi 

GbwU‡j± my¨U (Intellect Suite)| 

¯'vbxqfv‡e cÖvc¨ †Kvi e¨vswKs md&UIq¨vi n‡jv †d¬viv wm‡÷gm 

wjwg‡U‡Wi Ô†d¬viv e¨vsK AbjvBbÕ, wjWm K‡c©v‡ik‡bi Ôe¨vsK AvwëgvmÕ, 

wg‡jwbqvg mdUIq¨v‡ii ÔAvevwejÕ Ges Biv Bb‡dv‡U‡Ki Ôw÷jviÕ| 

 

5.2. myBwPs md&UIq¨vi (Switching software) 

myBwPs md&UIq¨vi nj GKwU GwUGg/wcIGm †jb‡`b cÖwµqvKiY Ges G‡`i 

e¨e¯'vcbvi D‡Ï‡k¨ ˆZwi GKwU wm‡÷g hv wbgœwjwLZ D‡Ï‡k¨ e¨eüZ nq: 

1.  †WweU Kv‡W©i Drcv`b Ges m‡½ m‡½ wm‡÷‡g MÖvn‡Ki †Wuv †XvKv‡bv I 

Zv WvUv‡e‡m msiÿY Kiv|  

2. Ab-Avm †WweU KvW© †jb‡`‡bi (e¨vs‡Ki wbR¯^ GwUGg/wcIGm-G 

e¨vs‡Ki wbR¯^ KvW©avix‡`i Øviv Kiv †jb‡`b) A_ev wi‡gvU Ab-Avm 

†WweU KvW© †jb‡`b (Ab¨ e¨vs‡Ki GwUGg/wcIGm-G e¨vs‡Ki wbR¯^ 

KvW©avix‡`i Øviv Kiv †jb‡`b) cÖvK-Aby‡gv`b Kiv| `ªóe¨ : cÖvK-

Aby‡gv`b ej‡Z KvW© b¤^i, wcb, †gqv` †kl nIqvi ZvwiL Ges Kv‡W©i 

eZ©gvb Ae¯'v (¯^vfvweK, Pzwi, nvwi‡q hvIqv, eøK Kiv, nU-KvW© BZ¨vw`) 

hvPvBKiY eySvq|  

3.  Ab-Avm ev wi‡gvU Ab-Avm †jb‡`b wbR¯^ †Kvi e¨vswKs wm‡÷‡g; Ad-

Avm (Ab¨ e¨vs‡Ki KvW©avix KZ…©K Avgv‡`i GwUGg/wcIGm-G) †jb‡`b 

Bmy¨Kvix e¨vs‡Ki myBP ev †µwWU KvW© wm‡÷‡g ev ¯'vbxq/RvZxq †c‡g›U 

†bUIqv‡K© (GbwcGmwe, wKD-K¨vk, K¨vk wj¼, BZ¨vw`), A_ev 

AvšÍR©vwZK †c‡g›U †bUIqv‡K© (gv÷viKvW©, wfmv, Av‡gwiKvb G•‡cÖm, 

wWbvim K¬ve, wWmKfvi, BZ¨vw`) AwMªg Aby‡gv`‡bi Rb¨ cvVv‡bv| 

4.  RvwjqvwZ e¨e¯'vcbv| 

5.  mg¯Í mshy³ GwUGg Ges wcIGm Uvwg©bv‡ji ¯^v¯'¨ ch©‡e‣Y| 

6.  †m‡Uj‡g›U I wiKbwkwj‡qkb|  

÷¨vÛvW© myBwPs md&UIq¨vi I‡cb wm‡÷g Ges K¬v‡q›U/mvf©vi ev 3-¯Í‡ii 

AvwK©‡UKPvi †g‡b P‡j| †jb‡`b cÖwµqvKiY BwÃbwU kw³kvjx BDwb· 

cø¨vUd‡g© _v‡K Ges e¨enviKvix I GwUGg wWfvBm B›Uvi‡dmMy‡jv DB‡ÛvR 

K¬v‡q›U IqvK©‡÷k‡b _v‡K| wm‡÷g †WUv IivK‡ji g‡Zv GKwU ANSI 

Kgcøv‡q›U wi‡jkbvj WvUv‡e‡m msi‣Y Kiv nq| 

GKwU mvaviY cwi‡e‡k, GKwU myBwPs wm‡÷g †nv÷ Kiv GwUGg/wcIGm 

Uvwg©bvj †_‡K †Kvi e¨vswKs wm‡÷g ev Ab¨ e¨vs‡Ki †Kvi e¨vswKs wm‡÷‡g 

Ges AvÂwjK, RvZxq ev AvšÍR©vwZK †bUIqvK©My‡jvi m‡½ AvBGmI 8583 

B›Uvi‡dm e¨envi K‡i ms‡hvM cÖ`vb K‡i| wcb hvPvBKi‡Yi Rb¨ †nv÷ 

wmwKDwiwU gwWDj (GBPGmGg), KvW© Drcv`‡bi Rb¨ GKwU KvW© AvDUcyU 

wWfvBm (ev KvW© cv‡m©vbvjvB‡Rkb wm‡÷g), KvW©avix‡`i GmGgGm 

cvVv‡bvi Rb¨ GKwU ¯^qswµq †bvwUwd‡Kkb wm‡÷g Ges †µwWU KvW© I Kj 

†m›Uv‡ii Rb¨ Avbylw½K A¨vwcø‡Kkb BZ¨vw`i m‡½I myBwPs wm‡÷‡gi 

B›Uvi‡dm _v‡K|  

wbgœwjwLZ myBwPs md&UIq¨viMy‡jv evsjv‡`‡ki wewfbœ e¨vs‡K e¨envi Kiv 

n‡‧Q: GdAvBGm †Møvevj mvwf©‡mm (BDGmG) Gi AvBGmwU/myBP, B›Uvi eøK 

(kÖxjsKv)-Gi AvBmyBP, wU‡q‡Uv Gbv‡Uvi (jvUwfqv) KvW©my¨U, wUwcGm 

(cvwK¯Ívb) Gi dwb·, K¨v¤úvm cøvm (ivwkqv) Gi UªvÞIq¨vi  Ges BD‡iv‡bU 

(BDGmG) Gi AvBwUGg| 
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5.3. †µwWU KvW© mdUIq¨vi (Credit card software) 

GKwU †µwWU KvW© md&UIq¨vi nj †µwWU KvW© †jb‡`b cÖwµqvKiY Ges 

e¨e¯'vcbvi Rb¨ e¨eüZ wm‡÷g, hv wbgœwjwLZ D‡Ï‡k¨ e¨eüZ nq : 

1.  †µwWU Kv‡W©i Drcv`b Ges m‡½ m‡½ wm‡÷‡g MÖvn‡Ki †WUv †XvKv‡bv 

I Zv †WUv‡e‡m msiÿY Kiv|   

2. Ab-Avm †µwWU KvW© †jb‡`‡bi (e¨vs‡Ki wbR¯^ KvW©‡nvìvi‡`i Øviv 

e¨vs‡Ki wbR¯^ GwUGg/wcIGm-G Kiv †jb‡`b) A_ev wi‡gvU Ab-Avm 

†µwWU KvW© †jb‡`b (A‡b¨i GwUGg/wcIGm-G e¨vs‡Ki wbR¯^ 

KvW©avix‡`i Øviv Kiv †jb‡`bMy‡jv) cÖvK Aby‡gv`b Kiv| `ªóe¨ : cÖvK-

Aby‡gv`b ej‡Z KvW© b¤^i, wcb, †gqv` †kl nIqvi ZvwiL Ges Kv‡W©i 

eZ©gvb Ae¯'v (¯^vfvweK, Pywi, nvwi‡q hvIqv, eøK Kiv, nU KvW©, 

BZ¨vw`) hvPvBKiY Ges Kv‡W©i wjwgU †WweU Kivi ci †jb‡`‡bi P‥ovšÍ 

Aby‡gv`b Kiv‡K eySvq|    

3. Ab-Avm Ges wi‡gvU Ab-Avm †µwWU KvW© †jb‡`‡bi Aby‡gv`b Kiv| 

4.  Ad-Avm (Ab¨ e¨vs‡Ki KvW©avix KZ…©K Avgv‡`i GwUGg/wcIGm-G) 

†jb‡`b Ab¨ e¨vs‡Ki †µwWU KvW© wm‡÷‡g ev ¯'vbxq/RvZxq †c‡g›U 

†bUIqv‡K© (GbwcGmwe, wKD-K¨vk, K¨vk wjsK BZ¨vw`), ev AvšÍR©vwZK  

†c‡g›U †bUIqv‡K© (gv÷viKvW©, wfmv, Av‡gwiKvb G•‡cÖm, wWbvim 

K¬ve, wWmKfvi BZ¨vw`) AwMÖg Aby‡gv`‡bi Rb¨ cvVv‡bv| 

5.  RvwjqvwZ e¨e¯'vcbv| 

6.  †m‡Ujg¨v›U I wi‡Kvbwmwj‡qkb|  

wbgœwjwLZ †µwWU KvW© md&UIq¨viMy‡jv evsjv‡`‡ki wewfbœ e¨vs‡K 

e¨envi Kiv n‡‧Q: †UB‡Uv G‡bUi (jvUwfqv) Gi UªvÝgv÷vi, mvbMvW© 

(BDGmG) Gi KvW© †cÖv, B›Uvi eø‡Ki (kªxj¼v) AvBKvW©, K¤úv‡mi UªvÃIq¨vi 

Ges KvW© †U‡Ki (mvBcÖvm) wmwUGj cÖvBg| 

 

5.4. †c‡g›U †MUI‡q mdUIq¨vi (Payment Gateway Software) 

GKwU †c‡g›U †MUI‡q md&UIq¨vi n‡jv GKwU md&UIq¨vi, hv B-Kgvm© 

†jb‡`‡bi Aby‡gv`b cÖ`vb K‡i _v‡K| GwU LyPiv AvDU‡j‡U Aew¯'Z GKwU 

wcIGm Uvwg©bv‡ji mgZyj¨| †c‡g›U †MUI‡qi wKQy cÖavb ˆewk‡ó¨i g‡a¨ 

i‡q‡Q— 

•  md&UIq¨vi A¨vwcø‡KkbwU we‡klZ B-Kgv‡m©i Rb¨ wWRvBb Kiv n‡q‡Q, 

hw`I GwU †`vKvb ev Awd‡m cwiPvwjZ e¨emvi †jb‡`‡bi Aby‡gv`b 

Ki‡ZI e¨envi Kiv †h‡Z cv‡i| 

•  †c‡g›U Ges e¨w³MZ Z_¨ Gbwµckb Ki‡Z e¨eüZ nq|  

•  mswkøó Avw_©K cÖwZôvb, e¨emv Ges MÖvn‡Ki g‡a¨ †hvMv‡hvM ¯'vcb K‡i|  

•   †c‡g‡›Ui Aby‡gv`b cÖ`vb K‡i _v‡K| 

wKQy †c‡g›U †MUI‡q‡Z Ggb Uzj i‡q‡Q, hv MÖvnK‡`i wkwcs Ges 

n¨vÛwjs LiP, †mBm‡½ †mjm U¨v• wbY©q K‡i Zv Av`v‡q mvnvh¨ Ki‡Z 

cv‡i| GQvovI RvwjqvwZ kbv³KiY Uzj&m Ges Ab¨vb¨ ˆewkó¨ i‡q‡Q, hv 

†c‡g›U †MUI‡qi m‡½ e¨envi Kiv nq| 

 

GKwU †c‡g›U †MUI‡q md&UIq¨v‡ii Kvh©vewj 

GKwU †c‡g›U †MUI‡q md&UIq¨vi KvW©avixi Z_¨ h_vµ‡g gv‡P©›U †cvU©v‡j 

(†hgb GKwU I‡qemvBU, †gvevBj †dvb ev AvBwfAvi mvwf©m), A¨v‡Kvqvwis 

e¨vs‡K, †c‡g›U A¨v‡mvwm‡qk‡b Ges me‡k‡l KvW© Bmy¨wqs e¨vs‡K ¯'vbvšÍi 

Ki‡Z mnvqZv K‡i| hLb GKRb MÖvnK †c‡g›U †MUI‡q-m¶g gv‡P©‡›Ui KvQ 

†_‡K GKwU cY¨ AW©vi K‡ib, ZLb †c‡g›U †MUI‡q †jb‡`b cÖwµqvKi‡Yi 

Rb¨ wewfbœ ai‡bi KvR K‡i _v‡K, †hgb— 

K.  hLb GKRb MÖvnK gv‡P©‡›Ui I‡qemvBU †_‡K †Kbvi Rb¨ †Kvb AvB‡Ug 

wbe©vPb K‡ib Ges A_© cÖ`v‡bi Rb¨ Ô†PKAvDUÕ ev mgZyj¨ †evZvg 

wU‡cb, ZLb e¨vs‡Ki †c‡g›U †MUI‡q md&UIq¨viwU, hvi m‡½ gv‡P©‡›Ui 

I‡qemvBU wj¼ Kiv n‡q‡Q Zv mwµq n‡q hvq Ges MÖvnK Zvi Kv‡W©i 

wek` weeiY †mLv‡b cÖ‡ek Kivb| 

L.  †c‡g›U †MUI‡q Zvici GmGmGj (wmwKDi m‡KU †jqvi) Gbwµckb 

e¨envi K‡i gv‡P©‡›Ui I‡qe mvf©vi †_‡K †jb‡`‡bi weeiY e¨vs‡Ki 

wbR¯^ mvf©v‡i wb‡q Av‡m| 

M.  hw` †jb‡`bwU GKwU Ab-Avm KvW© Øviv Kiv nq, Zvn‡j †c‡g›U 

†MUI‡q †jb‡`‡bi Z_¨ H e¨vs‡Ki †Kvi e¨vswKs wm‡÷‡g (hw` †WweU 

KvW©) ev †µwWU KvW© wm‡÷‡g (hw` †µwWU KvW© nq) cvVvq| 

N.  hw` KvW©wU Ad-Avm (ev bU Ab-Avm) nq, †c‡g›U †MUI‡q KvW© 

A¨v‡mvwm‡qk‡bi (†hgb, wfmv/gv÷viKvW©) Kv‡Q †jb‡`‡bi Z_¨ 

cvVvq| 
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O.  Zvici, KvW© A¨v‡mvwm‡qkb KvW© Bmy¨Kvix e¨vs‡Ki Kv‡Q †jb‡`b 

cÖwµqv Kivi Rb¨ cvVvq| 

P. KvW© Bmy¨Kvix e¨vsK Aby‡gv`‡bi Aby‡iva MÖnY K‡i Ges KvW© 

A¨v‡mvwm‡qk‡bi gva¨‡g †c‡g›U †MUI‡q‡Z GKwU †imcÞ †KvW †diZ 

cvVvq| †c‡g‡›Ui fvM¨ wba©vi‡Yi cvkvcvwk, (A_©vr Aby‡gvw`Z ev 

cÖZ¨vL¨vbK…Z) †jb‡`b e¨_© nIqvi KviY (†hgb Ach©vß Znwej, ev 

e¨vs‡Ki wj¼ cvIqv hv‡‧Q bv) wba©viY K‡i Zvnv †imcÞ †Kv‡Wi m‡½ 

†cÖiY K‡i|  

Q. †c‡g›U †MUI‡q cÖwZwµqvwU MÖnY K‡i Ges GwU‡K gv‡P©‡›Ui     

I‡qemvB‡U (A_ev †c‡g›U cÖwµqv Kivi Rb¨ †h B›Uvi‡dm e¨envi Kiv 

n‡qwQj Zvnv‡Z) d‡ivqvW© K‡i| †hLv‡b GwU‡K GKwU mnRZg †imc‡Þ 

iƒcvšÍi Kiv nq Ges Zvnv KvW©‡nvìvi Ges gv‡P©‡›Ui Kv‡Q †diZ cvVv‡bv 

nq| 

R.  m¤ú~Y© cÖwµqvwU †kl Ki‡Z mvaviYZ 2-3 †m‡KÛ mgq †bq| 

S. gv‡P©›U †m‡Uj‡g‡›Ui D‡Ï‡k¨ wewfbœ MÖvnK‡`i Øviv m¤úbœ Kiv      

†jb‡`‡bi GKwU Ôe¨vPÕ wKQz mgq ci ci gv‡P©›U ÔeÜÕ K‡i| e¨vsK ïay 

eÜ e¨vPMy‡jvi Rb¨ w`‡b GK ev GKvwaKevi †m‡Uj‡g›U K‡i _v‡K|  

T.  †m‡Uj‡g‡›Ui mgq, †c‡g›U †MUI‡q †gvU Aby‡gvw`Z Znwej †PK K‡i 

Zv gv‡P©‡›Ui A¨vKvD‡›U Rgv K‡i| gv‡P©‡›Ui A¨vKvD›U Zvi A¨v‡Kvqvwis 

e¨vs‡K ev Ab¨ †Kv‡bv e¨vs‡KI _vK‡Z cv‡i|  

Dc‡ii cÖwµqvq, wmwiqvj b¤^i (K) †_‡K (N), (Q), Ges (S) †_‡K 

(T) GKwU †c‡g›U †MUI‡q md&UIq¨v‡ii Kvh©vewj eY©bv K‡i| 

A‡bK †c‡g›U †MUI‡q md&UIq¨vi cÖZviYvi Rb¨ ¯^qswµqfv‡e AW©vi 

w¯Œb K‡i _v‡K Ges Aby‡gv`‡bi Rb¨ Aby‡iva cvVv‡bvi Av‡M wi‡qj UvB‡g 

U¨v• MYbv K‡i _v‡K| RvwjqvwZ kbv³ Kivi Uzj¸‡jvi g‡a¨ i‡q‡Q                            

f‥-Ae¯'vb, †f‡jvwmwU c¨vUvb© we‡kølY, weZiY wVKvbv hvPvBKiY, Kw¤úDUvi 

wd½viwcÖw›Us cÖhyw³, AvB‡Ww›UwU giwds kbv³KiY Ges †gŠwjK AVS 

(Address Verification System) †PK Kiv| 

fvP©yqvj †cqvi A‡_bwU‡Kkb (wfwcG) nj A¨v‡Kvqvivi, Bmy¨qvivi Ges 

†c‡g›U †MUI‡qi Rb¨ µgea©gvb mv‡cvU©, hv wfmvi 3-wW wmwKDi, 

gv÷viKv‡W©i wmwKDi‡KvW Ges †Rwmwe Gi †R/wmwKDi wnmv‡e cwiwPZ| 

Gme AbjvBb †c‡g‡›Ui wbivcËvi Rb¨ GKwU AwZwi³ ¯Íi wnmv‡e KvR 

K‡i| 

evsjv‡`‡k, WvP-evsjv e¨vsK 3iv Ryb 2010-G Ô†b•vm †MUI‡qÕ eª¨vÛ 

bv‡g †`‡ki cÖ_g †c‡g›U †MUI‡q md&UIq¨vi Pvjy K‡i| ÔKvW© my¨U B-Kgvm©Õ 

bv‡g md&UIq¨viwU wUB‡Uv GbvUi, jvUwfqvi KvQ †_‡K msMÖn Kiv n‡q‡Q| 

†b•vm †MUI‡q wWweweGj-Gi †b•vm KvW©, gv÷viKvW© Ges wfmv (we‡k¦i 

†h‡Kv‡bv e¨vsK Øviv Bmy¨ Kiv) Gi †WweU Ges †µwWU KvW© my¨U MÖnY K‡i| 

Gici 2010 mv‡ji †k‡li w`‡K eª¨vK e¨vsK Zvi B›Uvi‡bU †c‡g›U †MUI‡q 

Pvjy K‡i| eZ©gv‡b A‡bK e¨vsK †c‡g›U †MUI‡q mvwf©m Pvjy K‡i‡Q| 

 

5.5. †gvevBj wdb¨vwÝqvj mvwf©‡mi Rb¨ mdUIq¨vi 

GKwU †gvevBj e¨vswKs md&UIq¨vi ev †gvevBj wdb¨vwÞqvj mvwf©‡mi Rb¨ 

md&UIq¨vi (GgGdGm) n‡jv GKwU A¨vwcø‡Kkb, hv GKwU e¨vsK †gvevBj 

e¨enviKvix, G‡R›U Ges e¨emvqx‡`i wbeÜb Ki‡Z e¨envi K‡i; K¨vk-Bb, 

K¨vk-AvDU, wc2wc, wc2we, we2wc, wc2wR, wR2wc Ges GwUGg †jb‡`b 

Aby‡gv`b Ges †iKW© K‡i| 

wc2wc, wc2we, we2wc, wc2wR Ges wR2wc h_vµ‡g e¨w³ †_‡K e¨w³, 

e¨w³ †_‡K e¨emv, e¨emv †_‡K e¨w³, e¨w³ †_‡K miKvi Ges miKvi †_‡K 

e¨w³‡K †evSvq| 

†`‡ki cÖ_g GgGdGm WvP-evsjv e¨vsK Ôi‡KUÕ wnmv‡e 31 gvP© 2011 

mv‡j Pvjy K‡iwQj Ges Aí w`‡bi e¨eav‡b eª¨vK e¨vs‡Ki ÔweKvkÕ Avwef‥©Z 

nq| 

 

5.5.1. GgGdGm (MFS) ebvg †Kvi e¨vswKs wm‡÷g 

GKwU †Kvi e¨vswKs wm‡÷g Ges GKwU GgGdGm Gi g‡a¨ wbgœwjwLZ cÖavb 

cv_©K¨My‡jv n‡jv— 

AvB‡Ug †Kvi e¨vswKs wm‡÷g  GgGdGm wm‡÷g 

wnmve bv¤^vi cÖPwjZ e¨vsK A¨vKvD›U b¤^i 

(GKwU †PK wWwRW mn) 

†gvevBj b¤^i + GKwU 

†PK wWwRW (Hw‧QK) 

MÖvnK wbeÜb kvLvq e¨vsK Awdmvi Øviv, 

eZ©gv‡b MÖvnK e¨vs‡Ki A¨vc 

e¨envi K‡i ekyc-Gi 

gva¨‡g wb‡R wb‡RB 

A¨vKvD›U Lyj‡Z cv‡ib| 

G‡R›U Øviv †gvevBj b¤^i 

BbcyU, e¨vsK/Z…Zxq c¶ 

Øviv †WUv Gw›Uª, Ges 

e¨vsK KZ…©K †KIqvBwm 

hvPvB Kivi c‡i 

Aby‡gv`b| 

†hvMv‡hvM Iq¨vb (dvBevi AcwUK, †gvevBj †bUIqvK© 
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gva¨g/wgwWqv †iwWI wj¼, wf‡mU, BZ¨vw`)  (GmGgGm/BDGmGmwW) 

Ges/A_ev 

Iq¨vb/B›Uvi‡bU 

†cvw÷s wWfvBm Kw¤úDUvi †gvevBj †dvb Ges/A_ev 

Kw¤úDUvi 

UvKv Rgv GKwU kvLvq e¨vs‡Ki †Ujvi 

Øviv ev MÖvnK wb‡R e¨vs‡Ki 

CRM G|  

G‡R›U Øviv  

UvKv D‡Ëvjb kvLvq e¨vs‡Ki †Ujvi Øviv 

A_ev MÖvnK wb‡RB ATM 

†_‡K|   

G‡R›U †_‡K A_ev 

GwUGg †_‡K| 

GKwU wba©vwiZ 

mg‡q 

†jb‡`‡bi 

msL¨v 

mvgvb¨  wecyj 

cÖwZ †jb‡`‡bi 

cwigvY  

e……nr †QvU 

MÖvn‡Ki bvMvj kvLvi Pvicv‡k mviv †`‡k 

 

5.5.2. GgGdGm (MFS) ebvg GmGgGm (SMS) e¨vswKs wm‡÷g 

†gvevBj e¨vswKs wm‡÷g GKwU GmGgGm e¨vswKs wm‡÷g bq| `ywU wm‡÷‡gi 

g‡a¨ cÖavb cv_©K¨ wb‡P †`Iqv n‡jvÑ 

 weeiY GgGdGm GmGgGm e¨vswKs wm‡÷g 

MÖvnK‡`i 

A¨v‡•m: 

†gvevBj Iqv‡jU/ 

†gvevBj GKvD›U 

e¨vsK A¨vKvD›U (mÂqx, 

wmwW, GmGbwW, BZ¨vw`) 

bM` †jb‡`b e¨vs‡Ki kvLv, GwUGg ev 

G‡R›U c‡q‡›U  

bM` †jb‡`b Kiv hvq bv  

wm‡÷g A¨v‡•m 

Ki‡Z MÖvn‡Ki 

Øviv e¨eüZ 

wWfvBm:  

†gvevBj †mU ev GwUGg ïay †gvevBj †mU 

MÖvnK Ges 

e¨vs‡Ki g‡a¨ 

ms‡hvM 

GmGgGm, BDGmGmwW, 

BWwU‡K, GmwU‡K ev 

BREW 

ïay GmGgGm 

gv‡P©›U †c‡g›U m¤¢e m¤¢e bq 

BDwUwjwU wej 

cÖ`vb  

m¤¢e m¤¢e 

 

`ªóe¨: GmGgGm gv‡b mU© †g‡mwRs wm‡÷g, BDGmGmwW gv‡b 

Unstructured Supplimentary Service Data, BDAvBGg gv‡b User 

Identity Management,  GmwU‡K gv‡b Sim Tool Kit  Ges BREW 

n‡jv Binary Runtime Environment for Wireless.  
 

5.5.3. †gvevBj dvBb¨vwÝqvj mvwf©‡mi (GgGdGm) Rb¨ mnRjf¨ 

md&UIq¨vi 

evsjv‡`‡k, WvP-evsjv e¨vsK, mvB‡em gwejvBRvi bv‡g md&UIq¨vi e¨envi 

K‡i 31 gvP© 2011 mv‡j cÖ_gev‡ii g‡Zv †gvevBj dvBb¨vwÝqvj mvwf©m ev 

GgGdGm ïiæ K‡i| eª¨vK e¨vsK dvÛv‡gv-†K Zv‡`i GgGdGm cø¨vUdg© 

wn‡m‡e †e‡Q wb‡q‡Q| evwYwR¨Kfv‡e cvIqv hvq Ggb GgGdGm md&UIq¨vi 

wb‡P ZvwjKvfy³ Kiv n‡q‡Q— 

mdUIq¨viwUi bvg  †W‡fjcvi 

1. i‡KU WvP-evsjv e¨vsK 

2. mvB‡em gwejvBRvi mvB‡eR 365, Rvg©vwb (GLb, 

SAP, BDGmG Øviv µqK…Z) 

3. Kgwffv Kgwffv †UK‡bvjwRm wjwg‡UW, 

fviZ 

4. Gg-†PK Gg‡PK wjwg‡UW, fviZ 

5. dvÛv‡gv dvÛv‡gv wjwg‡UW, `w‣Y AvwdªKv 

6. I‡ev‡c I‡ev‡c, BDGmG 

7. weKvk   ûqvI‡q wdb‡UK mwjDkb 

8. bM` wWGdGm Kbv mdUIq¨vi j¨ve, †Kvwiqv 

 

5.5.4. GgGdG‡mi MÖvnK Ges Zv‡`i Rb¨ †gby AvB‡Ug 

†gvevBj e¨vswKs‡q wZb ai‡bi MÖvnK RwoZ| Zviv n‡jv †fv³v, G‡R›U Ges 

gv‡P©›U| 

 

†fv³v (Consumer)  

†fv³v n‡jb †gvevBj †dv‡bi gvwjK, whwb GgGdGm Rb¨ wbewÜZ| Zv‡`i 

†gvevBj wWfvB‡m, Zviv mvaviYZ wbgœwjwLZ †gby cv‡eb— 
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 e¨v‡jÞ †PK Kiv| 

 wgwb †÷U‡g›U|  

 Znwej ¯'vbvšÍi (wcUzwc)| 

 BDwUwjwU wej †c‡g›U| 

 wUDkb wd cÖ`vb| 

 †gvevBj UcAvc| 

 wcb cwieZ©b Kiv, BZ¨vw`| 

 

G‡R›U 

G‡R›Uiv n‡jv e¨vsK-g‡bvbxZ †Kv‡bv †`vKv‡bi gvwjK hviv e¨vs‡Ki n‡q 

MÖvnK wbeÜb Ges bM` †jb‡`b K‡ib| Zv‡`i †gvevBj wWfvB‡m, Zviv 

mvaviYZ wbgœwjwLZ †gby cv‡eb— 

 MÖvnK wbeÜb Kiv| 

 K¨vk-Bb| 

 K¨vk-AvDU, BZ¨vw`| 

 

gv‡P©›U 

gv‡P©›U n‡jv e¨vsK-g‡bvbxZ wKQy †`vKv‡bi gvwjK, hviv Zv‡`i cY¨ I 

cwi‡lev wewµ Kivi ci MÖvnK‡`i †gvevBj Iqv‡jU †_‡K Zv‡`i wbR¯^ 

†gvevBj Iqv‡j‡U A_© msMÖn K‡i| Zv‡`i †gvevBj wWfvB‡m, Zviv mvaviYZ 

wbgœwjwLZ †gby cv‡eb— 

 gv‡P©›U †c‡g›U| 

 e¨v‡jÞ †PK| 

 wgwb †÷Ug¨v›U, BZ¨vw`| 

 

5.5.5. †gvevBj dvBb¨vwÝqvj mvwf©‡mi (GgGdGm) Rb¨ mdUIq¨v‡ii 

ˆewkó¨ 

GKwU †gvevBj e¨vswKs md&UIq¨v‡ii wbgœwjwLZ ˆewkó¨ _vKv DwPZ— 

 GmGgGm, BDGmGmwW, BDwU‡K, GmwU‡K, ev weAviBWveøyD e¨envi 

K‡i †gvevBj Acv‡iU‡ii gva¨‡g †gvevBj e¨enviKvix, G‡R›U Ges 

e¨emvqx‡`i m‡½ ms‡hvM cÖ`vb Kiv| GmGgGm-Gi A_© n‡jv kU© 

†g‡mwRs wm‡÷g, BDGmGmwW-Gi A_© Unstructured 

Supplementary Service Data, GmwU‡K n‡jv Sim Tool Kit Ges 

weAviBWvweøD n‡jv Binary Runtime Environment for Wireless.  

G‡R›U, †fv³v, ev gv‡P©‡›Ui Øviv wbgœwjwLZ KvRMy‡jv m¤úv`b Kivi 

myweav cÖ`vb K‡i— 

 †fv³v, G‡R›U, Ges gv‡P©›U †iwR‡÷ªkb Kiv 

 bM`: G‡R›U, e¨vsK kvLv Ges GwUGg-Gi gva¨‡g K¨vk-Bb/K¨vk-AvDU 

Kiv  

 wc2wc: GKRb MÖvn‡Ki †gvevBj A¨vKvD›U †_‡K Ab¨ Mªvn‡Ki †gvevBj 

A¨vKvD‡›U Znwej ¯'vbvšÍi 

 wc2we: BDwUwjwU wej †c‡g›U, wUDkb wd †c‡g›U, †gvevBj UcAvc, 

gv‡P©›U †c‡g›U, evm/‡ijI‡q/GqvijvBb wUwKU †Kbv, wm‡bgvi wUwKU 

µq 

 we2wc : K‡c©v‡iU ms¯'v / wkí ms¯'v/ Awdm KZ…©K †eZb weZiY Ges 

ˆe‡`wkK †iwgU¨vÝ cÖ`vb 

 wR2wc : miKvwi eq¯‹ fvZv, gyw³‡hv×v fvZv, BZ¨vw` weZiY| 

 

Ab¨vb¨ ˆewkó¨ 

 AwWU †UªBj| 

 †gKvi GÛ †PKvi| 

 hw` B›Uvi‡dmwU BDGmGmwW, BDwU‡K, GmwU‡K ev weAviBWveøyD nq 

Zvn‡j wcb hvPvBKib 

 B›Uvi‡dmwU hw` GmGgGm nq, Zvn‡j AvBwfAv‡ii gva¨‡g wcb hvPvB 

Kiv| 

 wKQy †gvevBj †bUIqvK© Acv‡iUi (GgGbI) Gi Rb¨ GmGgGm Ges 

Ab¨ wKQy GgGbI-Gi Rb¨ BDGmGmwW, BDwU‡K, GmwU‡K, ev 

weAviBWvweøD e¨envi Kiv|  

 mg¯Í †jb‡`‡bi Rb¨ MÖvnK‡K GmGgGm-Gi gva¨‡g GKwU wbwðZKiY 

evZ©v cvVv‡bv| 

 e¨vsK, G‡R›U Ges GgGbI-Gi g‡Zv c‣My‡jvi g‡a¨ Av‡qi fvMvfvwM| 

 gv‡P©‡›Ui †c‡g›U †`Iqvi mgq Kwgkb KZ©b Kiv Ges Zv e¨vsK I 

GgGbI Gi g‡a¨ fvMvfvwM Kiv| 

 gv‡mi †k‡l f¨vU KZ©b| 
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 wewfbœ cwi‡levi Rb¨ wd Ges PvR© †mU Avc Kiv|  

 wW‡cvwRU GKvD‡›U my` wbY©q| 

 G‡R›U‡`i †µwWU myweav cÖ`vb Ges Zvi Rb¨ mỳ  wbY©q Kiv 

 †W-GÛ cÖwµqv Kiv|  

 

5.6. G‡R›U e¨vswKs Gi Rb¨ mdUIq¨vi 

 

5.6.1. G‡R›U e¨vswKs wm‡÷‡gi Rb¨ mdUIq¨vi 

G‡R›U e¨vswKs n‡jv ev‡qv‡gwUªKwfwËK e¨vswKs md&UIq¨vi †hLv‡b, mg¯Í 

†jb‡`b AvOz‡ji Qvc cÖgvYxKi‡Yi gva¨‡g hvPvB Kiv nq| G‡R›U 

e¨vswKs‡qi MÖvnK‡`i me †Kvi e¨vswKs wm‡÷g myweav cÖ`vb Kiv nq| cÖZ¨šÍ 

AÂ‡j e¨vswKs myweav Qwo‡q †`Iqvi Rb¨ †hLv‡b cÖPwjZ e¨vswKs †mev Pvjy 

†bB, †mB MÖvnK‡`i j‣¨ K‡i G‡R›U e¨vswKs Pvjy Kiv n‡qwQj| 

G‡R›U e¨vswKs md&UIq¨vi n‡jv GKwU A¨vwcø‡Kkb, hv e¨vsKMy‡jv MÖvnK, 

G‡R›U Ges gv‡P©›U‡`i A¨vKvD›U Lyj‡Z e¨envi K‡i; K¨vk-Bb, K¨vk-

AvDU, dvÛ UªvÞdvi, wej †c‡g›U, †eZb weZiY, GwUGg D‡Ëvjb Ges 

BKgvm© †jb‡`b Aby‡gv`b I †iKW© Kiæb| 

GB md&UIq¨v‡ii gva¨‡g, cÖvq mg¯Í cwi‡lev cÖavbZ e¨vsK-g‡bvbxZ 

G‡R›U AvDU‡jUMy‡jv Øviv mieivn Kiv nq| G‡R›U e¨vswKs MÖvnKiv e¨vsK 

kvLv †_‡KI wbw`©ó †mev †c‡Z cv‡ib| 

 

5.6.2. G‡R›U e¨vswKs wm‡÷g ebvg †Kvi e¨vswKs wm‡÷g 

GKwU †Kvi e¨vswKs wm‡÷g Ges GKwU G‡R›U e¨vswKs wm‡÷‡gi g‡a¨ cÖavb 

cv_©K¨My‡jv n‡jv— 

 

AvB‡Ug 

 

G‡R›U e¨vswKs wm‡÷g †Kvi e¨vswKs 

wm‡÷g 

wnmve bv¤^vi 

 

cÖPwjZ e¨vsK A¨vKvD›U b¤^i (GKwU 

†PK wWwRU mn) 

 
 

cÖPwjZ e¨vsK 

A¨vKvD›U b¤^i 

(GKwU †PK 

wWwRUmn) 

MÖvnK wbeÜb  wcIGm wWfvBm/†W¯‹Uc 

A¨vwcø‡Kk‡bi gva¨‡g G‡R›UMY 

MÖvn‡Ki wd«½vi wcÖ›U MÖnY K‡ib|  

kvLvq e¨vsK 

Awdmvi Øviv 

 

 G‡R›U/†Ujvi MÖvnK‡`i 

†KIqvBwm-Gw›Uª K‡i 

 e¨vsK Kg©KZ©v †KIqvBwm hvPvB 

Kivi ci MÖvnK wbeÜb Aby‡gv`b 

K‡ib| 

 

 

†hvMv‡hvM 

gva¨g 

 wcIGm-Gi Rb¨ : myiw¶Z 

†gvevBj †WUv e¨envi Kiv nq| 

 †W¯‹Uc A¨v‡ci Rb¨ : wfwcGb 

Øviv myiw¶Z B›Uvi‡bU †bUIqvK© 

e¨envi Kiv nq| 

Iq¨vb (dvBevi 

AcwUK, †iwWI 

wj¼, wf‡mU 

BZ¨vw`) e¨envi 

Kiv nq| 

†cvw÷s 

wWfvBm 

 ev‡qv‡gwUªK POS 

  wcwm/j¨vcUc 

 

 

Kw¤úDUvi 

UvKv Rgv Kiv  

 

 kvLvq e¨vs‡Ki †Ujvi Øviv 

  G‡R›U AvDU‡j‡U 

 kvLvq 

e¨vs‡Ki 

†Ujvi Øviv 

 

UvKv D‡Ëvjb  kvLvq e¨vs‡Ki †Ujvi Øviv 

 G‡R›U AvDU‡j‡U 

 ATM -G  

 kvLvq 

e¨vs‡Ki 

†Ujvi Øviv 

 GwUGg-G 

GKwU wbw`©ó 

mg‡q 

†jb‡`‡bi 

msL¨v 

 A‡bK K‡qKwU 

cÖwZ 

†jb‡`‡bi 

cwigvY 

gva¨g cÖPyi cwigvY 

MÖvn‡Ki bvMvj mviv †`‡k kvLvi Pvicv‡k 
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5.6.3. G‡R›U e¨vswKs wm‡÷g ebvg GgGdGm (MFS) 

AvB‡Ug G‡R›U e¨vswKs wm‡÷g GgGdGm 

wnmve bv¤^vi cÖPwjZ e¨vsK A¨vKvD›U b¤^i 

(†PK wWwRUmn) 

†gvevBj b¤^i  

MÖvnK wbeÜb 

 

 A¨vwcø‡Kkb e¨envi K‡i 

G‡R›UMY MÖvn‡Ki wd½vi 

wcÖ›U MÖnY K‡ib| 

 G‡R›U/†Ujvi MÖvn‡Ki 

†KIqvBwm Gw›Uª K‡ib| 

 e¨vsK Kg©KZ©v †KIqvBwm 

hvPvB Kivi ci MÖvnK 

wbeÜb Aby‡gv`b K‡ib| 

 

 

 G‡R›U Øviv 

†gvevBj b¤^i 

BbcyU Kiv nq| 

 e¨vsK/Z…Zxq c‣ 

Øviv †WUv Gw›Uª 

Kiv nq| 

 †KIqvBwm hvPvB 

Kivi c‡i e¨vsK 

Awdmvi Øviv 

Aby‡gv`b Kiv 

nq| 

 

†hvMv‡hv‡Mi 

gva¨g 

 wcIGm Gi Rb¨ : myiw¶Z 

†gvevBj †WUv e¨envi Kiv 

nq| 

 †W¯‹Uc A¨v‡ci Rb¨ : 

wfwcGb Øviv myiwÿZ, 

B›Uvi‡bU †bUIqvK© e¨envi 

Kiv nq| 

 

†gvevBj †bUIqvK© 

(GmGgGm/BDGmGmw

W) Ges/A_ev 

Iq¨vb/B›Uvi‡bU 

 

†cvw÷s 

wWfvBm 

 ev‡qv‡gwUªK POS 

 wcwm/j¨vcUc 

†gvevBj †dvb 

Ges/A_ev Kw¤úDUvi 

 

UvKv Rgv Kiv 

 kvLvq e¨vs‡Ki †Ujvi Øviv| 

 G‡R›U AvDU‡j‡U| 

 kvLvq e¨vs‡Ki 

†Ujvi Øviv| 

 G‡R›U 

AvDU‡j‡U|  

 

UvKv D‡Ëvjb 

 kvLvq e¨vs‡Ki †Ujvi Øviv| 

 G‡R›U AvDU‡j‡U| 

 kvLvq e¨vs‡Ki 

†Ujvi Øviv| 

 G‡R›U 

 GwUGg-G| AvDU‡j‡U| 

 GwUGg-G| 

GKwU wbw`©ó 

mg‡q 

†jb‡`‡bi 

msL¨v 

 A‡bK wecyj 

cÖwZ 

†jb‡`‡bi 

cwigvY 

ga¨g  mvgvb¨ 

MÖvn‡Ki bvMvj mviv †`k mviv †`k 

  

5.6.4. G‡R›U e¨vswKs wm‡÷g-G e¨eüZ wWfvB‡mi cÖKvi 

G‡R›U e¨vswKs md&UIq¨v‡ii g~j n‡jv ev‡qv‡gwUªK cÖgvYxKiY gwWDj| KviY 

AvOz‡ji Qv‡ci gva¨‡g †jb‡`bMy‡jvi ˆeaZv m¤úbœ Kiv nq| cÖgvYxKi‡Yi 

D‡Ï‡k¨, †jb‡`‡bi cÖKv‡ii †f‡` MÖvnK Ges G‡R›U‡`i AvOy‡ji Qvc 

K¨vcPvi Ki‡Z wewfbœ ai‡bi wWfvBm e¨envi Kiv nq| 

 

wWfvBm weeiY Drcv`bKvix cÖwZôvb 

ev‡qv‡gwUªK 

wcIGm 

 

GwU GKwU Bb-weë wd½viwcÖ›U 

¯‹¨vbvi gwWDjmn GKwU wcIGm 

wWfvBm| hv‡K ev‡qv‡gwUªK wcIGm 

ejv nq| 

 

✓ †fwi‡dvb 

✓ Bb&‡Rwb‡Kv 

✓ FAX 
 

wd½viwcÖ›U 

¯‹¨vbvi 

 

wd½viwcÖ›U K¨vcPvi Kivi Rb¨ 

Kw¤úDUv‡ii m‡½ wd½viwcÖ›U 

†¯‹bvi wWfvBm e¨envi Kiv nq| 

✓ †mKy‡Rb 

✓ A¨v‡ewUª 

✓ gi‡dv 

✓ Wvg©vjM 

 

5.6.5. wbivcËv (Security) 

†bUIqvK© I e¨vswKs wm‡÷‡gi Rb¨ wm‡÷g-m¤úwK©Z wbivcËvi cvkvcvwk, 

G‡R›U e¨vswKs md&UIq¨vi wKQy A¨vwcø‡Kkb ¯Í‡ii wbivcËv wbwðZ K‡i|  
 

ev‡qv‡gwUªK wcIGm 

wWfvBm 

 wbewÜZ wWfvBmMy‡jv wbw`©ó e¨enviKvix‡`i m‡½ 

evB‡ÛW _v‡K, hv‡Z Ab¨ †KD †mB wWfvBmwU 
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 A¨v‡•m Ki‡Z bv cv‡i| 

 mg¯Í Aby‡iva Ges †imcÝ GbwµÞ K‡i †cÖiY 

Kiv nq| 

 

†W¯‹Uc A¨vwcø‡Kkb 

 

 

 bZyb wWfvBm †iwR‡÷ªk‡bi Aby‡ivaMy‡jv G‡R›U 

Øviv wcb cÖgvYxKiY Ges wbewÜZ †gvevBj †dv‡b 

IwUwc cvVv‡q ïiæ Kiv nq| 

 e¨vsK A¨vWwgb‡K bZyb †hvM Kiv wWfvBmMy‡jv‡K 

Aby‡gv`b Ki‡Z nq, hv‡Z G‡R›U Zv e¨envi 

Ki‡Z cv‡i|  

 Aby‡gv`‡bi ci g¨vc Kiv e¨enviKvix‡`i Øviv 

ïay wbewÜZ wWfvBmMy‡jv A¨‡•m Kiv hv‡e| 

 mg¯Í Aby‡iva Ges †imcÞ Gbwµckbmn †cÖiY 

Kiv nq| 

 †R›U jMBb Kivi mgq AviGmG cÖgvYxKiY 

cÖ‡qvRb nq| 

 

 

 

5.6.6 G‡R›U e¨vswKs wm‡÷‡gi Rb¨ cÖvß md&UIq¨vi 

wewfbœ mdUIq¨vi †Kv¤úvwb G‡R›U e¨vswKs md&UIq¨vi ˆZwi K‡i| †h‡nZy 

G‡R›U e¨vswKs wm‡÷g †Kvi e¨vswKs wm‡÷‡gi g‡Zvb †mev cÖ`vb K‡i, ZvB 

A‡bK †Kvi e¨vswKs wm‡÷g †W‡fjcvi G‡R›U e¨vswKs‡qi Rb¨ md&UIq¨vi 

ˆZwi K‡i| 

 

mdUIq¨v‡ii bvg K¬v‡q›U 

wWweweGj G‡R›U e¨vswKs mdUIq¨vi 

(Bb-nvDm) 

WvP&-evsjv e¨vsK 

G‡R›U e¨vswKs wm‡÷g, Biv-Bb‡dv‡UK  e¨vsK Gwkqv 

 BDbvB‡UW Kgvwk©qvj e¨vsK 

 kvnRvjvj Bmjvgx e¨vsK 

GbAviwe e¨vsK 

 cÖvBg e¨vsK 

 mvD_B÷ e¨vsK 

 wmwU e¨vsK  

 hgybv e¨vsK 

 †mvbvjx e¨vsK 

Bw›U‡Mª‡UW G‡R›U e¨vswKs mwjDkb 

(AvBGweGm) 

 

Bmjvgx e¨vsK (Bb-nvDm) 

Bmjvgx e¨vsK 

 

wg‡jwbqvg Bbdi‡gkb mwjDkb, 

evsjv‡`k 

Avj-Avivdvn Bmjvgx e¨vsK  

†mvm¨vj BmjvwgK e¨vsK wjt 

Gg-wd‡bv, fviZ eª¨vK e¨vsK 

†m‡jv‡¯‹vc, evsjv‡`k GbAviwewm e¨vsK 

AMÖYx e¨vsK 

BwR e¨vsK (Bb-nvDm) B÷vb© e¨vsK 

gvB‡µv mwjDkb, evsjv‡`k gv‡K©›UvBj e¨vsK 

†d¬viv G‡R›U e¨vswKs wm‡÷g 

†d¬viv wm‡÷gm, evsjv‡`k 

wgWj¨vÛ e¨vsK 

Iqvb e¨vsK 

mvD_ evsjv GwMÖKvjPvi A¨vÛ 

Kgvm© e¨vsK 

gaygwZ wWwRUvj e¨vswKs 

†WUvmdU, evsjv‡`k 

gaygwZ e¨vsK 

Gb‡Kvi, wjWm K‡c©v‡ikb wcÖwgqvi e¨vsK 

 

5.6.7. G‡R›U e¨vswKs‡qi MÖvnK Ges Zv‡`i Rb¨ †gby AvB‡Ug 

G‡R›U e¨vswKs‡q cÖavbZ `yB ai‡bi MÖvnK RwoZ| Zviv †fv³v Ges G‡R›U| 

 

†fv³v : hw` e¨vsK †Kv‡bv MÖvnK‡`i Rb¨ A¨vwcø‡Kkb †hgb †gvevBj A¨vcm, 

B›Uvi‡bU e¨vswKs BZ¨vw` ˆZwi bv K‡i, Z‡e MÖvnKiv mivmwi G‡R›U e¨vswKs 

wm‡÷‡g A¨v‡•m Ki‡Z cvi‡eb bv| ZvB Zv‡`i Rb¨ †Kv‡bv †gby cÖ‡hvR¨ 

bq|  

 

G‡R›U : e¨vsK-g‡bvbxZ G‡R›Uiv n‡jv cÖavb †jb‡`‡bi m~PbvKvix hviv 

e¨vs‡Ki c‡‣ MÖvnK wbeÜb Ges bM` †jb‡`b m¤úv`b Ki‡e| Zv‡`i 

ev‡qv‡gwUªK wcIGm ev †W¯‹Uc A¨vwcø‡Kk‡b, Zviv wbgœwjwLZ †gby cv‡eb : 
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 MÖvnK wbeÜb| 

 K¨vk-Bb| 

 K¨vk-AvDU| 

 Znwej ¯'vbvšÍi| 

 wej †c‡g›U| 

 †PK e¨v‡jÝ| 

 †PK †÷U‡g›U| 

 

5.6.8. G‡R›U e¨vswKs †mevi Rb¨ e¨eüZ GKwU md&UIq¨v‡ii ˆewkó¨ 

†iwR‡÷ªkb cÖwµqv 

 mycvi-G‡R›U, G‡R›U, wWGmAvi, mve-G‡R›U, dv÷-Uª¨vK Awdmvi, 

RO Ges †Ujv‡ii wbeÜb Kivi gwWDj | 

 bZyb MÖvnK‡`i wbeÜb| 

 †Kvi e¨vswKs MÖvnK‡`i wjw¼s| 

 wej MÖnYKvixi wbeÜb| 

 AvOy‡ji Qv‡ci cwieZ©b| 

 G‡R›U/mve-G‡R‡›Ui cÖwZ¯'vcb| 

 G‡R›U †kÖwYweb¨vm e¨e¯'vcbv| 

 

†mevmg~n  

 K¨vk-Bb Ges K¨vk-AvDU| 

 BDwUwjwU wej †c‡g›U| 

 e¨v‡jÞ Ges †÷U‡g›U †PK Kiv| 

 Znwej ¯'vbvšÍi| 

 GwUGg †jb‡`b| 

 POS Ges B-Kgvm© †jb‡`b| 

 †eZb Avc‡jvW| 

 FY weZiY| 

 wewfbœ †kÖwYi G‡R›U KZ…©K Znwej e¨e¯'vcbv| 

 G‡R›U c‡q›U Ges kvLvi gva¨‡g †iwgU¨vÞ weZiY| 

 

Ab¨vb¨ Acv‡ikb ev Kvh©vewj 

 mg¯Í †jb‡`‡bi Rb¨ MÖvnK‡K GmGgG‡mi gva¨‡g GKwU wbwðZKiY 

evZ©v cvVv‡Z n‡e| 

 †W GÛ cÖwµqv|  

 wewfbœ †kÖwYi G‡R›U‡`i g‡a¨ Kwgkb weZiY| 

 G‡R›U I mve G‡R›U‡K Zv‡`i wW‡cvwR‡Ui Ici Kwgkb cÖ`vb| 

 mvwf©m PvR©, my` Ges †jb‡`‡bi mxgv wba©viY| 

 wm‡÷g Øviv gv‡mi †k‡l f¨vU KZ©b| 

 wewfbœ cwi‡levi Rb¨ wd Ges PvR© wbY©q| 

 AvgvbZ A¨vKvD‡›U my‡`i wnmve Kiv| 

 wewfbœ c‡‣i g‡a¨ Avq fvMvfvwM †hgb e¨vsK, G‡R›U BZ¨vw`|  
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ch©v‡jvPbvg~jK cÖkœvewj  

 

1. Multiple Choice Questions (MCQ) 

i)  Recommended temperature for a Data Center is ….. degree 
C and humidity is ….. %  

a) 10, 38    b) 20, 70    c) 25, 50    d) 20, 50 

ii)  Higher data transfer rate is found in ….. 

a) LAN    b) Internet  c) WAN  d) VSA 

iii)  A router is used in ….. 

 a) LAN    b) Internet  c) WAN  d) Hard Disk 

iv)  A VSAT is used in ….. 

 a) LAN    b) Internet  c) WAN   d) Router 

v)  The largest WAN is ….. 

 a) ICT Ministry Network  b) Facebook network   c) Internet  
d) SWIFT 

vi)  The most popular implementation of RAID is level ….. 

 a) Level-5   b) Level 0    c) Level 1    d) Level 0+1 

vii) Which of the following is not a part of LAN? 

 a) Router   b) Network Switch   c) LAN   d) Computer 

viii) Which of the following is not a transmission media of 
LAN? 

 a) Coaxial Cable    b) Wi-fi    c) Fiber Optic Cable   d) 
VSAT 

ix)  Which of the following is the transmission media of WAN? 

 a) Microwave   b) Wi-fi   c) Coaxial Cable   d) Twisted-Pair 
Cable 

x)  Firewall is used in a WAN for which of the following? 

a)  Additional Bandwidth    b) Additional Security c) 
Additional distance   d) Additional Accuracy 

xii) Where a Dark Fiber is used? 

a) Between DC and DRS. b) In a wi-fi . c) Between LAN 
and WAN    d) In computer  programming 

xiii) Why a SAN switch is used? 

a) To connect Servers with a Storage. b) To connect WAN 
and LAN. c) To connect two cities. d) To connect two bank 
branches 

 

2. Fill in the Gap(s) 

i)  The run length of individual Ethernet Cables in LAN is 
limited to roughly ….. meters. 

ii)  LAN follows either …… or …..architecture? 

iii) For setup of an ICT infrastructure of a bank having 50 
branches, the approximate budget requirement is Taka 
…..million. 

iv)  In the LAN-based approach of bank automation, …..or 
Novel operating systems was used. The data was stored in a 
server as flat file or database either …..or dBase. The 
application software was written in…..or dBase. 

v)  Nexus Gateway was lunched for the first time in Bangladesh 
by Dutch-Bangla Bank in the year of …… 

vi)  Rocket was the first MFS in Bangladesh launched by Dutch-
Bangla Bank on ….. 

vii) Near Data Center is a Data Center established in the same 
city where …..is located. 

viii)The DRS should have capability to become primary site 
automatically in case the ….. is in disaster. 

ix)  One of the common data center certification awarded by the 
‗Uptime Institue‘ is ….. certification. 
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x)  A WAN connects two or more ….. 

xi)  The largest WAN in existence is ….. 

x)  Bandwidth of a VSAT is ….. than that of Radio Link. 

xi)  DMZ in Computer Networking stands for ….. 

xii) In the 3-tier architecture of computer programming 
technique, normally user‘s computer termials, application 
server and…..are involved. 

xiii)  P2G stands for….. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

m¤¢ve¨ cÖkœvewj 

 

1.  What is a Data Center? What are the basic requirements of a 
Tier-4 Data Center? 

2.  Why near Data Center is important for FIs? 

3.  Why FIs setup DRS? What points need to be considered 
during selection of distance between a DC and a DRS? 

4.  Narrate advantage and disadvantages of Tier-1, Tier-2, Tier-
3 and Tier-4 data centers. 

5.  What is LAN card? Why it is needed in a LAN? 

6.  Name 3 LAN and 3 WAN communication media. 

7.  Mention a few of the differences between LAN andWAN? 

8.  Describe advantages and disadvantages between the 
following data transmission media for a WAN of a Bank: 
Land Line, Microwave and Satellites. 

9.  Why Firewall is installed in the networking system of a 
bank? 

10.  Why DMZ needed to be established in the network system 
of a bank?  

11.  Narrate functions of a branch server, application server and 
database server. 

12. What is the 3-tier architecture of computer programming? 

13.  What is RAID? Why RAID is used in Banking system? 

14.  What are the differences between a RAID level 0 and 1? 
What do you mean by RAID level 0+1? 

15.  What do you mean by computer clustering? Why clustering 
is used in a computer system of a bank? 

16.  Define replication with an example. 
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17.  What is dark fiber cable and where is used in a banking 
system? 

18.  Why a banking system uses external storage instead of an 
internal storage for storage of its data? 

19.  Define SAN switch. 

20.  Why database backup is important in banking? 

21.  What are the three types database backup? Explain each of 
them. Which one is suitable for your bank/FI? 

22.  What do you mean by Alternative Delivery Channel? 

23.  Mention some disadvantages of a stand alone approach of 
bank automation. 

24.  Narrate history of online banking in Bangladesh. 

25.  Mention 3 functions of each of the following software: a) 
Core Banking Software, b) Switching Software, c) Credit 
Card Software, d) Payment Gateway Software. 

26.  Why each of the following software are used in Banks? - a) 
Core Banking Software, b) Switching Software, c) Credit 
Card Software, d) Payment Gateway Software. 

27.  What are the main features of a Payment Gateway Software? 

28.  What are the differences between Mobile Financial System 
(MFS) and Core Banking System (CBS)? 

29.  What services are available in Agent Banking System? 

30.  Which additional features other than the features in a core 
banking software should be available in Agent Banking 
Software? 

31.  What are the differences between a Core Banking and Agent 
Banking System? 

32.  List special devices required for Agent Banking operation. 

33. What kind of application level securities to be incorporated 
in Agent Banking System? 

34. Name 5 (five) Agent Banking Software available in 
Bangladesh. 

35.  What menu a customer gets to operate Agent Banking? 
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gwWDj-wm 

AjUvi‡bwUf †Wwjfvwi P¨v‡bj Ges dvÛ                

UªvÞdvi wm‡÷g 

 

Aëvi‡bwUf †Wwjfvwi P¨v‡bj n‡jv cÖ_vMZ kvLv †bUIqvK© Qvov Ab¨ me 

P¨v‡bj, hv e¨envi K‡i e¨vsK K¬v‡q›U‡`i Kv‡Q wewfbœ e¨vswKs †mev †cŠu‡Q 

†`Iqv nq| GB P¨v‡bjMy‡jvi g‡a¨ i‡q‡Q GwUGg, wmAviGg, wW‡cvwRU 

†gwkb, wcIGm Uvwg©bvj, B›Uvi‡bU e¨vswK, GmGgGm A¨vjvU© e¨vswK, B-

Kgvm©, Kj †m›Uvi, †gvevBj wdbvwÞqvj mvwf©m (GgGdGm) Ges G‡R›U 

e¨vswK|  

Znwej ¯'vbvšÍi wb‡`©kvewj cvVv‡bvi Rb¨, A‡bK wWfvBm/wm‡÷g 

e¨envi Kiv nq| G¸‡jv n‡jv †U‡j•, myBdU, e¨vP (BACH), weGwmwcGm 

(BACPS), weBGdwUGb (BEFTN), GbwcGmwe (NPSB), AviwUwRGm 

(RTGS), wPcm (CHIPS), †dWIqvi, e¨vsKIq¨vi, BZ¨vw`|  

GB gwWD‡j Avgiv wewfbœ weKí †Wwjfvwi P¨v‡bj Ges dvÛ UªvÞdvi 

wm‡÷g wb‡q Av‡jvPbv Kie|  

 

1. A‡Uv‡g‡UW †Ujvi †gwkb (ATM) Ges K¨vk wimvBwK¬s †gwkb (CRM)  

GwUGg/wmAviGg e¨vsK KvW© w`‡q bM` UvKv †Zvjv (GwUGg/wmAviGg) Ges 

K¨vk wW‡cvwRU (ïay wmAviGg) Kivi Rb¨ e¨envi Kiv nq| GQvovI 

GwUGg/wmAviGg GKwU KvW©avix‡K A¨vKvD‡›Ui eZ©gvb Ae¯'v Rvbv‡Z cv‡i 

(GKwU KvM‡R wcÖ›Umn), Ges GKwU A¨vKvD›U †_‡K Ab¨ A¨vKvD‡›U A_© 

¯'vbvšÍi Ki‡Z mvnvh¨ K‡i| KvW© covi Rb¨ GwUGg/wmAviGg Gi m‡½ KvW© 

covi GKwU wWfvBm Ges KvW©avixi m‡½ †hvMv‡hvM Kivi Rb¨ wWm‡cø I 

Kx‡evW© mieivn Kiv nq| GwUGg/wmAviGg Gi m‡½ GKwU Kw¤úDUvi mshy³ 

_v‡K, hv K¨vk wWm‡cÞv‡ii e¨e¯'vcbv Ges Gi †÷Uvm wbqš¿Y K‡i _v‡K| 

†klwU eis ¸iæZ¡c~Y©, KviY K¨vk wWb‡cÞvi n‡jv bM` UvKvi fvÐvi| 

GwUGg/wmAviGg-Gi K¨v‡m‡U wewfbœ g~j¨gv‡bi †bvU ivLv nq, hv we‡kl 

wbivc‡` _v‡K| K¨v‡m‡Ui msL¨v GKwU GwUGg/wmAviGg Øviv mieivnK…Z 

Ges GKwU wmAviGg Øviv MÖnYK…Z wewfbœ g~‡j¨i †bv‡Ui msL¨v wba©viY K‡i| 

†hvMv‡hvM cÖwµqvi Rb¨ GwUGg/wmAviGg-G g‡Wg ev j¨vb KvW© mshy³ 

_v‡K|  

evsjv‡`‡k GwUGg/wmAviGg e¨envi ïaygvÎ kn‡iB mxgve×| 

evsjv‡`‡k GwUGg/wmAviGg-Gi msL¨v `ªæZ e…w× cv‡‧Q, 2003 mv‡j msL¨vwU 

100wU †_‡K 2010-G 1900-wU Ges 2021-G msL¨vwU †e‡o 11,000-wU‡Z 

`uvwo‡q‡Q| 11,000 GwUGg/wmAviGg-Gi g‡a¨ WvP&-evsjv e¨vsK GKvB 

5,000 GwUGg/wmAviGg Bb÷j K‡i‡Q| cieZ©x eo GwUGg/wmAviGg 

AwaMÖnYKvixiv n‡jv eª¨vK e¨vsK, Bmjvgx e¨vsK Ges wKD-K¨vk †bUIqvK©| 

 

1.1. GwUGg/wmAviGg †_‡K cÖvß cwi‡lev 

KvW©avixiv GwUGg/wmAviGg e¨envi K‡i A‡bK e¨vswK Kvh©µg m¤úv`b 

Ki‡Z cv‡ib, hv wb‡P ZvwjKvfy³ Kiv n‡q‡Q— 

 bM` D‡Ëvjb 

 KvW©wenxb bM` D‡Ëvjb 

 bM` Rgv (ïay 

wmAAiGg) 

 GK A¨vKvD›U †_‡K 

Ab¨ A¨vKvD‡›U Znwej 

¯'vbvšÍi 

 AvšÍte¨vsK Znwej 

¯'vbvšÍi 

 ˆe‡`wkK †iwgU¨vÞ MÖnY 

 e¨v‡jÞ AbymÜvb 

 A¨vKvD‡›Ui †÷U‡g›U 

wcÖw›Us 

 †PK eB Gi Rb¨ 

Aby‡iva cvVv‡bv 

 BDwUwjwU wej †c‡g›U 

 †gvevBj wiPvR© 

 

 

                                                                GwUGg 
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1.2. bM` †Zvjvi †‣‡Î GwUGg/wmAviGg Kxfv‡e KvR K‡i? 

 

 

mg¯Í GwUGg/wmAviGg e¨vs‡Ki †WUv †m›Uv‡i GKwU myBwPs md&UIq¨v‡ii m‡½ 

mshy³ _v‡K| GwUGg/wmAviGg-G KvW© †XvKv‡bv n‡j, KvW© wiWvi Kv‡W©i 

†gM-÷ªvBc ev wPc †_‡K KvW© b¤^i, †gqv` †kl nIqvi ZvwiL, e¨vs‡Ki 

AvB‡Ww›Uwd‡Kkb b¤^i BZ¨vw` c‡o, e¨enviKvixi KvQ †_‡K wcb Ges UvKvi 

cwigvY BbcyU †bq Ges myBwPs md&UIq¨vi-G GB Z_¨mg~n †cÖiY K‡i| 

myBwPs md&UIq¨vi Zvici KvW©wU Ab-Avm ev Ad-Avm wK bv Zv cix¶v 

K‡i| hw` Ab-Avm nq Ges KvW©wU GKwU †WweU KvW© nq, Zvn‡j myBwPs 

md&UIq¨viwU Kv‡W©i ˆeaZv (Kv‡W©i b¤^i WvUv‡e‡m we`¨gvb Av‡Q wK bv, 

†gqv` †kl n‡q †M‡Q wK bv, BZ¨vw`), ÷¨vUvm (Pywi Kiv ev nU KvW© wK bv) 

Ges Kv‡W©i wcb cix‣v K‡i| mg¯Í †PK cvm n‡j, mswkøó A¨vKvD›U b¤^i 

Ges UvKvi cwigvY A¨vKvD›U †_‡K †WweU Kivi Aby‡ivamn e¨vs‡Ki †Kvi 

e¨vswK wm‡÷‡g †cÖiY K‡i| hw` †Kvi e¨vswK wm‡÷g A¨vKvD‡›U ch©vß 

e¨v‡jÞ Lyu‡R cvq Ges A¨vKvD›UwU Acv‡iwUf _v‡K, Zvn‡j mgcwigvY UvKv 

A¨vKvD›U †_‡K †WweU K‡i Ges myB‡Pi gva¨‡g GwUGg/wmAviGg-G GKwU 

Aby‡gv`b †KvW cvVvq| Zvici GwUGg/wmAviGg UvKv MYbv K‡i MÖvnK‡`i 

Kv‡Q †cÖ‡R›U K‡i|  

hw` KvW©wU Ab-Avm nq Ges GwU GKwU †µwWU KvW© nq, Z‡e my¨BPwU  

†Kv‡bv wKQz cixÿv bv K‡iB †µwWU KvW© wm‡÷‡g Z_¨ †cÖiY K‡i| †µwWU 

KvW© wm‡÷g Kv‡W©i ˆeaZv cix‣v K‡i (KvW© b¤^i WvUv‡e‡m we`¨gvb Av‡Q 

wK bv, †gqv` †kl n‡q †M‡Q wK bv BZ¨vw`), ÷¨vUvm (GKwU Pywi ev nU KvW© 

wK bv) Ges Kv‡W©i wcb cixÿv K‡i| hw` mg¯Í †PK cvm n‡q hvq Ges KvW© 

A¨vKvD‡›U h‡_ó †µwWU wjwgU _v‡K, Zvn‡j †µwWU KvW© wm‡÷g mgcwigvY 

UvKv KvW© A¨vKvD›U †_‡K †WweU K‡i Ges myB‡Pi gva¨‡g GwUGg/wmAviGg-

G GKwU Aby‡gv`b †KvW cvVvq| Zvici GwUGg/wmAviGg, UvKv MYbv K‡i 

Zv MÖvn‡Ki Kv‡Q †cÖ‡R›U K‡i|  

hw` †jb‡`b Ad-Avm nq, Zvn‡j myBP †PK K‡i †h †jb‡`bwU 

evsjv‡`‡ki †Kv‡bv e¨vs‡Ki KvW©‡nvìvi K‡i‡Qb wKbv| hw` KvW©avix 

evsjv‡`‡ki †Kv‡bv e¨vs‡Ki nq, Zvn‡j evsjv‡`k e¨vs‡Ki ( †K›`ªxq e¨vsK) 

b¨vkbvj †c‡g›U wm‡÷g, evsjv‡`k (NPSB) G †cÖiY K‡i| GbwcGmwe 

KvW©avixi e¨vs‡Ki myBwPs md&UIq¨v‡i †jb‡`b †cÖib K‡i| H e¨vs‡Ki myBwPs 

md&UIq¨vi Kv‡W©i ˆeaZv, w¯'wZ, wcb BZ¨vw` hvPvB K‡i Ges †Kvi e¨vswK 

wm‡÷g (hw` †WweU KvW©) ev †µwWU KvW© wm‡÷g (hw` †µwWU KvW©) †_‡K 

Aby‡gv`b wb‡q Zv GbwcGmwe Gi gva¨‡g GwUGg/wmAviGg-G †cÖiY K‡i|  

hw` †jb‡`bwU Ad-Avm nq Ges KvW©wU GKwU AvšÍR©vwZK KvW© nq, Z‡e 

e¨vs‡Ki myBP GB †jb‡`bwU h_vh_ †c‡g›U A¨v‡mvwm‡qk‡bi Kv‡Q (wfmv, 

gv÷viKvW©, †Rwmwe, BDwbqb †c BZ¨vw`) d‡ivqvW© K‡i| †c‡g›U 

A¨v‡mvwm‡qkb Zvi m`m¨ e¨vs‡K †jb‡`bwU d‡ivqvW© K‡i, hv Kv‡W©i ˆeaZv, 

w¯'wZ, wcb BZ¨vw` hvPvB K‡i Ges Gi †Kvi e¨vswK wm‡÷g (hw` †WweU KvW©) 

ev †µwWU KvW© wm‡÷g (hw` †µwWU KvW©) †_‡K Aby‡gv`b wb‡q Zv †c‡g›U 

A¨v‡mvwm‡qk‡bi gva¨‡g GwUGg/wmAviGg-G †cÖiY K‡i|  

Aby‡gv`‡bi †KvWwU cwRwUf n‡j, GwUGg/wmAviGg UvKv MYbv K‡i Ges 

MÖvnK‡K Dc¯'vcb K‡i| 
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1.3. GwUGg/wmAviGg Gi †¯úwmwd‡Kkb Ges G m¤úwK©Z welqvewj 

 

1.3.1 GwUGg/wmAviGg †¯úwmwd‡Kkb 

GwUG‡gi aib : evsjv‡`‡k `yB ai‡bi GwUGg cvIqv hvq—jwe UvBc Ges 

†_ªv-`¨-Iqvj UvBc| jwe UvB‡ci GwUGg Bb÷j Kivi Rb¨ †QvU RvqMv 

cÖ‡qvRb, †hLv‡b †_ªv-`¨-Iqvj UvB‡ci GwUGg-Gi Rb¨ GKwU N‡i `ywU iæg 

mn eo RvqMvi cÖ‡qvRb nq| mvg‡bi Ask MÖvnK‡`i Rb¨ e¨envi Kiv nq 

Ges GKwU c…_K `iRv Ges Gqvi KwÛkbv‡ii (Gwm) e¨e¯'v _v‡K| †cQ‡bi 

iæ‡g †gwkb emv‡bv nq Ges GB iæ‡gi Rb¨ GKwU Avjv`v `iRv Ges Gwm 

_v‡K| K¨vk †cQb w`K †_‡K †jvW Kiv nq| GKwU jwe UvB‡ci GwUG‡gi 

†‣‡Î, GwUG‡gi mvg‡bi w`K †_‡K K¨vk †jvW Kiv nq|  

GwUGg/wmAviGg Drcv`bKvix : GwUGg/wmAviGg-Gi kxl© PviwU eª¨vÛ 

n‡jv : wW‡evë, GbwmAvi, wnUvwP, DBb‡Kvi-wb·Wd©| 

 
 

  
 

     GbwmAvi GwUGg                WvB‡evì GwUGg          DB¼i wb·Wd© GwUGg 
 

Kw¤úDUvi : cÖwZwU GwUGg-G GKwU Kw¤úDUvi _v‡K| Kw¤úDUv‡ii Rb¨ 

GKwU AvaywbK cÖ‡mmi e¨envi Kiv nq| GK wRwe i¨vg, 80 wRwe GBPwWwW, 

10/100 †emwU B_vi‡bU BDGmwe, B_vi‡bU A¨vWvÞvi BZ¨vw` Kw¤úDUv‡ii 

m‡½ mshy³ _v‡K| Kw¤úDUviwU GwUGg Pvjy K‡i, B‡jKUªwbKfv‡e Rvb©v‡ji 

†iKW© msiÿY K‡i Ges 3 DES Gbwµckb mn wUwmwc/AvBwc cÖ‡UvKj 

e¨envi K‡i wjRW& jvBb, wRGmGg Ges wf-m¨vU †bUIqv‡K©i gva¨‡g 

e¨vs‡Ki myBwPs mdUIq¨v‡ii †hvMv‡hvM K‡i| 

 

wWm&‡cø : 15" / 17" iwOb wWm&‡cø-GjwmwW ev UvP w¯Œb| 

 

KvW© wiWvi : KvW© wiWvi GKwU GwUGg/wmAviGg-Gi AZ¨šÍ ¸iæZ¡c~Y© Ask| 

GwU MÖvnK‡`i Kv‡W©i †gM-÷ªvBc ev wPc †_‡K (BGgwf KvW© n‡j) Kv‡W©i 

Z_¨vw` c‡o _v‡K|  

†cÖv‡UvKj : `ywU †cÖv‡UvKj h_v GbwWwm+ Ges wW912 Gi gva¨‡g GwUGg 

myB‡Pi m‡½ †hvMv‡hvM K‡i _v‡K|  

Kx c¨vW : Gbwµ‡ÞW/Bwcwc (wcwmAvB Kgcøv‡q›U) Kx mn GKwU ÷¨vÛvW© 

Kx‡evW© GwUGg/wmAviGg-Gi m‡½ e¨envi Kiv nq| 

wcÖ›Uvi : `ywU wcÖ›Uvi h_v KbwRDgvi wcÖ›Uvi Ges Rvb©vj wcÖ›Uvi GKwU 

ATM/CRM Gi m‡½ mieivn Kiv nq| KbwRDgvi wcÖ›Uvi MÖvnK‡`i Rb¨ 

cÖwZwU †jb‡`b GKwU w¯ø‡c wcÖ›U K‡i Ges Rvb©vj wcÖ›Uvi GwUGg/wmAviGg-

Gi wfZ‡i _v‡K Ges e¨_©/mdj Ae¯'vmn mg¯Í †jb‡`b wcÖ›U K‡i| K¨vk 

†Wwjfvwi msµvšÍ we‡iva GB Rvb©vj †_‡K wPwþZ Kiv nq| eZ©gvb hy‡M, GB 

KvM‡Ri Rvb©vj GKwU B‡jKUªwbK Rvb©vj Øviv cÖwZ¯'vwcZ n‡q‡Q| 

wWm‡cbmvi : wWm‡cbmvi Ggb GKwU BDwbU, hv UvKv MYbv K‡i Ges weZiY 

K‡i| wWm‡cbmvi f¨vKzqvg wcK ev wdªKkb wcK cÖhyw³ e¨envi K‡i UvKv 

MYbv Ges weZiY K‡i _v‡K| 

wbivcËv : GwUGg/wmAviGg f‡ë Wyqvj Kw¤̂‡bkb jK †`Iqv Av‡Q, d‡j 

fë Lyj‡Z `yRb Awdmv‡ii cÖ‡qvRb nq| wbivc`wU 2wU ÷¨vÛv‡W© cvIqv hvq  

BDGj 291 Ges wmBGb| wmBGb BDGj 291 Gi †P‡q kw³kvjx| 

wmAviGg-G K¨vk MÖnY : wmAviGg-G K¨vk MÖn‡Yi myweav i‡q‡Q| K¨vk 

evwÛj wnmv‡e Rgv Kiv nq| wmAviGg wewfbœ g~j¨gv‡bi †bvU Avjv`v 

Avjv`vfv‡e MYbv K‡i Ges K¨vk wWm‡cwÞs K¨v‡m‡U Rgv K‡i| d‡j 

wmAviGg-G K¨vk fivi cÖ‡qvRb GwUGg-Gi Zzjbvq A‡bK Kg|  

 

1.3.2. GwUGg/wmAviGg-G e¨eüZ †bv‡Ui g~j¨gvb  

GwUGg/wmAviGg-G cÖvß wewfbœ g~j¨gv‡bi †bv‡Ui msL¨v wbf©i K‡i 

GwUGg/wmAviGg-G KZMy‡jv K¨v‡mU †XvKv‡bv †h‡Z cv‡i Zvi Ici| hw` 

GKwU GwUGg/wmAviGg-G 4wU K¨v‡mU ivLvi e¨e¯'v _v‡K, Zvn‡j 4 ai‡bi 
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Kv‡iwÞ †bvU G‡Z †jvW Kiv †h‡Z cv‡i| hvB‡nvK, Nb Nb K¨vk †jvwWs 

Gov‡Z, e¨vsKMy‡jv mvaviYZ GwUGg/wmAviGg-G ïay GK ev `ywU g~j¨gv‡bi 

†bvU cÖ`vb K‡i, †hgb 2wU K¨v‡m‡U 1000 UvKvi †bvU Ges Ab¨ 2wU 

K¨v‡m‡U 500 UvKvi †bvU| GKwU K¨v‡m‡U 2000wU †bvU ivLv hvq| GB 

fv‡e hw` `ywU K¨v‡mU 1000 UvKvi †bvU Ges Ab¨ `ywU‡Z 500 UvKvi †bvU 

†jvW Kiv nq, Zvn‡j GKwU GwUGg/wmAviGg-G GKev‡i 6.00 wgwjqb UvKv 

†jvW Kiv †h‡Z cv‡i| 

 

1.3.3. Z…Zxq c¶ Øviv K¨vk wdwWs  

1000wU GwUGg Ges 1 wgwjqb Kv‡W©i AvKvimn GKwU e¨vs‡Ki GwUG‡g 

cÖwZw`b 500 wgwjqb UvKv †jvW Ki‡Z n‡e| wKš` wmAviGg-G K¨vk fivi 

cwigvY A‡bK Kg| KLbI KLbI bM` Rgvi cwigvY bM` D‡Ëvj‡bi †P‡q 

†ewk n‡j wmAviGg †_‡K K¨vk miv‡bvi cÖ‡qvRb n‡Z cv‡i| 

Avgv‡`i †`‡k †bv‡Ui gvb fv‡jv bv nIqvq Ges †bv‡U wQ`ª _vKvq, 

GwUGg-G K¨vk wdW Kivi Av‡M G‡K G‡K me †bvU †PK Ki‡Z nq, Lvivc 

†bvU g¨vbyqvwj cÖZ¨vL¨vb Ki‡Z nq Ges Zvici †bvU¸‡jv‡K Ggbfv‡e 

mvwR‡q ivL‡Z nq †hb `ywU msjMœ †bv‡Ui MZ© `ywU wecixZ w`‡K c‡o| Gi 

Rb¨ cÖwZw`b wecyj Rbe‡ji cÖ‡qvRb nq| GRb¨ GB KvRwU Z…Zxq c‡‣i 

Kv‡Q AvDU‡mvm© Kiv nq| Z‡e, GwUGg-Gi cwie‡Z© wmAviGg Bb÷j Kiv 

n‡j GB Kvh©µg D‡jøL‡hvM¨fv‡e nªvm †c‡q‡Q| 

 

1.3.4. K¨v‡ki cvwm©qvj wWm‡cbP (Partial Dispence) I bb-wWm‡cbP 

(Non-Partial Dispence) 

KLbI KLbI GwUGg/wmAviGg-Gi †fZ‡i †jvW Kiv †bv‡Ui ¸Ygv‡bi 

Kvi‡Y, GwUGg/wmAviGg MÖvn‡Ki PvIqv mg¯Í †bvU MYbv Ki‡Z cv‡i bv| GB 

ai‡bi †‣‡Î GwUGg/wmAviGg nq A‡_©i GKwU Ask weZiY K‡i ev wKQyB 

†`q bv| d‡j GwUGg/wmAviGg myB‡Pi gva¨‡g Aby‡gv`bKvixi e¨vsK ev 

wm‡÷‡gi Kv‡Q GKwU wifvm©vj Aby‡iva cvVvq Ges e¨vsK Gi wm‡÷g A-

weZiYK…Z UvKvi cwigvY MÖvn‡Ki A¨vKvD‡›U †µwWU K‡i †`q| 

KLbI KLbI, wifvm©vj Aby‡ivaI e¨_© nq Ges MÖvnK Zvi A¨vKvD‡›U 

A_© †diZ cvb bv| KvW©avix‡K G‡‣‡Î, KvW© Bmy¨Kvix e¨vs‡K wi‡cvU© Ki‡Z 

n‡e| †h‡nZz KvW©avix A¨v‡Kvqvwis e¨vs‡Ki m‡½ cwiwPZ bq Ges 

A¨v‡Kvqvwis e¨vs‡Ki MÖvnK A¨vKvD‡›U A¨v‡•m †bB, ZvB Zviv GB wel‡q 

†Kv‡bv c`‡‣c wb‡Z cv‡i bv| 

 

1.3.5. UvKv K¨vcPvi (Capture of Money) 

Kv÷gv‡ii Kv‡Q UvKv †cÖ‡R›U Kivi ci GwUGg/wmAviGg 45 †m‡K‡Ûi Rb¨ 

A‡c‣v K‡i (Kv÷gvB‡Rej)| GB mgqmxgvi g‡a¨ MÖvnK UvKv MÖnY bv 

Ki‡j GwUGg/wmAviGg UvKv K¨vcPvi K‡i Ges Ôwi‡R± webÕ bv‡g GKwU 

K¨v‡m‡U msi‣Y K‡i| 

 

1.3.6. ms‡hv‡Mi Rb¨ e¨eüZ †bUIqvK© 

GKwU †jb‡`b cwiPvjbv Kivi Rb¨ GwUGg/wmAviGg-Gi ïay 16 †KwewcGm 

e¨vÛDB_ cÖ‡qvRb| d‡j GwUGg/wmAviGg †jb‡`‡bi Rb¨ †h‡Kv‡bv ai‡bi 

†hvMv‡hvM gva¨g e¨envi Kiv †h‡Z cv‡i| GwUGg/wmAviGg †jb‡`‡bi Rb¨ 

me‡P‡q mnR Ges m¯Ív gva¨g n‡jv †gvevBj †WUv †bUIqvK©| wKš`, 

e¨vsKMy‡jv mvaviYZ †WUv ms‡hv‡Mi Rb¨ dvBevi AcwUK e¨envi K‡i KviY 

GwU †hvMv‡hv‡Mi Rb¨ me‡P‡q wbf©i‡hvM¨ gva¨g| 

 

1.3.7. KvW© K¨vcPvi Ges nU KvW© (Card Capture and Hot-card) 

wbivcËvi Kvi‡Y, hw` GKRb KvW©avix 3 evi fzj wcb †XvKvb, 

GwUGg/wmAviGg KvW©wU K¨vcPvi K‡i Ges KvW©wU ÔnUÕ n‡q hvq| GB ai‡bi 

†‣‡Î, MÖvnK‡K Zvi †nvg eªv‡Â wi‡cvU© Ki‡Z nq| K¨vk †jvwWs `j, Zv‡`i 

cieZ©x md‡ii mgq, KvW©wU msMÖn K‡i Ges A¨vKzqvwis e¨vs‡K cvVvq| 

GwUGg/wmAviGg-G hw` GKwU nU KvW© †XvKv‡bv nq, GwUGg/wmAviGg 

Zrÿbvr KvW©wU K¨vcPvi Ki‡e| AZGe, nU KvW© e¨envi Kivi Av‡M 

e¨vs‡Ki †ní †W‡¯‹ Kj Kiv Ges Kv‡W©i †÷Uvm ¯^vfvweK Kiv cÖ‡qvRb| 

Avcbvi K‡ji mgq, Avcwb †h KvW©avix Zv wbwðZ Kivi Rb¨ e¨vsK Awdmvi 

Avcbv‡K †ek wKQy cÖkœ Ki‡Z cv‡ib| KvW© K¨vcPvi Kivi Ab¨vb¨ KviY 

n‡jv GwUGg/wmAviGg-G cvIqvi †dBwjDi (ev BDwcGm e¨vKAvc †kl 

nIqvi Kvi‡Y), KvW©wU c~‡e©B eøK n‡q wM‡qwQj Ges GwUGg/wmAviGg-Gi 

KvW© wiWv‡ii mgm¨v| 

  

1.3.8. GwUGg/wmAviGg ey‡_i Rb¨ GKKvjxb Ges gvwmK LiP 

GwUGg/wmAviGg ey‡_ GKKvjxb wewb‡qvM wbgœiƒc— 

 GwUGg/wmAviGg-Gi `vg| 

 RvqMvi evwoIqvjvi Kv‡Q AwMÖg| 

 BDwcGm, wmwmwUwf, Gqvi KwÛkbvi Gi `vg| 
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 ey_, mvB‡bR I mvRm¾v wbg©v‡Yi LiP| 

gvwmK LiP wbgœiƒc— 

 ey‡_i fvov 

 we`¨yr LiP 

 3 wkd‡U wb‡qvwRZ 3 Rb wmwKDwiwU Mv‡W©i †eZb 

 K¨vk mwU©s Ges wdwWs PvR© 

 wj¼ PvR© 

 GwUGg/wmAviGg, BDwcGm, wmwmwUwf, Gwm Ges ey‡_i Rb¨ i‣Yv‡e‣Y 

PvR© 

 AvbycvwZK nv‡i myBwPs wm‡÷‡gi LiP 

 AvbycvwZK nv‡i †WUv †m›Uv‡ii Rbej Ges i‣Yv‡e‣Y LiP 

 

cÖwZ GwUGg/wmAviGg-G GKKvjxb LiP 2.00-2.50 wgwjqb UvKvi g‡a¨ 

n‡Z cv‡i Ges gvwmK LiP GwUGg/wmAviGg cÖwZ 80,000-100,000 UvKvi 

g‡a¨ n‡Z cv‡i| 

 

1.3.10. GwUGg/wmAviGg †_‡K Avq 

mvaviYZ GwUGg/wmAviGg-G Ab-Avm †jb‡`‡bi Rb¨ †Kv‡bv †jb‡`b wd 

†bB| Z‡e Ad-Avm †jb‡`‡bi Rb¨, A¨vKzqvwis e¨vsK cÖwZwU ¯'vbxq 

†jb‡`‡bi Rb¨ 20 UvKv Ges cÖwZwU AvšÍR©vwZK †jb‡`‡bi Rb¨ BDGmwW 

1.00-1.25 cv‡e| G¸‡jv‡K h_vµ‡g ¯'vbxq Ges AvšÍR©vwZK 

GwUGg/wmAviGg B›Uvi‡PÃ wd ejv nq Ges evsjv‡`k e¨vsK Ges mswkøó 

†c‡g›U A¨v‡mvwm‡qkb Øviv wba©vwiZ nq| KvW©‡nvìvi‡`i KvQ †_‡K 

Av`vqK…Z †WweU Kv‡W©i evwl©K wd e¨vs‡Ki cÖavb Avq wn‡m‡e aiv †h‡Z 

cv‡i|   

 

1.4. GwUGg/wmAviGg RvwjqvwZ Ges cÖwZKvi (ATM/CRM Fraud and 

remedy) 

weMZ K‡qK eQ‡i mviv we‡k¦ GwUGg/wmAviGg RvwjqvwZ D‡jøL‡hvM¨fv‡e 

e…w× †c‡q‡Q Ges KvW© I wcb-Gi Z_¨ Pzwi Kivi cÖhyw³ Avwe®‹…Z nIqvq Zv 

AviI weKwkZ n‡q‡Q| GwUGg/wmAviGg RvwjqvwZ mvaviYZ `ywU cÖKv‡i 

msNwUZ nq| KvW© wiwWs wWfvBm Ges KvW©-Uª¨vwcs wWfvB‡mi gva¨‡g|  

 

1.4.1. KvW© wiwWs wWfvBm (Card-Reading Device) 

Acivaxiv cÖ_‡g GwUGg/wmAviGg-G GKwU w¯‹wgs †gwkb Ges GKwU           

wgwb-K¨v‡giv †hvM K‡i| KvW© Gw›Uª ¯ø‡U gvD›U Kiv w¯‹wgs wWfvBm Kv‡W©i evi 

†KvW c‡o Avi KvW©avix hLb Zvi wcb cÖ‡ek K‡ib ZLb wgwb K¨v‡giv wcb 

†iKW© K‡i| KvW©avix Zvi †jb‡`b m¤ú~Y© Kivi c‡i KvW©wU wb‡q P‡j hvb| 

wKš` n¨vKvi Zvi Kv‡W©i Z_¨ Ges Zvi wcb †c‡q hvq| mvaviYZ, cÖZviK 

GKwU bZyb KvW© ˆZwi K‡i Ges MÖvn‡Ki A¨vKvD›U †_‡K A_© D‡Ëvj‡bi Rb¨ 

GwU e¨envi K‡i| w¯‹wgs wWfvBmMy‡jv memgq mn‡R aiv c‡o bv, we‡kl 

K‡i hw` MÖvnKiv GwUGg/wmAviGg-Gi †Pnvivi m‡½ AcwiwPZ nb| 

AvRKvj mg¯Í GwUGg/wmAviGg A¨vw›U-w¯‹wgs wWfvBmmn ˆZwi Kiv nq,  

hv KvW© †XvKv‡bvi mgq K¤úb m…wó K‡i| GB K¤úb GKwU w¯‹wgs †gwkb 

Bb÷j K‡i w¯‹gv‡ii Øviv Kv‡W©i Z_¨ cov Ges †iKwW©s cÖwZ‡iva K‡i| hw` 

cy‡iv‡bv GwUGg/wmAviGg-G A¨vw›U-w¯‹wgs wWfvBm Bb÷j bv _v‡K, Zvn‡j 

e¨vsKMy‡jv‡K Avjv`v A¨vw›U-w¯‹wgs wWfvBm †Kbv DwPZ Ges †mMy‡jv 

GwUGg/wmAviGg-Gi m‡½ mshy³ Kiv DwPZ| 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.4.2 KvW© Uª¨vwcs wWfvBm (Card-Trapping Device) 

GwUGg/wmAviGg cwieZ©b Kivi GKwU weKí iƒc n‡jv KvW© ¯ø‡U G•-†i 

†U‡ci GKwU cvZjv wdZv †XvKv‡bv| wdZvwU MÖvn‡Ki KvW©‡K AvU‡K iv‡L 

 

      mvaviY GwUGg wWfvBm 

KvW© ø̄‡Ui mvg‡b GKwU w¯‹wgs 

wWfvBm hy³ GwUGg| j¶¨ 

Kiæb Kxfv‡e KvW© ø̄UwU evB‡ii 

w`‡K dz‡j Av‡Q| 
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Ges g‡b nq †hb KvW©wU KvR Ki‡Q bv| GB gyn~‡Z©, Ab¨ †KD, GKRb 

cÖZviK Av‡m Ges KvW©aviK‡K e‡j †h †m (KvW©avix) Zvi (KvW©avixi) wcb 

†KvW cybivq cÖ‡ek K‡i Zvi KvW© cybiæ×vi Ki‡Z cv‡i| KvW©avix hLb Zvi 

wcb UvBc K‡i, ZLb cÖZviK Zv †`‡L †d‡j| KvW©wU GLbI †ei bv nIqvq 

KvW©avix GwUGg/wmAviGg †_‡K P‡j hvq| Zvici cÖZviK KvW©wUmn 

wWfvBmwU †ei K‡i †bq| c‡i KvW©avixi H KvW© I wcb e¨envi K‡i 

GwUGg/wmAviGg †_‡K UvKv DVv‡q †bq| 
   

 

 

 

KvW©-Uª¨vwcs wWfvBm (device) 

 

GB ai‡bi ¯‹¨v‡gi wkKvi nIqv cÖwZ‡iva Kivi Rb¨— 

 MÖvnKw`M‡K †mB me GwUGg/wmAviGg e¨envi Kiv †_‡K weiZ _vK‡Z 

n‡e †hLv‡b KvW© wiwWs wWfvBm ev KvW© Uª¨vwcs wWfvBm gvD›U Kiv 

n‡q‡Q e‡j g‡b n‡e| KvW© Gw›Uª ¯øUMy‡jv GwUGg/wmAviG‡gi c…‡ôi m‡½ 

d¬vk Kiv Ae¯'vq _vKv DwPZ| hw` GKRb MÖvnK GKwU KvW© Gw›Uª ¯øU 

†`‡Lb, hv †gwk‡bi Ic‡i DwÐZ n‡q‡Q, Zvn‡j GwU m‡›`‡ni Rb¥ †`‡e 

Ges e¨envi Kiv DwPZ bq| 

 MÖvnK hw` w¯Œb co‡Z ev wcb wjL‡Z A¯^w¯ÍKi g‡b K‡ib, Zvn‡j Zvi 

†gwkbwU e¨envi Kiv DwPZ bq| nqZ GUv cwieZ©b Kiv n‡q‡Q| 

GwUGg/wmAviGg-Gi w¯Œ‡bi cv‡k †Kvb wWm‡cø KLbI gvD›U Kiv nq 

bv| †h‡Kv‡bv wKQy hv GKwU GwUGg/wmAviGg Gi wKQz‡K eøK K‡i ev 

AvswkKfv‡e A¯úó K‡i, Zv‡Z GKwU K¨v‡giv jyKv‡bv _vK‡Z cv‡i| 

 MÖvnK‡K Zvi wcbwU mZK©Zvi m‡½ e¨envi Ki‡Z n‡e, we‡kl K‡i GwU 

cÖ‡ek Kivi mgq, Zvi GKwU nvZ w`‡q Kxc¨vWwU †X‡K ivL‡Z n‡e|   

 hw` GKwU †gwkb KvW©wU MÖvm K‡i, MÖvnK‡K ZrÿYvr e¨vs‡Ki †ní †W‡¯‹ 

Kj K‡i wi‡cvU© Ki‡Z n‡e| 

 MÖvnK‡K Zvi bZzb KvW© cvIqvi mgq m‡½ †`Iqv wcb b¤^i cwieZ©b 

Ki‡Z n‡e| MÖvn‡Ki KvW© Ges wcb GKm‡½ ivLv DwPZ bq| 

 e¨vsKMy‡jv‡K weë-Bb A¨vw›U-w¯‹wgs wWfvBmmn GwUGg/wmAviGg †Kbv 

Ges Bb÷j Kiv DwPZ| cy‡iv‡bv †h mg¯Í GwUGg/wmAviG‡g †Kv‡bv 

A¨vw›U-w¯‹wgs wWfvBm Bw›U‡MÖ‡UW †bB, e¨vsK Avjv`v A¨vw›U-w¯‹wgs 

wWfvBm wK‡b GB mg¯Í GwUGg/wmAviGg-G Bb÷j Ki‡Z cv‡i| 

 

2. wW‡cvwRU †gwkb 

GKwU wW‡cvwRU †gwkb n‡jv e¨vsK KZ…©K Bb÷j Kiv GKwU †gwkb hvnv A_© 

Rgv †`Iqvi Rb¨ MÖvnKMY e¨envi K‡ib| wW‡cvwRU †gwkb‡K KIOSK I 

ejv nq| GKwU wW‡cvwRU †gwk‡b GKwU KvW© wiWvi _v‡K|  hw` †Kv‡bv 

KvW©avix UvKv Rgv †`Iqvi Av‡M Zvi KvW© H KvW© wiWv‡i cÖ‡ek Kivq Zvn‡j 

Zv‡K Zvi A¨vKvD›U b¤^i ev KvW© b¤^i UvBc Ki‡Z n‡e bv| Rgv Kivi Rb¨ 

Avbv UvKv GKwU eÜ Lv‡g †XvKv‡bv nq Ges †gwk‡bi †fZ‡i †d‡j †`Iqv 

nq| wW‡cvwRU †gwk‡bi Kx‡evW© e¨envi K‡i Rgv Kiv UvKvi cwigvY Gw›Uª 

†`Iqv nq|  

KLbI KLbI, Lv‡gi wfZ‡i †XvKv‡bv UvKv I Gw›Uª †`Iqvi cwigvY wfbœ 

n‡Z cv‡i| wmwmwUwfi Kfv‡i‡Ri g‡a¨ e¨vs‡Ki GKwU `j Lvg¸‡jv Ly‡j| 

we‡iva †`Lv w`‡j `‡ji (e¨vsK Kg©KZ©v‡`i) wm×všÍB P‥ovšÍ e‡j MY¨ n‡e| 

Z‡e MÖvnK Am¤§Z n‡j MÖvnK wmwmwUwf †iKW© †`L‡Z cv‡ib| 
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hvB‡nvK, wKQy e¨vsK, GB ai‡bi we‡iva Gov‡Z, Lv‡gi wfZ‡i cwigvY 

wbwðZ Kivi Rb¨ cÖwZwU wW‡cvwRU †gwk‡bi ey‡_ e¨vsK Kg©KZ©v‡`i wbhy³ 

K‡i| wW‡cvwRU †gwk‡b †djvi Av‡M UvKvi cwigvY I Lv‡g DwjøwLZ UvKvi 

cwigvY wgwj‡q e¨vs‡Ki Kg©KZ©v I MÖvnK Df‡qB Lv‡gi Ici ¯^vÿi K‡i 

_v‡Kb|  

GKwU wW‡cvwRU †gwk‡bi ¸iæZ¡c~Y© Ask n‡jv GKwU fë, Gi 

†¯úwmwd‡Kkb (BDGj ev wmBGb) Ges Gi †bvU aviY‣gZv| f‡ëi 

aviY‣gZv GZ eo n‡Z cv‡i †h cÖwZwU Lv‡g 500wU †bvU msewjZ 700wU 

Lvg aviY Ki‡Z cv‡i| 

wW‡cvwRU †gwkbwU GKwU Kw¤úDUvi, gwbUi Ges md&UIq¨vi w`‡q 

mw¾Z| evsjv‡`‡k ¯'vbxqfv‡e wW‡cvwRU †gwkb ˆZwi Kiv nq|  

 

3. dv÷ Uª¨vK/B‡j±ªwbK ey_ 

dv÷ Uª¨vK/B‡j±ªwbK ey_ n‡jv GKwU Abb¨ aviYv hv WvP-evsjv e¨vsK Zvi 

MÖvnK‡`i Rb¨ ˆZwi K‡i‡Q| wbgœwjwLZMy‡jv GKwU dv÷ Uª¨vK/B‡j±ªwbK 

ey‡_ Bb÷j Kiv _v‡K— 

 †ek K‡qKwU (2-5) GwUGg 

 †ek K‡qKwU wmAviGg/wW‡cvwRU †gwkb (1-3) 

 `yB wkd‡U GKRb K‡i Kg©KZ©v 

 K‡qKwU BDwcGm 

 wewfbœ †bUIqvK© cÖ`vbKvix KZ…©K ¯'vwcZ †WUv wj¼| 

 

GwUGg/wmAviGgMy‡jv mvaviYZ wbgœwjwLZ Kvi‡Y A‡K‡Rv n‡q †h‡Z cv‡i— 

 e¨vsK mvf©v‡ii m‡½ mshy³ wj¼ mPj bq| 

 GwUGg/wmAviGg-Gi wfZ‡i UvKv †bB| 

 †bvsiv †bv‡Ui Kvi‡Y UvKv R¨vg n‡q hvq hv cieZ©x MÖvnK‡`i UvKv 

Zyj‡Z evav †`q| 

 GwUGg/wmAviGg nvW©Iq¨vi mgm¨v| 

 BDwcGm mPj bq| 

 we`y¨r †bB| 

 

Dc‡iv³ mgm¨vmg~n `~i Ki‡Z WvP-evsjv e¨vsK dv÷ Uª¨vK ¯'vcb K‡i‡Q| 

eª¨vK e¨vsK Ges ÷¨vÛvW© PvU©vW© e¨vsKI GKB aviYv wb‡q B‡jKUªwbK ey_ 

¯'vcb K‡i‡Q| 

GKwU dv÷ Uª¨vK/B‡j±ªwbK ey‡_i Kvh©µg wb‡P D‡jøL Kiv n‡jv— 

 

K. bM` D‡Ëvjb 

MÖvnKiv dv÷ Uª¨vK/B‡j±ªwbK ey‡_ ¯'vwcZ 2 †_‡K 5wU GwUGg/wmAviGg-Gi 

†h †Kv‡bv GKwU †_‡K UvKv Zyj‡Z cvi‡eb| GwUGg/wmAviGgMy‡jv wewfbœ 

BDwcGm †_‡K PvwjZ nq Ges wewfbœ wj¼ cÖ`vbKvixi gva¨‡g †WUv †m›Uv‡ii 

m‡½ mshy³ _v‡K, hv  ˆe`y¨wZK Ges †bUIqvK© mgm¨vi Rb¨ wiWvb‡WwÞ ˆZwi 

K‡i| Avevi dv÷ Uª¨v‡K GKvwaK GwUGg/wmAviGg-Gi Kvi‡Y, 

GwUGg/wmAviGg Gi APj Ae¯'v, UvKvi NvUwZ Ges UvKv R¨v‡gi †ÿ‡Î 

cÖ‡qvRbxq wiWvb‡WwÞ wbwðZ Kiv n‡q‡Q| GwU wbwðZ K‡i †h, GKRb MÖvnK 

Aek¨B dv÷ Uª¨v‡K GwUGg/wmAviGg †_‡K UvKv Zyj‡Z m‣g n‡eb| 

Ab¨w`‡K, dv÷ Uª¨v‡K GKRb Awdmv‡ii Dcw¯'wZ MÖvnK‡K UvKv ev KvW© 

K¨vcPv‡ii g‡Zv †h‡Kvb mgm¨vi ZrÿYvr mgvavb Ki‡Z mvnvh¨ K‡i| 

 

L. UvKv Rgv Kiv 

GKRb MÖvnK dv÷ Uª¨vK/B‡j±ªwbK ey‡_ UvKv Rgv w`‡Z cv‡ib Ges UvKv 

Rgv †`Iqvi Rb¨ e¨vs‡Ki KvD›Uv‡i `xN© jvBb Gov‡Z cv‡ib| MÖvnK A_© 

Rgv Kivi Rb¨ dv÷ Uª¨vK/B‡j±ªwbK ey‡_ A‡bK ivwÎ Aewa †mev †c‡Z 

cv‡ib| MÖvnKiv mivmwi CRM-G UvKv Rgv w`‡Z cv‡ib ev GKwU wW‡cvwRU 

Lvg e¨envi K‡i K¨vk wW‡cvwRU †gwk‡bI UvKv Rgv w`‡Z cv‡ib| K¨vk 

wW‡cvwRU †gwk‡bi †‣‡Î, dv÷ Uª¨vK/B‡j±ªwbK ey‡_ `vwqZ¡iZ Kg©KZ©v 

MÖvnK‡`i KvQ †_‡K bM` UvKv ev †PK MÖnY K‡ib, UvKv MYbv K‡ib, GwU 

GKwU Lv‡g †XvKvb, LvgwU eÜ K‡ib Ges Lv‡g ¯^vÿi K‡ib| MÖvnKI Lv‡g 

¯^v‣i K‡ib Ges LvgwU wW‡cvwRU †gwk‡b †d‡j †`b| UvKv Rgv †`Iqvi 

Rb¨ hw` CRM e¨envi Kiv nq, Zvn‡j MÖvn‡Ki A¨vKvD‡›U Zvr‣wYKfv‡e 

UvKv Rgv nq Ges hw` wW‡cvwRU †gwkb e¨envi Kiv nq, Zvn‡j MÖvn‡Ki 

A¨vKvD‡›U c‡ii Kvh©w`e‡m UvKv Rgv nq| 

 

M. A¨vKvD›U †Lvjv 

wWDwU Awdmvi MÖvnK‡`i A¨vKvD›U †Lvjvi Rb¨ MÖvn‡Ki eKYC dig c~iY 

Ki‡Z mnvqZv K‡i _v‡Kb| Awdmvi m‡½ m‡½ MÖvn‡Ki A¨vKvD›U b¤^i Ges 
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†WweU KvW© n¯ÍvšÍi K‡i _v‡Kb| GQvovI MÖvnK CRM e¨envi K‡i Zvi 

A¨vKvD‡›U ZvrÿwYK UvKv Rgv Ki‡Z cv‡ib| 

 

N. MÖvn‡Ki wi‡Kv‡q÷ dg© 

MÖvn‡Ki wewfbœ cÖKvi Ôwi‡Kv‡q÷ dg©Õ dv÷ Uª¨vK/B‡j±ªwbK ey‡_ cvIqv hvq| 

Kg©iZ Kg©KZ©v MÖvnK‡K Dchy³ dg© cÖ`vb, dg© c~i‡Y mnvqZv Kiv, MÖvn‡Ki 

KvQ †_‡K dg© MÖnY Ges MÖvn‡Ki Aby‡iva ev¯Íevq‡bi Rb¨ cÖavb Awdm ev 

kvLvi mswkøó wefv‡M Zv †cÖiY K‡i| GB ai‡bi †mev¸‡jvi GKwU ZvwjKv 

wb‡P †`Iqv n‡jv— 

i MÖvnKiv GKwU ÔA¨vKvD›U UªvÞdviÕ dg© c~iY Ki‡Z cv‡ib Ges Ab¨ 

A¨vKvD‡›U dvÛ UªvÞdv‡ii Rb¨ dv÷ Uª¨vK/B‡j±ªwbK ey_ Awdmv‡ii 

Kv‡Q n¯ÍvšÍi Ki‡Z cv‡ib| 

ii  MÖvnKiv GKwU ÔbZyb KvW©Õ cvIqvi Rb¨ GKwU dg© c~iY Ki‡Z cv‡ib 

Ges GKwU bZyb †WweU KvW© (gv÷viKvW© †WweU/gv‡q‡÷ªv/wfmv 

†WweU/wfmv B‡j±b) ev †µwWU KvW© (gv÷viKvW©/wfmv) cvIqvi 

D‡Ï‡k¨ Zv wZwb dv÷ Uª¨vK/B‡j±ªwbK ey‡_ Kg©iZ Awdmv‡ii Kv‡Q 

n¯ÍvšÍi Ki‡Z cv‡ib|  

iii  MÖvnKiv GKwU ÔKvW© cÖwZ¯'vcbÕ dg© c~iY Ki‡Z cv‡ib Ges GwU‡K dv÷ 

Uª¨vK/B‡j±ªwbK ey‡_ Kg©iZ Awdmv‡ii Kv‡Q n¯ÍvšÍi Ki‡Z cv‡ib| 

GKwU KvW© (†WweU/‡µwWU) wbgœwjwLZ Kvi‡Y mvaviYZ cÖwZ¯'vcb Kiv 

n‡q _v‡K— 

• KvW© nvwi‡q/Pywi n‡q †M‡j| 

•  Kv‡W© fyj bvg/evbvb fyj _vK‡j| 

•  Kv‡W© fyj Qwe ms‡hvRb Ki‡j| 

•  KvW©wU †Kv‡bv Kvi‡Y †f‡O †M‡j ev ÿwZMÖ¯Í n‡j| 

•  KvW© ev Kv‡W©i †gM‡bwUK w÷ªc ÎæwUc~Y© n‡j| 

•  dv÷ Uª¨vK Awdmv‡ii Kv‡Q MÖnY‡hvM¨ Ab¨ †h †Kv‡bv Kvi‡Y    

iv MÖvnKiv GKwU ÔeøK/AvbeøK KvW©Õ bvgK dg© c~iY Ki‡Z cv‡ib Ges 

GwU‡K dv÷ Uª¨vK/B‡j±ªwbK ey_ Awdmv‡ii Kv‡Q n¯ÍvšÍi Ki‡Z cv‡ib 

Zvi KvW©wU eøK Kivi Rb¨ ev eøK Kiv KvW© cybivq mwµq Kivi Rb¨| 

wbgœwjwLZ †h‡Kv‡bv Kvi‡Y GKwU KvW© eøK Kiv n‡Z cv‡i— 

 GwUGg ev wcIGm Uvwg©bv‡j ci ci wZb evi fyj wcb cÖ‡ek Kiv‡bv  

n‡j| 

 MÖvnK wb‡RB KvW© †m›Uv‡i †dvb K‡i Aby‡iv‡ai gva¨‡g KvW©wU eøK 

K‡i‡Qb| 

v  MÖvnK wcb cybivq Bmy¨ Kivi Rb¨ GKwU Aby‡iva Ki‡Z cv‡ib| GKRb 

MÖvnK wcb cybivq Bmy¨ Kivi Rb¨ ZLbB Aby‡iva Ki‡Z cv‡ib, hLb 

whwb Zvi wcbwU fy‡j †M‡Qb ev Zvi wcb Ab¨ †Kv‡bv e¨w³i Øviv Avcm 

n‡q‡Q e‡j wZwb g‡b K‡ib|  

vi  MÖvnK Zvi we`¨gvb Kv‡W©i m‡½ GKwU bZyb A¨vKvD›U wj¼ Kivi Rb¨ 

Aby‡iva Ki‡Z cv‡ib| 

vii  ZvQvov MÖvnK †µwWU KvW© A¨vKvD‡›U wbgœwjwLZ †mev¸‡jvi Rb¨ GKwU 

Aby‡iva Ki‡Z cv‡ib— 

 A‡Uv †WweU ¯'vcb Kivi Rb¨| 

 Kv‡W©i wjwgU e…w× Kivi Rb¨| 

 mvwcøwg›Uvwi KvW© cÖvwßi Rb¨| 

 KvW©wU evwZj Kivi Rb¨| 

 KvW© †PK cvIqvi Rb¨| 

viii MÖvn‡Ki A¨vKvD›U †WweU Kiv n‡q‡Q, wKš` MÖvnK GwUGg/wmAviGg 

†_‡K UvKv cvb bvB| Abyiƒc bv cvIqv UvKv †di‡Zi Rb¨ wZwb GKwU 

Aby‡iva Ki‡Z cv‡ib| 

ix  MÖvnK Zvi e¨vsK A¨vKvD‡›U B›Uvi‡bU, GmGgGm Ges A¨vjvU© myweav 

cvIqvi Rb¨ Av‡e`bcÎ Rgv w`‡Z cv‡ib| 

 

O K¨vcPvi KvW© MÖvnK‡K †diZ cÖ`vb 

hw` dv÷ Uª¨vK/B‡j±ªwbK ey‡_ Aew¯'Z †Kvb GwUGg/wmAviGg-G MÖvn‡Ki 

†Kv‡bv KvW© K¨vcPvi n‡q hvq, wWDwU Awdmvi GwUGg-Gi Dc‡ii †P¤^viwU 

Ly‡j Zv †_‡K K¨vcPvi Kiv KvW©wU msMÖn K‡ib|                                

Zvici wZwb Kv‡W©i †cQ‡b †iKW© Kiv Qwe Ges MÖvn‡Ki ¯^v‣i †PK Kivi ci 

Zvr¶wYKfv‡e KvW©avi‡Ki Kv‡Q KvW©wU †diZ †`b|  

 

4. wcIGm Uvwg©bvj (POS terminal) 
 

4.1. GKwU wcIGm Uvwg©bvj Kx? 

wcIGm gv‡b c‡q›U Ae †mj| GKwU POS Uvwg©bvj n‡jv GKwU †QvU wWfvBm 

hv GKwU e¨vsK Øviv †`vKvb, †nv‡Uj Ges e¨emvqxi Awd‡m Bb÷j Kiv nq| 
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MÖvnK gv‡P©‡›Ui KvQ †_‡K cY¨ I cwi‡lev †K‡bb Ges hw` Zvi 

†WweU/†µwWU KvW© e¨envi K‡i wej cwi‡kva Ki‡Z Pvb, Z‡e e¨emvqx 

MÖvn‡Ki KvW©wU POS wWfvB‡m †mvqvBc ev BbPvU© K‡i wejwU wb®úwË K‡ib|   

wcIGm Uvwg©bvjMy‡jv g¨vM‡bwUK w÷ªc Ges wPc msewjZ †WweU/†µwWU KvW© 

e¨envi K‡i gv‡P©›U Ae¯'v‡b †jb‡`b cÖwµqvKi‡Yi D‡Ï‡k¨ ˆZwi Kiv n‡q 

_v‡K| wcIGm Uvwg©bvjMy‡jvi KbwdMv‡ikb wewfbœ iK‡gi n‡Z cv‡i, Z‡e, 

mvaviYZ GKwU AvaywbK Uvwg©bv‡j wPc KvW© Ges g¨vM‡bwUK w÷ªc KvW© covi 

myweav _v‡K Ges wcb c¨vW, wcÖ›Uvi ev Kw¤úDUvi I K¨vk †iwR÷vi ms‡hv‡Mi 

Rb¨ wKQy †cvU© _v‡K| 

GQvovI wcIGm Uvwg©bvjwUi m‡½ GKwU g‡Wg mshy³ _v‡K, hv †WUv 

†m›Uv‡i Kj e¨vK Kivi ‣gZv iv‡L| wcIGm Uvwg©bv‡j †cÖvMÖvg ˆZwi Kiv 

†h‡Z cv‡i| d‡j GwU 

Kv‡W©i AbjvBb 

A_ivB‡Rkb cÖ`vb K‡i 

_v‡K| Ae‡k‡l, †WUv 

†m›Uv‡ii m‡½ †hvMv‡hvM 

¯'vwcZ nq| ms‡hv‡Mi 

GKwU Awa‡ekb 

PjvKvjxb, wcIGm 

Uvwg©bvj †WUv †m›Uv‡ii 

mvf©vi Øviv †cÖwiZ Z_¨ 

MÖnY Ki‡Z Ges g‡b 

ivL‡Z cv‡i| 

  

                      
 

                                     wcIGm Uvwg©bvj 

 

GKwU wcIGm Uvwg©bvj GKwU wcGmwUGb jvBb ev wRwcAviGm e¨envi 

K‡i †WUv †m›Uv‡ii m‡½ †hvMv‡hvM Ki‡Z cv‡i| wcGmwUGb ai‡bi wcIGm 

Uvwg©bvj †WUv †m›Uv‡ii m‡½ †hvMv‡hv‡Mi Rb¨ GKwU †Uwj‡dvb jvB‡bi 

cÖ‡qvRb nq, †hLv‡b wRwcAviGm ai‡bi wcIGm Uvwg©bvj †WUv †m›Uv‡ii m‡½ 

†hvMv‡hv‡Mi Rb¨ †gvevBj wmg KvW© e¨envi K‡i _v‡K| hLb GKwU KvW© 

†mvqvBc Kiv nq (hw` KvW©wU †gM-÷ªvBc nq) ev BbPvU© Kiv nq (hw` KvW©wU 

EMV nq) wcIGm Uvwg©bvjwU GKwU †mU Kiv b¤^‡i Wvqvj K‡i Ges †WUv 

†m›Uv‡ii g‡Wg cy‡ji m‡½ mshy³ nq (hv‡K NAC ev †bUIqvK© A¨v‡•m 

K‡›Uªvjvi ejv nq)| ms‡hv‡Mi c‡i, Z_¨ wewbgq N‡U| 

GKwU wcGmwUGb ai‡bi wcIGm Uvwg©bv‡ji Zyjbvq wRwcAviGm ai‡bi 

wcIGm Uvwg©bv‡ji †ewk myweav i‡q‡Q| GKwU wRwcAviGm ai‡bi wcIGm 

Uvwg©bvj †h †Kv‡bv RvqMvq miv‡bv †h‡Z cv‡i, KviY G‡Z GKwU wmg Ges 

weë-Bb e¨vUvwi i‡q‡Q| 

 

4.2. wcIGm Uvwg©bv‡j mgw_©Z †jb‡`‡bi aib  

GKRb gv‡P©›U GKwU wcIGm Uvwg©bvj e¨envi K‡i wbgœwjwLZ †jb‡`b Ki‡Z 

cv‡ib— 

weµq : MÖvnK Zvi A¨vKvD›U †_‡K cY¨`ªe¨ ev cwi‡levi g~j¨ cwi‡kva Ki‡Z 

cv‡ib|  

f‡qW : w`b †kl nIqvi Av‡M, gv‡P©›U †h †Kv‡bv †mj evwZj K‡i MÖvnK‡K 

UvKv †diZ w`‡Z cv‡ib|  

†diZ : w`b †kl nIqvi ci, gv‡P©›U †h †Kv‡bv †mj evwZj K‡i MÖvnK‡K 

UvKv †diZ w`‡Z cv‡ib|  

cÖvK-Aby‡gv`b : gv‡P©›U GKwU wbw`©ó mg‡qi Rb¨ MÖvn‡Ki A¨vKvD›U †_‡K 

wKQy cwigvY A_© eøK Ki‡Z cv‡ib| GwU mvaviYZ †nv‡UjMy‡jv‡Z e¨eüZ 

nq| gv‡P©›U †mev cÖ`v‡bi wecix‡Z GwU A_© †c‡Z M¨vivw›U †`q| 

bM` UvKv cÖ`vb :  MÖvnKMY Zvi A¨vKvD›U †_‡K UvKv †c‡Z wcIGm e¨envi 

Ki‡Z cv‡ib| e¨emvqxiv cY¨ ev cwi‡levi cwie‡Z© MÖvnK‡`i UvKv †`b| 

GwU GwUGg e¨envi K‡i A¨vKvD›U †_‡K UvKv IVv‡bvi g‡Zvb GKwU welq|   

 

4.3. wcIGm †¯úwmwd‡Kkb 

eª¨vÛ : wcIGm Uvwg©bv‡ji wZbwU RbwcÖq eª¨vÛ n‡jv—nvBcviKg,  †fwi‡dvb 

Ges Bb‡Rwb‡Kv| 

i¨vg : 2 Ggwe †_‡K 8 Ggwe d¬¨vk i¨vg 

cÖ‡mmi : ARM 32 weU/32 weU RISC 

g¨vM‡bwUK KvW© wiWvi : IOS 1/2/3 

¯§vU© KvW© wiWvi : EMV †j‡fj 1 Ges 2 Ges ISO 1/2/3 

Gbwµckb : wUªcj DES 

wcÖ›Uvi : _vg©vj 

cÖ`k©b : MÖvwdK, 128x64 wc‡•j; e¨vKjvBU  

†hvMv‡hvM : GPRS/PSTN 
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4.4. wcIGm Kxfv‡e KvR K‡i? 

wcIGm †jb‡`b n‡jv GKwU µq cÖwµqv, hv GKRb KvW©avixi gva¨‡g ïiæ 

nq| wb‡Pi wPÎwU Avgv‡`i †jb‡`b cÖwµqvwU AviI fv‡jvfv‡e eyS‡Z mvnvh¨ 

Ki‡e| g~jZ †jb‡`b cÖwµqvwU µ‡qi cÖwµqvi GKwU wmwiR, hv KvW©aviK 

†_‡K ïiæ nq— 

K.  KvW©avix e¨emvqxi KvQ †_‡K cY¨ ev cwi‡lev µq K‡ib| 

L.  gv‡P©›U, g~jZ `ªe¨wU Acquring e¨vs‡Ki Kv‡Q wewµ K‡i e‡j a‡i 

†bIqv hvq Ges wWmKvD›U wd ev‡` g~‡j¨i UvKv Acquring e¨vs‡Ki  

KvQ †_‡K Av`vq K‡i| 

M.  AZci A¨vKzqvwis e¨vsK †jb‡`‡bi Z_¨ †m›Uªvj e¨vsK ev †c‡g›U  
 

 

wcIGm Uvwg©bvj Kxfv‡e KvR K‡i 

 

A¨v‡mvwm‡qkb (†hgb, wfmv, gv÷viKvW©, BZ¨vw`) Gi Ôwewbgq Ges  

wb®úwË e¨e¯'viÕ gva¨‡g Bmy¨wqs e¨vs‡Ki Kv‡Q Dc¯'vcb K‡i|  

N.  Bmy¨wqs e¨vsK B›Uvi‡PBÃ wd ev` w`‡q `ªe¨g~‡j¨i evwK UvKv e¨vsK ev 

†c‡g›U A¨v‡mvwm‡qk‡bi Ôwb®úwË e¨e¯'vi gva¨‡gÕ A¨vKzqvwis e¨vs‡K 

cÖ`vb K‡i| B›Uvi‡PBÃ wd Bmy¨wqs e¨vs‡Ki Li‡Pi AvswkK enb K‡i| 

O.  Ae‡k‡l KvW©avix µqg~j¨ Bmy¨wqs e¨vs‡K cwi‡kva K‡i|  

 

4.5. wcIGm cwifvlv 

K. wcb c¨vW (PIN Pad) 

KvW©avixi wcb MÖnY Ges Zv GbwµÞ Kivi Rb¨ wcIGm Uvwg©bv‡ji m‡½ 

GKwU wcb c¨vW _v‡K| wcIGm Uvwg©bv‡j †WweU Kv‡W©i gva¨‡g †jb‡`b MÖnY 

Ki‡Z, wcIGm Uvwg©bv‡j GKwU Avjv`v ev weë-Bb wcb c¨vW _vK‡Z nq| 

L. BbPvU© Ges †mvqvBc Kiv (Insert and Swipe) 

GKwU bb-BGgwf KvW© wcIGm Uvwg©bv‡j †mvqvBc Ki‡Z nq, wKš` EMV 

KvW© wcIGm Uvwg©bv‡j BbPvU© Ki‡Z nq|  

 

M. gv‡P©›U Kwgkb (Merchant Commission) 

Bnv weµq g~‡j¨i kZvs‡k GKwU Kwgkb, hv e¨emvqx POS Uvwg©bvj 

mieivnKvix e¨vsK‡K cÖ`vb K‡i| hw` GKRb gv‡P©›U 100 UvKv g~‡j¨ GKwU 

AvB‡Ug wewµ K‡i Ges KvW©aviK Zvi KvW© e¨envi K‡i wej cwi‡kva K‡i 

Ges m¤§Z gv‡P©›U Kwgkb 2% nq, Zvn‡j e¨vsK KvW©avixi KvQ †_‡K 100 

UvKv cvq, wKš` gv‡P©›U‡K 98 UvKv cÖ`vb K‡i|  

 

N. wewbgq wd (Interchange fee) 

wcIGm-Gi wewbgq wd n‡jv †mB wd, hv A¨vKzqvwis e¨vsK Bmy¨wqs e¨vsK‡K 

cÖ`vb K‡i| hw` GKwU e¨vs‡Ki KvW©avix Zvnvi KvW© w`‡q GKwU gv‡P©‡›Ui 

Kv‡Q wej cwi‡kva K‡i †hLv‡b Ab¨ e¨vsK POS wU mieivn K‡i‡Q, ZLb 

B›Uvi‡PÃ wd cÖ`v‡bi welq Av‡m| B›Uvi‡PÃ wd †K›`ªxq e¨vsK ev †c‡g›U 

A¨v‡mvwm‡qkb Øviv wba©vwiZ nq| †hgb hw` gv÷viKv‡W©i Rb¨ B›Uvi‡PÃ wd 

1.16% nq Zvn‡j Dc‡ii D`vni‡Y, A¨vKzqvwis e¨vsK 2.0% Kwgkb 

DcvR©b Ki‡e, wKš` KvW©avix Ab¨ e¨vs‡Ki nIqvq A¨vKzqvwis e¨vsK Zvi 

gv‡P©›U Kwgkb †_‡K weµq g~‡j¨i 1.16% Bmy¨wqs e¨vsK‡K w`‡q †`‡e| 
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4.6. wcIGm G cÖZviYv Ges cÖwZKvi (Fraud at POS and remedy) 

RvwjqvZiv Zv‡`i Rvj KvW©My‡jv mvaviYZ Hme cY¨ µ‡qi wecix‡Z 

gv‡P©‡›Ui POS Uvwg©bv‡j e¨envi K‡i, hv Zvnviv mn‡RB evRv‡i wewµ Ki‡Z 

cv‡i (†hgb †mvbv I B‡jKUªwbK AvB‡Ug)|  

GKwU Rvj KvW© n‡jv Ggb GKwU KvW©, hv nq Avmj ev Rvj KvW© b¤^i 

e¨envi K‡i Acivaxiv ˆZwi K‡i‡Q ev GKwU ˆea KvW© cwieZ©b K‡i Zv 

e¨envi Ki‡Q|  

w¯‹wgs-Gi gva¨‡g †ewkifvM Rvj KvW© RvwjqvwZi m~ÎcvZ nq| GB 

cÖwµqvi gva¨‡g GKwU ˆea Kv‡W©i wek` Z_¨vewj Kv‡W©i g¨vM‡bwUK w÷ªc 

†_‡K †iKW© Kiv nq Ges cieZ©x‡Z Acivax‡`i Øviv GKwU Rvj Kv‡W© Zv 

Gb‡KvW Kiv nq| w¯‹wgs mvaviYZ †`vKv‡bi Kg©x‡`i Øviv msNwUZ nq hviv 

KvW©avi‡Ki ˆea KvW© MÖvn‡Ki A‡MvP‡i GKwU c‡KU-AvKv‡ii †iKwW©s 

BDwbU e¨envi K‡i Kv‡W©i Z_¨vw` †iKW© K‡i _v‡K| Zvic‡i Zviv 

†iKW©K…Z Z_¨ msNwUZ Acivax †Mvôxi Kv‡Q wewµ K‡i, hviv cieZ©x‡Z H 

Z_¨ e¨envi K‡i Rvj KvW© ˆZwi K‡i| hvB‡nvK, w¯‹gW †WUvi e¨envi K‡i 

Rvj KvW© ˆZwi K‡i Zv ïay POS GB e¨env‡ii g‡a¨ mxgve× bq| G ai‡bi 

†WUv ev Z_¨ e¨envi K‡i B-Kgvm© †jb‡`‡bi gva¨‡gI cÖZviYvg~jK 

Kvh©¨Kjvc K‡i _v‡K|  

Kv‡W©i Z_¨ nv‡Z cvIqvi c‡i, RvwjqvZiv GKwU e¨vs‡Ki bvg, Zvi 

wb‡Ri bvg, Qwe Ges ¯^v‣imn GKwU Rvj KvW© ˆZwi K‡i| Z‡e †gM-w÷ª‡ci 

†fZ‡i, wZwb RvwjqvwZi wkKvi nIqv e¨w³i Kv‡W©i Z_¨ e¨envi K‡ib| 

†KbvKvUv Kivi ci hLb wZwb gv‡P©‡›Ui Kv‡Q KvW©wU n¯ÍvšÍi K‡ib, ZLb 

e¨emvqx †`L‡Z cvb †h Qwe Ges ¯^v‣i cy‡ivcywi wg‡j hv‡‧Q| wKš`, wcIG‡mi 

Kv‡Q Ab¨ †jv‡Ki Z_¨ hvq| wcIGm GB Z_¨ A¨vKzqvwis e¨vs‡Ki Kv‡Q 

cvVvq, A¨vKzqvwis e¨vsK Zv cÖZvwiZ e¨w³i e¨vs‡K A_©vr Bmy¨wqs e¨vs‡K 

cvVvq| Bmy¨Kvix e¨vsK mewKQy wVKVvK Lyu‡R cvq, d‡j †jb‡`b Aby‡gv`b 

K‡i| Gfv‡e gv‡P©›U cÖZvi‡Ki nv‡Z wewµZ `ªe¨vw` n¯ÍvšÍi K‡i| 

gv‡P©›U wcIGm e¨vP eÜ Kivi c‡i, A¨vKzqvwis e¨vsK †_‡K Zvi 

A¨vKvD‡›U Zvi A_© †c‡q hv‡e| A¨vKzqvwis e¨vsKI Bmy¨wqs e¨vsK †_‡K A_© 

cv‡e| wKš` hLb KvW©avix Bmy¨wqs e¨vsK †_‡K wej cv‡eb, ZLb wZwb GB A_© 

cÖ`vb Ki‡Z A¯^xKvi Ki‡eb KviY wZwb GB †jb‡`b K‡ibwb| 

Z`šÍ ïiæ n‡e| GB `yB e¨vs‡Ki †h †Kv‡bv GKwU‡K †jvKmvb MÖnY 

Ki‡Z n‡e| Zv‡`i g‡a¨ †hwU EMV Kgcøv‡q›U n‡e †mwU Rqx n‡e|  Dfq 

e¨vsKB hw` bb-BGgwf nq, Zvn‡j †K ‣wZ enb Ki‡e? †mB wm×všÍ †c‡g›U 

A¨v‡mvwm‡qkb MÖnb Ki‡e| hw` Dfq e¨vsKB BGgwf Kgcøv‡q›U nq ZLb 

Ggb cÖZviYv nIqvi my‡hvM †bB|   

ZvB, KvW© RvwjqvwZ †_‡K euvPv‡Z MÖvnK, gv‡P©›U, e¨vsK Ges †c‡g›U 

A¨v‡mvwm‡qkbMy‡jv‡K wKQz mZK©Zv Aej¤^b Ki‡Z n‡e hvnv GB gwWD‡j 

Ô5.7. KvW© RvwjqvwZ cÖwZ‡iva †KŠkjÕ wk‡ivbv‡g ewY©Z n‡q‡Q|   

 

5. †WweU KvW©, †µwWU KvW©, KvW© cÖhyw³, Ges KvW© RvwjqvwZ 

AvRKvj KvW© e¨envi bv K‡i AvaywbK e¨vsK Acv‡ikb, evwYwR¨K †jb‡`b 

Ges wewfbœ ai‡bi †c‡g›U Kíbv Kiv cÖvq Am¤¢e| wbf©i‡hvM¨Zv, me©RbxbZv 

I myweavi Kvi‡Y KvW©My‡jv mviv we‡k¦ mgv`…Z n‡q‡Q Ges e¨vcK cÖPjb 

†c‡q‡Q| myZivs eZ©gv‡b wfmv KvW©avix‡`i msL¨v 300 wgwjq‡biI †ewk 

`uvwo‡q‡Q| GQvovI gv÷viKvW©, Av‡gwiKvb G•‡cÖm (GgG•), wWbvim K¬ve 

(wWwm), †Rwmwe Ges AmsL¨ RvZxq, AvÂwjK Ges ¯'vbxq (AvšÍt- Ges g‡bv-

e¨vsK) KvW© G‡mvwm‡qkb wg‡j AviI 300 wgwjqb Kv‡W©i MÖvnK ˆZwi 

K‡i‡Q| hy³ivR¨ Ges gvwK©b hy³iv‡óª cÖvq 90% cÖvßeq¯‹‡`i GK ev 

GKvwaK KvW© i‡q‡Q| 

MZ K‡qK eQ‡i evsjv‡`‡k Avw_©K cwi‡levi †‣‡Î, WvP&-evsjv e¨vs‡Ki 

†b•vm KvW© I wewfbœ e¨vsK KZ…©K weZiYK…Z wfmv I gv÷viKvW© QvovI 

i‡q‡Q ÔwKD-K¨vkÕ Gi g‡Zv GKwU bZyb ai‡bi †c‡g›U wm‡÷g|   

 

5.1. Kv‡W©i aib 

wewfbœ ai‡bi KvW© i‡q‡Q| me©vwaK RbwcÖq KvW©My‡jv wb‡P ZvwjKvfy³ Kiv 

n‡jv— 

K. †µwWU KvW© 

e¨vsK MÖvn‡Ki †µwWU mxgv g~j¨vqb K‡i MÖvn‡Ki m‡½ GKwU Pzw³ ¯^vÿi K‡i 

Ges MÖvnK‡K †µwWU KvW© cÖ`vb K‡i| MÖvnK H †µwWU mxgv ch©šÍ g~‡j¨i cb¨ 

I †mev H KvW© w`‡q †c‡g›U Ki‡Z cv‡ib| AZtci wZwb GKwU wbw`©ó †MÖm 

wcwiq‡Wi g‡a¨ (wewjs ZvwiL †_‡K 40-50 w`b) †Kv‡bv my` QvovB m¤ú~Y© 

A_© cÖ`vb K‡i _v‡Kb| †ewkifvM †µwWU KvW© Bm¨yKvix e¨vs‡Ki GKwU 

b~¨bZg †c‡g›U mxgv _v‡K hv mvaviYZ UvKv 500/- ev 5-10% Gi g‡a¨ 

†hwU †ewk Zv nq| MÖvnK †MÖm wcwiq‡Wi g‡a¨ b~¨bZg ev Zvi †P‡q †ewk ev 
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m¤ú~Y© cwigvY A_© cÖ`vb Ki‡Z cv‡ib| hw` MÖvnK AvswkK A_© cÖ`vb K‡ib, 

Zvn‡j e¨vsK cÖwZ gv‡m e‡Kqv F‡Yi Ici my` MÖnY K‡i _v‡K|  

MÖvn‡Ki Kv‡Q GKwU gvwmK †÷U‡g›U cvVv‡bv nq hv‡Z Zvi A¨vKvD‡›Ui 

wek` weeiY, †m Kx LiP K‡i‡Q, †Kv_vq, †Kvb Zvwi‡L Ges Zvi Kv‡Q KZ 

UvKv cvIbv i‡q‡Q BZ¨vw` D‡jøL Kiv _v‡K| MÖvnK m¤ú~Y© A_© cwi‡kva Ki‡j 

Zv‡K †Kv‡bv my` w`‡Z nq bv| wKš` wZwb hw` AvswkK A_© cwi‡kva K‡ib, 

ZLb Zv‡K evwK UvKvi Ici my` w`‡Z n‡e| GKwU †µwWU KvW© mvaviYZ 

wcIGm Uvwg©bv‡j e¨envi Kiv nq, Z‡e UvKv †Zvjvi Rb¨ Zvnv GwUGg-G 

e¨envi Kiv †h‡Z cv‡i| G †ÿ‡Î UvKv †Zvjvi w`b †_‡K MÖvnK‡K bM` UvKv 

†Zvjvi cwigv‡Yi Dci my` w`‡Z n‡e| †µwWU KvW© cÖ`vbKvix e¨vsK 

wmM‡bPvi, Iqvì©, cø¨vwUbvg, UvBUvwbqvg, †Mvì ev wmjfvi RvZxq †µwWU 

KvW© MÖvnK‡K w`‡q _v‡K| me †µwWU KvW©B FY myweav w`‡q _v‡K, wKš` 

cÖwZwU Kv‡W©i i‡q‡Q wewfbœ kZ© Ges myweav|  

 

L. †WweU KvW© 

GB KvW©My‡jv bM` UvKv e¨envi ev †PK †jLvi weKí wnmv‡e KvR K‡i| 

†WweU KvW© e¨envi Ki‡j UvKv mivmwi MÖvn‡Ki e¨vsK A¨vKvD›U †_‡K  †K‡U 

†bIqv nq| KvW©wU GwUGg †gwk‡b e¨envi K‡i MÖvnK Zvi wbR A¨vKvD›U 

†_‡K bM` UvKv Zyj‡Z cv‡ib Ges GwU POS Uvwg©bv‡j e¨envi K‡i cY¨ I 

cwi‡levi g~j¨ cÖ`vb Ki‡Z cv‡ib| †WweU KvW© cvIqvi kZ© n‡jv, MÖvn‡Ki 

Aek¨B GKwU A¨vKvD›U _vK‡Z n‡e|  

 

M. wcÖ-†cBW KvW© 

wcÖ-†cBW KvW© cvIqvi Rb¨ e¨vs‡K A¨vKvD›U _vKvi cÖ‡qvRb †bB| MÖvnK 

cÖ_‡g Zvi wcÖ-†cBW Kv‡W© UvKv †jvW K‡i †bb| c‡i wZwb Zv bM` UvKvi 

weKí wnmv‡e GwUGg, wcIGm ev B-Kgvm© mvB‡U e¨envi K‡i _v‡Kb|  

 

N. GwUGg KvW© 

GMy‡jv K¨vk KvW©, K¨vk wWm‡cbmvi KvW© ev K¨vk †gwkb KvW© bv‡gI 

cwiwPZ| GB KvW©wU GwUGg-G bM` †Zvjv Ges Ab¨vb¨ e¨vswKs cwi‡levi 

Rb¨ e¨envi Kiv nq| GwUGg KvW© wcIGm-G e¨envi Kiv hvq bv|  

 

 

5.2. GwUGg Ges wcIGm Uvwg©bv‡j KvW© †jb‡`‡bi cwifvlv 

 

5.2.1. Bmy¨qvi Ges A¨vKzqvivi (Issuer and Acquierer) 

†h e¨vsK ev cÖwZôvb KvW© Bmy¨ K‡i Zv‡K Bmy¨qvi e‡j| Avcwb hw` 

wWweweGj †_‡K †µwWU/†WweU KvW© wb‡q _v‡Kb, Zvn‡j Avcbvi Bmy¨qvi 

e¨vsK n‡jv wWweweGj| 

†h e¨vsK ev †c‡g›U ms¯'vMy‡jv gv‡P©›U Ae¯'v‡b GwUGg ev wcIGm Uvwg©bvj 

Bb÷j K‡i Zv‡`i ejv nq A¨vKzqvivi| Avcwb hw` eª¨vK e¨vs‡Ki GwUGg-G 

wWweweGj-Gi GKwU KvW© e¨envi K‡ib, Zvn‡j GB †‣‡Î A¨vKzqvivi 

e¨vsKwU n‡e eª¨vK e¨vsK| Avcwb hw` GwUGg-G 10,000 UvKv †P‡q _v‡Kb, 

wKš` GwUGg Avcbv‡K Kg UvKv cÖ`vb K‡i‡Q A_P Avcbvi A¨vKvD›U †_‡K 

cy‡iv UvKvB †WweU n‡q †M‡Q, †mB †ÿ‡Î Avcbv‡K Avcbvi Bmy¨wqs e¨vs‡Ki 

Kv‡Q Awf‡hvM Ki‡Z n‡e, A¨vKzqvwis e¨vs‡Ki Kv‡Q bq|  

 

5.2.2. Ab-Avm †jb‡`b (On-us Transaction) 

hw` †Kv‡bv †jb‡`‡bi †ÿ‡Î Bmy¨wqs I A¨vKzqvwis e¨vsKMy‡jv GKB nq, Z‡e 

†jb‡`bwU‡K Ab-Avm †jb‡`b ejv nq| D`vniY¯^iƒc, hw` e¨vsK-G Gi 

GKRb MÖvnK GKB e¨vs‡Ki (e¨vsK-G) GwUGg/wcIGm-G †jb‡`b K‡ib, 

Zvn‡j †mB †jb‡`bwU‡K Ab-Avm †jb‡`b ejv nq| 

 

5.2.3. Ad-Avm ev bU Ab-Avm †jb‡`b (Off-us and not-on-us 

Transaction) 
hw` Ab¨ e¨vs‡Ki †Kv‡bv MÖvnK Avgv‡`i e¨vs‡Ki GwUGg/wcIGm-G †jb‡`b 

K‡ib, Zvn‡j †jb‡`b‡K Ad-Avm ev bU Ab-Avm ejv nq| D`vniY¯^iƒc, 

hw` e¨vsK-we-Gi †Kv‡bv MÖvnK e¨vsK-G-Gi GwUGg/wcIGm-G †jb‡`b 

K‡ib, Zvn‡j †jb‡`bwU‡K e¨vsK-G-Gi †ÿ‡Î Ad-Avm ev bU Ab-Avm 

ejv nq| wKš` GB †jb‡`b‡K e¨vsK-we-†Z wi‡gvU Ab-Avm wnmv‡e AvL¨vwqZ 

Kiv n‡e| 

 

5.2.4. wi‡gvU Ab-Avm †jb‡`b (Remote on-us Transaction) 

Avgv‡`i e¨vs‡Ki †Kv‡bv MÖvnK hw` Ab¨ e¨vs‡Ki GwUGg/wcIGm-G 

†jb‡`b‡ib, Zvn‡j †mB †jb‡`b‡K Avgv‡`i e¨vs‡K wi‡gvU Ab-Avm e‡j|  

 

D`vniY¯^iƒc, hw` e¨vsK-G Gi GKRb MÖvnK e¨vsK-we-Gi GwUGg/wcIGm-

G †jb‡`b K‡ib, Zvn‡j †mB †jb‡`bwU‡K e¨vsK-G-†Z wi‡gvU Ab-Avm 
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wnmv‡e AvL¨vwqZ Kiv nq| wKš` GB †jb‡`bwU e¨vsK-we-†Z Ad-Avm ev bU 

Ab-Avm wnmv‡e ejv n‡e| 

 

5.2.5. B›Uvi‡PÄ wd (Interchange fee) 

hw` e¨vsK-G-Gi †Kv‡bv MÖvnK e¨vsK-we-Gi GwUGg-G †jb‡`b K‡ib, 

Zvn‡j e¨vsK-G e¨vsK-we-†K GKwU PvR© cÖ`vb Ki‡e| e¨vsK-G MÖvnK‡`i 

KvQ †_‡K GB ai‡bi PvR© (mvaviYZ GB cwigv‡Yi †ewk) Av`vq Ki‡e Ges 

wba©vwiZ cwigvY PvR© e¨vsK-we-†K †`‡e| 

Ab¨w`‡K, hw` e¨vsK-G-Gi †Kv‡bv MÖvnK e¨vsK-we-Gi wcIGm-G 

†jb‡`b K‡ib, Zvn‡j e¨vsK-we e¨vsK-G-‡K PvR© †`‡e| e¨vsK-we wcIGm 

gv‡P©‡›Ui weµq jä Avq †_‡K GB PvR© Av`vq Ki‡e, hv‡K gv‡P©›U Kwgkb 

ejv nq| 

GK e¨vsK Ab¨ e¨vs‡K cÖ‡`q Dc‡iv³ PvR©My‡jv‡K B›Uvi‡PÃ wd e‡j| 

B›Uvi‡PÃ wd gv÷viKvW©, wfmv, WvBbvi K¬ve, wWmKfvi Ges †Rwewm Gi 

g‡Zv AvšÍR©vwZK †c‡g›U A¨v‡mvwm‡qkb Øviv wba©vwiZ nq Ges ¯'vbxq Ges 

AvšÍR©vwZK KvW©, EMV Ges bb-BGgwf KvW©, ev Kv‡W©i aib (wmM‡bPvi, 

cø¨vwUbvg ev †Mvì KvW©) Gi Rb¨ Avjv`v n‡Z cv‡i ev †jb‡`‡bi aib 

(BDwUwjwU wej ev gv‡P©›U †c‡g›U) AbyhvqxI Avjv`v n‡Z cv‡i| B›Uvi‡PÃ wd 

†K›`ªxq e¨vsK ØvivI wba©vwiZ n‡Z cv‡i| 

 

5.2.6. gv‡P©›U Kwgkb (Merchant Commission) 

e¨vsK gv‡P©›U‡`i (†`vKvb, †nv‡Uj, BZ¨vw`) webvg~‡j¨ wcIGm Uvwg©bvj cÖ`vb 

K‡i| e¨vsK wcIGm Uvwg©bv‡ji Rb¨ cÖ‡qvRbxq KvMRcÎ mieivn K‡i Ges 

wbqwgZ i‣Yv‡e‣Y K‡i| wewbg‡q, e¨vsK gv‡P©‡›Ui weµq Avq †_‡K GKwU 

Kwgkb cvq| GB Kwgkb‡K gv‡P©›U Kwgkb ejv nq| gv‡P©›U Kwgkb 

gv‡P©›U‡f‡` (gv‡P©‡›Ui †gvU wewµi cwigv‡Yi Ici wfwË K‡i) cwiewZ©Z nq, 

hv eª¨v‡ÛW Kv‡W©i Rb¨ 1.50% †_‡K 3.00% Ges cÖcÖvBUvwi Kv‡W©i Rb¨ 

1.00% †_‡K 2.00% ch©šÍ n‡q _v‡K| 

 

5.2.7. BGgwf Ges wPc KvW© (EMV and Chip card) 

cÖPwjZ KvW©My‡jv‡Z Kv‡W©i wcQ‡b g¨vM‡bwUK w÷ªc _v‡K, hv MÖvnK Ges KvW©  

m¤úwK©Z Z_¨ msi‣Y K‡i| g¨vM‡bwUK w÷ªc †_‡K Z_¨ cybiæ×vi Kiv 

mnR| hLb KvW©wU gv‡P©‡›Ui Kv‡Q †jb‡`‡bi Rb¨ n¯ÍvšÍi Kiv nq ev GwUGg- 

G e¨envi Kiv nq, n¨vKviiv mn‡RB g¨vM‡bwUK w÷ª‡ci †fZ‡ii Z_¨ Kwc 

Ki‡Z cv‡i Ges Zv w`qv GKwU Wywcø‡KU KvW© ˆZwi Ki‡Z cv‡i| GB 

Wywcø‡KU KvW© e¨envi K‡i, Zviv POS ev GwUGg-G (hw` wcbI msMÖn Kiv  

                                        BwfGg KvW© 

 

hvq, hv †gM-w÷ª‡c msi‣Y Kiv nq bv) †jb‡`b K‡i _v‡K| G ai‡bi 

cÖZviYvg~jK Kg©KvÐ w`b w`b †e‡oB P‡j‡Q| GwU i‣v Kivi Rb¨, 

BD‡iv‡c, gv÷viKvW© Ges wfmv †hŠ_fv‡e EMV bv‡g GKwU wbivcËv e¨e¯'v 

ˆZwi K‡i‡Q| EMV gv‡b BD‡iv‡c-gv÷viKvW©-wfmv| wKQy Kw¤úDUvi 

A¨vjMwi`g e¨envi K‡i BGgwf Kv‡W©i Kw¤úDUvi wP‡c Z_¨ msi‣Y Kiv 

nq, hv Kwc Kiv Ges cybiæ×vi Kiv Lye KwVb| GKwU mvaviY wPc KvW© Ges 

GKwU BGgwf wPc KvW©, DfqB Kw¤úDUvi wPc e¨envi K‡i, Z‡e BGgwf 

Kv‡W©, BD‡c, gv÷viKvW© Ges wfmv Øviv wba©vwiZ Ges cÖZ¨wqZ wKQy 

Kw¤úDUvi hyw³ i‡q‡Q| d‡j BGgwf KvW© we‡k¦i me‡P‡q wbivc` KvW©| 

BD‡c bvgK †c‡g›U A¨v‡mvwm‡qkbwU‡K gv÷viKvW© wK‡b wb‡q‡Q|  

 

 

5.2.8. jvqvwewjwU wmd&wUs (Liability Shifting) 

BGgwf jvqvwewjwU wmd&wUs bv‡g GKwU wbqg †NvlYv K‡i‡Q| GB wbqg 

Abyhvqx, hw` †Kv‡bv RvwjqvwZ N‡U _v‡K, Zvn‡j bb-BGgwf cvwU© memgq 

RvwjqvwZi Rb¨ `vqx _vK‡e| d‡j bb-BGgwf cvwU©‡K RvwjqvwZi UvKv 

BGgwf cvwU©‡K w`‡Z n‡e| Gfv‡e hw` GKRb MÖvnK we‡k¦i †h †Kv‡bv 

RvqMvq GKwU EMV KvW© e¨envi K‡ib Ges hw` Zvi KvW© b¤̂i e¨envi K‡i 

†Kv‡bv Non-EMV GwUGg ev wcIGm Uvwg©bv‡j RvwjqvwZ N‡U, Zvn‡j 

MÖvnK Ges Zvi Bmy¨wqs e¨vsK me©`v wbivc` _v‡K| 

hw` GwUGg Ges wcIGm BGgwf cÖZ¨wqZ nq, Z‡e gv÷viKvW© Ges 

wfmvi BGgwf cÖhyw³ M¨vivw›U †`q †h GB Uvwg©bvjMy‡jv‡Z Rvj KvW© MÖnY Kiv 

n‡e bv, KviY GB Uvwg©bvjMy‡jv KLbB †Kv‡bv BGgwf Kv‡W©i †gM-w÷ªc Ask 
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co‡e bv| hw` GwUGg Ges wcIGm Uvwg©bvjMy‡jv BGgwf cÖZ¨wqZ bv nq, 

Z‡e Zviv wPc co‡Z m¶g n‡e bv, eis GKwU GGgwf Kv‡W©i †gM-w÷ªc 

Ask co‡Z cvi‡e| 

 

5.2.9. PvR©  e¨vK (Charge Back) 

hw` e¨vsK-we-Gi wcIGm/GwUGg Uvwg©bv‡j e¨vsK-G Gi KvW© e¨envi K‡i 

RvwjqvwZ N‡U, Z‡e e¨vsK-G Gi MÖvn‡Ki e¨vsK A¨vKvD›U ev †µwWU KvW© 

A¨vKvD›U †WweU Kiv n‡q‡Q| GBfv‡e MÖvnK hLb Zvi A¨vKvD‡›Ui 

†÷BUg¨v›U cv‡eb, ZLb wZwb †`L‡Z cv‡eb †h wKQy †jb‡`b Zvi  

†÷BUg¨v‡›U cÖwZdwjZ n‡q‡Q hv Zvi wb‡Ri Øviv Kiv nqwb| Zvic‡i, wZwb 

Zvi Bmy¨qvi‡K (e¨vsK) GwU wi‡cvU© Ki‡eb| Bmy¨qvi †jb‡`bwU we‡kølY 

Ki‡e Ges hw` †`‡L †h †c‡g›U A¨v‡mvwm‡qk‡bi wbqg Abyhvqx Zv‡`i 

A¨vKzqvwis e¨vsK †_‡K UvKv †diZ cvIqvi AwaKvi Av‡Q, Zvn‡j Zviv 

†c‡g›U A¨v‡mvwm‡qk‡bi gva¨‡g Zv‡`i b‡÷ªv A¨vKvD‡›U UvKv wdwi‡q 

Avb‡e| UvKv †diZ Avbvi GB cÖwµqv‡K ejv nq PvR©-e¨vK| 

 

5.3. AvšÍR©vwZK †c‡g›U A¨v‡mvwm‡qkb 

cøvw÷K gvwb †c‡g›U A¨v‡mvwm‡qkb/wm‡÷g ev KvW© A¨v‡mvwm‡qkb Øviv 

†kÖwYKiY Kiv †h‡Z cv‡i| me‡P‡q weL¨vZ †c‡g›U A¨v‡mvwm‡qkb/wm‡÷g nj 

gv÷viKvW©, wfmv, A¨v‡g•, †Rwewm, WvBbvi K¬ve, wWmKfvi Ges BDwbqb 

†c Ae Pvqbv| GKwU KvW© ïay GKwU †c‡g›U wm‡÷g Øviv mgw_©Z Ges ïay H 

†c‡g›U wm‡÷‡gi †mevmg~n cÖ`vb Ki‡Z cv‡i| 

wKQy †c‡g›U A¨v‡mvwm‡qkb/wm‡÷g ïay K‡qK ai‡bi KvW© mieivn 

Ki‡Z cv‡i| D`vniY¯^iƒc, Av‡gwiKvb G•‡cÖm Ges wWbvim K¬ve ïay 

†µwWU KvW© mieivn K‡i Ges Ab¨iv ïay †WweU KvW© cÖ`vb Ki‡Z cv‡i| 

wfmv I gv÷viKvW©-Gi g‡Zv wek¦-weL¨vZ †c‡g›U A¨v‡mvwm‡qkb Dfq ai‡bi 

KvW©B cÖ`vb Ges mg_©b K‡i| 

wewfbœ wm‡÷‡gi †µwWU KvW© wewfbœ †kÖwY‡Z wef³| wfmvi PviwU cÖavb †kÖwY 

i‡q‡Q: K¬vwmK, †Mvì, cøvwUbvg I wmM‡bPvi| gv÷viKv‡W©i K¬vm Av‡Q: 

÷¨vÛvW©, †Mvì, UvBUvwbqvg I Iqvì©| 

 

5.3.1. gv÷viKvW© (Master card) 

gv÷viKv‡W©i MíwU 1966 mv‡j ïiæ nq hLb e¨vsKMy‡jvi GKwU MÖæc GKwU 

m`m¨-wfwËK mwgwZ ˆZwi K‡i hv c‡i gv÷viKv‡W© cwiYZ nq| 1968 mv‡j 

†Kv¤úvwbwU †gw•‡Kv, Rvcvb Ges BD‡iv‡c Zvi Dcw¯'wZ cÖmvwiZ K‡i, hv 

kxl©¯'vbxq wek¦e¨vcx A_©cÖ`v‡bi †bUIqvK© nIqvi cÖwZkªæwZi m~Pbv K‡i| 

1980-Gi `k‡K, gv÷viKvW© GB cÖwZkªæwZi Ici wfwË K‡i Pjv Ae¨vnZ 

iv‡L Ges wek¦Ry‡o bZyb AÂj I evRv‡i B‡jKUªwbK †c‡g‡›Ui myweav wb‡q 

Av‡m| 

gv÷viKvW© 2002 mv‡j BD‡iv‡c B›Uvib¨vkbv‡ji m‡½ GKxf‥Z nq, 

GKwU BDwbdvBW †Møvevj K‡c©v‡iU KvVv‡gv cÖwZôv K‡i Ges GKwU 

K‡c©v‡ik‡b cwiYZ nq| 

†Møvevj †nW‡KvqvU©vi : cv‡P©R, wbDBqK© 

Kg©Pvix : 

2010 mv‡ji wnmv‡e AvbygvwbK 5100 (wek¦Ry‡o wewfbœ Awd‡m Aew¯'Z)|  

wek¦e¨vcx cwiwa ev mxgv— 

gv÷viKvW© †fŠ‡MvwjKfv‡e wbgœwjwLZ AÂ‡j msMwVZ—Gwkqv c¨vwmwdK, 

ga¨cÖvP¨, Avwd«Kv, KvbvWv, BD‡ivc, jvwZb Av‡gwiKv Ges gvwK©b hy³ivóª| 

 

gv÷viKvW© wek¦e¨vcx eª¨vÛ : 

gv÷viKvW© n‡jv we‡k¦i me©vwaK ¯^xK…Z †µwWU Ges †WweU KvW© eª¨vÛMy‡jvi 

g‡a¨ GKwU, hv Zvr‣wYK µq‣gZv, Zvr‣wYK AvgvbZ A¨v‡•m myweav, 

wek¦e¨vcx wbivcËv Ges bgbxq A_©cÖ`v‡bi weKíMy‡jvi cÖwZwbwaZ¡ K‡i| 

gv‡q‡÷ªv n‡jv me©vwaK ¯^xK…Z wek¦e¨vcx †WweU KvW©My‡jvi g‡a¨ GKwU| GwU 

GKgvÎ AbjvBb, wcb-wfwËK †WweU eª¨vÛ, hv wek¦e¨vcx GwUGg †_‡K UvKv 

†c‡Z I POS Uvwg©bvj e¨envi K‡i †KbvKvUv Ki‡Z mvnvh¨ K‡i|   

 

 

 

gv÷viKv‡W©i GKwU †µwWU KvW© (gv÷viKvW©) Ges GKwU †WweU KvW© (gv‡q‡÷ª) 
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wmivm n‡jv GKwU eª¨v‡Ûi bvg, hv wek¦e¨vcx gv÷viKv‡W©i GwUGg 

†bUIqvK©‡K †evSvq, hv we‡k¦i e…nËg GwUGg †bUIqvK©My‡jvi g‡a¨ GKwU| 

wmivm eª¨vÛ wek¦e¨vcx GK wgwjq‡biI ATM-Gi gva¨‡g AvgvbZKvix‡`i 

A¨vKvD›U A¨v‡•m myweav w`‡q _v‡K|  

 

m`m¨c` : 

gv÷viKvW© Zv‡`i MÖvnK wnmv‡e nvRvi nvRvi Avw_©K cÖwZôv‡bi gva¨‡g 

Zv‡`i eª¨vÛ I cY¨ evRviRvZ K‡i _v‡K| GB me eª¨v‡Ûi g‡a¨ i‡q‡Q 

gv÷viKvW©, gv‡q‡÷ªv, wmivm, gv÷viKvW© †WweU Ges  gv÷viKvW© †ccvk| 

gv÷viKvW© `yB ai‡bi m`m¨c` cÖ`vb K‡I : wcÖwÝcvj m`m¨ Ges 

A¨v‡mvwm‡qU m`m¨| wcÖwÞcvj m`m¨ n‡jv GKwU mivmwi m`m¨ Ges GwU 

GKwU GgAvBwc (gv÷viKvW© B›Uvi‡dm c‡q›U) e¨envi K‡i gv÷viKvW© 

†bUIqv‡K©i m‡½ mivmwi ms‡hvM _v‡K| GB GgAvBwc m`m¨ e¨vs‡Ki †WUv 

†m›Uv‡i ¯'vcb Kiv nq| A¨v‡mvwm‡qU m`‡m¨i GgAvBwc †mU Avc Kivi 

cÖ‡qvRb †bB, d‡j GwU GKwU wcÖwÞcvj m`‡m¨i gva¨‡g mg¯Í †jb‡`b iæU 

K‡i _v‡K| mn‡hvMx m`m¨‡K A‡cÿvK…Z Kg m`m¨ wd Ges Ab¨vb¨ PvR© 

w`‡Z nq|  

 

5.3.2. wfmv (Visa) 

wfmv n‡jv GKwU wek¦e¨vcx †c‡g›U cÖhyw³ †Kv¤úvwb, hv wek¦e¨vcx 200wUiI 

†ewk †`k I AÂ‡j MÖvnK, e¨emv, e¨vsK Ges miKvi‡K mshy³ K‡i‡Q| wfmv 

BbK‡c©v‡i‡U‡Wi m`i `ßi mvb dªvwÞm‡Kv‡Z| 2010 mvj ch©šÍ mviv we‡k¦ 

wfmvi cÖvq 5,500 Kg©x i‡q‡Q| Zviv `ywU gnv‡`‡k wZbwU †WUv †m›Uvi 

cwiPvjbv K‡i| wfmv-BD‡ivc GKwU c…_K m`m¨c` cÖ`vbKvix ms¯'v, hv 

BD‡ivcxq AÂ‡j wfmv BbK‡c©v‡i‡U‡Wi †UªWgvK© Ges cÖhyw³i jvB‡mÞ cÖ`vb 

K‡i _v‡K|  

 

wfmv †bUIqv‡K©i we¯Í…Z : 

 15,900 Avw_©K cÖwZôvb Gi MÖvnK  

 1.7 wgwjqb GwUGg (31 gvP©, 2010 Abyhvqx) 

 200wU †`k Ges AÂj 

 1.8 wewjqb wfmv KvW© (gvP© 31, 2010 Abyhvqx) 

 

wfmv cÖWv±  

†µwWU cÖWv±  

wfmv wewfbœ ai‡bi †µwWU KvW© Advi K‡i, †hgb—wfmv cøvwUbvg, wfmv 

wmM‡bPvi Ges wfmv BbwdwbU| mg¯Í wfmv †µwWU KvW© ÷¨vÛvW© myweav Ges 

ˆewkó¨mn Av‡m, hvi g‡a¨ i‡q‡Q A‡Uv †i›Uvj Kwjmb W¨v‡gR I‡qfvi, 

Bgv‡R©wÞ KvW© wi‡cøm‡g›U Ges wR‡iv jvqvwewjwU myi¶v, hv Abby‡gvw`Z 

†KbvKvUvi †ÿ‡Î KvW©avix‡`i i‣v K‡i| 

 

†WweU cÖWv± 

wfmv †WweU KvW© †hgb wfmv B‡j±ªb Ges wfmv †WweU bM` UvKv en‡bi †P‡q 

wbivc` Ges †PK †jLvi †P‡q †ewk myweavRbK| wfmv †WweU KvW© wbivcËv 

myi¶v cÖ`vb K‡i, hv RvwjqvwZ cÖwZ‡iva, kbv³KiY Ges mgvavb Ki‡Z 

mvnvh¨ K‡i, hvi g‡a¨ µgvMZ RvwjqvwZ wbix¶Y Ges wfmvi wR‡iv `vq bxwZ 

Øviv Kfv‡iR cÖvß| Bnv KvW©avix‡`i Abby‡gvw`Z PvR© †_‡K i¶v K‡i| 

 

wcÖ-†cBW cÖWv± 

wfmv wewfbœ LyPiv we‡µZv, Avw_©K cÖwZôv‡bi kvLv Awdm, wb‡qvMKZ©v Ges 

miKvwi ms¯'vMy‡jvi gva¨‡g wfmv wcÖ‡cBW KvW© Ges cwi‡levMy‡jv cÖ`vb K‡i 

_v‡K| Gme wcÖ‡cBW Kv‡W©i g‡a¨ i‡q‡Q—  
 

 

 

wfmvi GKwU †µwWU KvW© (wfmv) Ges GKwU †WweU KvW© (wfmv B‡jKUªb) 

 

 wfmv wi‡jvW‡hvM¨ wcÖ‡cBW KvW© 

 wfmv wMd&U KvW© 
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 wfmv Uªv‡fjgvwb KvW© 

 wfmv †nj_ †Kqvi KvW© 

 wfmv †c‡ivj KvW© 

 wfmv Bb‡mbwUf KvW© 

 wfmv miKvwi weZiY KvW© 

 wfmv †iwWwj¼  

 

5.4. †µwWU KvW© e¨emv †_‡K Avq 

Bmy¨Kvix Ges AwaMÖnYKvixi Rb¨ wewfbœ ai‡bi Avq i‡q‡Q †hgb my‡`i Avq, 

evwl©K KvW© wd, B›Uvi‡PÃ wd, bM` D‡Ëvj‡bi wd, wej‡¤̂ †c‡g›U PvR©, 

ˆe‡`wkK gy`ªv wewbgq Avq BZ¨vw`, hv wbgœwjwLZ PvU© †_‡K †`Lv †h‡Z 

cv‡i— 

 

5.4.1. †WweU KvW© Bmy¨ Kiv †_‡K Av‡qi Drm (KvW©avixi Øviv cÖ‡`q) 

1. KvW© Bmy¨ wd 

2. evwl©K/bevqb wd 

3. KvW© cÖwZ¯'vcb wd 

4. wcb wi-Bmy¨ wd 

5. †WweU KvW© Bmy¨Kvix wnmv‡e, e¨vs‡Ki ¯^í-g~‡j¨i AvgvbZ ev‡o hv 

c‡iv‣fv‡e e¨vs‡Ki Avq e…w×‡Z Ae`vb iv‡L| 

 

 

5.4.2. †µwWU KvW© Bm¨y Kiv †_‡K Av‡qi Drm (KvW©avixi Øviv cÖ‡`q): 

1. KvW© Bm¨y wd 

2. evwl©K/bevqb wd 

3. KvW© cÖwZ¯'vcb wd 

4. wcb wi-Bmy¨ wd 

5. e‡Kqv †WweU e¨v‡j‡Þi Dci my` 

6. wej‡¤̂ †c‡g›U wd 

5.4.3. GwUGg A¨vKzqvwis †_‡K Av‡qi Drm (KvW©avix/Bm¨yKvix e¨vsK Øviv 

cÖ‡`q) — 

 

 

1.  B›Uvi‡PÃ wd (hw` Ab¨ e¨vs‡Ki KvW© †nvìvi GwUGg  

     e¨envi K‡ib) 

2.  bM` AwMÖg wd (hw` GKRb †µwWU KvW©avix 

    GwUGg †_‡K UvKv D‡Ëvjb K‡ib) 

3.  KbRygvi KvMR wd (ATM †jb‡`‡bi ci w¯øc cÖ`v‡bi wd)  

4.  wfwWI wd (MÖvn‡Ki Pvwn`v Abyhvqx wmwmwUwf wfwWI Zv‡K cÖ`vb Ki‡j)   

 

5.4.4. wcIGm A¨vKzqvwis †_‡K Av‡qi Drm (gv‡P©›U/KvW©avixi Øviv cÖ‡`q) 

1.  weµq g~‡j¨i Ici 1.50%-3.00% Kwgkb (gv‡P©›U ØvivcÖ‡`q) 

2.  we‡`wk †jb‡`‡bi †‣‡Î gy`ªvi wewbgq DcvR©b (KvW©avixi KvQ †_‡K 

KZ©b‡hvM¨) 

 

5.5. KvW© cÖhyw³ 

 

 

5.5.1. cøvw÷K (Plastic) 

cøvw÷K KvW© n‡jv ÷¨vÛvW© WvB‡gbk‡bi GKwU †cøU (85.6 wgwg x 53.9 

wgwg x 0.76 wgwg) hv Z_¨ msiÿ‡Yi Rb¨ e¨eüZ †gKvwbK Ges _v‡g©v-

cÖwZ‡ivax ai‡bi we‡kl cøvw÷K †_‡K Drcbœ Kiv nq| 

 

5.5.2. g¨vM‡bwUK w÷ªc Ges gvB‡µv wPc (Magnetic strip and Micro 

chip) 
B‡jKUªwbK †WUv wgwWqv wnmv‡e, KvW©My‡jv‡K †PŠ¤^Kxq w÷ªc KvW© I 

Bw›U‡MÖ‡UW wPc KvW© (gvB‡µvcÖ‡mmi KvW©) G fvM Kiv hvq| cÖ_g¸‡jv‡K 

g¨vM‡bwUK KvW© ejv nq, Ab¨¸‡jv‡K ¯§vU© KvW© ev wPc KvW© ejv nq| 

GKwU †PŠ¤^K w÷ªc Kv‡W©i †cQ‡b GKwU Kv‡jv i‡Oi g¨vM‡bwUK w÷ªc _v‡K| 

ISO 7811 ÷¨vÛvW© Abyhvqx g¨vM‡bwUK w÷ª‡c wZbwU Uª¨vK _v‡K| Zv‡`i 

g‡a¨ cÖ_g `ywU Uª¨v‡K kbv³KiY †WUv msiÿY Kiv nq  Ges Z…ZxqwU Uª¨v‡K 

Ab¨vb¨ Z_¨ †jLv nq (D`vniY¯^iƒc, GKwU †WweU Kv‡W©i wjwg‡Ui eZ©gvb 

w¯'wZ)| Z‡e †iKwW©s/covi cybive…wË cÖwµqv Kg wbf©i‡hvM¨ nIqvi Kvi‡Y, 

g¨vM‡bwUK w÷ª‡c †iKwW©s Kiv nq bv Ges GB RvZxq KvW©My‡jv ïay Z_¨ 

covi Rb¨ e¨envi Kiv nq| GB ai‡bi KvW© cÖZviYvi Rb¨ †ek SzuwKc~Y©| 

gvwK©b hy³iv‡óª 1992 mv‡j g¨vM‡bwUK w÷ªcmn †µwWU Kv‡W©i gva¨‡g 

RvwjqvwZi †gvU ‣wZ GK wewjqb Wjvi Qvwo‡q †M‡Q| 

 

 wfmv B›Uvib¨vkbvj (2000) 
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GKwU g¨vM‡bwUK w÷ªc Kv‡W©, wbgœwjwLZ Z_¨ aviY Kiv nq— 

K. Kv‡W©i mvg‡bi As‡k _v‡K— 

 KvW©avixi bvg|  

 KvW© b¤̂i| 

 Kv‡W©i †gqv`| 

 KvW© Bmy¨Kvix e¨vs‡Ki †jv‡Mv| 

 †c‡g›U wm‡÷‡gi †jv‡Mv| 

 wKQy Kv‡W© AwZwi³ myi‣vi Rb¨ Ôn‡jvMÖvgÕ _v‡K| 

 

L. Kv‡W©i wcQ‡bi w`‡K _v‡K— 

 KvW©avixi ¯^v‣‡ii Rb¨ GKwU RvqMv| 

 g¨vM‡bwUK w÷ªc| 

 gvwj‡Ki Qwe (wKQy †‣‡Î)| 

 GwUGg †bUIqv‡K©i †jv‡Mv, †hLv‡b KvW©avix Kv‡W©i gva¨‡g †jb‡`b 

Ki‡Z cv‡ib| 

 

KvW© b¤̂iwU 16wU msL¨v wb‡q MwVZ— 

 cÖ_g Qq msL¨v- Bmy¨wqs e¨vs‡Ki †KvW| 

 cieZ©x bqwU b¤̂i—Kv‡W©i e¨vsK b¤^i (KvW© A¨vKvD›U b¤̂i)| 

 †k‡li msL¨vwU wbqš¿Y msL¨v| 

¯§vU© KvW©My‡jv‡Z, †WUv K¨vwiqvi n‡jv GKwU gvB‡µvcÖ‡mmi ev gvB‡µv-

wPc—hvi †ggwi AvKvi 32 evBU †_‡K 16 wK‡jvevBU ch©šÍ n‡Z cv‡i| GB 

†g‡gvwiwU ïay GKevi †iKwW©s Ges eûevi cov, A_ev eûevi cov I eûevi 

†iKwW©s Kiv mv‡cvU© K‡i|  

1970-Gi `k‡Ki †Mvovi w`‡K ¯§vU© KvW© Avwe®‹…Z n‡qwQj| 1980-Gi 

`k‡Ki gvSvgvwS, divwm e¨vsKMy‡jv LyPiv †jb‡`‡bi Rb¨ †WweU Kv‡W© GB 

cÖhyw³i e¨vcK e¨envi ïiæ K‡i| 

gvB‡µvcÖ‡mmi Kv‡W©i Acv‡iwUs wm‡÷‡gi gva¨‡g †ggwi Ges cwi‡lev 

wbqš¿Y Ges wbivcËv e¨e¯'vi Rb¨ GKvwaK dvskbmn Kv‡W© msiw‣Z †WUvi 

Ici wbw`©ó wKQy c`‡‣c †bIqv mv‡cvU© K‡i| 

¯§vU© Kv‡W© G‡¤̂W Kiv gvB‡µvwPcwU GKwU mvaviY †g‡gvwi-Abwj wWfvBm 

(GwU‡K Bw›U‡MÖ‡UW mvwK©U ev AvBwm KvW©I ejv nq) A_ev GKwU RwUj 

wiW/ivBU gvB‡µvcÖ‡mmi (GwU‡K †m›Uªvj cÖwµqvKiY BDwbU ev wmwcBDI 

ejv nq) n‡Z cv‡i| mvaviYZ, AvRKvj AvU wK‡jvevBU †÷v‡iR ‣gZvmn 

GKwU wPc cvIqv hvq; GB cwigvY ¯'v‡b 1,600 k‡ãi cvV¨ ev e¨enviKvixi 

AvOy‡ji Qvc, cvg wcÖ›U ev †iwUbvj ¯‹¨v‡bi GKwU wWwRUvj wPÎ msi¶Y 

Ki‡Z cv‡i| 16-wK‡jvevBU wPc e¨vcKfv‡e mnRjf¨ wKš` 64-wK‡jvevBU 

wPcI evRv‡i cvIqv hv‡‧Q|   

Gbwµckb cÖhyw³ A¨v‡•m K‡›Uªvj A¨vwcø‡KkbMy‡jv‡K AviI myiw‣Z 

K‡i †Zv‡j| †KD Zvi wiwWs wWfvBm‡K Ggbfv‡e †mU Avc Ki‡Z cv‡i 

hv‡Z KvW© Ges wiWv‡ii g‡a¨ mwVKfv‡e Z_¨ mieivn Kivi Rb¨ GKwU 

wµ‡ÞvMÖvg e¨envi Kiv nq|  wiWvi GKwU b¤^i cvwV‡q KvW©wU‡K P¨v‡jÃ 

Ki‡eb Ges KvW©wU‡K GwU Gbwµckb Kx w`‡q GbwµÞ Ki‡Z n‡e Ges 

wiWv‡ii Kv‡Q †diZ cvVv‡Z n‡e| wiWvi GwU mwVK wK bv Zv cix‣v K‡i 

†`‡L| ïay GKwU A‡_bwUK KvW©B Rvb‡e Kxfv‡e GwU GbwµÞ Ki‡Z nq| 

ZvB mwVK cvIqv †M‡j, Ab¨vb¨ Z‡_¨i Av`vb-cÖ`vb ïay Kiv nq|  

 

5.5.3. e¨vsK KvW© cv‡m©vjvB‡Rkb (Personalization of bank card) 

cøvw÷K Kv‡W©i aib Ges D‡Ï‡k¨i Ici wbf©i K‡i, Avcwb wewfbœ ai‡bi 

cv‡m©vjvB‡Rkb cQ›` Ki‡Z cv‡ib— 

—wPc-gwWD‡ji Gb‡KvwWs 

—g¨vM‡bwUK w÷ª‡c †iKwW©s (nvB‡Kv, †jv‡Kv) 

—_v‡g©v wcÖ›Uvi ev evej †R‡Ui gva¨‡g ¯‹ª¨vP-w÷ªc w`‡q Ave…Z Abb¨ msL¨vi 

(wcb, jMBb) Qvc 

—wUwcs w`‡q Ggewms 

—evi‡Kv‡Wi Qvc 

 

Gb‡KvwWs- g¨vM‡bwUK w÷ªc ev gvB‡µvwP‡c Z‡_¨i †iKwW©s| 

†jv‡Kv : †jv-†Kv-Bwdwm‡q›U g¨vM‡bwUK w÷ªc (300 Ai‡÷W)| 

nvB‡Kv : nvB-†Kv-Bwdwm‡q›U g¨vM‡bwUK w÷ªc (b‡qR-†cÖvd, 4,000 

Ai‡÷W ch©šÍ), †PŠ¤^Kxq w÷ª‡c myiw‣Z Z_¨ GKwU †PŠ¤^K †‣Î e¨envi K‡i 

GwU gy‡Q †djv KwVb| 

 

Ggewms : GKwU cøvw÷‡Ki Kv‡W© A‣i Ges A¼ mgwš^Z Z_¨ hvwš¿Kfv‡e 

Pvcvi GKwU c×wZ; hv GKwU w¯øc Qvwc‡q `ªæZ †c‡g›U Ki‡Z mvnvh¨ K‡i|   
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wUwcs : GKwU cøvw÷‡Ki Kv‡W©i e¨vKMÖvDÛ B‡gR †_‡K Avjv`v Kivi Rb¨ 

GKwU AuvKv wdj¥ w`‡q GgemW wPþMy‡jv‡K †X‡K ivLv nj wUwcs| cÖvqkB 

†mvbv, iæcv ev Ab¨vb¨ avZe is e¨envi Kiv nq Ges Kv‡jv ev mv`v †cB›U 

†hvM K‡i cÖ‡qvRbxq D¾¡jZv e…w× Kiv nq| 

 

wmM‡bPvi w÷ªc : GKwU ¯^v‣i ¯'vcb Kivi Rb¨ GKwU Kv‡W©i †cQ‡b Aew¯'Z 

GKwU we‡kl w÷ªc, hv K¨vckbmn ev Qvov n‡Z cv‡i Ges hv ¯^v‣iwU‡K Nlv 

†_‡K AvUKv‡Z cv‡i| 

 

n‡jvMÖvg : GKwU n‡jvMÖvwdK w÷Kvi, hv D‧P ZvcgvÎvi Aax‡b GKwU Kv‡W© 

Pvcv nq| GwU bKj KvW© ˆZwi †_‡K myi‣vi GKwU AwZwi³ ¯Íi wnmv‡e KvR 

K‡i| GUv `yB ai‡bi nq : 2wW Ges 3wW| 

 

5.6. KvW© RvwjqvwZ (Card Fraud) 

GKwU KvW© Pzwi Kiv Ges Zvnv wcIGm Uvwg©bv‡j cÖZviYvg~jKfv‡e e¨envi 

Kivi Rb¨ ÔwcKc‡KUÕ c×wZwU 1980-Gi `k‡K e¨eüZ n‡qwQj| GB 

wWwRUvj hy‡M Zviv Zv‡`i †K‡j¼vwi‡Z AZ¨vaywbK miÃvg ¯'vcb Ki‡Q| 

†µwWU KvW© cÖZviKiv Kv‡W©i g¨vM‡bwUK w÷ª‡c GbwµÞ Kiv e¨w³MZ †WUv 

co‡Z Ges bKj Ki‡Z Ôw¯‹gviÕ †gwkb e¨envi K‡i| GgbwK Zv‡`i Avi 

KvW© †c‡Z nq bv, KviY Zviv mivmwi †µwWU KvW© †jb‡`‡bi Rb¨ e¨eüZ 

†UwjKwgDwb‡Kkb jvB‡b U¨vc Ki‡Z cv‡i Ges KvW© †WUv †c‡q †h‡Z cv‡i| 

B‡Zvg‡a¨, AbjvBb †jb‡`‡bi Rb¨ †µwWU KvW© e¨envi Kiv cÖPzi †e‡o 

†M‡Q| d‡j Kv‡W©i †WUv Pywi Kivi Rb¨ bZzb †KŠkj wnmv‡e ÔwdwksÕ Avwe®‹…Z 

n‡q‡Q|  

cøvw÷K KvW© RvwjqvwZ 1980-Gi `k‡Ki †k‡li w`‡K Ges 1990-Gi 

`k‡Ki ïiæ‡Z hy³iv‡R¨ `ªæZZg µgea©gvb AcivaMy‡jvi g‡a¨ GKwU| 1991 

mv‡j Kv‡W©i RvwjqvwZ wØ¸Y n‡q 165 wgwjqb cvD‡Û †cŠu‡Q †M‡Q|  cÖavb 

e¨vsK Ges †c‡g›U †mvmvBwUMy‡jv m¤§Z n‡qwQj †h RvwjqvwZ †iva Kivi Rb¨ 

mw¤§wjZ c`‡‣c †bIqv cÖ‡qvRb Ges 1990 mv‡ji †m‡Þ¤^‡i Zviv cøvw÷K 

RvwjqvwZ cÖwZ‡iva †dvivg (wcGdwcGd) MVb K‡i| 

1990-Gi `k‡Ki †Mvovi w`‡K †dvivg (e¨vsK, †c‡g›U wm‡÷g 

BZ¨vw`) Øviv cÖewZ©Z Zvr¶wYK e¨e¯'vMy‡jv †mB mg¯Í †‣‡Îi Ici `…wó wbe× 

K‡i †hLv‡b me‡P‡q †ewk RvwjqvwZ msNwUZ n‡qwQj| †hgb nviv‡bv/Pywi 

nIqv KvW©My‡jv †`vKv‡bi KvD›Uv‡i e¨eüZ n‡Zv| ZvB wb¤œwjwLZ 

D‡`¨vMmg~n M…nxZ nq— 

 †jvqvi †d¬vi wjwgU cÖeZ©b (†h cwigvY †jb‡`‡bi Ic‡i GKRb LyPiv 

we‡µZv‡K KvW© cÖ`vbKvixi KvQ †_‡K Aby‡gv`b wb‡Z n‡Zv) we‡kl 

K‡i RvwjqvwZcÖeY LyPiv Lv‡Zi Rb¨|  

 ÔnU KvW© dvBjÕ-Gi e¨envi-nviv‡bv ev Pzwi nIqvi wi‡cvU© Kiv Kv‡W©i 

ZvwjKv—c‡q›U-Ad-†mj (wcIGm) Uvwg©bvjMy‡jv‡Z B‡jKUªwb‡Kwj 

m¤úªPvi Kiv nq, hv‡Z LyPiv we‡µZviv ¯^qswµqfv‡e GKwU KvW© cix‣v 

Ki‡Z cv‡i| 

 MÖvn‡Ki Kv‡Q KvW© weZiY Kivi Rb¨ AviI wbivc` Dcvq e¨envi Kiv|  

 Kv‡W©i g‡a¨ wbivcËv ˆewkó¨ e…w×i g‡a¨ i‡q‡Q n‡jvMÖvg Ges g¨vM‡bwUK 

w÷ª‡c ewa©Z Z_¨ msiÿb Kiv|  

 wcIGm Gi gva¨‡g cÖewZ©Z D‡`¨v‡Mi m‡½ mn‡hvwMZv Kivi Rb¨ LyPiv 

we‡µZv‡`i m‡½ KvR Kiv| 

 me ¯Í‡ii cywj‡ki m‡½ msjvc| 

 cÖPviYvi gva¨‡g KvW©avix‡`i Rb¨ e¨envwiK civgk© Ges LyPiv 

we‡µZv‡`i Rb¨ fv‡jv Abykxjb cÖPvi Kiv| 

Dc‡iv³ D‡`¨v‡Mi mvdj¨, cÖZviK‡`i bZyb †‣ÎMy‡jv‡K Uv‡M©U Ki‡Z 

mvnvh¨ K‡i, †hgb—  

 

5.6.1. KvD›UviwdU (Counterfiet)  

KvD›UviwdU n‡jv `ªæZZg µgea©gvb cÖZviYvi aib| RvwjqvwZ Kivi Rb¨ 

e¨eüZ KvW©My‡jv mvaviYZ nvwi‡q hvIqv ev Pzwi n‡q hvIqv KvW© hv cybivq 

Ggewms Ges Gb‡KvwWs Øviv cwieZ©b Kiv n‡q‡Q, ev †hwU m¤ú~Y© bZybfv‡e 

ˆZwi Kiv n‡q‡Q| GKwU KvW© Rvj Kivi Rb¨ KvW©wUi Z_¨vw` Rvbv cÖ‡qvRb| 

Zviv wewfbœfv‡e GB me Z_¨ msMÖn K‡i, Zvi g‡a¨ B›Uvi‡bU D‡jøL‡hvM¨| 

Zvici GKwU mv`v cøvw÷K KvW© Zviv H mg¯Í Z_¨ e¨envi K‡i Gb‡KvW 

K‡i| c‡i wmM‡bPvi c¨v‡bj, †jv‡Mv, is BZ¨vw` ms‡hvM K‡i mwZ¨Kvi 

Kv‡W©i g‡Zvb GKwU KvW© ˆZwi Kiv nq|  

KLbI KLbI Kv‡W©i g¨vM‡bwUK w÷ª‡ci Z_¨ w¯‹wgs‡qi gva¨‡g cvIqv 

hvq| GKwU ˆea KvW© K‡qK †m‡K‡Ûi Rb¨ GKwU g¨vM‡bwUK †Uc wiWv‡ii 

Ici w`‡q †bIqv nq, d‡j wiWvi Kv‡W©i Z_¨ msMÖn K‡i, hv e¨envi K‡i 

GKwU bKj KvW© ˆZwi Kiv nq|   
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Av‡iKwU †KŠkj n‡jv ÔevdvwisÕ, hv †PŠ¤^Kxq w÷ª‡c msiw‣Z Z_¨ 

cwieZ©b K‡i _v‡K ev Kv‡W©i wmwKDwiwU †KvW B‡jKUªwbKfv‡e AR©b Ki‡Z 

cv‡i|  

g¨vM‡bwUK w÷ªc KvW©¸‡jv Rvj Kiv Zyjbvg~jKfv‡e mnR wKš` ¯§vU© 

KvW©My‡jv Rvj Kiv A‡bK KwVb| Z‡e `vwe i‡q‡Q †h †mMy‡jv G‡Kev‡i 

†U¤úvi-cÖæd bq| 

Gi weiæ‡× myi‣vi Rb¨ AvšÍR©vwZKfv‡e m¤§Z gvb`‡Ð wPc KvW© ˆZwi 

Kiv n‡q‡Q| LyPiv we‡µZv‡`i‡KI Rvj KvW© aivi †KŠkjMy‡jv †kLv‡bv 

n‡‧Q|   

 

5.6.2. A¨vwcø‡Kkb RvwjqvwZ (Application Fraud) 

KvW© Bmy¨ m¤úwK©Z RvwjqvwZ `ywU Dcv‡q msNwUZ n‡Z cv‡i— 

cÖ_gZ, Z_vKw_Z Ô†Uªv-†bBg d«WÕ ZLbB N‡U hLb GKRb Acivax cÖK…Z 

e¨w³i e¨w³MZ weeiY msMÖn Ki‡Z cv‡i Ges †mB bv‡g GKwU †µwWU KvW© 

ˆZwi Ki‡Z mÿg nq| Acivax Zvici KvW©wU e¨envi K‡i cY¨ †K‡b wKš` 

Zvi `vq ˆea KvW©avi‡Ki Kv‡Q P‡j hvq| 

wØZxq ai‡bi cÖZviYvi g‡a¨ i‡q‡Q wg_¨v Z_¨ w`‡q †Kv‡bv e¨vsK †_‡K 

GKwU KvW© †bIqv, †mwU e¨envi K‡i cY¨ µq Kiv Ges cieZ©x‡Z wej cÖ`vb 

bv K‡i cjvZK _vKv|   

 

5.6.3 wcb RvwjqvwZ (PIN Fraud) 

KvW© e¨enviKvix KvW© e¨envi Kivi mgq Zvi cwiPq cÖgvY Kivi cÖwµqv 

†_‡K Ab¨vb¨ RvwjqvwZi m~ÎcvZ nq| GwU g~jZ B‡jKUªwbK KvW© wiwWs 

†gwk‡b †hgb GwUGg ev c‡m †WweU KvW©wU e¨env‡ii mgq KvW©avix GKwU 

wcb ev cvmIqvW© cÖ‡ek Kivb, hv cieZ©x‡Z †bUIqv‡K©i gva¨‡g †cÖi‡Yi mgq 

n¨vKviiv msMÖn K‡i wb‡Z cv‡i| ZvB GB c×wZi wbivcËv evov‡bvi Rb¨ 

e¨enviKvixi wcbwU GbwµÞ K‡i †bUIqv‡K© cvVv‡bv nq| Gfv‡e †bUIqv‡K© 

n¨vK K‡i wcb Avwe®‹vi Kiv KwVb Kiv n‡q _v‡K|   

KvW©avi‡Ki Kv‡Q wcbwU †hfv‡e cvVv‡bv nq, KvW©aviK †hfv‡e Zv 

†iKW© K‡i Ges g‡b iv‡L Ges †jb‡`‡bi mgq Uvwg©bv‡j †hfv‡e e¨envi Kiv 

nq Zv †_‡KI D‡jøL‡hvM¨ wbivcËv SzuwK †`Lv w`‡Z cv‡i| hw`I 

KvW©aviK‡`i Zv‡`i wcb Kv‡W© wj‡L ivLv ev Kv‡W©i m‡½ GKB RvqMvq ivLv 

ev Kv‡iv Kv‡Q Zv e‡j †`Iqv m¤úwK©Z wec` m¤ú‡K© ¯úófv‡e mZK© Kiv 

nq, KvW©avix‡`i GKwU D‡jøL‡hvM¨ Ask GB ai‡bi civgk© gvb‡Z Pvq bv, 

hvi d‡j Zviv wb‡R‡`i‡K cÖPÐ ¶wZi SzuwK‡Z iv‡L| hvi Rb¨ Zviv 

e¨w³MZfv‡e `vqx _vK‡eb|  

 

5.6.4. KvW© bU-†cÖ‡R›U (Cash-not-present) 

B›Uvi‡bU †c‡g›U †MUI‡qi gva¨‡g weµq †jb‡`b e…w×i d‡j KvW© bU 

†cÖ‡R›U RvZxq RvwjqvwZi D‡jøL‡hvM¨ e…w× N‡U‡Q| eZ©gv‡b, B›Uvi‡b‡U 

cwiPvwjZ †ewkifvM evwYwR¨K †jb‡`‡b MÖvnKiv Zv‡`i †µwWU Kv‡W©i Z_¨ 

BbcyU w`‡q cY¨ Ges cwi‡lev µq K‡i| GwU Abygvb Kiv n‡q‡Q †h 1995 

mv‡j B›Uvi‡b‡U cÖvq 640 wgwjqb Wjvi g~‡j¨i †jb‡`b n‡qwQj Ges 2005 

mv‡ji †kl bvMv` wek¦e¨vcx AbjvBb evwYR¨ 97 wewjqb Wjvi †_‡K 238 

wewjq‡bi g‡a¨ †cuŠ‡Q hvq|  

B›Uvi‡bU mvwf©m cÖ`vbKvixi †WUv‡em n¨vK K‡i A_ev Z_¨ Av`vb-

cÖ`v‡bi mgq Avb-Gbwµ‡ÞW †WUv AvUK K‡i †µwWU Kv‡W©i Z_¨ 

A‰eafv‡e msMÖn Kiv nq|  

Ggb A‡bK AbjvBb cÖZviK i‡q‡Q hviv MÖvnK‡`i wg_¨v †µwWU Kv‡W©i 

I gv‡P©›U‡`i Z_¨ e¨envi K‡i| GBme gv‡P©›U AbjvBb Pyw³My‡jv‡K m¤§vb 

Ki‡Z e¨_© nq|  

hy³iv‡R¨i e¨vswKs wkí 2001 mv‡j GB ai‡bi †jb‡`bMy‡jv‡K AviI 

myiw‣Z Ki‡Z GKwU ¯^qswµq e¨e¯'v cÖ‡qvM K‡i, hvi gva¨‡g gv‡P©›U 

KvW©avixi wewjs wVKvbv Ges Kv‡W© ewY©©Z Ô†Kv‡WW msL¨vÕ hvPvB Ki‡Z cv‡i|  

 

5.7. KvW© RvwjqvwZ cÖwZ‡iva †KŠkj 

cøvw÷K KvW© RvwjqvwZ cÖwZ‡iva Ki‡Z PviwU cÖv_wgK †KŠkj e¨envi Kiv 

†h‡Z cv‡i| 

 

5.7.1. KvW© Bmy¨Kvix KZ…©K KiYxq 

cøvw÷K KvW© RvwjqvwZi SzuwK Kgv‡Z KvW© Bmy¨Kvixiv wewfbœ ai‡bi †KŠkj 

Aej¤^b Ki‡Z cv‡i| Avw_©K cÖwZôvbMy‡jvi Rb¨ me‡P‡q ¸iæZ¡c~Y© welq 

n‡jv, Ggb KvD‡K KvW© Bmy¨ bv Kiv hvi cwiPq m¤^‡Ü Zviv wbwðZ bq|  

cøvw÷K KvW©My‡jv hv‡Z Pywi bv nq Ges KvW© Ges wcbMy‡jv hv‡Z 

MÖvnK‡`i Kv‡Q wbivc‡` †cuŠQvq Zv wbwðZ Kivi Rb¨ wewfbœ c×wZ MÖnY Kiv 

†h‡Z cv‡i| e¨vsKMy‡jvI Pywi nIqv KvW© Ges wcb m¤ú‡K© Awej‡¤̂ gv‡P©›U‡`i 

AewnZ K‡i mvnvh¨ Ki‡Z cv‡i| Kv‡W©i Ici KvW©avixi QweI Qvcv‡bv †h‡Z 

cv‡i|  
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EFTPOS-G RvwjqvwZ cÖwZ‡iva Kivi Rb¨ e¨eüZ cÖavb †KŠkjMy‡jvi g‡a¨ 

GKwU n‡jv †jvqvi †d¬vi wjwgU wba©viY Kiv| †jvqvi †d¬vi wjwgU n‡jv Ggb 

GKwU wjwgU hvi †ewk cwigvY †jb‡`b n‡j e¨vs‡Ki Aby‡gv`‡bi cÖ‡qvRb 

nq|   

cwi‡k‡l, ¯§vU© Kv‡W©i RvwjqvwZ Kgv‡bvi D‡Ï‡k¨ wewfbœ †jb‡`b 

ch©‡eÿY †KŠkj Aej¤^b Kiv n‡q‡Q—hv‡Z `ªæZ cÖZviYvg~jK †jb‡`b¸‡jv 

wPwþZ Kiv hvq Ges †jb‡`‡bi m‡e©v‧P wjwgU mxwgZ Kiv hvq|  

 

5.7.2. gv‡P©›U KZ…©K KiYxq 

gv‡P©‡›Ui m‡½ RwoZ cÖZviYv Avw_©K cÖwZôv‡bi Rb¨ GKwU eo mgm¨v, KviY 

gv‡P©›U ev Zv‡`i Kg©Pvix‡`i MÖvn‡Ki KvW© cwiPvjbv Kiv Kw¤úDUvi 

†bUIqvK©My‡jv‡Z A¨v‡•m Kiv Ges †jb‡`‡bi Z_¨ cwieZ©b Kivi my‡hvM 

†`Iqv nq|  

cwi‡k‡l, gv‡P©›U‡K MÖvnK‡`i m‡›`nRbK AvPiY Ges †Pnviv cix‣v 

Kiv DwPZ| †h MÖvnKMY `ªæZ cY¨ wbe©vPb, hviv wbe©vwPZ c‡Y¨i cÖK…wZi m‡½ 

Am½wZc~Y© †cvkvK c‡i, †h MÖvnKiv Bmy¨wqs e¨vs‡Ki Kv‡Q Aby‡gv`‡bi 

KjMy‡jv AvUKv‡bvi cÖqv‡m wewfbœ fv‡M fvM K‡i †KbvKvUv K‡i, hviv  †d¬vi 

wjwg‡Ui g‡a¨ A‡bKevi µq K‡i Ges hviv GKB AvB‡Ug A‡bK¸‡jv µq 

K‡i wKš` wewfbœ is I mvB‡Ri, Zv‡`i‡K gv‡P©›U m‡›`nRbK g‡b Ki‡Z 

cv‡ib| `yf©vM¨ekZ, mwZ¨Kv‡ii MÖvnK‡`i wbiærmvwnZ Kivi f‡q gv‡P©›UMY 

GB mg¯Í †KŠkj e¨envi Kiv †_‡K weiZ _v‡Kb|  

 

5.7.3. KvW©avix KZ…©K KiYxq  

GKR‡bi KvW©, wcb ev cvmIqvW© Gi myiÿv cÖ`vb Kiv n‡jv cÖv_wgK Aciva 

cÖwZ‡iv‡ai †KŠkj, hv KvW©avix‡`i MÖnY Ki‡Z n‡e| hw`I KvW©avix‡`i 

Zv‡`i wcb cÖKvk bv Kivi, wcbwU Kv‡W©i m‡½ bv ivLvi ev Kv‡W© GwU bv 

†jLvi civgk© †`Iqv nq, M‡elYvq †`Lv †M‡Q †h 20 †_‡K 70 kZvsk †jvK 

GB ai‡bi civgk© gv‡b bv|  

 

5.7.4. cÖhyw³MZ mgvavb (Technical Solution) 

cøvw÷K KvW© I †c‡g›U wm‡÷‡gi m‡½ m¤úwK©Z wbivcËv SzuwK Kgv‡Z 

cÖhyw³MZ mgvav‡bi GKwU we¯Í…Z cwimi ˆZwi Kiv n‡q‡Q| 

 

 

 

5.7.4.1. KvW© KvD›Uvi wdwks‡qi weiæ‡× myi‣v 

cøvw÷K Kv‡W©i wbivcËv evov‡bvi Rb¨ Ges Zv‡`i cwieZ©b ev bKj Kiv 

AviI KwVb Kivi Rb¨ wewfbœ †KŠkj ˆZwi Kiv n‡q‡Q| Gi g‡a¨ i‡q‡Q 

gvB‡µv wPcm, n‡jvMÖvg, GgemW K¨v‡i±vi, U¨v¤úvi-Gwf‡W›U wmM‡bPvi 

c¨v‡bj, DbœZ KvW© f¨vwj‡Wkb cÖhyw³mn g¨vM‡bwUK ÷ªvBc Ges B‡Û›U 

wcÖw›Us‡qi e¨envi| 

 

5.7.4.2. KvW© mxgve×Zv (Card Restriction) 

cøvw÷K KvW© e¨env‡ii gva¨‡g eo AvKv‡ii RvwjqvwZi SzuwK Gov‡bv D‡Ï‡k¨ 

KvW©wfwËK †jb‡`‡bi Ici wjwgU cÖ`vb ev cøvw÷K Kv‡W© mwÂZ A‡_©i 

cwigv‡Yi Ici wjwgU ¯'vcb Kiv †h‡Z cv‡i| Kv‡W©i †fwjwWwUi (validity) 

GKwU mxgv _vK‡Z cv‡i|   

 

5.7.4.3. RvwjqvwZ kbv³KiY mdUIq¨vi 

Ggb md&UIq¨viI ˆZwi Kiv n‡q‡Q, hv cøvw÷K KvW©avix‡`i e¨‡qi aib 

we‡kølY Ki‡Z m‣g Ges Abby‡gvw`Z †jb‡`b m¤ú‡K© mZK© K‡i| gv‡P©›U 

wW‡cvwRU ch©‡e‣Y †KŠkjMy‡jv `yb©xwZMÖ¯Í gv‡P©‡›Ui A‡hŠw³K `vwe wbY©q 

Ki‡Z cv‡i| PRISM (†cÖvA¨vKwUf d«W wi¯‹ g¨v‡bR‡g›U) bv‡g GKwU 

md&UIq¨vi c¨v‡KR i‡q‡Q, hv nvwi‡q hvIqv KvW©, Pzwi nIqv KvW©, Rvj KvW©, 

RvwjqvwZ A¨vwcø‡Kkb, bv cvIqv KvW©, †gj AW©vi, †dvb AW©vi, K¨vUvjM 

weµq Ges gv‡P©›U cÖZviYv wbY©q Ki‡Z cv‡i| wm‡÷‡gi cÖ‡qvRbxqZv Ges 

KbwdMv‡ik‡bi Ici wbf©i K‡i GwUi `vg Wjvi 384,000 †_‡K 1.92 

wgwjq‡bi g‡a¨ n‡Z cv‡i| hw`I cÖv_wgK Bb÷‡jkb LiP A‡bK †ewk, 

RvwjqvwZ cÖwZ‡iva Ges kbv³Ki‡Yi gva¨‡g cÖvß myweavMy‡jv eo cÖwZôv‡bi 

Rb¨ GwU‡K jvfRbK K‡i †Zv‡j|  

 

5.7.4.4. DbœZ wµ‡ÞvMÖvwd (Improred cryptography) 

wµ‡ÞvMÖvwd n‡jv B‡jKUªwbK e¨vswKs wbivcËv e¨e¯'vi cÖavb wfwË| 

†bUIqv‡K©i wfZi w`‡q †WUv UªvÞwgkb Kivi mgq wµ‡ÞvMÖvwd e¨envi Kiv 

nq|  GwU gv÷viKvW© Ges wfmv B›Uvib¨vkbv‡ji GKwU †hŠ_ D‡`¨vM hv‡K 

wmwKDi B‡jKUªwbK †jb‡`b †cÖv‡UvKj ejv nq| B‡jKUªwbK K¨vk 

wm‡÷gMy‡jv‡K myiw‣Z Kivi Rb¨I GwU e¨envi Kiv nq| GB c×wZ‡Z 
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†WUv‡K Avcm Kiv †_‡K i‣v Ki‡Z cvewjK Kx Gbwµckb e¨envi Kiv 

nq|   

 

5.7.4.5. BGgwf (EMV) 
 

K. BGgwf Kx?  

BGgwf n‡jv ¯§vU© KvW© hv †WweU ev †µwWU n‡Z cv‡i| BGgwf †hŠ_fv‡e  

BD‡c, gv÷viKvW© Ges wfmv Øviv ˆZwi Kiv n‡q‡Q| m¤úªwZ †Rwmwe Ges 

A¨v‡g•I BGgwf‡Z †hvM w`‡q‡Q|  

GKwU ¯§vU© KvW© n‡jv GKwU Kw¤úDUvi wPcwfwËK KvW©, hv‡Z wbgœwjwLZMy‡jv 

_v‡K— 

 †g‡gvwi  

 †÷v‡iR †¯úm hv KvW© AvBwW, KvW©avixi AvBwW, wcb, Aby‡gv`‡bi ¯Íi, 

bM` e¨v‡jÞ, †µwWU wjwgU msi‣Y K‡i| 

 GKwU Acv‡iwUs wm‡÷g †hgb—†bwUf IGm, gv‡ëvm, ev RvfvKvW© 

 A¨vwcø‡Kkb †cÖvMÖv‡gi iæwUbmg~n  

 

BGgwf BGgwf‡Kv Øviv msÁvwqZ eva¨Zvg~jK Ges Hw‧QK Ackb¸‡jv 

AšÍf©y³ K‡i‡Q †hgb— 

 ÷¨vwUK †WUv A‡_w›U‡Kkb (GmwWG) Gi gva¨‡g myiw‣Z KvW© 

A‡_w›U‡Kkb c×wZ (wmGGg)| 

 WvBbvwgK †WUv A‡_bwU‡Kkb (wWwWG)| 

 mw¤§wjZ †WUv A‡_bwU‡Kkb (wmwWG)| 

 myiw¶Z KvW©avix hvPvBKiY c×wZ (wmwfGg)| 

 ewa©Z SzuwK e¨e¯'vcbv| 

 A¨vwcø‡Kkb †cÖvMÖvwgs B›Uvi‡dm (API)| 

 

L. BGgwf‡Kv (EMVCO) Kx? 

BGgwf‡Kv n‡jv GKwU †Kv¤úvwb hv BD‡iv‡c B›Uvib¨vkbvj, gv÷viKvW© 

B›Uvib¨vkbvj Ges wfmvm B›Uvib¨vkbvj Øviv 1999 mv‡ji †deªæqvwi‡Z MwVZ 

nq| 2002 mv‡j, gv÷viKvW© B›Uvib¨vkbvj Øviv BD‡iv‡c B›Uvib¨vkbv‡ji 

AwaMÖnY Kiv nq| 2004 Ges 2009 mv‡j,  †Rwmwe Ges G‡g• h_vµ‡g 

BGgwf‡Kv‡Z †hvM`vb K‡i| eZ©gv‡b, G‡g•, †Rwmwe, gv÷viKvW© Ges 

wfmvi cÖ‡Z¨‡Ki 25% †kqvi i‡q‡Q| 

 

M. BGgwf-Gi myweav 

 KvW© RvwjqvwZ cÖwZ‡iva Kiæb| 

 AdjvB‡b wbivc` †jb‡`b, d‡j mg¯Í †jb‡`b AbjvB‡b Kivi `iKvi 

†bB| AbjvBb LiP euvPvq| 

 wPc jvqvwewjwU wmd&wUs| 

 K›Uv±‡jm gv÷viKvW© †ccv‡mi g‡Zv wewfbœ †cÖvMÖvg ev¯Íevqb Kiv 

mnR| 

 GKwU bb-BGgwf Bmy¨qvi ev A¨v‡Kvqviv‡i †_‡K †ewk Avq|   

 

N.  †Kb e¨vsKMy‡jv‡K BGgwf‡Z †h‡Z n‡e? 

 B›UviAcv‡iwewjwU| 

 Ab¨ Bmy¨qv‡ii KvW© MÖnY, wbivcËv Ges †c‡g›U dvskb| 

 jvqvwewjwU wmd&U|  

 

DbœZ wbivcËv 

 wµ‡ÞvMÖvwd, KvW© Ges Uvwg©bv‡ji g‡a¨ AdjvBb SzuwK e¨e¯'vcbv 

 nvwi‡q hvIqv ev Pywi nIqv KvW© e¨envi K‡i m¤¢ve¨ Rvj-RvwjqvwZi 

weiæ‡× myi‣v (AdjvBb wc‡bi gva¨‡g)| 

 

DbœZ wbqš¿Y 

 Ad-jvBb/†Rvic~e©K Ab-jvB‡bi †ÿ‡Î AZ¨vaywbK Aby‡gv`b msµvšÍ 

wm×všÍ  MÖnY| 

 Bmy¨qv‡ii SzuwK wbqš¿Y K‡i| 

 wP‡ci Af¨šÍ‡i iwÿZ A¨vwcø‡Kkb e¨envi K‡i Uvwg©bv‡j MÖvnK-†Kw›`ªK  

wm×všÍ MÖnY| 

 

Acv‡ikbvj myweav 

  †ewk †ewk Ad-jvBb cÖwµqvKiY, d‡j Kg PvR©e¨vK I Kv‡W©i `xN©vqy 

e…w× cvq| 

  Bmy¨wqs e¨vsK Uvwg©bvj e¨envi K‡i KvW© Avc‡WU Ki‡Z cv‡i| 
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 Ô¯ŒwÞsÕGi gva¨‡g c¨vivwgUvi cwieZ©b Kiv|  

 bZyb A¨vwcø‡Kkb †hvM Kiv I Zv mwµq Kiv—†hgb KvW©wfwËK 

jvqvwewjwU| 

 

O. †gM-w÷ªc Kv‡W© RvwjqvwZi SzuwK  

i  KvW©wU 50 Wjv‡ii GKwU †QvU wWfvBm w`‡q Kwc Kiv †h‡Z cv‡i| 

ii  Uª¨v‡K Z_¨ GbwµÞ Kiv nq bv d‡j Pzwi Kiv †WUv w`‡q Lye mn‡R 

KvW© cv‡m©vbvjvB‡Rkvb Kiv m¤¢e|   

iii GKwU Rvj KvW© cv‡m©vbvjvB‡Rkb Kivi Av‡M Kwc Kiv †WUv Lye 

mn‡RB cwieZ©b Kiv †h‡Z cv‡i| 

 

P. BGgwf Kxfv‡e Rvj RvwjqvwZ i‣v K‡i? 

i  wPc †WUv Abywjwc Kiv mnR bq (wewjqb Wjvi wewb‡qv‡Mi gva¨‡g m¤¢e 

n‡Z cv‡i)| 

ii  GKwU wWwWG Kv‡W©, wPc †WUv Abywjwc Kiv Ges Rvj KvW© ˆZwi Kiv 

m¤¢e bq, KviY GB ai‡bi Kv‡W©i †fZ‡i cÖ‡mmi Øviv GKwU WvqbvwgK 

Kx ˆZwi K‡i hv cÖwZwU wWwWG Kv‡W©i Rb¨ Abb¨, hv‡K Avgiv AvBwmwm 

Kx ewj| KvW© †WUv GKwU AvBwmwm cÖvB‡fU Kx Øviv ¯^v‣wiZ hv mswkøó 

AvBwmwm cvewjK Kx Qvov wWwµÞ Kiv hv‡e bv| 

 

`ªóe¨ : wWwWG Gi A_© n‡jv WvqbvwgK †WUv A‡_w›U‡Kkb hv— 

1.  AvBwmwm Ges ÔUvwg©bvj WvBbvwgK A¨vwcø‡Kkb †WUviÕ mZ¨Zv Ges 

ALÐZv cÖ`vb K‡i (AvBwmwm cÖvB‡fU Kx Øviv ¯^v‣wiZ)| 

2.  KvW©wU cv‡m©vbvjvB‡Rk‡bi c‡i AvBwmwm‡Z iwÿZ †WUvi †Kv‡bv 

cwieZ©b n‡j Zv kbv³Ki‡Y mvnvh¨ K‡i|  

3.  wi‡cø AvµgY Ges AvBwmwm bKj cÖwZ‡iva K‡i| 

iii ÔGKwU wWwWG Kv‡W© Kv‡W©i Z_¨ wZbevi GbwµÞ Kiv nq K) KvW© Kx 

(AvBwmwm KxI ejv nq, GwU KvW© wbw`©ó Kx) Øviv, L) Bm¨yqv‡ii 

e¨w³MZ Kx (Bmy¨qvi †nv÷ Øviv ˆZwi Kiv AviGmG Kx) Øviv I, M) 

CA ¯^v¶wiZ IPK (BGgwf‡Kv wmG Gi cÖvB‡fU Kx Øviv GbwµÞ Kiv 

Bmy¨qvi cvewjK Kx)| 

iv   cvewjK Kx cÖvB‡fU Kx wWwµÞ Ki‡Z cv‡i Ges mg¯Í Uvwg©bv‡ji 

EMVCO †Z CA cvewjK Kx _v‡K| 

v  cv‡m©vbvjvB‡Rk‡bi mgq Bmy¨Kvixi Øviv wPc Kv‡W© †mU Kiv IAC 

(Bmy¨qvi A¨vKkb †KvW) Abymv‡i GKwU wbw`©ó †jb‡`‡bi Rb¨ 

(†jb‡`‡bi cwigvY, wd«‡Kv‡qwÞ I cÖKv‡ii Ici wbf©i K‡i) Kx 

c`‡‣c †bIqv n‡e Zv KvW© wb‡RB wm×všÍ wb‡Z cv‡i| †hgb AdjvB‡b 

Aby‡gv`b cÖ`vb,  AdjvB‡b cÖZ¨vL¨vb Kiv ev AbjvB‡b P‡j hvIqv 

BZ¨vw`| 

vi  AbjvBb †jb‡`‡bi †ÿ‡Î wWwµckb cÖwµqvq Kv‡W©i †WUv cvIqvi c‡i, 

KvW© †WUv cybivq BDwW‡K (BDwbK †Wwi‡fwUf, Kx hvnv GKwU TDES 

Kx) Øviv GbwµÞ Kiv nq Ges ARQC (A‡_vivB‡Rkb wi‡Kv‡q÷ Kx) 

ˆZwi Kiv nq| GB UDK cv‡m©vbvjvB‡Rk‡bi mgq GgwW‡K (gv÷vi 

†Wwi‡fwUf Kx) †_‡K ˆZwi Kiv nq| GB MDK-†K †kqvi Kiv nq Ges 

Bmy¨Kvix †nv‡÷ msi‣Y Kiv nq| hLb GKwU †jb‡`‡bi ARQC 

Bmy¨Kvixi †nv‡÷ AbjvB‡b Av‡m, ZLb UDK w`‡q  †WUv wWwµÞ K‡i 

(†h‡nZz †nv‡÷ GgwW‡K Av‡Q)| hw` Kv‡W©i †WUv mwVK cvIqv hvq Ges 

Bmy¨Kvix †nv‡÷ Ab¨vb¨ ˆeaZv cvIqv hvq, ZLb Bmy¨Kvix †nv÷ 

BDwW‡K Øviv ¯^v‣wiZ GKwU ARPC (A‡_vivB‡Rkb †im&cÞ †KvW) 

†diZ cvVvq| †h‡nZy KvW©wU‡Z UDK i‡q‡Q (Av‡M D‡jøL Kiv n‡q‡Q, 

cv‡m©vbvjvB‡Rk‡bi mgq KvW©wU‡Z UDK †XvKv‡bv n‡q‡Q), GwU 

ARPC-†K wWwµÞ Ki‡Z cv‡i Ges Bmy¨Kvix †nv÷ Kx civgk© w`‡q‡Qb 

Zv †`L‡Z cv‡i| 

 

Q  GKwU †gM-w÷ªc KvW© Ges wPc Kv‡W©i g~j welqe¯Íy Kx Kx? 

†gM-w÷ªc Kv‡W© UªvK1 Ges UªvK2 †WUv i‡q‡Q hv Kv‡W©i bvg, KvW© b¤^i, 

†gqv` †kl nIqvi ZvwiL, wmwfwf, wmwfwm BZ¨vw` †÷vi K‡i| 

 

Ab¨w`‡K wPc Kv‡W© i‡q‡Q— 

i  †gM-w÷ªc †WUvi mg¯Í Z_¨ 

ii  AvBwmwm cvewjK Kx-Gi Aax‡b KvW© †WUv 

iii  Bmy¨Kvix cÖvB‡fU Kx-Gi Aax‡b ICC cvewjK Kx 

iv  Bmy¨Kvix cvewjK Kx hvnv CA Gi cÖvB‡fU Kx  

v  UDK (AbjvB‡b †jb‡`‡bi †ÿ‡Î ARQC ˆZwi Kivi Rb¨) 
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vi  UDK (†gK), UDK (Enc) (Bmy¨Kvixi w¯ŒÞ Avc‡W‡Ui Rb¨)GKB 

UDK-Gi gvbMy‡jv KvW© Ges Bmy¨Kvixi †nv‡÷ ivLv nq| GBfv‡e GwU 

Bmy¨Kvixi Øviv †cÖwiZ ev M…nxZ w¯ŒÞMy‡jv‡K hvPvB I Avc‡WU Kiv nq|  

 

6. B›Uvi‡bU e¨vswKs 

B›Uvi‡bU e¨vswKs AvB-e¨vswKs ev AbjvBb e¨vswKs bv‡gI cwiwPZ| 

B›Uvi‡bU e¨vswKs n‡jv Ggb GKwU e¨e¯'v, hv MÖvnKiv B›Uvi‡b‡Ui gva¨‡g 

Zv‡`i evwo, Awdm ev we‡k¦i †h †Kv‡bv RvqMv †_‡K Zv‡`i A¨vKvD‡›U 

A¨v‡•m Ki‡Z cv‡ib| GB cwi‡levwU †c‡Z, MÖvnK‡K Zvi e¨vsK †_‡K 

GKwU AvBwW Ges cvmIqvW© wb‡Z nq Ges Zvi B›Uvi‡bU ms‡hvMmn GKwU 

Kw¤úDUvi _vK‡Z nq| 

 

6.1. B›Uvi‡bU e¨vswKs cvmIqvW© 

MÖvnK hLb cÖ_gevi AvB-e¨vswKs A¨v‡•m K‡ib, ZLb wm‡÷g Zvi cvmIqvW© 

cwieZ©b Ki‡Z e‡j| MÖvnK‡K e¨vs‡Ki cvmIqvW© bxwZ Abyhvqx cvmIqvW© 

cwieZ©b Ki‡Z n‡e| D`vniY¯^iƒc, GKwU e¨vsK wbgœwjwLZ cvmIqvW© bxwZ 

_vK‡Z cv‡i— 

 cvmIqv‡W©i ˆ`N©¨ me©wbgœ 6 Aÿi Ges m‡e©v‧P 12 Aÿi n‡Z n‡e|  

 e¨enviKvix AvBwW cvmIqv‡W©i GKwU Ask wnmv‡e e¨envi Kiv hv‡e bv|  

 cvmIqv‡W© Kgc‡‣ 1wU eo nv‡Zi, Kgc‡‣ 1wU †QvU nv‡Zi, 1wU msL¨v 

Ges GKwU cÖZxKx A‣i _vK‡Z n‡e| 

 GKB msL¨v ev Aÿi ci ci 2 evi e¨envi Kiv hv‡e bv|  

 

wbgœwjwLZ¸‡jv ˆea cvmIqvW© :  

Joyful7, raiN573 
 

wbgœwjwLZMy‡jv ˆea cvmIqvW© bq :  

Joy7, rain573, Rain666, aaAmin2 
 

6.2. B›Uvi‡bU e¨vswKs dvskb : 

MÖvnKiv bM` †jb‡`b Qvov cÖvq me ai‡bi e¨vswKs Kvh©µg AvB-e¨vswKs‡qi 

gva¨‡g Ki‡Z cv‡ib| 

 

A¨vKvD›U mvgvwi 

MÖvnK Kv‡i›U, †mwfsm, Uvg© wW‡cvwRU Ges wi‡Uj †jvb A¨vKvD‡›Ui ZvwjKv 

Ges A¨vKvD‡›Ui gy`ªvq cÖwZwU A¨vKvD‡›U eZ©gvb e¨v‡jÞ †`L‡Z m‣g 

n‡eb| MÖvn‡Ki cQ‡›`i gy`ªvq I MÖvn‡Ki A¨vKvD‡›Ui e¨v‡j‡Þi g~j¨gvb 

†`Lv‡bv †h‡Z cv‡i|  

 

A¨vKvD‡›Ui eY©bv 

MÖvnK GKwU wbw`©ó A¨vKvD›U (†mwfsm, †PwKs A¨vKvD›U, †gqvw` AvgvbZ, ev 

FY A¨vKvD›U) †e‡Q wb‡Z cv‡ib Ges A¨vKvD‡›Ui wek` weeiY †`L‡Z 

cv‡ib †hgb †Lvjvi ZvwiL, †gqv`c~wZ©i ZvwiL, e‡Kqv e¨v‡jÞ, AwR©Z my`, 

cÖ`Ë my`, wjwg‡Ui cwigvY BZ¨vw`| 

 

A¨vKvD›U Kvh©Kjvc 

MÖvnK cÖ`Ë `ywU Zvwi‡Li ga¨eZ©x w`b¸‡jvi Rb¨ GKwU cÖ`Ë A¨vKvD‡›U 

†jb‡`‡bi Kvh©Kjvc †`L‡Z cv‡ib| 

 

Znwej ¯’vbvšÍi 

MÖvnK Zvi GK A¨vKvD›U †_‡K e¨vs‡Ki Ab¨ A¨vKvD‡›U ev Ab¨ e¨vs‡Ki 

A¨vKvD‡›U Znwej ¯'vbvšÍi Ki‡Z cv‡ib| 

 

†gqv`x AvgvbZ (wUwW) †Lvjv 

MÖvnK e¨vs‡K Zvi Kv‡i›U ev mÂqx A¨vKvD›U †_‡K Znwej ¯'vbvšÍi K‡i 

GKwU †gqv`x AvgvbZ Lyj‡Z cv‡ib| 

 

†gqvw` AvgvbZ cwieZ©b Kiv 

MÖvnK we`¨gvb Uvg© wW‡cvwRU A¨vKvD‡›Ui †gqv` I my` msµvšÍ wb‡`©‡ki 

cwieZ©b Ki‡Z cv‡ib| 

 

†gqvw` AvgvbZ eÜ Kiv 

MÖvnK Zvi †gqvw` Avgvb‡Zi AvswkK ev m¤ú~Y© †mwUi †gqv` †kl nIqvi 

Av‡MB eÜ Ki‡Z cv‡ib| Zv‡K wbqg Abyhvqx cÖ‡hvR¨ Penalty †`Lv‡bv 

n‡e| 
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FY cwi‡kva 

MÖvnK F‡Yi wKw¯Í c~Y© ev AvswkK cwi‡kva Ki‡Z cv‡ib| UvKv Zvi wW‡cvwRU 

A¨vKvD›U †_‡K ¯'vbvšÍi Kiv n‡e| 

cÖv_wgK Ges P‚ovšÍ wb®úwË 

MÖvnK F‡Yi cy‡ivUvB †gqv`c~wZ©i c~‡e©B cwi‡kva Ki‡Z cv‡ib| UvKv Zvi 

wW‡cvwRU A¨vKvD›U †_‡K ¯'vbvšÍi Kiv n‡e| 

 

÷¨vwÛs Bb&÷ªvKk 

MÖvnK Zvi wW‡cvwRU A¨vKvD›U †_‡K Ab¨ wW‡cvwRU A¨vKvD‡›U (wbR ev 

Z…Zxq c‣) cÖwZ mßvn/gvm/ˆÎgvwmK/eQ‡i GKwU wbw`©ó Zvwi‡L GKwU wbw`©ó 

cwigvY Znwej ¯'vbvšÍi Ki‡Z ÷¨vwÛs Bb&÷ªvKkb MVb ev †mU Avc Ki‡Z 

cv‡ib| wZwb ¯'vqx wb‡`©k ev¯Íevq‡bi ïiæi ZvwiL Ges †kl nIqvi ZvwiL 

D‡jøL Ki‡Z cv‡ib| 

A¨vKvD›UavixMY cÖwZwU A¨vKvD‡›Ui Rb¨ GK ev GKvwaK Gm. AvB. 

†mU-Avc Ki‡Z cv‡ib Ges Zv‡`i AMÖvwaKvi (Priority) wba©viY Ki‡Z 

cv‡i| wb‡`©kvewj GKKvjxb ¯'vbvšÍ‡ii Rb¨ ev c~e©-wba©vwiZ wd«‡Kv‡qwÞ‡Z evi 

evi ¯'vbvšÍ‡ii Rb¨ †mUAvc Kiv †h‡Z cv‡i| 

 

cÖvcK †gBb‡Ub¨vÝ 

MÖvnK Ô_vW©-cvwU© dvÛ UªvÞdv‡ii Rb¨ Z…Zxq c‡ÿi A¨vKvD›U b¤^i Ges 

Ab¨vb¨ weeiY D‡jøL K‡i GKwU †Ug‡cøU †mU Avc Ki‡Z cv‡ib| ÔZ…Zxq c¶ 

gv‡b Ab¨ GKRb e¨w³ hvi GKB e¨vs‡K A¨vKvD›U Av‡Q| Z‡e, GKwU wk‣v 

cÖwZôvb ev BDwUwjwU †Kv¤úvwb GKwU ÔZ…Zxq c¶ bq| ÔZ…Zxq c‣ ¯'vbvšÍ‡ii 

mgqÕ ZvwjKvq Kvh©Kix Ges jf¨ n‡Z, GB ai‡bi Gw›UªMy‡jv‡K GKRb e¨vsK 

Awdmvi Øviv Aby‡gvw`Z Ki‡Z n‡e| 

 

Z…Zxq c‣ ¯’vbvšÍi 

MÖvnK Zvi GKwU A¨vKvD›U †_‡K e¨vs‡Ki g‡a¨ Ab¨ Z…Zxq Av‡iKwU 

A¨vKvD‡›U Znwej ¯'vbvšÍi Ki‡Z cv‡ib| Ô_vW© cvwU©Õ A¨vKvD›UwU Aek¨B 

ÔcÖvcK †gBb‡Ub¨vÞÕ e¨envi K‡i wm‡÷‡g c~‡e©B †iKW© Ki‡Z n‡e Ges 

ZvwjKvq GwU mnRjf¨ Kivi Rb¨ GKRb e¨vsK Awdmv‡ii Øviv Aby‡gvw`Z 

n‡Z n‡e| 

 

wee„wZ Aby‡iva 

MÖvnK GKwU cÖ‡qvRbxq mg‡qi Rb¨ GKwU A¨vKvD‡›Ui †÷U‡g‡›Ui Rb¨ 

GKwU Aby‡iva Ki‡Z cv‡ib| e¨vsK GB Aby‡ivawU cvIqvi ci g¨vbyqvwj Zv 

Kvh©Ki Ki‡e| 

 

†PK eyK Aby‡iva 

MÖvnK e¨vs‡Ki Advi Kiv †mU †_‡K cQ›`mB cvZvi msL¨v †e‡Q wb‡q 

A¨vKvD‡›Ui wecix‡Z GKwU †PK eB‡qi Rb¨ Aby‡iva Ki‡Z cv‡ib| 

 

†PK eÜ Kivi Rb¨ Aby‡iva  

MÖvnK GKwU A¨vKvD›U Gi wecix‡Z Bmy¨K…Z †P‡Ki GK ev GKvwaK cvZv 

D‡jøL K‡i H mg¯Í cvZvi AbyK‥‡j UvKv cÖ`vb eÜ Ki‡Z cv‡ib| 

GbK¨vk‡g›U e‡Üi KviYI wZwb D‡jøL Ki‡Z cv‡ib|  

 

†PK ÷¨vUvm Rvbv 

MÖvnK GKwU A¨vKvD›U b¤^i Ges †mB A¨vKvD‡›Ui AbyK‥‡j Bmy¨K…Z †PK b¤^i 

wj‡L †mB †P‡Ki ÷¨vUvm Rvb‡Z cv‡ib| †PK †diZ G‡j, ev eÜ Kiv n‡j, 

cÖZ¨vL¨v‡bi KviYI †`Lv‡bv n‡e| 

 

GdG· †iU AbymÜvb 

MÖvnK GB dvskbwU e¨envi K‡i e¨vsK †h FX nviMy‡jv Advi K‡i Zv 

Rvb‡Z cv‡ib| cÖ`wk©Z nvi n‡jv wUwU, K¨vk Ges wWwW †iU| 

 

my‡`i nvi AbymÜvb 

MÖvnK e¨vs‡Ki †`Iqv mÂqx Ges †gqvw` Avgvb‡Zi my‡`i nvi m¤ú‡K© Rvb‡Z 

cv‡ib| 

 

cvmIqvW© cwieZ©b Kiv 

MÖvnK GB dvskb e¨envi K‡i †¯^‧Qvq B›Uvi‡bU cvmIqvW© cwieZ©b Ki‡Z 

cv‡ib| Dciš`, e¨enviKvix‡K cÖ_gevi wm‡÷‡g †XvKvi mgq Ges wba©vwiZ 

wKQzw`b ci ci (†hgb 90 w`b ci ci) wm‡÷g Øviv cvmIqvW© cwieZ©b 

Ki‡Z eva¨ Kiv nq| Dfq †‣‡ÎB, cvmIqvW©wU e¨vs‡Ki Øviv msÁvwqZ 

bxwZi m‡½ m½wZc~Y© nIqv cÖ‡qvRb| 
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†jUvi Ae †µwWU Bmy¨ Kiv 

MÖvnK (†Kv¤úvwb) B›Uvi‡bU e¨vswKs e¨envi K‡i †jUvi Ae †µwWU ˆZwi 

Ki‡Z cv‡ib| †Kv¤úvwbi GKRb Kg©KZ©v Zvi Awdm †_‡K Gjwm msµvšÍ dg© 

AbjvB‡b c~iY Ki‡eb| Ab¨ GKRb D‧P-¯Í‡ii Kg©KZ©v Gjwm Aby‡gv`b 

Ki‡eb Ges e¨vs‡K cvVv‡eb| mswkøó e¨vsK Kg©KZ©v Gw›UªMy‡jv cix‣v Ki‡eb 

Ges Zv mshy³ †¯‹b (scan) Kwci m‡½ hvPvB Ki‡eb Ges Aby‡gv`b 

Ki‡eb| e¨vs‡Ki Aby‡gv`‡bi c‡i, cÖ‡qvRbxq A¨vKvDw›Us Gw›UªMy‡jv †Kvi 

e¨vswKs wm‡÷‡g †iKW© n‡q hv‡e Ges GKwU myBdU evZ©v P‡j hv‡e| 

Gjwm w¯Œ‡b (†Kv¤úvwbi GKRb Kg©KZ©vi Øviv) †WUv Gw›Uª‡Z GKvwaK 

w¯Œb _vK‡e, hv‡Z Save Ges Submit Ackb _vK‡e| Save AckbwU 

cÖwZwU w¯Œ‡b UvBc Kiv AvswkK ev Am¤ú~Y© †WUv msi‣‡Yi myweav †`‡e| 

Submit AckbwU †`Lv w`‡j Zv wK¬K K‡i †WUv e¨vs‡K Rgv †`Iqv n‡e| 

wm‡÷g mg¯Í w¯Œ‡b UvBc Kiv †WUvi hvPvB Ki‡e Ges †Kv‡bv ÎæwU cvIqv 

†M‡j Zv e¨enviKvixi Kv‡Q cÖ`wk©Z Kiv nq|  

hvPvBKiY I wbwðZKiY (†Kv¤úvwbi GKRb D‧P¯Í‡ii Kg©KZ©v Øviv) 

w¯ŒbwU Gj.wm. submit Kivi ci cÖ`wk©Z n‡e Ges GwU GKwU GKK w¯Œb 

n‡e| cÖwZwU w¯Œ‡bi wb‡P AwWU Z_¨ cÖ`wk©Z n‡e, hvi welqe¯Íy n‡e Gj.wm. 

cÖ¯`ZKvixi bvg, ZvwiL Ges Aby‡gv`bKvixi bvg Ges Gi m‡½ m¤úwK©Z 

ZvwiL| 

 

cwieZ©b Kiv 

MÖvnK wKQz wbw`©ó cwiw¯'wZ‡Z Gjwm cwieZ©b Ki‡Z cv‡ib| †m‡ÿ‡Î GKB 

e¨enviKvixi Øviv Gjwm Gi cwieZ©b ïiæ Ki‡Z n‡e| Dciš`, cwieZ©b Kiv 

†jb‡`bwU nq GKwU Am¤ú~Y© Ae¯'vq _vK‡Z n‡e A_ev Aby‡gv`bKvix KZ©…K 

cÖZ¨vL¨vZ n‡Z n‡e| cÖwZwU w¯Œ‡bi wb‡P AwWU Z_¨ cÖ`wk©Z n‡e hvi welqe¯Íy 

n‡e m~PbvKvixi bvg Ges ZvwiL Ges Aby‡gv`bKvixi bvg Ges Gi m‡½ 

m¤úwK©Z ZvwiL| 

 

Aby‡gv`b 

Aby‡gv`bKvix ïay †mBme Gjwm †jb‡`b Aby‡gv`b Ki‡Z cv‡ib hvi Rb¨ 

Zvi AwaKvi i‡q‡Q| AwaKvi, m~PbvKvix Ges †jb‡`‡bi Aby‡gvw`Z mxgvi 

Ici wfwË K‡i n‡e| GKevi †jb‡`b Aby‡gvw`Z n‡j Zv mivmwi †Kvi 

e¨vswKs wm‡÷‡g cvVv‡bv nq| 

Aby‡gv`bKvix GKwU Gjwm cÖZ¨vL¨vb Ki‡Z cv‡ib| cÖZ¨vL¨v‡bi KviY 

D‡jøL Kivi GKwU myweav cÖ`vb Kiv n‡q‡Q| cÖwZwU w¯Œ‡bi wb‡P AwWU Z_¨ 

cÖ`wk©Z n‡e, hvi welqe¯Íy n‡e m~PbvKvixi bvg Ges ZvwiL Ges 

Aby‡gv`bKvixi bvg Ges Gi m‡½ m¤úwK©Z ZvwiL| 

 

6.3. B›Uvi‡bU e¨vswKs‡q RvwjqvwZ 

Avgiv hw` Ic‡i DwjøwLZ B›Uvi‡bU e¨vswKs wm‡÷‡gi AvIZvq _vKv 

Kvh©KvwiZvMy‡jv †`wL, Zvn‡j Avgiv †`L‡Z cve †h GKRb cÖZviK hw` 

GKRb MÖvn‡Ki AvBwW Ges cvmIqvW© Rvb‡Z cv‡i, Zvn‡j †m mn‡RB 

wm‡÷‡g A¨v‡•m †c‡Z cv‡i Ges wbgœwjwLZMy‡jv Ki‡Z cv‡i : 

1.  H MÖvn‡Ki me A¨vKvD‡›Ui b¤^i, A¨vKvD›U e¨v‡jÞ Ges †jb‡`‡bi 

BwZnvm †c‡Z cv‡ib (†Mvcbxq Z_¨ Pzwi)| 

2.  MÖvn‡Ki GKwU A¨vKvD›U †_‡K MÖvn‡Ki Ab¨ A¨vKvD‡›U ev GKwU 

BDwUwjwU †Kv¤úvwbi A¨vKvD‡›U A_© ¯'vbvšÍi Ki‡Z cv‡i (nqivwb)| 

3.  MÖvn‡Ki A¨vKvD›U †_‡K cÖZvi‡Ki A¨vKvD‡›U UvKv ¯'vbvšÍi Ki‡Z cv‡i 

Ges GwUGg †_‡K UvKv Zyj‡Z cv‡i (cÖK…Z RvwjqvwZ)| 

Dc‡iv³ cÖZviYv †_‡K MÖvnK‡`i i‣v Ki‡Z, e¨vsKMy‡jv‡K MÖvn‡Ki 

Kw¤úDUvi †_‡K e¨vs‡Ki mvf©v‡i ågY Kivi mgq Zv‡`i cvmIqvW© Pywi 

nIqv ev wdwks AvµgY †_‡K i‣v Ki‡Z n‡e| e¨vsKMy‡jv 3q c‡‣i 

A¨vKvD‡›U UvKv ¯'vbvšÍi Ges Gjwm UªvÞwgk‡bi Rb¨ GKwU eva¨Zvg~jK 

Ô2-d¨v±i A‡_bwU‡KkbÕ c×wZ Pvjy Ki‡Z cv‡i| 

GB myi‣v e¨e¯'vMy‡jv ms‡‣‡c wb‡P ewY©Z n‡q‡Q|  

 

K. MÖvn‡Ki wcwm †_‡K e¨vsK mvf©v‡i UªvÝwgk‡bi mgq cvmIqvW© K¨vcPvi 

Kiv— 

cvmIqvW©wU MÖvn‡Ki Kw¤úDUvi †_‡K e¨vs‡Ki mvf©v‡i B›Uvi‡b‡Ui gva¨‡g 

ågY Kivi mgq, GKRb RvwjqvwZ mn‡RB GwU K¨vcPvi Ki‡Z cv‡i Ges 

B›Uvi‡bU e¨vswKs wm‡÷‡g cÖ‡e‡ki Rb¨ Z_¨wU e¨envi Ki‡Z cv‡i| åg‡Yi 

mgq wcbwU K¨vcPvi †_‡K i‣v Ki‡Z, e¨vs‡Ki wm‡÷gwU Aek¨B wcbwU 

GbwµÞ K‡i Ges mvf©v‡i Avb‡Z Ges cieZ©x cÖwµqvRvZKi‡Yi Av‡M 

†mMy‡jv wWwµÞ Ki‡Z m‣g n‡Z n‡e| hw` †Kv‡bv cÖZviK c‡_ GbwµÞ 

Kiv Z_¨ K¨vcPvi K‡i, Z‡e Zvi c‡‣ Zv wWwµÞ K‡i cÖK…Z wcb †ei Kiv 

m¤¢e bq| d‡j c‡_ wcbwU wbivc`| 
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L. wdwks (Phishing) 

wdwks n‡jv e¨enviKvixi Kv‡Q GKwU Rvj I‡qemvBU Dc¯'vcb K‡i  

 

†fwimvBb I‡qemvB‡Ui wVKvbv e¨enviKvix‡`i Kv‡Q Rvbv DwPZ 

 

e¨enviKvixi KvQ †_‡K wcb msMÖn Kiv| D`vniY¯^iƒc, aiv hvK, †h †Kv‡bv 

e¨vs‡Ki I‡qemvB‡Ui wVKvbv www.abc-bank.com| n¨vKvi e¨vs‡Ki 

I‡qemvB‡Ui wVK Abyiƒc GKwU Rvj I‡qemvBU ˆZwi Ki‡e, Ges aiv hvK, 

I‡qemvB‡U www.abe-bank.com wVKvbvq Zv ivLv n‡q‡Q|  GLb hw` 

†Kv‡bv e¨enviKvix ¸M‡j ÔGwewmÕ e¨vs‡Ki mÜvb K‡i Z‡e GB Rvj 

I‡qemvB‡Ui wVKvbvI AbymÜvb djvd‡ji g‡a¨ cÖ`wk©Z n‡e| GLb hw` 

e¨enviKvix GB wj¼wU‡Z wK¬K K‡ib Z‡e wZwb Rvj I‡qemvB‡U hv‡eb| hw` 

wZwb I‡qemvB‡Ui wVKvbvwU mveavbZvi m‡½ bv †`‡Lb ev wVKvbvwU Zvi Rvbv 

bv _v‡K Z‡e wZwb Zvi AvBwW Ges cvmIqvW©wU Rvj I‡qe-c…ôvq cÖ‡ek 

Ki‡eb| n¨vKvi wewfbœ e¨enviKvixi Øviv Kiv GB RvZxq me cÖ‡Póv †iKW© 

Ki‡e Ges AvBwW Ges cvmIqvW© msMÖn Ki‡e| 

fyqv I‡qemvB‡Ui wVKvbvwU wewfbœ e¨enviKvixi Kv‡Q B‡g‡ji gva¨‡g 

†cÖiY Kiv †h‡Z cv‡i †hLv‡b †Kv‡bv e¨vs‡Ki bv‡g MÖvnK‡K Zvi AvB-e¨vswKs 

wm‡÷‡g cÖ‡ek Ki‡Z Ges wKQy cix‣v Kivi Rb¨ Aby‡iva Kiv n‡e| 

e¨enviKvixiv, hviv wdwks AvKl©Y m¤ú‡K© m‡PZb bb, Zviv Zvi AvBwW Ges 

cvmIqvW© e¨envi K‡i wg_¨v I‡qemvB‡U jMBb Kivi †Póv Ki‡Z cv‡ib| 

Gfv‡e MÖvn‡Ki mg¯Í Z_¨ n¨vKv‡ii WvUv‡e‡m K¨vcPvi Kiv n‡e| 

n¨vKvi GLb AvB-e¨vswKs wm‡÷‡g cÖ‡ek Ki‡Z Ges cÖZviYvg~jK 

wµqvKjvc Ki‡Z msM…nxZ AvBwW Ges cvmIqvW© e¨envi Ki‡Z cv‡i| 

MÖvnK‡`i c‡‣ e¨vs‡Ki mwVK I‡qemvB‡Ui wVKvbv Rvbv m¤¢e bv-I n‡Z 

cv‡i| myZivs AvB-e¨vswKs †mev cÖ`vbKvix e¨vs‡Ki I‡qemvBUwU 

‗VeriSign‘–Gi g‡Zvb mvwU©dvwqs A‡_vwiwU Øviv cÖZ¨wqZ Kiv †h‡Z cv‡i| 

MÖvn‡Ki AvBwW Ges cvmIqvW© msMÖn K‡i e¨vs‡Ki Ggb c…ôvwU mvwU©dvwqs 

A‡_vwiwUi wmj cÖ`k©b Ki‡e| hw` †Kv‡bv MÖvnK wmjwU‡Z wK¬K K‡ib, Z‡e 

cÖZ¨wqZ KZ©…c‡‣i I‡qemvBUwU Dcw¯'Z n‡e| MÖvnK‡`i Aek¨B cÖwZwôZ 

mvwU©dvwqs A‡_vwiwUi I‡qe wVKvbv Rvb‡Z n‡e Ges Gfv‡e Gi mwVKZv 

hvPvB Ki‡Z n‡e| hw` mvwU©dvwqs A‡_vwiwUi I‡qemvBU wVKvbv mwVK nq, 

Z‡e e¨vs‡Ki I‡qemvBU c…ôvI mwVK e‡j cÖgvwYZ nq| d‡j MÖvnK GB 

I‡qec…ôvq wbivc‡` AvBwW Ges cvmIqvW© cÖ‡ek Kiv‡Z cv‡ib| 

 

M.  cÖZ¨vL¨vb Ges wWwRUvj ¯^vÿi (Repudiation and Digital 

Signature) 
KLbI KLbI wKQy MÖvnK B›Uvi‡bU e¨vswKs wm‡÷‡gi gva¨‡g B›Uvi‡b‡U wKQy 

wµqvKjvc K‡ib Ges c‡i wZwb GwU K‡ibwb e‡j A¯^xKvi K‡ib| eis Zviv 

e‡j †h e¨vsK Kg©KZ©viv wm‡÷g †_‡K Zuvi cvmIqvW© Rvb‡Z cv‡i Ges Zvi 

A¨vKvD›U †_‡K A_© ¯'vbvšÍi Kivi Rb¨ †jb‡`bMy‡jv Ki‡Z cv‡i| GwU 

wbwðZ †h e¨vsK Awdmv‡ii MÖvn‡Ki cvmIqv‡W© †Kv‡bv A¨v‡•m †bB KviY 

mg¯Í cvmIqvW© †hŠw³Kfv‡e Ggb GKwU wm‡÷‡g †iKW© Kiv n‡q‡Q †hLv‡b 

†Kv‡bv e¨vsK Awdmvi GgbwK cÖkvm‡KiI A¨v‡•m †bB| Z`ycwi wm‡÷‡g 

B‡jKUªwbK †iKW© i‡q‡Q hv †_‡K mn‡RB myweav‡fvMxi bvg Ges wVKvbv mn 

†jb‡`‡bi BwZnvm cvIqv †h‡Z cv‡i Ges Zv ¯úófv‡e Bw½Z †`q †h e¨vsK 

Kg©KZ©v GB †jb‡`‡bi †Kv‡bv myweav‡fvMx bb| Z‡e MÖvnK‡`i Kv‡Q GwU 

†evSv‡bv Lye KwVb n‡q c‡o| wWwRUvj ¯^v‣i GwUi mgvavb| 

wWwRUvj ¯^v‣iwU n‡jv †cÖiK KZ…©K Zvi cÖvB‡fU Kx e¨envi K‡i †Kv‡bv 

GKwU evZ©v ev †jb‡`b‡K ¯^v‣i Kiv (ev GbwµwÞs) hv cÖvcK †KejgvÎ 

†cÖi‡Ki cvewjK Kx e¨envi K‡i Lyj‡Z (ev wWwµÞ Ki‡Z) cv‡i| cvewjK 

I cÖvB‡fU Kx GKwU Bmy¨Kvix KZ©…c‣ (mvaviYZ miKvix KZ©…c‣, evsjv‡`‡k 

GwU evsjv‡`k Kw¤úDUvi KvDwÞj I evsjv‡`k e¨vsK) KZ…©K e¨enviKvixi 

Kv‡Q Bmy¨ Kiv nq| Gic‡i e¨enviKvix Zvi cvewjK KxwU Ab¨ e¨enviKvix 

ev cÖwZôvb hv‡`i m‡½ wZwb B‡jKUªwbK Z_¨ wewbgq Ki‡Z Pvb (†hgb B‡gj 

ev e¨vswKs †jb‡`‡bi g‡Zv) Zv‡`i m‡½ †kqvi K‡ib Ges Zvi cÖvB‡fU KxwU 



 173 87 174  

Zvi m‡½ (Zvi Kw¤úDUvi ev †cb WªvB‡f) iv‡Lb| GLb wZwb Zvi cÖvB‡fU 

Kx e¨envi K‡i mg¯Í ms‡e`bkxj Z_¨ GbwµÞ ev ¯^v‣i K‡ib Ges Ab¨ 

c‣‡K †cÖiY Ki‡eb| Ab¨ c‣ †Kej †cÖiYKvixi cvewjK Kx e¨envi K‡i H 

Z_¨ wWwµÞ Ki‡Z m‣g n‡e| GwU wbwðZ K‡i †h †jb‡`bwU e¨enviKvix 

wb‡RB cvwV‡q‡Qb| hw` e¨enviKvix GB RvZxq †jb‡`b cÖZ¨vL¨vb K‡i, 

Av`vjZ AvBwmwU AvBb 2006-Gi wfwË‡Z ivq w`‡Z cv‡i| 

e¨vsK Ggb GKwU wm‡÷g ˆZwi Ki‡Z cv‡i, hv †Kej MÖvn‡Ki KvQ 

†_‡K Zvi cÖvB‡fU Kx e¨envi K‡i GbwµÞ Kiv †jb‡`‡bi Aby‡iva MÖnY 

Ki‡e| mg¯Í MÖvnK hviv AvB-e¨vswKs e¨envi K‡i Znwej ¯'vbvšÍi Ki‡Z 

B‧QyK, Zv‡`i‡K e¨vsK Bmy¨Kvix KZ©…c‡‣i KvQ †_‡K cvewjK I cÖvB‡fU Kx 

msMÖn Ki‡Z Ges Zvi cvewjK Kx wU e¨vs‡K Rgv †`Iqvi Rb¨ Aby‡iva Kiv 

n‡e| 

 

N. Uz-†d±i A‡_bwU‡Kkb (Two-Factor Authentication) 

cvmIqvW© n¨vKvi Øviv n¨vK n‡Z cv‡i Ges B›Uvi‡bU e¨vswKs wm‡÷‡g 

Abby‡gvw`Z †jb‡`b Kivi Rb¨ e¨envi Ki‡Z cv‡i| GB RvZxq 

†jb‡`bMy‡jv myiw‣Z Kivi Rb¨, Uz-d¨v±i A‡_bwU‡Kkb cÖeZ©b Ki‡Z 

cv‡i, hvi A_© †Kv‡bv MÖvnK‡K `ywU Ô†d±iÕ e¨envi K‡i GKwU †jb‡`b 

Ki‡Z n‡e—GKwU cvmIqvW© Ges Ab¨wU GKwU †Uv‡Kb hv‡K ejv nq 

wµ‡ÞvMÖvwdK ev USB ev nvW©Iq¨vi †Uv‡Kb|  

GKwU †Uv‡Kb n‡jv GKwU †QvU nvW©Iq¨vi, hv e¨vsK KZ…©K MÖvnK‡K 

cÖ`vb Kiv nq| wWfvBm I A‡_bwU‡Kkb mvf©v‡i Aew¯'Z †Uv‡Kb A¨vjMwi`g 

GKB iKg, d‡j mvf©vi Ges †Uv‡Kb DfqB cÖwZwU wbw`©ó mgqKv‡ji c‡i 

GKB msL¨v ˆZwi K‡i 

(†hgb 1 wgwbU ci 

ci)| AvBwW Ges 

cvmIqvW© UvBc Kivi 

c‡i, e¨enviKvix 

B›Uvi‡bU e¨vswKs 

wm‡÷‡g A¨v‡•m 

cvb| Z…Zxq ÔcvwUÕ 

Znwej ¯'vbvšÍi ev 

Gjwm †cÖiY  

                             BDGmwe †Uv‡Kb 

Kivi mgq MÖvnK‡K †mB wbw`©ó mg‡q Zvi †Uv‡K‡b cÖ`wk©Z b¤^iwU cÖ‡ek 

Ki‡Z ejv nq| wZwb Zvi †Uv‡Kb †_‡K b¤^iwU msMÖn K‡i Zv wm‡÷‡g BbcyU 

†`b| B›Uvi‡bU e¨vswKs wm‡÷g GB †Uv‡Kb b¤^iwU †Uv‡Kb AvBwW 

A‡_bwU‡Kkb mvf©v‡i  †cÖib K‡i hv msL¨vi h_v_©Zv cix‣v K‡i| hw` 

b¤^iwU mwVK nq Z‡e †jb‡`bwU cvm nq, Ab¨_vq cÖZ¨vL¨vb Kiv nq| 

†h‡nZy †Uv‡KbwU GKwU nvW©Iq¨vi wWfvBm hv e¨enviKvixi AšÍM©Z Ges 

†ibWg b¤^i Drcbœ K‡i, n¨vKvi GwU K¨vcPvi Ki‡Z cv‡i Z‡e cieZ©x  

gyn~‡Z©B Zv A‰ea n‡q DV‡e| GBfv‡e Uz-d¨v±i A‡_bwU‡Kkb MÖvnK‡`i 

AviI †ewk myi‣v cÖ`vb K‡i| †Uv‡Kb †h‡nZz MÖvn‡Ki Kv‡Q _v‡K, ZvB 

MÖvn‡Ki Øviv †jb‡`b cÖZ¨vL¨vb Kivi my‡hvM †bB| 

 

7. GmGgGm Ges A¨vjvU© e¨vswKs 

 

7.1. GmGgGm e¨vswKs (SMS Banking) 

GmGgGm e¨vswKs n‡jv MÖvn‡Ki wbewÜZ †gvevBj wWfvBm †_‡K GmGgGm  

†cÖiY K‡i wKQy e¨vswKs Kvh©µg m¤úv`‡bi GKwU Dcvq| GwU GKwU †cvk I 

†cvj cwi‡lev| MÖvn‡Ki Aek¨B GKwU wW‡cvwRU 

A¨vKvD›U _vK‡Z n‡e Ges Zvi †gvevBj b¤^i 

Aek¨B A¨vKvD‡›Ui m‡½ wj¼ Kiv _vK‡Z n‡e|  

MÖvn‡Ki Aby‡iv‡a, GKRb e¨vsK Awdmvi MÖvn‡Ki 

A¨vKvD›U‡K cÖ`Ë †gvevBj b¤^‡ii m‡½ wj¼ K‡i| 

MÖvnK‡K GKwU wcb †`Iqv nq, hv wZwb mg¯Í 

†jb‡`‡bi mgq e¨envi Ki‡eb| cÖwZwU †g‡m‡Ri 

GKwU cÖvK-msÁvwqZ wmbU¨v• i‡q‡Q| MÖvnK‡K 

Aek¨B wmbU¨v• Abyhvqx GmGgGm †cÖiY Ki‡Z 

n‡e| D`vniY¯^iƒc, hw` e¨v‡jÞ †PK Kivi 

wmbU¨v·wU ‗Bal <PIN>‘ nq Ges wcbwU 1234 

nq Z‡e MÖvnK‡K Aek¨B GmGgGm wjL‡Z n‡e: 

‗Bal 1234‘ Ges e¨vs‡Ki kU© †Kv‡W Zvnv †cÖiY 

Ki‡Z n‡e| hw` e¨vs‡Ki kU© †KvWwU 3225 nq 

Z‡e GmGgGm 3225 G †cÖiY Ki‡Z n‡e| e¨vsK 

†_‡K wdiwZ GmGgG‡mi gva¨‡g MÖvnK‡K Zvi 

A¨vKvD‡›Ui e¨v‡jÞ Rvbv‡bv n‡e| wmbU¨v• Ges 

wKQy GmGgGm dvsk‡bi D`vniY wb‡P †`Iqv 
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n‡q‡Q— 

 e¨v‡jÞ †PK Kiv  

 —wmbU¨v· : Bal <PIN>  

 —D`vniY : Bal 1234 

 †÷BUg¨v›U †`Lv 

 —†m›Uv• : STM <PIN>  

 —D`vniY : STM 1234 

 †cv÷-†cBW †gvevB‡ji wej cwi‡kva Kiv 

 —†m›Uv• : PAY <PIN> <Amount> <Mobile#> 

 —D`vniY : PAY 1234 100 01911223344 

 —e¨vL¨v : hw` †gvevBj # AšÍf©y³ bv Kiv nq Z‡e †h †gvevBj †_‡K 

GmGgGm †cÖiY Kiv n‡q‡Q, †mB †gvevB‡ji wej cwi‡kva Kiv n‡e|      

 wcÖ-†cBW †gvevB‡j UvKv †XvKv‡bv—   

 —wmbU¨v· : RFL <PIN> <Amount> <Mobile #> 

 —D`vniY : RFL 1234 100 01911223344 

 —e¨vL¨v : hw` †gvevBj # AšÍf©y³ bv Kiv nq Z‡e †h †gvevBj †_‡K 

GmGgGm †cÖib Kiv n‡q‡Q, †mB †gvevB‡j UvKv wiwdj Kiv n‡e|  

 wcb cwieZ©b 

 —wmbU¨v· : PIN <Old PIN> <New PIN>  

 —D`vniY : PIN 1234 4321 

 BDwUwjwU wej †c‡g›U 

 —wmbU¨v· : UTL <wcb> <A¨vgvD›U> <‡Kv¤úvwb †KvW> 

<A¨vKvD›U# / MÖvnK# / †Uwj‡dvb# / wgUvi#> 

 —D`vniY : UTL 1234 100 101 1.1123456 

> e¨vL¨v: cÖwZwU BDwUwjwU †Kv¤úvwbi Rb¨ BDwbK †Kv¤úvwb †KvW e¨vsK Øviv 

cÖKvwkZ nq 

 kwcs wej †c‡g›U 

 —wmbU¨v· : POS <PIN> <Amount> <Merchant Code> 

 —D`vniY : POS 1234 100 301 

 —e¨vL¨v : cÖwZwU e¨emvqxi Rb¨ e¨vsK Øviv GKwU Abb¨ gv‡P©›U †KvW 

cÖKvwkZ nq| 

 

 

7.2. A¨vjvU© e¨vswKs (Alert Banking) 

A¨vjvU© e¨vswKs GKwU cyk cwi‡lev, ZvB MÖvnK‡K A¨vjv‡U©i Rb¨ wKQy Ki‡Z 

nq bv| wKš`, Zv‡K A¨vjvU© cwi‡levi Rb¨ e¨vs‡K Zvi †gvevBj b¤^i wbeÜb 

Ki‡Z n‡e Ges e¨vsK GB cwi‡levi Rb¨ GKwU wd wb‡Z cv‡i| 

A¨vjvU© e¨vswKs wm‡÷g, A¨vjvU© GmGgGm MÖvn‡Ki †gvevB‡j cvVvq| 

wm‡÷gwU cÖ_‡g e¨vs‡Ki kU©‡Kv‡W GmGgGm cvVvq| mswkøó †gvevBj 

Acv‡iU‡ii wm‡÷g GmGgGm †c‡q Zv MÖvn‡Ki †gvevB‡j †cÖiY K‡i|   

wm‡÷gwU wZb ai‡bi A¨vjvU© ˆZwi K‡i—†WweU A¨vjvU©, †µwWU A¨vjvU© 

Ges wcwiqwWK A¨vjvU©| wZb ai‡bi A¨vjvU© wb‡P msÁvwqZ Kiv n‡q‡Q— 

 

7.2.1. †WweU A¨vjvU© (Debit Alert) 

MÖvnK Zvi †gvevB‡j ¯^qswµqfv‡e ˆZwi GKwU A¨vjvU© GmGgGm cv‡eb, hLb 

Zvi A¨vKvD‡›U wbw`©ó cwigv‡Yi †P‡q †ewk cwigv‡Yi Rb¨ †WweU Kiv nq| 

MÖvnK wbeÜ‡bi mgq H cwigvY D‡jøL K‡i _v‡Kb| mvaviYZ †mwU k~b¨ UvKv 

nq| 

 

7.2.2. †µwWU A¨vjvU© (Credit Alert) 

MÖvnK Zvi †gvevB‡j ¯^qswµqfv‡e ˆZwi GKwU A¨vjvU© cv‡eb, hLb Zvi 

A¨vKvD‡›U wbw`©ó cwigv‡Yi †P‡q †ewk cwigv‡Y UvKv Rgv nq| MÖvnK 

wbeÜ‡bi mgq H cwigvY D‡jøL K‡i _v‡Kb|  

 

7.2.3. wcwiqwWK A¨vjvU© (Periodic Alert) 

gv‡mi †k‡l A¨vKvD‡›Ui e¨v‡jÞ ev Ab¨ †Kv‡bv Z_¨ cvVv‡bvi Rb¨ wcwiqwWK 

A¨vjvU© ˆZwi Kiv nq| e¨vsK Kg©KZ©viv GB ai‡bi wcwiqwWK A¨vjvU©-Gi 

m~Pbv K‡i _v‡Kb| 

 

7.3. GmGgGm e¨vswKs Kxfv‡e KvR K‡i? 

e¨vsK Zvi †WUv †m›Uv‡i GmGgGm/A¨vjvU© e¨vswKs‡qi Rb¨ md&UIq¨vi 

Bb÷j K‡i Ges †Kvi e¨vswKs wm‡÷‡gi m‡½ GmGgGm/ A¨vjvU©© e¨vswKs 

wm‡÷‡gi GKwU B›Uvi‡dm ˆZwi K‡i| e¨vsK †gvevBj Acv‡iUi‡`i m‡½ 

GKwU ms‡hvM ¯'vcb K‡i Ges †U•U †g‡mR cvVv‡bv I MÖnY Kivi Rb¨ 

cÖ‡qvRbxq e¨e¯'v MÖnY K‡i| †gvevBj Acv‡iUi e¨vs‡Ki Rb¨ GKwU msw‣ß 

†KvW eivÏ Ki‡e, †hgb 3225| 

GLb MÖvnK e¨vsK Øviv msÁvwqZ wmbU¨v• Abymv‡i GmGgGm UvBc K‡i  

(†hgb, BAL 1234) Ges kU© †Kv‡W cvVvq| GmGgGmwU †gvevBj 
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Acv‡iU‡ii GmGgGm mvf©v‡i hv‡e| †gvevBj Acv‡iUi †h †gvevBj b¤^i 

†_‡K GmGgGm ˆZwi Kiv n‡q‡Q Zv †U•‡Ui m‡½ †hvM Ki‡e 

(01911223344 BAL 1234) Ges ms‡hv‡Mi gva¨‡g cy‡iv †U•UwU 

e¨vs‡Ki GmGgGm/ A¨vjvU© md&UIq¨v‡i cvVvq| 

e¨vs‡Ki GmGgGm/ A¨vjvU© md&UIq¨vi ZLb wbgœwjwLZ KvR Ki‡e— 

K.  cvmIqvW© (1234) mwVK wKbv Zv cix¶v Kiv| 

L.  cvmIqvW© mwVK bv n‡j MÖvn‡Ki †gvevB‡j Ôfzj cvmIqvW©Õ evZ©v cvVv‡bv 

n‡e| cvmIqvW©wU mwVK n‡j, wm‡÷gwU GB †gvevBj b¤^‡ii m‡½ 

wbeÜ‡bi mgq wj¼ Kiv A¨vKvD›U b¤̂iwU Lyu‡R †ei Ki‡e| 

M.  BAL KxIqvW© †_‡K e¨vs‡Ki GmGgGm/ A¨vjvU© wm‡÷g eyS‡Z cvi‡e 

†h MÖvnK Zvi A¨vKvD‡›Ui e¨v‡jÞ Rvb‡Z Pvb| 

N.  GmGgGm/ A¨vjvU© e¨vswKs wm‡÷g †Kvi e¨vswKs wm‡÷‡g MÖvn‡Ki 

A¨vKvD›U b¤^i cvVvq Ges H A¨vKvD‡›Ui eZ©gvb e¨v‡j‡Þi cwigvY 

†diZ cvVv‡bvi Rb¨ Aby‡iva K‡i| 

O.  †Kvi e¨vswKs wm‡÷g eZ©gvb e¨v‡jÞ Lyu‡R †ei Ki‡e Ges GmGgGm/ 

A¨vjvU© e¨vswKs wm‡÷‡g cvVv‡e| 

P.  GmGgGm/A¨vjvU© e¨vswKs wm‡÷g e¨v‡j‡Þi cwigvY e¨envi K‡i GKwU 

GmGgGm ˆZwi Ki‡e, †hgb ÔZvwiL: 20/10/2010; mgq: 22:23; 

A¨vKvD›U b¤^i: 99999999; e¨v‡jÞ: 99999.99 UvKvÕ Ges GwU‡K 

MÖvn‡Ki †gvevB‡j †diZ cvVv‡e|  

 

7.4. MÖvnK‡`i Rb¨ ¸iæZ¡c~Y© wb‡`©kbv 

1.  AbyMÖn K‡i GmGgGm wcb gyL¯' Kiæb Ges wcb †gBjviwU wQu‡o 

†djyb/gy‡Q †djyb|   

2. KvD‡K GmGgGm wcb †kqvi Ki‡eb bv| 

3.  MÖvnK Nb Nb Zvi wcb cwieZ©b Kiv fv‡jv|  

4.  †h‡nZy MÖvn‡Ki cvVv‡bv GmGgG‡m Zvi wcb _v‡K, ZvB mycvwik Kiv nq 

†h MÖvnK Zvi ÔSend ItemÕ ev ÔAvDUe·Õ †_‡K GmGgGmwU Awej‡¤̂ 

gy‡Q †dj‡eb| 

5.  †hŠ_fv‡e Zvi wcb Ges †gvevB‡ji Ace¨env‡ii Kvi‡Y MÖvn‡Ki 

A¨vKvD‡›U †Kv‡bv cÖZviYvg~jK Kvh©Kjv‡ci Rb¨ e¨vsKMy‡jv `vqx _vK‡e 

bv| 

 

7.5. GmGgGm Ges A¨vjvU© e¨vswKs‡q wbivcËv 

GmGgGm e¨vswKs G e¨eüZ KgvÛ Ges Z_¨ MÖvn‡Ki †gvevBj wWfvBm †_‡K 

ÔkU© †g‡mwRs wm‡÷gÕ e¨envi K‡i e¨vs‡Ki mvf©v‡i cvVv‡bv nq, hv GKwU 

mvaviY †U•U| †gvevBj Ges mvf©v‡ii g‡a¨ †Kv‡bv Gbwµckb †bB| GwU 

†mkbwfwËKI bq| d‡j GmGgGm e¨vswKs myiw‣Z bq| 

Ab¨w`‡K, GmGgGm GKwU Ô†÷vi Ges diIqvW© †WUvÕ cwi‡lev| d‡j 

wcbmn †g‡m‡Ri cy‡iv †jLv †gvevBj †m‡U Rgv _v‡K| gy‡Q †djv bv n‡j, 

GwU Ab¨ †jv‡K‡`i Kv‡Q cÖKvk †c‡q †h‡Z cv‡i| 

ZvB GmGgGm e¨vswKs e¨envi K‡i †Kv‡bv dvÛ UªvÞdvi †jb‡`‡bi 

AbygwZ †`Iqv evÃbxq bq|  

 

8. B-Kgvm© I B›Uvi‡bU †c‡g›U †MUI‡q 

 

8.1. B-Kgvm© (e-commerce) 

B›Uvi‡b‡Ui gva¨‡g cY¨ I †mev µq-weµq‡K B-Kgvm© e‡j| B-gv‡P©›U‡`i 

GKwU kn‡ii wewkó ¯'v‡b †`vKvb ¯'vc‡bi cÖ‡qvRb †bB| Zv‡`i Kv‡Q †Kej 

¸`vgNi _vK‡e, †hLvb †_‡K Zviv mn‡RB MÖvn‡Ki wVKvbvq cY¨ mieivn 

Ki‡Z cv‡i| MÖvnKiv AbjvB‡b AW©vi †`‡eb Ges AbjvB‡b wej cwi‡kva 

Ki‡eb| e¨emvqx mswkøó AvB‡U‡gi Rb¨ I‡qemvB‡U †NvwlZ mg‡qi g‡a¨ 

cY¨ mieivn Ki‡e| GKwU fv‡jv B-Kgvm© I‡qemvB‡Ui cÖ‡qvRbxqZvMy‡jv 

wb‡P †`Iqv n‡jv— 

 mvBUwU wewµ Kiv mg¯Í AvB‡U‡gi cwi®‹vi Qwe cÖ`k©b K‡i _v‡K|  

 QweMy‡jvi m‡½ we¯ÍvwiZ †¯úwmwd‡Kkb, AvKvi, ‣gZv BZ¨vw`i hy³ Kiv 

DwPZ| 

 cÖwZwU AvB‡U‡gi `vg| 

 Iqv‡iw›U, hw` cÖ‡hvR¨ nq| 

 †Wwjfvwi mgqKvj (¯'vb Abyhvqx wfbœ n‡Z cv‡i)| 

 GB gyn~‡Z© `ªe¨wUi cÖvc¨Zvi cwigvY| 

 MÖvnK‡`i wbeÜ‡bi myweav| 

 mvBUwU AZ¨šÍ myiw‣Z nIqv DwPZ| 

B›Uvi‡bU GKwU bZyb A_©‰bwZK B‡Kvwm‡÷g ˆZwi K‡i‡Q hv n‡jv, B-Kgvm© 

gv‡K©U‡cøm| B-Kgvm© AvÂwjK Ges wek¦e¨vcx cY¨ Ges cwi‡lev wewbg‡qi 

GKwU `ªæZ Ges myweavRbK Dcvq cÖ`vb K‡i w`b w`b e…w× †c‡q‡Q| eZ©gv‡b, 
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B-Kgvm© GKwU wekvj wk‡í cwiYZ n‡q‡Q †hLv‡b gvwK©b AbjvBb we‡µZviv 

2007 mv‡j 175 wewjqb Wjvi Avq K‡i‡Q| we Uz wm AbjvBb †jb‡`bMy‡jv 

ågY cwi‡lev †_‡K †fv³v B‡jKUªwb•, eB Ges wgwWqv weZiY †_‡K 

†Ljvayjv Ges wdU‡bm ch©šÍ wkíMy‡jv‡K cÖfvweZ Ki‡Q| 

GwU j‣ Kiv ¸iæZ¡c~Y© †h †ewkifvM B-Kgvm© †cøqvi LyPiv we‡µZv‡`i Zyjbvq 

GKwU cÖwZ‡hvwMZvg~jK myweav‡Z i‡q‡Q| fvP©yqvj Kgvm© cwi‡e‡k KvR Kivi 

Kvi‡Y Zv‡`i Kg Acv‡iwUs LiP Ges fv‡jv Bb‡f›Uwi g¨v‡bR‡g›U i‡q‡Q| 

D`vniY¯^iƒc, amazon.com-Gi cÖwZ Kg©Pvixi Avq cÖvq 850,000 

Wjvi, †hLv‡b Gi wi‡UBj cÖwZc‣, †e÷ evB Gi Kg©Pvix cÖwZ Avq gvÎ 

270,000 Wjvi|  

 

8.2. B›Uvi‡bU †c‡g›U †MUI‡q (Internet Payment Gateway) 

GKwU B-Kgv‡m©i wbgœiƒc GKwU RxebPµ i‡q‡Q— 

1. e¨emvqxiv (we‡µZviv) Zv‡`i †Kv¤úvwb, cY¨ Ges †Wwjfvwi cÖwZkªæwZ 

m¤ú‡K© we¯ÍvwiZ Z_¨ cÖ`vb Ki‡e—hv‡Z MÖvnK Zv‡`i cY¨ m¤ú‡K© 

Rvb‡Z cv‡i| GwU GKwU I‡qemvB‡Ui gva¨‡g Kiv †h‡Z cv‡i| 

2. MÖvnK I‡qec…ôvMy‡jvi gva¨‡g cY¨ †e‡Q †bq Ges AW©vi cÖ`vb K‡i| 

3. MÖvnK e¨vs‡Ki †c‡g›U †MUI‡qi gva¨‡g Zvi †µwWU/†WweU Kv‡W©i 

e¨envi K‡i †c‡g›U K‡ib|  

4. †nvg mvwf©m ev WvK/Kzwiqvi mvwf©‡mi gva¨‡g MÖvn‡Ki Kv‡Q cY¨ mieivn 

Kiv nq| we‡µZvi DwPZ mgqg‡Zv †Wwjfvwi Kiv Ges c‡Y¨i ¸YMZ 

gvb wbwðZ Kiv| 

5. Iqv‡iw›U mgqKv‡j †mev mieivn Kiv (hw` cÖ‡hvR¨ nq)| 

e¨vsK Ic‡ii ewY©Z 3 bs ch©v‡q AskMÖnY K‡i| MÖvn‡Ki KvW© A¨vKvD›U 

(e¨vsK-A †Z Aew¯'Z) †_‡K gv‡P©‡›Ui e¨vsK A¨vKvD‡›U (e¨vsK-B ev A †Z 

Aew¯'Z) A_©cÖ`v‡bi cwigvY ¯'vbvšÍi Kivi Rb¨, e¨vsK RwoZ| GB ai‡bi 

Znwej ¯'vbvšÍi Kvh©Ki Kivi Rb¨, e¨vsK Zvi †WUv †m›Uv‡i GKwU we‡kl 

md&UIq¨vi Bb÷j K‡i| GB md&UIq¨viwUi m‡½ gv‡P©‡›Ui I‡qemvBU, 

e¨vs‡Ki †Kvi e¨vswKs wm‡÷g, †µwWU KvW© wm‡÷g Ges KvW© 

A¨v‡mvwm‡qkbMy‡jvi m‡½ (†hgb wfmv I gv÷viKvW©) GKwU wj¼ i‡q‡Q| 

ZvB GKwU B›Uvi‡bU †c‡g›U †MUI‡q‡K Gfv‡e msÁvwqZ Kiv †h‡Z cv‡i †h, 

GwU GKwU md&UIq¨vi hv GKwU e¨vsK Zvi †WUv †m›Uv‡i Bb÷j K‡i hv‡Z 

KvW©avix‡`i Øviv B-gv‡P©›U‡`i Kiv A_©cÖ`vb mn‡R cÖwµqvKiY Kiv hvq| 

 

8.3. B›Uvi‡bU †c‡g›U †MUI‡q Kxfv‡e KvR K‡i? 

GKwU I‡qemvBU †_‡K µq Kiv AvB‡Ug wbe©vPb Kivi c‡i, MÖvnK gv‡P©‡›Ui 

I‡qemvB‡U Ô†PK AvDUÕ ev Ô†cÕ †evZv‡g wK¬K K‡ib| GB †evZvgwU‡Z GKwU 

Kw¤úDUvi †KvW i‡q‡Q, hv API bv‡g e¨vsK mieivn K‡i Ges hv  

wK¬K Ki‡j GKwU e¨vs‡Ki c…ôv Kj Kiv nq| GB c…ôvq, MÖvnK‡K Zvi Kv‡W©i 

Z_¨ cÖ`vb Ki‡Z nq †hgb KvW© b¤^i, wcb/wmwfwf/wmwfwm, †gqv` †kl 

nIqvi ZvwiL BZ¨vw`| PIN ej‡Z cv‡m©vbvj AvB‡Ww›Uwd‡Kkb bv¤^vi, 

CVV ej‡Z KvW© f¨vwiwd‡Kkb f¨vjy †evSvq, hv wfmv e¨envi K‡i _v‡K 

Ges CVC ej‡Z KvW© †fwiwd‡Kkb †KvW †evSvq hv gv÷vi KvW© e¨envi 

K‡i _v‡K| g~j¨ ¯^qswµqfv‡e c…ôvq cÖ`wk©Z n‡e| GB Z_¨My‡jv wbivc` 

Dcv‡q e¨vs‡Ki B›Uvi‡bU †c‡g›U †MUI‡q md&UIq¨v‡i †cÖiY Kiv nq| 

B›Uvi‡bU †c‡g›U †MUI‡q mwVKZvi Rb¨ Z_¨ cix‣v K‡i| hw` mieivn 

Kiv Z_¨ mwVK cvIqv hvq, wm‡÷gwU †µZv‡`i e¨vsK ev KvW©  A¨vKvD›U 

†WweU K‡i Ges gv‡P©‡›Ui A¨vKvD‡›U †µwWU K‡i| Zvici wm‡÷g Dfq 

c‣‡K Kg© m¤úv`b m¤ú‡K© AewnZ K‡i|  

 

 
 

†c‡g›U †MUI‡q Kxfv‡e KvR K‡i 
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hw` KvW©wU GKB e¨vs‡Ki bv nq, Zvn‡j †c‡g›U †MUI‡q wba©vwiZ †c‡g›U 

A¨v‡mvwm‡qk‡bi Kv‡Q Z_¨ cvVvq (gv÷viKvW©, wfmv, G‡g•, †Rwewm, 

wWbvi, wWmKfvi, BZ¨vw`i †bUIqvK©)| †c‡g›U A¨v‡mvwm‡qkb Zvici 

Kv‡W©i Z_¨ Bmy¨Kvix e¨vs‡K cvVvq| Bmy¨Kvix e¨vsK n‡jv †mwU hv MÖvnK‡K 

KvW© Bm¨y K‡i‡Q| 

GLb Bmy¨Kvix e¨vsK Kv‡W©i Z_¨ hvPvB K‡i Ges hw` GwU mwVK cvIqv 

hvq, Z‡e †µZvi e¨vsK A¨vKvD›U ev KvW© A¨vKvD›U †WweU K‡i Ges 

GBfv‡e †jb‡`b Aby‡gv`b K‡i| Aby‡gv`‡bi evZ©vwU A¨vKzqvwis e¨vs‡K hvq 

hv AZtci gv‡P©‡›Ui A¨vKvD‡›U †µwWU K‡i Ges Dfq c‣‡K c`‡‣c 

m¤ú‡K© AewnZ K‡i| 

†h Dcv‡q AwaMÖnYKvix e¨vsK Bmy¨Kvix e¨vs‡Ki KvQ †_‡K A_© cvq, hw` 

e¨vsK `ywU Avjv`v nq, Z‡e Zv‡K wb®úwË ev †m‡Ujg¨v›U ejv nq| †c‡g›U 

A¨v‡mvwm‡qkbMy‡jv Bmy¨Kvix e¨vs‡Ki b‡÷ªv A¨vKvD›U †WweU K‡i Ges 

A¨vKzqvwis e¨vs‡Ki b‡÷ªv A¨vKvD‡›U †µwWU K‡i cÖwZw`b wb®úwË ev 

†m‡Ujg¨v›U K‡i _v‡K| 

M…nxZ c`‡‣c m¤ú‡K© A¨vKzqvwis e¨vsK †_‡K cÖvß Z‡_¨i Ici wbf©i 

K‡i, gv‡P©›U †µZv‡`i wVKvbvq cY¨ Ges cwi‡lev mieivn K‡i| 

Dc‡iv³ †jb‡`b cÖev‡ni wbivcËv Kv‡W©i Z_¨ Ges/A_ev wc‡bi Ici 

wbf©i K‡i| †jb‡`b‡K AviI myiw‣Z Ki‡Z, wKQy e¨vsK Uz-†d±i 

A‡_bwU‡Kkb c×wZ Pvjy K‡i| MÖvnK e¨vsK †_‡K cÖvß Zvi USB †Uv‡Kb 

†_‡K ZrÿYvr cÖ`wk©Z †KvWwU †c‡g›U †MUI‡qi c…ôvq Gw›Uª †`b| GKwU 

IVR Kj e¨envi K‡i Uz-†d±i A‡_bwU‡Kkb c×wZwUi eY©bv wb‡P cÖ`Ë 

n‡q‡Q| 

GKwU †gvevBj wWfvBm e¨envi K‡i Uz-†d±i A‡_bwU‡Kkb Ic‡ii 

wP‡Î †`Lv‡bv n‡q‡Q| MÖvn‡Ki A¨vKvD›U †WweU Kivi Av‡M Ges gv‡P©©‡›Ui 

A¨vKvD‡›U †µwWU Kivi Av‡M, †c‡g›U †MUI‡q MÖvn‡Ki mZ¨Zv hvPvB Kivi 

Rb¨ GKwU A‡_vivB‡Rkb mvf©v‡ii Kv‡Q Aby‡iva cvVv‡e| A‡_vivB‡Rkb 

mvf©vi, GKwU IVR Gi gva¨‡g, MÖvn‡Ki †gvevB‡j GKwU f‡qm Kj ïiæ K‡i 

(Av‡M wbewÜZ) Ges wc‡bi Rb¨ Aby‡iva K‡i| MÖvnK Zvi A¨vKvD›U †_‡K  

†Wwe‡Ui cwigvY Ges gv‡P©‡›Ui bvg †kv‡bb Ges mwVK cvIqv †M‡j 

†gvevBj wWfvB‡mi Kxc¨v‡W Zvi wcb UvBc K‡ib| A‡_vivB‡Rkb mvf©vi 

wcbwU hvPvB K‡i Ges mwVK cvIqv †M‡j, †WweU Ges †µwWU Aby‡ivawU Zvi 

wbR¯^ †nv‡÷i Kv‡Q cvVvq (hw` Ab-Avm †jb‡`b nq) ev †c‡g›U 

A¨v‡mvwm‡qk‡bi †bUIqv‡K© (hw` Ad-Avm †jb‡`b nq) cvVvq| 

 

8.4. †c‡g›U †MUI‡q wnmv‡e †ccvj 

†cc¨vj mv¤úªwZK eQiMy‡jv‡Z AbjvBb †c‡g‡›Ui Ab¨Zg RbwcÖq c×wZ‡Z 

cwiYZ n‡q‡Q| nvRvi nvRvi e¨emv †cc¨vj †c‡g›U MÖnY K‡i| hw` GKRb 

MÖvnK †cc¨v‡ji m‡½ hy³ Ggb GKwU gv‡P©›U I‡qemvBU †_‡K cY¨ Ges 

cwi‡lev µq K‡ib, Z‡e wZwb †h †Kv‡bv †c‡g›U A¨v‡mvwm‡qk‡bi KvW© 

e¨envi K‡i A_© cÖ`vb Ki‡Z cv‡ib| hw` MÖvnK Av‡M wbewÜZ n‡q _v‡K, 

Z‡e Zv‡K gv‡P©›U I‡qemvB‡U KvW© ev e¨vsK A¨vKvD›U-m¤úwK©Z Z_¨ 

†`Iqvi cÖ‡qvRb †bB, Z‡e wZwb ïay †ccvj A¨vKvD›U b¤^i mwbœ‡ek Ki‡eb| 

d‡j MÖvn‡Ki KvW© ev e¨vs‡Ki Z_¨ A‡bK ARvbv RvqMvq D‡b¥vwPZ nq bv| 

†jb‡`b m¤úbœ Kivi Rb¨ MÖvnK‡K †cc¨v‡ji m`m¨ nIqv eva¨Zvg~jK 

bq| eûgywLZv (versatility) n‡jv †cc¨vj †c‡g›U cÖ`vbKvix wnmv‡e RbwcÖq 

nIqvi Ab¨Zg KviY| †jb‡`bMy‡jv myiw‣Z Ges †cc¨vj A_©cÖ`v‡bi 

Ackb¸‡jv †mU Avc Kiv Ges ms‡hv³ Kiv mnR| 

†cc¨vj e¨enviKvix‡`i cÖavb Awf‡hvMMy‡jvi g‡a¨ GKwU n‡jv we‡iva 

wb¯úwËi †ÿ‡Î MÖvnK‡`i Am‡šÍvlwU| GQvovI wKQy †cc¨vj †c‡g‡›Ui †ÿ‡Î 

ÔwidvÛÕ cvIqvi cÖwµqv LyeB KwVb| 

 

8.5. B-Kgvm© †jb‡`‡bi mgq RvwjqvwZ Ges cÖwZKvi 

B-Kgv‡m©i me †jb‡`b B›Uvi‡b‡Ui Ici wbf©ikxj| B›Uvi‡bU GKwU cvewjK 

mvBU| B›Uvi‡bU e¨envi K‡i Kv‡W©i Z‡_¨i Av`vb-cÖ`vb wbivc` bq| 

myZivs MÖvn‡Ki Kw¤úDUvi †_‡K e¨vs‡Ki mvf©v‡i †jb‡`‡bi cÖevn‡K wbivc` 

Ki‡Z e¨vsK‡K Aek¨B ch©vß e¨e¯'v wb‡Z n‡e| GB e¨e¯'vMy‡jv ms‡‣‡c 

wb‡P ewY©Z n‡q‡Q|  

 

 

 

K. e¨vsK mvf©v‡i UªvÝwgk‡bi mgq Kv‡W©i Z_¨ K¨vcPvi Kiv 

Kv‡W©i Z_¨ MÖvn‡Ki Kw¤úDUvi †_‡K e¨vs‡Ki mvf©v‡i B›Uvi‡b‡Ui gva¨‡g 

ågY Kivi mgq, GKRb cÖZviK mn‡RB Zv K¨vcPvi Ki‡Z cv‡i Ges H 

Z_¨ e¨envi K‡i B›Uvi‡b‡U g~j¨evb cY¨ wKb‡Z ev K¨vcPvi Kiv Z_¨ 

e¨envi K‡i GKwU Rvj KvW© ˆZwi Ki‡Z cv‡i Ges GwUGg †_‡K UvKv Zyj‡Z 

cv‡i| d‡j MÖvn‡Ki KvQ †_‡K Kv‡W©i Z_¨ K¨vcPvi Kivi mgq, e¨vs‡Ki 

wm‡÷g GwU‡K Zvr‣wYKfv‡e GbwµÞ K‡i Ges mvf©v‡i Av‡b| cieZ©x 

cÖwµqvKi‡Yi Av‡M †mMy‡jv wWwµÞ Ki‡Z n‡e| hw` GKRb cÖZviK c‡_ 
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GbwµÞ Kiv Z_¨ K¨vcPvi K‡i Z‡e Zvi c‡‣ wWwµÞ Kiv Ges Avmj Z_¨ 

Lyu‡R cvIqv m¤¢e bq| d‡j Z‡_¨i Av`vb-cÖ`vb wbivc` nq| 

 

L. wdwks (Phishing) 

wdwks n‡jv B›Uvi‡bU e¨enviKvixi Kv‡Q GKwU Rvj I‡qemvBU wVKvbv 

Dc¯'vcb K‡i e¨enviKvixi Z_¨ msMÖn Kiv| D`vniY¯^iƒc, aiv hvK Av‡Mviv 

(GKRb gv‡P©›U) Gi I‡qemvB‡Ui wVKvbv n‡jv www.agorabd.com| 

n¨vKvi Av‡Mvivi I‡qemvB‡Ui Abyiƒc GKwU fyqv I‡qemvBU ˆZwi Ki‡e, 

Z‡e GKwU wfbœ wVKvbv †hgb www.agora-bd.com e¨envi K‡i Zv 

B›Uvi‡b‡U ¯'vb †`‡e| GLb †Kv‡bv †µZv ¸M‡j ÔAv‡MvivÕ mvP© Ki‡j mvP© 

†iRv‡ë GB fyqv I‡qemvB‡Ui wVKvbvI †`Lv hv‡e| GLb †µZv GB wj‡¼ 

wK¬K Ki‡jB †m fyqv I‡qemvB‡U P‡j hv‡e| hw` wZwb I‡qemvB‡Ui wVKvbvwU 

g‡bv‡hvM mnKv‡i bv †`‡Lb ev wVKvbvwU Zvi Rvbv bv _v‡K Z‡e wZwb cY¨ 

wbe©vPb Ki‡eb Ges Kv‡W©i Z_¨ Ges wcb fyqv I‡qe †c‡R cÖ‡ek Ki‡eb| 

n¨vKvi Gfv‡e wewfbœ e¨enviKvix‡`i Kv‡W©i Z_¨ msMÖn Ki‡e| 

ZvQvov fzqv I‡qemvB‡Ui wVKvbv B‡g‡ji gva¨‡g wewfbœ e¨enviKvix‡`i 

Kv‡Q cvVv‡bv n‡Z cv‡i †hLv‡b Av‡Mvivi bv‡g A‡bK †jvfbxq AdviI 

_vK‡Z cv‡i| e¨enviKvixiv, hviv wdwks AvµgY m¤ú‡K© m‡PZb bb, Zviv 

B‡g‡ji m‡½ †`Iqv wj¼wU e¨envi K‡i wg_¨v I‡qemvB‡U jMBb Ki‡Z 

cv‡ib, †jvfbxq Advi †_‡K cY¨ wbe©vPb Ki‡Z cv‡ib Ges wcbmn Zvi 

Kv‡W©i Z_¨ mieivn Ki‡Z cv‡ib| GB ai‡bi me Z_¨ n¨vKv‡ii WvUv‡e‡m 

K¨vcPvi Kiv nq| 

n¨vKvi GLb B›Uvi‡b‡U g~j¨evb wRwbmcÎ †Kbvi Rb¨ RvwjqvwZi 

gva¨‡g msM…nxZ Kv‡W©i Z_¨ e¨envi Ki‡Z cv‡i ev K¨vcPvi Kiv Z_¨ 

e¨envi K‡i Rvj KvW© ˆZwi Ki‡Z cv‡i ev GwUGg †_‡K UvKv Zyj‡Z cv‡i| 

me e¨emvqxi mwVK I‡qemvBU wVKvbv Rvbv MÖvnK‡`i c‡‣ m¤¢e bq| 

gv‡P©›U †h e¨vs‡Ki m‡½ wj¼ K‡i‡Qb Zvi wVKvbvI Rvbv m¤¢e bq, KviY 

gv‡P©›U we‡k¦i †h †Kv‡bv e¨vs‡Ki m‡½ wj¼ Kiv _vK‡Z cv‡i| Ab¨w`‡K 

MÖvnK nq‡Zv Ab¨ †Kv‡bv e¨vs‡Ki KvW© e¨envi Ki‡Qb| 

ZvB GKwU e¨vs‡Ki I‡qemvBU, hv Kv‡W©i Z_¨ msMÖn K‡i †mwU GKwU 

mvwU©dvwqs A‡_vwiwU †hgb VeriSign Øviv cÖZ¨wqZ n‡Z cv‡i| †h e¨vsK 

Kv‡W©i Z_¨ msMÖn K‡i Zvi c…ôvq mvwU©dvwqs A‡_vwiwUi wmj‡gvni cÖ`wk©Z 

n‡e| hw` †Kv‡bv MÖvnK wmjwU‡Z wK¬K K‡ib Z‡e mvwU©dvwqs A‡_vwiwUi 

I‡qemvBU cÖ`wk©Z n‡e| me MÖvn‡Ki Aek¨B cÖwZwôZ mvwU©dvwqs A‡_vwiwUi 

I‡qe wVKvbv Rvb‡Z n‡e Ges Gfv‡e Gi mwVKZv hvPvB Ki‡Z n‡e| 

mvwU©dvwqs A‡_vwiwUi I‡qemvB‡Ui wVKvbv mwVK n‡j, e¨vs‡Ki I‡qemvB‡Ui 

c…ôvI mwVK| d‡j MÖvnK GB I‡qe‡c‡R wbivc‡` Kv‡W©i Z_¨ mwbœ‡ek Ki‡Z 

cv‡ib| 

 

M. cÖZ¨vL¨vb (Repudiation) Ges wWwRUvj ¯^v¶i (Digital Signature) 

KLbI KLbI wKQy MÖvnK B-Kgvm© ev B›Uvi‡bU e¨vswKs wm‡÷‡gi gva¨‡g 

B›Uvi‡b‡U wKQy Kvh©Kjvc K‡i Ges A¯^xKvi K‡i †h wZwb GwU K‡ibwb, eis 

e¨vsK Awdmvi‡`i †`vlv‡ivc K‡ib †h Zviv wm‡÷g †_‡K Zvi wcb Rvb‡Z 

cv‡i Ges Zv e¨envi K‡i A_© ¯'vbvšÍi Kivi Rb¨ †jb‡`b Ki‡Z cv‡i| GwU 

wbwðZ †h e¨vsK Awdmv‡ii c‡ÿ MÖvn‡Ki wc‡b A¨v‡•m †bB| KviY me wcb 

hyw³hy³fv‡e Ggb GKwU wm‡÷‡g †iKW© Kiv nq †hLv‡b †Kv‡bv e¨vsK 

Awdmvi GgbwK cÖkvm‡KiI A¨v‡•m †bB| 

ZvQvov wm‡÷‡g B‡jKUªwbK †iKW© i‡q‡Q—hv mn‡RB P‥ovšÍ 

myweav‡fvMxi bvg Ges wVKvbvmn †jb‡`‡bi BwZnvm ˆZwi Ki‡Z cv‡i, hv 

†_‡K cÖgvwYZ n‡e †h, e¨vsK Awdmvi †Kv‡bv myweav‡fvMx bb| Z‡e GwU 

MÖvnK‡`i †evSv‡bv Lye KwVb n‡q c‡o| wWwRUvj ¯^v¶i Gi GKwU mgvavb| 

wWwRUvj ¯^v‣i n‡jv †cÖi‡Ki cÖvB‡fU Kx hv e¨envi K‡i 

B‡jKUªwbKfv‡e GKwU evZ©v ev †jb‡`b ¯^v‣i Kiv (ev GbwµÞ Kiv) nq 

Ges hv ïay †cÖi‡Ki cvewjK Kx e¨envi K‡i cÖvc‡Ki Øviv cov (ev wWwµÞ 

Kiv) hvq| cvewjK Ges cÖvB‡fU Kx Gi †Rvov GKwU Bmy¨Kvix KZ©…c‣ 

(mvaviYZ GKwU miKvwi KZ©…c‣, evsjv‡`‡k GwU evsjv‡`k Kw¤úDUvi 

KvDwÞj I evsjv‡`k e¨vsK) Øviv GKRb e¨enviKvix‡K cÖ`vb Kiv nq| 

Zvici e¨enviKvix Zvi cvewjK Kx Ab¨ e¨enviKvix ev cÖwZôv‡bi Kv‡Q 

cvVvq hv‡`i m‡½ †m B‡jKUªwbK Z_¨ wewbgq Ki‡Z Pvq (†hgb B‡gj ev 

e¨vswKs †jb‡`b) Ges Zvi e¨w³MZ Kx Zvi Kv‡Q (Zvi Kw¤úDUvi ev 

†cbWªvB‡f) iv‡L| GLb †m Zvi e¨w³MZ Kx e¨envi K‡i mg¯Í ms‡e`bkxj 

Z_¨ GbwµÞ ev ¯^v¶i Ki‡e Ges Ab¨ c‣‡K cvVv‡e| Ab¨c¶ ïay Zvi 

cvewjK Kx e¨envi K‡i B‡gBj Lyj‡Z ev Z_¨ wWwµÞ Ki‡Z m‣g n‡e| 

GwU wbwðZ K‡i †h †jb‡`bwU e¨enviKvix wb‡RB K‡i‡Qb| e¨enviKvix hw` 

GB ai‡bi †jb‡`b cÖZ¨vL¨vb K‡ib, Zvn‡j Av`vjZ AvBwmwU AvBb 2006-

Gi wfwË‡Z GB wel‡q e¨vs‡Ki c‡ÿ ivq cvIqv †h‡Z cv‡i|  
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e¨vsK Ggb GKwU wm‡÷g ˆZwi Ki‡Z cv‡i, hv ïay MÖvn‡Ki KvQ †_‡K 

Zvi e¨w³MZ Kx e¨envi K‡i GbwµÞ Kiv †jb‡`‡bi Aby‡iva cv‡e|            

B-Kgvm© e¨envi K‡i †jb‡`b Ki‡Z B‧QyK me MÖvnK‡K Bmy¨Kvix KZ©…c‡‣i 

KvQ †_‡K cvewjK Ges cÖvB‡fU Kx msMÖn Ki‡Z nq Ges Zvi cvewjK Kx 

e¨vs‡K Rgv w`‡Z nq| c~e©wba©vwiZ cwigv‡Yi Ic‡i †jb‡`‡bi Rb¨ (†hgb 

50,000 UvKvi Dc‡i †jb‡`‡bi Rb¨) GwU eva¨Zvg~jK Kiv †h‡Z cv‡i| 

 

N  Uz-d¨v±i A‡_wU‡Kkb (Two-Factor Authentication) 

n¨vKviiv MÖvn‡Ki Kv‡W©i wcb n¨vK K‡i Zv B-Kgvm© Ges B›Uvi‡bU e¨vswKs 

wm‡÷‡g Abby‡gvw`Z †jb‡`b Kivi Rb¨ e¨envi Ki‡Z cv‡i| GB ai‡bi 

†jb‡`b myiw‣Z Kivi Rb¨, e¨vsKMy‡jv Uz-d¨v±i A‡_bwU‡Kkb Pvjy Ki‡Z 

cv‡i, hvi A_© n‡jv MÖvnK‡K Aek¨B `yBwU d¨v±i e¨envi K‡i †jb‡`bwU 

m¤úbœ Ki‡Z n‡e—GKwU n‡jv wcb Ges Ab¨wU n‡jv †Uv‡Kb hv‡K 

wµ‡ÞvMÖvwdK ev BDGmwe ev nvW©Iq¨vi †Uv‡Kb ejv nq|  

GKwU †Uv‡Kb n‡jv GKwU †QvU nvW©Iq¨vi hv MÖvnK‡K e¨vsK †_‡K cÖ`vb 

Kiv nq| wWfvB‡mi I A‡_bwU‡Kkb mvf©v‡ii †Uv‡Kb A¨vjMwi`g GKB, 

d‡j mvf©v‡i Ges †Uv‡Kb DfqB cÖwZwU wbw`©ó mg‡qi c‡i (†hgb 1 wgwbU 

cici) GKB b¤^i 

ˆZwi K‡i| wcb 

BbcyU †`Iqvi c‡i, 

e¨enviKvix‡K Zvi 

†Uv‡K‡b cÖ`wk©Z 

Zvi †Uv‡Kb b¤^iwU 

cÖ‡ek Ki‡Z ejv 

nq| †m Zvi †Uv‡Kb 

†_‡K b¤̂iwU msMÖn  

          USB †Uv‡Kb                        

 

K‡i Ges wm‡÷‡g BbcyU †`q| B-Kgvm© wm‡÷g ev B›Uvi‡bU e¨vswKs wm‡÷g 

GB †Uv‡Kb b¤^i Ges †Uv‡Kb AvBwWwU A‡_bwU‡Kkb mvf©v‡i †cÖiY K‡i, hv 

b¤^iwUi mwVKZv cix‣v K‡i| b¤^iwU mwVK n‡j †jb‡`b mdj, Ab¨_vq 

cÖZ¨vL¨vZ n‡e| 
 

†h‡nZy †Uv‡KbwU GKwU †fŠZ wWfvBm Ges e¨enviKvixi AšÍM©Z Ges 

†ibWg b¤^i ˆZwi K‡i, n¨vKvi GwU K¨vcPvi Ki‡Z cv‡i wKš` cieZ©x wgwb‡U  

 

 

GwU A‰ea n‡q hv‡e| GBfv‡e Uz-d¨v±i A‡_bwU‡Kkb MÖvnK‡`i Rb¨ AviI 

wbivcËv cÖ`vb K‡i Ges †Uv‡KbwU MÖvn‡Ki wbR¯^ nIqvq GKwU MÖvn‡Ki c‡ÿ 

†jb‡`b A¯^xKvi Kiv †_‡K e¨vsK‡K i‣v K‡i| 

 

9. Gg-Kgvm© Ges †gvevBj dvBb¨vwÝqvj mvwf©‡mm (GgGdGm) 

 

9.1. Gg-Kgvm© Kx? 

†gvevBj Kgvm© hv Gg-Kgvm© ev mCommerce bv‡gI cwiwPZ, GKwU 

†gvevBj wWfvBm, †hgb GKwU †gvevBj †dvb, GKwU e¨w³MZ wWwRUvj 

mnKvix (wcwWG), GKwU ¯§vU©‡dvb ev Ab¨vb¨ D`xqgvb †gvevBj miÃvg †hgb 

W¨vkUc †gvevBj wWfvBm e¨envi K‡i evwYR¨ cwiPvjbv Kivi Dcvq| . 

1990-Gi `kK Ry‡o B›Uvi‡bU Ges BKgv‡m©i cÖeZ©b e¨emvqx‡`i 

e¨emv Kivi Dcvq Ges MÖvnK‡`i e¨emvi m‡½ †hvMv‡hvM Kivi Dcvq‡K bZyb 
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AvKvi w`‡q‡Q| e¨emvMy‡jv A‡bKMy‡jv cÖwµqv ¯^qswµq Kivi my‡hvM †c‡q‡Q, 

hv Av‡M g¨vbyqvwj cwiPvjbv Kiv n‡Zv †hgb, AW©vi Kiv †_‡K ïiæ K‡i 

MÖvnK cwi‡lev ch©šÍ| 

†gvevBj Kgvm©, cÖvqkB Gg-Kgvm© wnmv‡e D‡jøL Kiv nq, B-Kgv‡m©i 

(†hgb ¯^qswµq, B‡jKUªwbK cªwµqv) Øviv ˆZwi AMÖMwZi Ici wfwË K‡i 

evwYR¨ cwiPvjbv K‡i Ges Zv AviI e¨w³MZK…Z Dcv‡q e…nËi `k©K‡`i 

Kv‡Q †cuŠQv‡Z mvnvh¨ K‡i| 

Kw¤úDUv‡ii †P‡q A‡bK †ewk †jv‡Ki †gvevBj †dv‡b A¨v‡•m i‡q‡Q Ges 

Gi gv‡b n‡jv †h Gg-Kgv‡m© ïay eo e¨emvB bq, †QvU e¨emv Ges 

†fv³v‡`iI e¨vcKfv‡e mshy³ Kivi my‡hvM i‡q‡Q| GB A‡_©, †gvevBj 

†dv‡bi wWwRUvj wWfvBW-Gi m‡½ mshy³ nIqvi m¤¢vebv i‡q‡Q Ges ms¯'v 

Ges e¨w³‡`i G‡K Ac‡ii Kv‡Q Av‡Mi †P‡q AviI mn‡R †cŠuQv‡bvi my‡hvM 

K‡i †`q| 

 

9.2. Gg-Kgv‡m©i BwZnvm 

†gvevBj Kgv‡m©i Rb¥ 1997 mv‡j hLb wdbj¨v‡Ûi †njwmw¼ GjvKvq cª_g 

`ywU †gvevBj-†dvb m‣g †KvKv-†Kvjv †fwÛs †gwkb Bb÷j Kiv n‡qwQj| 

†gwkb¸‡jv GmGgGm †U•U evZ©vi gva¨‡g g~j¨ MÖnY Ki‡Z cviZ| cª_g 

†gvevBj †dvbwfwËK e¨vswKs cwi‡levwU 1997 mv‡j wdbj¨v‡Ûi †gwiUv e¨vsK 

GmGgGm e¨envi K‡i Pvjy K‡iwQj| 

1998 mv‡j, †gvevBj †dv‡b WvDb‡jvW wnmv‡e wWwRUvj mvgMÖxi cÖ_g 

weµq m¤¢e n‡qwQj hLb cª_g evwYwR¨K WvDb‡jvW‡hvM¨ wis‡Uvb¸‡jv 

wdbj¨v‡Û ivwWIwjb&Rv (eZ©gv‡b GwjRv IwR-Gi Ask) Øviv Pvjy n‡qwQj|  

†gvevBj evwY‡R¨i Rb¨ `ywU cªavb RvZxq evwYwR¨K cø¨vUdg© 1999 mv‡j 

Pvjy n‡qwQj : wdwjcvB‡b ¯§vU© gvwb http://smart.com.ph/money/), 

Ges Rvcv‡b  NTT DoCoMo-Gi AvB-†gvW B›Uvi‡bU cwi‡lev|                

AvB-†gvW GKwU wecøex ivR¯^ fvMvfvwM cwiKíbv ev¯Íevqb K‡i, †hLv‡b 

GbwUwU WzKzgy e¨enviKvix‡`i mvgMÖxi Rb¨ 9 kZvsk wd iv‡L Ges Gi 91 

kZvsk mvgMÖxi gvwjK‡K †diZ †`q|  

2000 mv‡ji cª_g w`‡K †gvevBj-evwYR¨-m¤úwK©Z cwi‡lev¸‡jv `ªæZ 

Qwo‡q c‡o| biI‡q †gvevB‡ji gva¨‡g cvwK©s G †c‡g›U Pvjy K‡i| Aw÷ªqv 

†gvevBj wWfvB‡mi gva¨‡g †Uª‡bi wUwKU KvUv ïiæ K‡i| Rvcvb GqvijvBb 

†gvevB‡ji gva¨‡g wUwKU µ‡qi e¨e¯'v K‡i|  

†gvevBj Kgv‡m©i Rb¨ wb‡ew`Z cª_g m‡¤§jb RyjvB 2001 mv‡j jÛ‡b 

AbywôZ n‡qwQj| 

†gvevBj Kgvm© Kfvi Kivi cÖ_g eBwU n‡jv Uwg Avn‡b‡bi Gg-cÖwdUm& hvnv 

2002 mv‡j cÖKvwkZ n‡qwQj| 

†gvevBj Kgvm© wb‡q Av‡jvPbv Kivi Rb¨ cÖ_g BDwbfvwm©wUi kU© †Kvm©wU 

2003 mv‡j A•‡dvW© wek¦we`¨vj‡q AbywôZ n‡qwQj, †hLv‡b Uwg Avn‡bb 

Ges w÷f RÞ e³…Zv w`‡qwQ‡jb| 2008 mvj ch©šÍ, UCL Kw¤úDUvi mv‡qÞ 

Ges wcUvi †e›Uwj †gvevBj Kgv‡m©i Ici †WwW‡K‡UW †Kvm© cwiPvjbv K‡i| 

wcwWG Ges †mjyjvi †dvb GZ RbwcÖq n‡q D‡V‡Q †h A‡bK e¨emvqx 

Zv‡`i MÖvnK‡`i m‡½ †hvMv‡hvM Kivi Rb¨ AviI Kvh©Ki Dcvq wnmv‡e 

†gvevBj Kgvm© e¨envi Ki‡Z ïiæ K‡i‡Q| 

m¤¢ve¨ †gvevBj evwYR¨ evRvi‡K Kv‡R jvMv‡bvi Rb¨, †gvevBj †dvb 

wbg©vZviv †hgb AvB-†dvb, m¨vg‡mvb, †bvwKqv, BwiKmb, gU‡ivjv BZ¨vw` 

ÔGwU Ges wUÕ Iq¨vi‡jm Ges †¯ú›U-Gi g‡Zv †gvevBj K¨vwiqv‡ii m‡½ Iqvc-

m‣g ¯§vU©‡dvb ˆZwi Ki‡Z KvR Ki‡Q| ¯§vU©‡dvb d¨v•, B-†gBj, Ges 

†dvb wnmv‡e e¨env‡ii m‣gZv iv‡L|  

AvB‡dvb Pvjy nIqvi ci †_‡K, †gvevBj Kgvm© GmGgGm wm‡÷g †_‡K 

`~‡i m‡i wM‡q cÖK…Z A¨vwcø‡Kkb wbf©i n‡q c‡o‡Q| GmGgG‡mi D‡jøL‡hvM¨ 

wbivcËv `ye©jZv Ges hvbR‡Ui mgm¨v i‡q‡Q, hw`I GwU e¨vcKfv‡e 

mnRjf¨ Ges A¨v‡•m‡hvM¨| Dciš`, AvaywbK †gvevBj wWfvB‡mi m‣gZv 

e…w×i m‡½ m‡½ Zvnv‡Z AviI †ewk †ewk Gwcø‡Kkb †jvW Kiv m¤¢e n‡‧Q, 

d‡j Gg-Kgvm© AviI we¯Ívi jvf Ki‡Q|  

 

9.3. †gvevBj wdb¨vwÝqvj mvwf©‡mm (GgGdGm) 

 

9.3.1. †gvevBj wdb¨vwÝqvj mvwf©‡mm (GgGdGm) wK? 

MFS n‡jv GKwU e¨vswKs e¨e¯'v, hv g~jZ e¨vsKwenxb Rb‡Mvôxi Rb¨ hv 

e¨envi K‡i GKRb wbewÜZ †gvevBj aviK GKRb G‡R‡›Ui KvQ †_‡K UvKv 

Rgv I D‡Ëvjb Ki‡Z cv‡ib, Zvi MFS A¨vKvD›U †_‡K Ab¨ MFS 

A¨vKvD‡›U A_© ¯'vbvšÍi Ki‡Z cv‡ib, we‡`k †_‡K †iwgU¨vÞ MÖnY Ki‡Z 

cv‡ib, †KbvKvUvi wej Ges BDwUwjwU wej cwi‡kva Ki‡Z cv‡ib, wewfbœ 

miKvwi fvZv I †eZb †c‡Z cv‡ib Ges †h †Kv‡bv †gvevB‡ji Rb¨ GqviUvBg 

UcAvc Ki‡Z cv‡ib|  
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Gg-Kgvm© †gvevBj e¨vswKs Kvh©µ‡gi GKwU Ask| kwcs I BDwUwjwU we‡ji 

†c‡g›U Ges GqviUvBg wiPvR© Gg-Kgvm© Kvh©µg‡K †evSvq| 

 

9.3.2.  MFS Kvh©µg 

GgGdGm cÖvq mg¯Í ¸iæZ¡c~Y© wi‡UBj e¨vswKs Kvh©µg †hgb A¨vKvD›U †Lvjv, 

bM` Ges ¯'vbvšÍi BZ¨vw` cwiPvjbv Ki‡Z mvnvh¨ K‡i| wi‡UBj e¨vswKs‡qi 

Ab¨ `yB ai‡bi †jb‡`b †hgb wK¬qvwis I †c‡g›U AW©vi ev wWwW Bmy¨ Kiv 

MFS Gi gva¨‡g m¤¢e bq| MFS Gi Kvh©vewj wb‡P cÖ`Ë n‡jv :  

 MÖvnK wbeÜb : e¨vsK Kg©KZ©v‡`i Øviv G‡R›U Ges e¨emvqx‡`i wbeÜb 

Ges G‡R›U‡`i Øviv MÖvnK‡`i wbeÜb| MÖvnK gv‡b †fv³v, G‡R›U Ges 

e¨emvqx| 

 bM` : K¨vk c‡q›U (G‡R›U), e¨vsK kvLv Ges GwUG‡gi gva¨‡g K¨vk-

Bb/K¨vk-AvDU| 

 wc2wc (e¨w³ †_‡K e¨w³) : GK MÖvn‡Ki MFS A¨vKvD›U †_‡K Ab¨ 

MÖvn‡Ki MFS A¨vKvD‡›U Znwej ¯'vbvšÍi (†`kxq †iwgU¨vÞ)| GKB 

MÖvn‡Ki e¨vsK A¨vKvD›U Ges MFS A¨vKvD‡›Ui g‡a¨ Znwej ¯'vbvšÍiI 

m¤¢e| 

 wc2we (e¨w³ †_‡K e¨emv) : BDwUwjwU wej †c‡g›U, wk‣vi wd cÖ`vb, 

†gvevBj UcAvc, gv‡P©›U †c‡g›U, evm/†ijI‡q/GqvijvBb wUwKU Ges 

wm‡bgvi wUwKU †Kbv| 

 we2wc (e¨emv †_‡K e¨w³) : K‡c©v‡iU ms¯'v / wkí / Awdm BZ¨vw` Øviv 

†eZb weZiY Ges ˆe‡`wkK G•‡PÃ nvDm Øviv MFS A¨vKvD‡›U 

we‡`wk †iwgU¨vÞ cvVv‡bv| 

 wc2wR (e¨w³ †_‡K miKvi) : AvqKi, wmwU K‡c©v‡ikb U¨v•, BZ¨vw` 

cÖ`vb| 

 wR2wc (miKvi †_‡K e¨w³) : cÖv_wgK wk‣K‡`i †eZb, eq¯‹ fvZv Ges 

gyw³‡hv×v fvZv, BZ¨vw` weZiY| 

 

9.3.2.1. G‡R›U Ges gv‡P©›U wbeÜb 

wZbwU wfbœ ˆewkó¨mn wZb ai‡bi MFS A¨vKvD›U i‡q‡Q| hw` GKwU 

A¨vKvD›U G‡R›U wnmv‡e wbewÜZ nq, Zvn‡j wZwb wZbwU AvB‡Ugmn GKwU 

†gby cv‡eb : MÖvnK wbeÜb, K¨vk-Bb Ges K¨vk-AvDU hw` GKwU A¨vKvD›U 

GKRb gv‡P©›U wnmv‡e wbewÜZ nq, †m ïay GKwU †gby AvB‡Ug cv‡e: gv‡P©›U 

†c‡g›U| hw` GKwU A¨vKvD›U GKRb MÖvnK wnmv‡e wbewÜZ nq Z‡e wZwb 

Znwej ¯'vbvšÍi, BDwUwjwU wej cwi‡kva, wk‣v wd Ges PvR© cÖ`vb, 

GqviUvBg UcAvc Ges wUwKU µq (evm/†Uªb/GqvijvBb/wm‡bgv BZ¨vw`) Gi 

g‡Zv wewfbœ AvB‡Ug mn GKwU †gby cv‡eb| wKQy mvaviY †jb‡`b n‡jv 

e¨v‡jÞ †PK, †jb‡`b AbymÜvb Ges wcb cwieZ©b hv mevi Rb¨ cÖ‡hvR¨|  

ïay g‡bvbxZ e¨vsK Kg©KZ©viv G‡R›U Ges e¨emvqx‡`i wbeÜb Ki‡Z 

cv‡ib| e¨vsK Zvi G‡R›U wn‡m‡e †`‡ki wewfbœ ¯'v‡b †QvU †`vKvb, †gvevBj 

Acv‡iU‡ii LyPiv we‡µZv, GbwRI Awdm Ges †cv÷ Awdm‡K g‡bvbxZ I 

wbeÜb Ki‡Z cv‡i| GB G‡R›UMy‡jv‡K ÔK¨vk c‡q›UÕI ejv nq, KviY 

MÖvnKiv GB G‡R›UMy‡jvi gva¨‡g e¨vs‡K UvKv Rgv w`‡Z ev e¨vsK †_‡K UvKv 

Zyj‡Z cv‡i| G‡R›U GKRb MÖvn‡Ki Rb¨ GKwU A¨vKvD›U Lyj‡Z cv‡ib|  

 

9.3.2.2. MÖvnK wbeÜb 

GKRb MÖvnK GKwU KYC (Know Your Customer) dg© c~iY K‡ib 

Ges e¨vs‡Ki †h †Kv‡bv wbe©vwPZ G‡R‡›U MFS cwi‡levi Rb¨ wbeÜb 

K‡ib| 

MÖvnK wbeÜb (KYC) dg©wU G‡R‡›Ui Kv‡Q n¯ÍvšÍi K‡i| G‡R›U Zvi 

†gvevBj wWfvBm †_‡K *<e¨vs‡Ki msw‣ß †KvW># †hgb *16216# G 

Wvqvj K‡i †gvevBj e¨vswKs †gby‡Z cÖ‡ek 

K‡ib| Gici G‡R›U †gby †_‡K Ô†iwR‡÷ªkbÕ 

wbe©vPb K‡ib Ges †fv³vi †gvevBj b¤^i UvBc 

K‡i †mÛ Pv‡cb| †gvevBj e¨vswKs wm‡÷g 

MÖvn‡Ki †mj b¤^i MÖnY K‡i| wm‡÷gwU Zvici 

IVR-Gi gva¨‡g MÖvn‡Ki †gvevB‡j GKwU 

f‡qm Kj †Rbv‡iU K‡i Ges Rvwb‡q †`q †h 

wZwb GKwU †gvevBj A¨vKvD›U Lyj‡Z P‡j‡Qb 

Ges hw` wZwb mwZ¨B Pvwj‡q †h‡Z Pvb Z‡e 

Zv‡K GKwU wcb cÖ`vb Kivi Rb¨ Aby‡iva Kiv 

nq| MÖvnK (whwb GLb G‡R‡›Ui mvg‡b Av‡Qb) 

Zvi †gvevBj wWfvB‡m Zvi Kvw․ÿZ wcb UvBc 

Ki‡eb| Gfv‡e, †iwR‡÷ªkb cÖwµqvi cÖ_g avc 

†kl nq| MÖvnK‡K Zvi A¨vKvD›U b¤^i Rvwb‡q 

GKwU GmGgGm cvVv‡bv n‡e| †gvevBj 
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A¨vKvD›U b¤^i n‡jv MÖvn‡Ki †gvevBj b¤^i Ges GKwU †PK wWwR‡Ui mgš^q| 

hw` †gvevBj b¤^iwU 01233445566 nq Ges †P‡Ki msL¨vwU 8 MYbv Kiv 

nq, Zvn‡j †gvevBj A¨vKvD›U b¤^iwU n‡e 012334455668| Z‡e †PK 

wWwRU QvovI ïay †gvevBj b¤̂iwUI †gvevBj A¨vKvD›U b¤̂i n‡Z cv‡i| 

GKwU †gvevBj b¤^i me©Rbxb Ges A‡b‡Ki Kv‡Q cwiwPZ n‡Z cv‡i| 

GKwU †PK wWwRU GKwU ARvbv e¨w³i Øviv AevwÃZ A_© †cÖiY cÖwZ‡iva 

K‡i| MÖvnK hv‡`i m‡½ wZwb †jb‡`b Ki‡Z Pvb ïay Zv‡`i m‡½ †PK wWwRU 

†kqvi Ki‡eb| Ab¨w`‡K, †PK wWwRU UvBwcs fyj, Z_v fyj A¨vKvD‡›U A_© 

Rgv ev ¯'vbvšÍi cÖwZ‡iva K‡i| 

†iwR‡÷ªk‡bi avc-1 †kl nIqvi ci, MÖvnK Zvi MFS A¨vKvD‡›U UvKv 

Rgv w`‡Z cv‡ib, wKš` A¨vKvD›UwU m¤ú~Y© Aby‡gvw`Z bv n‡j Zv †_‡K UvKv 

Zyj‡Z cvi‡eb bv| G‡R›Uiv Zvici e¨vs‡Ki KvQvKvwQ †gvevBj e¨vswKs 

Awd‡m wbeÜb dg© cvVvq| 

†iwR‡÷ªk‡bi avc 2 nj e¨vs‡Ki Kg©KZ©v ev 3q c‡‣i G‡R›U‡`i Øviv 

†WUv Gw›Uª Kiv| avc-3 n‡jv MÖvn‡Ki †iwR‡÷ªkb (KYC) d‡g© DwjøwLZ Zvi 

e¨w³MZ Z_¨, Qwemn wm‡÷‡g cÖ‡ek Kiv‡bv Ges wm‡÷‡g †gvevBj 

A¨vKvD›UwU Aby‡gv`b Kiv| d‡j †gvevBj A¨vKvD›UwU m¤ú~Y©iƒ‡c Aby‡gvw`Z 

nq Ges MÖvnK ZrÿYvr GKwU wbwðZKiY GmGgGm cvb| 

B`vbxs evsjv‡`k e¨vsK KZ…©K e-KYC Pvjy Kivq MÖvnK‡K Avi KYC 

dg© c~iY Ki‡Z nq bv| MÖvnK wb‡RB Zvi Qwe, Zvi NID Gi Dfq cv‡k©i 

Qwe DVv‡q GKwU A¨vKvD›U Lyj‡Z cv‡ib| wm‡÷g NID †WUv‡em †_‡K Qwe 

I NID †fwidvB K‡i NID mvf©vi †_‡K MÖvn‡Ki Ab¨vb¨ Z_¨ wb‡q G‡m 

A¨vKvD›UwU Ly‡j †d‡j|  

 

9.3.2.3. K¨vk-Bb (Cash-in) 

K¨vk-Bb n‡jv MÖvn‡Ki MFS A¨vKvD‡›U UvKv Rgv †`Iqvi cÖwµqv| cÖvc‡Ki 

A¨vKvD›U b¤^i Rvbv _vK‡j †h †KD MFS A¨vKvD‡›U UvKv Rgv Ki‡Z 

cv‡i| G‡R›U Rgv`vbKvix‡K GKwU Rgv w¯øc cÖ`vb Ki‡e| A¨vKvD›U †nvìvi 

Zvi MFS A¨vKvD‡›U Rgv Kiv msµvšÍ GKwU Zvr‣wYK GmGgGm cv‡eb| 

cÖ_gZ, MÖvnK G‡R‡›Ui nv‡Z UvKv cÖ`vb K‡i| G‡R›U †gvevBj e¨vswKs 

†gby‡Z cÖ‡ek K‡ib Ges †gby †_‡K ÔK¨vk-BbÕ wbe©vPb K‡i| wZwb MÖvn‡Ki 

MFS A¨vKvD›U b¤^i, Rgv †`Iqvi cwigvY Ges Zvi wb‡Ri wcb UvBc K‡ib 

Ges e¨vs‡Ki kU©‡Kv‡W cvVvb| e¨vs‡Ki †WUv †m›Uv‡ii wm‡÷gwU G‡R‡›Ui 

MFS A¨vKvD›U †_‡K MÖvn‡Ki MFS A¨vKvD‡›U mgcwigvY A_© ¯'vbvšÍi 

Ki‡e| ZvB G‡R›U ZLbB GB Acv‡ikbwU Ki‡Z cv‡i (A_©vr MÖvn‡Ki KvQ 

†_‡K bM` MÖnY Ki‡Z cv‡i) hLb Zvi A¨vKvD‡›U ch©vß Znwej _v‡K| wZwb 

GKwU e¨vsK kvLv ev Ab¨ G‡R›U †_‡K Zvi MFS A¨vKvD‡›U Znwej cybivq 

c~iY Ki‡Z cv‡ib| hw` wZwb K¨vk-AvDU †jb‡`b K‡ib Z‡e Zvi MFS 

A¨vKvD›UwU‡Z UvKv Rgv nq|   

 

9.3.2.4. K¨vk-AvDU (Cash-out) 

K¨vk-AvDU n‡jv MÖvnK‡`i MFS A¨vKvD›U †_‡K UvKv †Zvjvi cÖwµqv| 

ïaygvÎ A¨vKvD›UavixB Zvi A¨vKvD›U †_‡K UvKv Zyj‡Z cvi‡eb| Zv‡K Zvi 

†gvevBj †dvb wWfvBmmn G‡R‡›Ui mvg‡b Dcw¯'Z _vK‡Z nq| 

G‡R›U †gvevBj e¨vswKs †gby‡Z cÖ‡ek K‡ib Ges Zvi †gby †_‡K ÔK¨vk-

AvDUÕ wbe©vPb K‡i| wZwb MÖvn‡Ki MFS A¨vKvD›U b¤^i Ges D‡Ëvj‡bi 

cwigvY UvBc K‡ib Ges †mÛ †evZvg wUcyb| e¨vs‡Ki †WUv †m›Uv‡ii 

wm‡÷gwU MÖvn‡Ki †gvevBj b¤^‡i GKwU f‡qm Kj ïiæ Ki‡e, hv Rvwb‡q †`q 

†h wZwb Zvi MFS A¨vKvD›U †_‡K H cwigvY UvKv Zyj‡Z P‡j‡Qb| hw` 

wZwb Pvwj‡q †h‡Z Pvb, Zvn‡j Zv‡K GLbB Zvi wcb cÖ‡ek Kiv‡Z n‡e| 

MÖvnK †gvevBj wWfvB‡mi Kxc¨v‡W Zvi wcb UvBc K‡ib| wm‡÷gwU wcb 

cix‣v K‡i Ges mwVK cvIqv †M‡j, GwU MÖvn‡Ki MFS A¨vKvD›U †_‡K 

G‡R‡›Ui MFS A¨vKvD‡›U mgcwigvY A_© ¯'vbvšÍi K‡i| Zvr¶wYK GmGgGm 

Dfq c‣‡K cvVv‡bv n‡e| Zvici MÖvnK G‡R‡›Ui KvQ †_‡K Zvi UvKv cvb| 

K¨vk AvDU cÖwµqvwU MÖvnK wb‡RI Zvi †gvevBj †dvb †_‡K ïiæ Ki‡Z 

cv‡ib| G‡ÿ‡Î wZwb wb‡RB G‡R›U b¤^i, UvKvi cwigvY I wcb UvBc 

K‡ib| G‡R›U Aby‡gv`b Ki‡j, MÖvn‡Ki MFS A¨vKvD›U †_‡K G‡R‡›Ui 

MFS A¨vKvD‡›U mgcwigvY A_© ¯'vbvšÍi n‡e|  

 

9.3.2.5. gv‡P©›U †c‡g›U (Merchant Payment) 

MÖvnK GKRb gv‡P©‡›Ui KvQ †_‡K wKQy AvB‡Ug †K‡bb Ges Zvi MFS 

A¨vKvD›U †_‡K A_©cÖ`vb Ki‡Z Pvb| †jb‡`bwU gv‡P©›U Zvi wbewÜZ 

†gvevBj wWfvBm †_‡K ïiæ Ki‡e| wZwb †gbywU ïiæ K‡ib Ges †gby 

weKíMy‡jv †_‡K Ôgv‡P©›U †c‡g›UÕ wbe©vPb K‡ib| wZwb MÖvn‡Ki MFS 

A¨vKvD›U b¤^i Ges A_©cÖ`v‡bi cwigvY UvBc K‡i ÔcvVvbÕ †evZvg wUcyb| 

e¨vs‡Ki †WUv †m›Uv‡i _vKv wm‡÷gwU MÖvn‡Ki †gvevBj b¤^‡i GKwU f‡qm 
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Kj ïiæ Ki‡e Ges Rvwb‡q †`‡e †h wZwb GB MFS A¨vKvD›U †_‡K 

gv‡P©›U‡K H cwigvY UvKv w`‡Z P‡j‡Qb| hw` wZwb Pvwj‡q †h‡Z Pvb Z‡e 

Zv‡K Zvi wcb †KvW cÖ‡ek Kiv‡Z n‡e| GLb MÖvnK †gvevBj wWfvB‡mi 

Kxc¨v‡W Zvi wcb †KvW UvBc K‡ib Ges Ô†mÛÕ †evZvg wUcyb| wm‡÷gwU wcb 

cix‣v K‡i Ges mwVK cvIqv †M‡j, GwU MÖvn‡Ki MFS A¨vKvD›U †_‡K 

gv‡P©‡›Ui MFS A¨vKvD‡›U mgcwigvY A_© ¯'vbvšÍi K‡i| Zvr¶wYK GmGgGm 

Dfq c‣‡K cvVv‡bv n‡e| Zvici gv‡P©›U MÖvn‡Ki Kv‡Q cY¨ n¯ÍvšÍi Ki‡e|  

gv‡P©›U †c‡g›U MÖvnK wb‡RB wb‡Ri †gvevBj †_‡K ïiæ Ki‡Z cv‡ib| 

G‡ÿ‡Î wZwb gv‡P©‡›Ui b¤^i, we‡ji cwigvY I Zvi wcb UvBc K‡ib| d‡j 

MÖvn‡Ki MFS A¨vKvD›U †_‡K G‡R‡›Ui MFS GKvD‡›U H cwigvY UvKv 

¯'vbvšÍi n‡e Ges gv‡P©›U GmGgG‡mi gva¨‡g Zv Rvb‡Z cvi‡eb| Zvici 

gv‡P©›U MÖvn‡Ki Kv‡Q cY¨ n¯ÍvšÍi Ki‡eb| B`vbxs MÖvnK gv‡P©‡›Ui †Uwe‡j 

iwÿZ QR Code ¯‹¨vb K‡iI gv‡P©›U †c‡g›U Ki‡Z cvi‡eb| 

 

9.3.2.6.dvÛ UªvÝdvi (Fund Transfer) 

GB wµqvKjvcwU †mB MÖvnK Øviv ïiæ Kiv nq, whwb Zvi MFS A¨vKvD›U 

†_‡K Ab¨ MFS A¨vKvD‡›U Znwej ¯'vbvšÍi Ki‡Z Pvb| MÖvnK Zvi †gvevBj 

wWfvBm †_‡K *<e¨vs‡Ki msw‣ß †KvW># †hgb *16216# UvBc K‡i 

†gvevBj e¨vswKs †gby‡Z cÖ‡ek K‡ib| MÖvnK Zvic‡i Znwej ¯'vbvšÍi †gby 

wbe©vPb K‡i, myweav‡fvMxi MFS A¨vKvD›U b¤^i, UvKvi cwigvY Ges Zvi 

wcb †KvW UvBc K‡i| wm‡÷g GB KgvÛwU MÖnY Ki‡e Ges MÖvnK‡`i MFS 

A¨vKvD›U †_‡K myweav‡fvMxi MFS A¨vKvD‡›U Znwej ¯'vbvšÍi Ki‡e| 

Zvr‣wYK GmGgGm Dfq c‣‡K cvVv‡bv n‡e|   

MÖvnK hw` Ôe¨vsK A¨vKvD‡›U/†_‡K Znwej ¯'vbvšÍiÕ †gby wbe©vPb K‡ib, 

Zvn‡j wZwb Zvi e¨vsK A¨vKvD›U Ges MFS A¨vKvD‡›Ui g‡a¨ Znwej 

¯'vbvšÍi Ki‡Z m‣g n‡eb| kZ©: MÖvn‡Ki Aek¨B GKwU e¨vsK A¨vKvD›U 

_vK‡Z n‡e Ges GB cwi‡levi Rb¨ cÖvK-wbewÜZ _vK‡Z n‡e|  

 

9.3.2.7.  MÖvnK‡`i Rb¨ cÖvß Ab¨vb¨ cwi‡lev 

1. GKRb MÖvnK Zvi MFS A¨vKvD›U †_‡K BDwUwjwU †Kv¤úvwb/wk¶v 

cÖwZôv‡bi †gvevBj A¨vKvD‡›U A_© ¯'vbvšÍi K‡i BDwUwjwU wej (we`¨yr, 

M¨vm, cvwb, †Uwj‡dvb BZ¨vw`) Ges wk‣v wd cwi‡kva Ki‡Z cv‡ib| 

2. GKRb MÖvnK Zvi MFS A¨vKvD›U †_‡K UvKv UªvÞdvi K‡i evm, †Uªb, 

wegvb, wm‡bgv Ges bvU‡Ki wUwKU wKb‡Z cv‡ib| 

3. GKRb MÖvnK Zvi MFS A¨vKvD›U †_‡K †gvevBj Acv‡iU‡ii 

A¨vKvD‡›U UvKv cwi‡kva K‡i GqviUvBg wKb‡Z cv‡ib|  

4. Awdm, †Kv¤úvwb Ges wkí †Kv‡bv e¨vs‡Ki †gvevBj e¨vswKs cø¨vUdg© 

e¨envi K‡i Zv‡`i Kg©Pvixi †eZb Zv‡`i e¨w³MZ MFS A¨vKvD‡›U 

weZiY Ki‡Z cv‡i| 

5. miKvwi KZ©…c‣ cÖv_wgK wk‣K‡`i †eZb, eq¯‹ fvZv Ges gyw³‡hv×v 

fvZv myweav‡fvMx‡`i MFS A¨vKvD‡›U weZiY Ki‡Z cv‡i| 

6. evsjv‡`wk cÖevmxiv Zv‡`i Kv‡Qi Ges wcÖqR‡bi MFS A¨vKvD‡›U UvKv 

cvVv‡Z cv‡ib| cÖvcK (†ewbwdwmqvwi) †h †Kv‡bv G‡R›U, GwUGg ev 

kvLv †_‡K UvKv Zyj‡Z cvi‡eb| GwU †iwgU¨v‡Þi jv÷ gvBj 

†Wwjfvwi‡K AviI cÖk¯Í K‡i‡Q| 

 

9.3.3. wcb †K †`‡e? 

†h A¨vKvD›Uavixi A¨vKvD›UwU †WweU Kiv n‡e wZwb †jb‡`‡bi Aby‡gv`‡bi 

Rb¨ Zvi wcb cÖ`vb Ki‡eb| 

 

9.3.4. GgGdGm-G †jb‡`‡bi mxgv 

GgGdGm wecyj cwigvY A_© †jb‡`‡bi Rb¨ e¨envi Kiv nq bv| e¨vsK 

G‡R‡›Ui gva¨‡g UvKv Rgv Ges D‡Ëvj‡bi Rb¨ GKwU mxgv wba©viY K‡i| 

e¨vsKwU GK w`‡b Ges GK gv‡m me©vwaK msL¨K †jb‡`bI wba©viY K‡i| 

D`vniY¯^iƒc, GKRb MÖvnK‡K GKev‡i m‡e©v‧P 5,000/- UvKv †Zvjv ev Rgv 

†`Iqvi AbygwZ †`Iqv †h‡Z cv‡i Ges w`‡b 5wU GB ai‡bi †jb‡`b Kiv 

†h‡Z cv‡i, Z‡e gv‡m 20wUi †ewk †jb‡`b Kiv hv‡e bv| GB ai‡bi mxgv 

wba©vi‡Yi gva¨‡g e¨vsK †gvevBj e¨vswKs‡qi gva¨‡g cÖZvibvi SzuwK Kgv‡Z 

cv‡i| †h‡nZy †gvevBj cø¨vUdg© e¨envi K‡i †hvMv‡hvM 100% wbivc` bq, 

ZvB e¨vsKMy‡jv †gvevBj P¨v‡bjMy‡jv e¨envi K‡i cÖPyi cwigv‡Y Ges e…nr 

msL¨K †jb‡`‡bi AbygwZ †`q bv| 

G‡R›U‡`i Rb¨I mxgv wba©viY Kiv †h‡Z cv‡i †hgb wZwb GKw`‡b 

200wUi †ewk K¨vk-Bb/AvDU †jb‡`b Ki‡Z cvi‡eb bv Ges gv‡m 4000wUi 

†ewk †jb‡`b Ki‡Z cvi‡eb bv| gv‡P©‡›Ui Rb¨I †jb‡`‡bi mxgv wba©viY Kiv 

hvq| MÖvnK‡`i Ab¨vb¨ mxgvi g‡a¨ P2P dvÛ UªvÝdvi, gv‡P©›U †c‡g›U, 

BDwUwjwU wej †c‡g›U, GqviUvBg Uc Avc, wUwKU †Kbv, e¨vsK A¨vKvD›U 

Ges MFS A¨vKvD‡›Ui g‡a¨ dvÛ UªvÞdv‡ii g‡Zv wewfbœ cwi‡levi Rb¨ 
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†jb‡`‡bi cwigvY Ges msL¨vi mxgve×Zv (GKw`b Ges gv‡m) AšÍf©y³ 

_vK‡Z cv‡i|  

 

9.3.5. GgGdGm wK e¨qeûj? 

MÖvnKiv Zv‡`i MFS A¨vKvD‡›U Zv‡`i Rgvi Ici my` cvb bv| Ab¨w`‡K, 

MÖvnK‡K Zvi †gvevBj A¨vKvD‡›U †jb‡`‡bi Rb¨ G‡R›U ev e¨vsK‡K wd 

w`‡Z nq| d‡j MFS MÖvnK‡`i Rb¨ m¯Ív bq| 

GgGdGm †mUAvc Ges i‣Yv‡e‣Y e¨vsKMy‡jvi Rb¨ e¨qeûj| 

cÖ‡qvRbxq md&UIq¨vi Ges nvW©Iq¨viMy‡jvi D‧P e¨‡qi Kvi‡Y cÖv_wgK e¨qwU 

Lye †ewk| mviv †`‡k G‡R›U‡`i GKwU e…nr MÖæc cwiPvjbv Kiv Lye e¨qeûj| 

†`ke¨vcx †KIqvBwm hvPvB‡qi Rb¨ e¨vsK‡K wecyjmsL¨K Kg©Pvix‡K RwoZ 

Ki‡Z n‡e| 

 

9.3.6. GgGdG‡m g‡Wj : e¨vsK-†jW I †Uj‡Kv-†jW (Bank-Led and 

Telco-Led) 

GgGdG‡mi `ywU g‡Wj i‡q‡Q : e¨vsK-†jW Ges †Uj‡Kv-†jW| e¨vsK-†jW 

g‡WjwU‡Z, e¨vsK Zvi MÖvnK‡`i †KIqvBwmi (Know Your Customer) 

Rb¨ `vqe× Ges cÖwZwU MÖvn‡Ki A_© Ges Z‡_¨i i‣K| GwU mZ¨ cÖwZwôZ 

†h e¨vsKMy‡jv MÖvn‡Ki h_vh_ †KIqvBwm wbwðZ Ki‡Z AwfÁ| †K›`ªxq 

e¨vs‡Ki Ges Af¨šÍixY wbix‣Kiv ch©vqµ‡g †KIqvBwmi mwVKZv cixÿv Kiv 

cÖ‡qvRb|  

K‡qKk eQi a‡i, e¨vsKMy‡jv Avgvb‡Zi i‣K wnmv‡e Lye †ewk wek¦¯Í| 

†K›`ªxq e¨vs‡Ki A‡bKMy‡jv cÖwµqv Ges wbqš¿Y i‡q‡Q, hvi gva¨‡g Zv wbwðZ 

Kiv nq| Ges MÖvnK Pvwnev gvÎB e¨vsK MÖvn‡Ki A_© †diZ w`‡Z eva¨| GB 

RvZxq cÖwµqvMy‡jvi g‡a¨ i‡q‡Q h_vh_ ZijZv, wmGAvi (g~jab ch©vßZvi 

AbycvZ), wmAviAvi (bM` wiRv‡f©i cÖ‡qvRbxqZv) Ges GmGjAvi (wewae× 

ZijZvi AbycvZ) eRvq ivLv| †K›`ªxq e¨vs‡Ki GB cÖ‡qvRbxqZvMy‡jv †Kv‡bv 

GKwU e¨vs‡Ki ¯^v¯'¨‡K fv‡jv ivL‡Z Ges AvgvbZKvixi AvgvbZ i‣v Ki‡Z 

mvnvh¨ K‡i|   

MÖvn‡Ki Z_¨, †jb‡`‡bi cÖK…wZ Ges A¨vKvD‡›U fvimv‡g¨i †MvcbxqZv 

eRvq ivLv e¨vs‡Ki GKwU eva¨Zvg~jK KiYxq| GB Kvi‡YB e¨vsK Zvi 

MÖvn‡Ki WvUv‡em‡K †kqviW& md&UIq¨vi ev Z…Zxq c‡‣i Øviv i‣Yv‡e‣Y 

Kiv †Kv‡bv mdUIq¨vi wm‡÷‡g ivL‡Z cv‡i bv| mg¯Í cwðgv †`k Ges 

Avgv‡`i cÖwZ‡ekx fviZ Ges cvwK¯Ívb MFS-Gi Rb¨ GK ai‡bi e¨vsK 

†jW g‡Wj AbymiY K‡i| 

Ab¨w`‡K, †Uj‡Kv-†jW g‡WjwU‡Z, †gvevBj ms¯'v MÖvn‡Ki †KIqvBwm 

Ges AvgvbZKvixi A_© Ges Z‡_¨i Rb¨ `vqe×| Z‡e Zv‡`i GK ev 

GKvwaK e¨vs‡K Zv‡`i MFS-G RgvK…Z A‡_©i mgZyj¨ UvKv Rgv  ivL‡Z 

nq| †Kwbqv, wdwjcvBb Ges Ab¨vb¨ Abyiƒc wKQy †`k †Uj‡Kv-†jW g‡Wj 

Pvjy K‡i‡Q|  

e¨vsK-†jW g‡WjwU‡Z, MÖvn‡Ki AvgvbZ Ges Z_¨ i‣vi Rb¨, e¨vsK 

wbgœwjwLZMy‡jv wbwðZ Ki‡e : 

K. †gvevBj A¨vKvD›UwU mwµq nIqvi Av‡MB MÖvnK‡`i †KIqvBwm e¨vsK 

wbR¯^ e¨e¯'vcbvq hvPvB K‡i †b‡e, hv‡Z †Kv‡bv KZ©…c‣ e¨vsK‡K Zvi 

†Kv‡bv MÖvnK‡K kbv³ Ki‡Z e‡j, e¨vsK †mB MÖvnK‡K h_vh_fv‡e 

kbv³ Ki‡Z cv‡i|   

L.  md&UIq¨vi Ges nvW©Iq¨vi wm‡÷gwU e¨vsK wb‡RB msiÿY I 

i‣Yv‡e‣Y Ki‡e hv‡Z, hw` †Kv‡bv KZ©…c‣ e¨vsK‡K wbw`©ó †gvevBj 

A¨vKvD‡›U †jb‡`b eÜ Ki‡Z e‡j, e¨vsK Ab¨ c‡‣i Ici †Kv‡bv 

wbf©iZv QvovB GwU Ki‡Z cv‡i Ges hLb KZ©…c‣ e¨vsK‡K GKwU wbw`©ó 

†gvevBj A¨vKvD‡›Ui †jb‡`‡bi BwZnvm Rgv w`‡Z ejyb, e¨vsKwU 

Zvr‣wYKfv‡e †mwU Rgv w`‡Z cv‡i| MÖvn‡Ki †WUv myi‣v Ges MÖvn‡Ki 

A¨vKvD‡›Ui †MvcbxqZv Ges myi‣vi Rb¨ GwU cÖ‡qvRb| 

M. e¨vs‡Ki mg¯Í MFS A¨vKvD‡›Ui †gvU AvgvbZ cwigvY e¨vs‡Ki e¨v‡jÞ 

wk‡U †`Lv‡bv DwPZ Ges GBfv‡e cÖ‡qvRbxq wmAviAvi (bM` wiRv‡f©i 

AbycvZ) Ges GmGjAvi (wewae× ZijZvi AbycvZ) †K›`ªxq e¨vs‡Ki 

m‡½ eRvq ivLv DwPZ, cÖ‡qvRbxq g~jab, CAR (g~jab ch©vßZvi 

AbycvZ) Ges †K›`ªxq e¨vs‡Ki MvBWjvBb Abymv‡i GB RvZxq Ab¨vb¨ 

myi‣v MÖnY Ki‡Z cv‡i| Z‡e, 2021 mv‡j evsjv‡`‡ki †K›`ªxq e¨vsK 

Ôe¨vsK-†jW g‡WjÕ-†K Ôe¨vsK-NBFI-miKvi-†bZ…Z¡vaxb g‡WjÕ Øviv 

cÖwZ¯'vcb K‡i‡Q| Gi A_©, †Kv‡bv e¨vsK ev A-e¨vswKs Avw_©K cÖwZôvb 

ev miKvwi ms¯'v/wefv‡Mi Kgc‡‣ 51% fvM Ges evwK Ask †h †Kv‡bv 

ms¯'v MÖnY K‡i evsjv‡`‡k GgGdGm MVb Kiv †h‡Z cv‡i|  
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9.3.7. ms‡hvM—GmGgGm (SMS) ebvg BDGmGmwW (USSD) 

G‡R›U/gv‡P©›U/MÖvnK, GmGgGm (kU© †g‡mwRs wm‡÷g) ev BDGmGmwW 

(Avb÷ªvKPvW© mvwcø‡g›Uvwi mvwf©m †WUv) e¨envi K‡i e¨vs‡Ki †gvevBj 

e¨vswKs wm‡÷g Ges Zv‡`i †gvevBj wWfvB‡mi g‡a¨ ms‡hvM ¯'vcb Ki‡Z 

cv‡i| GmGgGm ms‡hvM myiw‣Z wgwWqv bq, Z‡e BDGmGmwW A‡cÿvK…Z 

myiw‣Z| GmGgGm Ges BDGmGmwW P¨v‡bjMy‡jvi g‡a¨ GKwU Zyjbv wb‡P 

†`Iqv n‡q‡Q— 

AvB‡Ug GmGgGm (SMS) BDGmGmwW (USSD) 

†WUv dg©¨vU GmGgGm evZ©vMy‡jvi Rb¨ 

e¨eüZ †WUv dg©¨vUwU n‡jv 

†U•U|  

wWdë †WUv dg©¨vUwU 

Avb÷ªvKPvihy³| 

(Unstructured) 

Gbwµckb K¬v‡q›U Ges e¨vsK mvf©v‡ii g‡a¨ 

A¨vÛ-Uz-A¨vÛ Gbwµckb †bB| 

K¬v‡q›U Ges e¨vsK 

mvf©v‡ii g‡a¨ A¨vÛ-Uz-

G¨vÛ Gbwµckb ˆZwi Kiv 

nq|   

†WUv 

†÷v‡iR 

GmGgGm G †WUv cÖ_‡g †÷vi 

Kiv nq, Zvici †cÖib Kiv nq|   

BDGmGmwW †Kv_vI †WUv 

†÷vi K‡i bv| 

 

†mkb ev   

†gqv` 

GmGgGm e¨vswKs †mkbwfwËK| 

 

hLb †Kv‡bv e¨enviKvix 

BDGmGmwW cwi‡lev 

A¨v‡•m K‡i, ZLb GKwU 

Awa‡ekb cÖwZwôZ nq, 

Ges MÖvnK A¨vwcø‡KkbwU 

eÜ bv Kiv ch©šÍ mshy³ 

_v‡K| 

 

10. G‡R›U e¨vswKs 

G‡R›U e¨vswKs wm‡÷g, AvDU‡mvm©W G‡R›U‡`i gva¨‡g mgv‡Ri wbgœweË/ 

myweavewÂZ Rb‡Mvôxi †`vi‡Mvovq e¨vswKs †mev †cuŠ‡Q †`q| AvDU‡mvm©W 

G‡R›U MÖvgxY AÂ‡ji Ggb GjvKvq G‡R›U e¨vswKs AvDU‡jU †Lv‡j †hLv‡b 

†Kv‡bv e¨vs‡Ki kvLv †bB| G‡R›U AvDU‡jUwU GKwU e¨vs‡Ki c‡‣ 

MÖvnKw`M‡K e¨vswKs cwi‡lev cÖ`vb K‡i Ges e¨vswKs †mev ewÂZ RbM‡Yi 

g‡a¨ `~iZ¡ jvMe K‡i| GB c×wZ‡Z †jb‡`b cÖwµqvwU mnRZi Kivi 

cvkvcvwk ev‡qv‡gwUªK A‡_bwU‡Kk‡bi gva¨‡g myiw‣Z Kiv nq Ges Zv 

wi‡qj UvBg wfwË‡Z m¤úbœ nq Ges MÖvnKiv Zv‡`i evwoi Kv‡Q e¨vswKs †mev 

†c‡q _v‡Kb|   

G‡R›U e¨vswKs‡qi D‡Ïk¨ n‡jv e¨vswKs cwi‡levMy‡jv H RvMvq †cŠuQv‡Z 

†hLv‡b e¨vsK kvLvMy‡jvi m¤úªmviY Avw_©Kfv‡e jvfRbK bq| G‡R›U e¨vswKs 

e¨vs‡Ki Rb¨ GKwU Kvh©Ki weKí| 

 

10.1 G‡R›U e¨vswKs‡qi BwZnvm 

G‡R›U e¨vswKs‡qi aviYvwU eªvwRj, Kjw¤^qv Ges †ciæi g‡Zv `w‣Y 

Av‡gwiKvi †ek K‡qKwU Dbœqbkxj †`k †_‡K G‡m‡Q| †`kMy‡jvi g‡a¨ 

eªvwRj G‡R›U e¨vswKs‡qi AMÖMvgx wnmv‡e ¯^xK…Z| G‡R›U e¨vswKs cÖ_g 

evsjv‡`‡k evsjv‡`k e¨vsK (†m›Uªvj e¨vsK Ae evsjv‡`k) Øviv 2013 mv‡j 

cÖewZ©Z n‡qwQj| GiB avivevwnKZvq, evsjv‡`k e¨vsK 2017 mv‡j 

evsjv‡`‡k G‡R›U e¨vswKs Acv‡ik‡bi Rb¨ GKwU we¯Í…Z MvBWjvBb Rvwi 

K‡i, hv‡Z G‡R‡›Ui Aby‡gv`‡bi cÖwµqv, cÖ‡hvR¨ Kvh©vewj, e¨vsK Ges 

G‡R›U‡`i `vwqZ¡, GGgGj/wmGdwU-Gi cÖ‡qvM, MÖvnK myi‣v Ges e¨emvwqK 

avivevwnKZv eRvq ivLvi †KŠkj BZ¨vw` ewY©Z nq| GB MvBWjvBb †`‡k 

G‡R›U e¨vswKs‡qi wbivc` I Kvh©Ki cÖmvi‡Y Ges evsjv‡`‡k Avw_©K 

AšÍf©yw³‡Z AbyNUK wnmv‡e KvR K‡i‡Q| c‡i fviZ, gvj‡qwkqv, †Kwbqv, 

cvwK¯Ívb Ges wdwjwc‡Þi g‡Zv Ab¨vb¨ †`‡k ax‡i ax‡i G‡R›U e¨vswKs‡qi 

Kvh©µg ïiæ nq|  

 

10.2 G‡R›U e¨vswKs Pvjy Kivi †cQ‡b †KŠkj 

G‡R›U e¨vswKs cÖeZ©‡bi †cQ‡b mvgwMÖK †KŠkj n‡jv myweavewÂZ Rb‡Mvôx, 

hviv e¨vswKs †bUIqv‡K©i bvMv‡ji evB‡i cÖZ¨šÍ AÂ‡j emevm K‡ib, Zv‡`i 

Rb¨ GKwU wbivc` e¨vswKs e¨e¯'v Pvjy Kiv| MÖvnK‡`i AvK…ó Kiv I a‡i 

ivLv, Avw_©K †mevi DbœwZ Ges wewfbœ ai‡bi cwi‡lev ˆZwi K‡i gv‡K©U 

†kqvi e…w× KivB n‡jv G‡R›U e¨vswKs‡qi D‡Ïk¨| cÖv_wgKfv‡e, G‡R›U 

e¨vswKs AvgvbZ msMÖ‡ni g‡a¨ mxgve× wQj, wKš` eZ©gv‡b G‡R›U e¨vswKs 

MÖvgxY A_©bxwZ‡K kw³kvjx Kiv Ges myweavewÂZ e¨w³‡`i g‡a¨ FY cÖ`vb 

mn mKj cÖKvi e¨vswKs cwi‡lev cÖ`v‡bi gva¨‡g wWwRUvj evsjv‡`k wewbg©v‡Y 

¸iæZ¡c~Y© f~wgKv cvjb Ki‡Q| 
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†`‡ki A_©‰bwZK Dbœqb MÖvgxY Dbœq‡bi Ici wbf©i K‡i| 2021 mv‡ji 

†m‡Þ¤^i ch©šÍ evsjv‡`‡k 61wU Zdwmwj Ges 5wU bb-Zdwmwj e¨vsK wQj| 

evRv‡ii AvKv‡ii Zyjbvq evsjv‡`‡k e¨vs‡Ki msL¨v A‡bK †ewk, Z‡e 

Z…Yg~j ch©v‡q e¨vswKs †mevi we¯Í…wZ wQj LyeB bMY¨| evsjv‡`k e¨vsK GKwU 

cÖweavb wb‡q G‡m‡Q †h, †Kv‡bv †emiKvwi e¨vsK hw` knivÂ‡j GKwU kvLv 

Lyj‡Z Pvq, Z‡e Zv‡`i MÖvgvÂ‡j AšÍZ GKwU kvLv Lyj‡Z n‡e| bZyb kvLvi 

D‧P Ifvi‡nW LiP, i‣Yv‡e‣Y Ges Kvh© cwiPvjbvg~jK LiP GZ †ewk †h, 

Zv e¨vsKMy‡jv‡K bZyb kvLv Lyj‡Z Awb‧QyK K‡i †Zv‡j| G Kvi‡Y †Rjv 

ch©v‡qI A‡bK e¨vs‡Ki kvLv †bB| 

dj¯^iƒc, MÖvgxY GjvKvi RbmsL¨vi GKwU eo Ask e¨vs‡Ki bvMv‡ji 

evB‡i, d‡j Zviv Avw_©K AšÍf©yw³i evB‡i †_‡K hvq| Zviv mvaviYZ GbwRI, 

MÖvgxY e¨vsK Ges Ab¨vb¨ bb-e¨vsK Avw_©K cÖwZôv‡bi Kv‡Q Zv‡`i mÂq 

iv‡L| e¨vsKMy‡jv g~jZ wewfbœ †÷K‡nvìvi‡`i ¯^v_©‡K mvg‡b †i‡L †mB wbw`©ó 

evRvi‡K j‣¨ K‡i G‡R›U e¨vswKs Pvjy K‡i| G‡R›U e¨vswKs‡qi gva¨‡g 

†`‡ki MÖvgxY RbMY ¯^íZg mg‡qi g‡a¨ mviv †`‡k bM` Av`vb-cÖ`v‡bi 

myweav cv‡‧Q| e¨vs‡Ki m‡½ gvby‡li m¤ú…³Zv †e‡o‡Q, †jb‡`b †e‡o‡Q, 

¯^íg~‡j¨ wecyj AvgvbZ msMÖn n‡q‡Q, MÖvgxY RbMY FY myweav cv‡‧Q Ges 

gvby‡li RxebhvÎvi gvb e…w× †c‡q‡Q| 

hw`I G‡R›U e¨vswKs e¨vswKs-ewÂZ RbMb‡K e¨vswKs QvZvi wb‡P wb‡q 

G‡m‡Q, e¨vsKMy‡jvi cwiKíbv n‡jv, †`‡ki cÖZ¨šÍ I cÖvwšÍK AÂ‡j GB 

myweav Qwo‡q †`Iqv, hv‡Z cÖwZwU gvbyl mwZ¨Kv‡ii e¨vswKs myweav cvq Ges 

†`‡ki A_©‰bwZK Dbœq‡b Ask wb‡Z cv‡i| G‡R›U e¨vswKs MÖvgxY RbM‡Yi 

Rb¨ GKwU weKí A_P AvKl©Yxq Avw_©K cwi‡levi gva¨g n‡q IVvi m¤¢vebv 

i‡q‡Q| 

 

10.3. evsjv‡`‡k G‡R›U e¨vswKs‡qi eZ©gvb cwiw¯’wZ 

cÖwZôvi gvÎ †`o eQ‡ii g‡a¨, G‡R›U e¨vswKs wecyjmsL¨K MÖvnK‡K AvK…ó 

Ki‡Z m‣g n‡q‡Q, hv AwaKvsk evwYwR¨K e¨vsK‡K kvLvwfwËK e¨vswKs 

QvovI GB weKí Avw_©K cwi‡lev Pvjy Ki‡Z eva¨ K‡i‡Q| 

hw`I †K›`ªxq e¨vsK 2013 mv‡j GKwU G‡R›U e¨vswKs wb‡`©wkKv Rvwi 

K‡iwQj, G‡R›U e¨vswKs‡qi m¤ú~Y© wµqvKjvc 2016 mv‡j ïiæ n‡qwQj| 

†mB eQ‡ii A‡±vei †_‡K wW‡m¤^‡ii g‡a¨ 544,536wU A¨vKvD›U Ges 

3806.8 wgwjqb UvKv wW‡cvwR‡Ui ga¨ w`‡q G‡R›U e¨vswKs mdjfv‡e ïiæ 

n‡qwQj|  

evsjv‡`k e¨vs‡Ki Ryb 2022-Gi ˆÎgvwmK cÖwZ‡e`b Abymv‡i, 

evsjv‡`‡k 30wU evwYwR¨K e¨vsK 14,299wU G‡R‡›Ui Aax‡b 19,737wU 

AvDU‡j‡Ui gva¨‡g G‡R›U e¨vswKs Kvh©µg cwiPvjbv K‡i‡Q| Avi eZ©gv‡b 

G‡R›U e¨vswKs A¨vKvD‡›Ui †gvU msL¨v `uvwo‡q‡Q 16,074,378, †hLv‡b 

wW‡cvwRU i‡q‡Q 280,853.18 wgwjqb UvKv| 

e¨vsK Ges K¬v‡q›U Df‡qi Rb¨B wecyj myweav _vKvq G‡R›U e¨vswKs 

RbwcÖq n‡q D‡V‡Q| G‡R›U e¨vswKs G ai‡bi RbwcÖqZv AR©b Ki‡Z m‣g 

n‡q‡Q g~jZ MÖvnK‡`i Kv‡Q Gi mijZv Ges e¨vs‡Ki Rb¨ Kg Li‡P †mev 

cÖ`vb m¤¢e n‡‧Q e‡j| G‡R›U e¨vswKs‡qi gva¨‡g e¨vsKMy‡jv MÖvn‡Ki msL¨v 

evov‡Z, Avw_©K †mevi DbœZ Ki‡Z, Acv‡iwUs LiP Kgv‡Z, e¨emvi 

m¤úªmviY Ki‡Z, AvgvbZ msMÖn evov‡Z, e¨vsKMy‡jvi eª¨vwÛs DbœZ Ki‡Z 

Ges e¨vs‡Ki cwimi‡K cÖmvwiZ Ki‡Z m‣g n‡q‡Q| 

G‡R›U e¨vswKs cÖZ¨šÍ AÂ‡ji MÖvnK‡`i †`vi‡Mvovq c~Y©v½ e¨vswKs 

cwi‡lev †cuŠQv‡bv mnRZi K‡i‡Q Ges GwU †iwgU¨vÞ P¨v‡bj‡K myweavRbK 

Ges mnR K‡i Zy‡j‡Q| 

30 Ryb, 2022 ch©šÍ, mviv †`‡k 19,737wU G‡R›U e¨vswKs AvDU‡j‡Ui 

gva¨‡g 970,481.82 wgwjqb UvKvi Af¨šÍixY d‡ib †iwg‡UÞ cvVv‡bv 

n‡q‡Q| 

G‡R›U e¨vswKs AvDU‡jUMy‡jv GLb †Kej bM` Rgv Ges bM` D‡Ëvjb 

I †iwgU¨vÞ †c‡g‡›Ui g‡Zv cwi‡levMy‡jvi g‡a¨ mxgve× bq, e¨vsKMy‡jv 

AvDU‡jUMy‡jvi gva¨‡g †QvU FY †`Iqv ïiæ K‡i‡Q Ges 2022 mv‡ji 30 

Ryb ch©šÍ, 76,456.33 wgwjqb UvKv FY weZiY K‡i‡Q|  

 

10.4 evsjv‡`‡k G‡R›U e¨vswKs g‡Wj 

g~jZ, evsjv‡`‡k †mev cÖ`v‡bi Rb¨ e¨vsK¸‡jv `yB ai‡bi G‡R›U e¨vswKs 

g‡Wj eRvq ivL‡Q| GKwU n‡jv wWw÷ªweDkb †jW g‡Wj Ges Ab¨wU n‡jv 

e¨vsK †jW g‡Wj| 

wWw÷ªweDkb-†jW g‡W‡j, A_© e¨vsK †_‡K wWw÷ªweDUi, wWw÷ªweDUi 

(G‡R›U) †_‡K AvDU‡jU Ges AvDU‡jU †_‡K MÖvn‡Ki Kv‡Q cÖevwnZ nq 

Ges Gi wecix‡Z MÖvn‡Ki KvQ †_‡K e¨vs‡K A_© cÖevwnZ nq| GB g‡W‡j, 

mviv †`‡k †ek K‡qKwU e¨emvwqK Dbœqb †K›`ª i‡q‡Q †hLv‡b G‡R›U Ges 

mve-G‡R›U‡`i ZË¡veavb I wbix‣v Kiv Ges evRv‡ii Dbœq‡bi Rb¨ e¨vs‡Ki 

Kg©KZ©viv wb‡qvMcÖvß nb| GB g‡W‡j, G‡R›U GKwU cwi‡ekK wnmv‡e KvR 

K‡i Ges Gi cÖavb `vwqZ¡ n‡jv mve-G‡R›U/AvDU‡jUMy‡jv‡K cybtfvimvg¨ 
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Kiv (bM‡`i NvUwZ n‡j Zv mieivn Kiv ev AwZwi³ n‡j Zv bM` msMÖn 

Kiv)| Gfv‡e AvDU‡jU¸‡jv‡K cybtfvimv‡g¨i Rb¨ e¨vsK kvLvq †h‡Z n‡e 

bv| wKš` GB mvwf©m cÖ`v‡bi wecix‡Z mve-G‡R›U‡`i Zv‡`i Av‡qi GKwU 

Ask G‡R›U‡`i m‡½ fvM K‡i wb‡Z n‡e| 

 

 

BDwbU G‡R›U g‡W‡j, BDwbU G‡R›U n‡jv GKwU AvDU‡jU hvnv 

G‡R‡›Ui Aax‡b e¨emv Pvjvq bv, wKš` mivmwi weR‡bm †W‡fjc‡g›U Awd‡m 

wi‡cvU© K‡i| G‡‣‡Î UvKv e¨vsK †_‡K AvDU‡jU (BDwbU G‡R›U) 

AvDU‡jU †_‡K MÖvn‡Ki Kv‡Q cÖevwnZ nq Ges Gi wecix‡Z MÖvn‡Ki KvQ 

†_‡K e¨vs‡K A_© cÖevwnZ nq|  

wecix‡Z e¨vsK-†jW g‡WjwU BDwbU G‡R›U g‡W‡ji cÖvq Abyiƒc, 

†hLv‡b A_© e¨vsK †_‡K AvDU‡j‡U, AvDU‡jU †_‡K MÖvn‡Ki Kv‡Q cÖevwnZ 

nq Ges Gi wecix‡Z MÖvn‡Ki KvQ †_‡K e¨vs‡K A_© cÖevwnZ nq| 

g‡WjwU‡Z, †Kv‡bv e¨emvwqK Dbœqb †K›`ª †bB, Z‡e e¨vs‡Ki `y-GKRb 

wbR¯^ Kg©KZ©v AvDU‡j‡U e‡m mivmwi G‡R›U AvDU‡jUwU ch©‡e‣Y K‡ib I 

mnvqZv cÖ`vb K‡ib| hw` GKwU wbw`©ó e¨vs‡Ki kvLv G‡R›U AvDU‡jU †_‡K 

A‡bK `~‡i _v‡K, Zvn‡j bM` fvimvg¨ eRvq ivLv Lye KwVb n‡q c‡o (nq 

bM‡`i NvUwZ †RvMvb †`Iqv ev AwZwi³ bM` msMÖn Kiv KwVb n‡q c‡o)| 

 

10.5. G‡R›U e¨vswKs‡qi m‡½ RwoZ c‣My‡jv 

G‡R›U : G‡R›U ej‡Z †mB cÖwZôvb‡K †evSvq, hv G‡R›U e¨vswKs Kvh©µg 

cwiPvjbvi Rb¨ GKwU e¨vsK Øviv wb‡qvM Kiv n‡q‡Q|  

mve-G‡R›U : mve-G‡R›U n‡jv †mB cÖwZôvb, hv G‡R‡›Ui Aax‡b KvR Ki‡e 

Ges GKwU wbw`©ó AvDU‡j‡U G‡R‡›Ui e¨vswKs Kvh©µg Pvjv‡e| 

 

10.5.1 G‡R›U/mve-G‡R‡›Ui Rb¨ †hvM¨ gvb`Ð 

e¨vsKMy‡jv wbgœwjwLZ e¨w³ / mËv‡K Zv‡`i G‡R›U / Dc-G‡R›U wnmv‡e 

wb‡qvwRZ Ki‡Z cv‡i— 

1. GgGdAvB, hviv evsjv‡`k gvB‡µv †µwWU wbqš¿K KZ©…c‣ Øviv 

wbqwš¿Z|  

2. wbewÜZ GbwRI| 

3.  mgevq †mvmvBwU AvBb, 2001-Gi Aax‡b MwVZ Ges 

wbqwš¿Z/†Kvcv‡iwUf †mvmvBwU| 

4.  WvKNi| 

5.  Kzwiqvi Ges †gwjs †mev cÖ`vbKvix ms¯'v, hv †cv÷ I †Uwj‡hvMv‡hvM 

gš¿Yvj‡qi Aax‡b wbewÜZ| 

6. †Kv¤úvwb AvBb, 1994' Gi Aax‡b wbewÜZ ms¯'vMy‡jv| 

7.  ¯'vbxq miKvi cÖwZôv‡bi MÖvgxY I kn‡i Awdm| 

8.  †gvevBj †bUIqvK© Acv‡ikbMy‡jvi G‡R›U| 

9.  BDwbqb Z_¨ I cwi‡lev †K›`ª (BDAvBGmwm)| 

10.  wkw¶Z e¨w³iv hviv IT wfwËK Avw_©K cwi‡levMy‡jv Pvjv‡Z mÿg, exgv 

ms¯'vMy‡jvi G‡R›U, dv‡g©wmMy‡jvi gvwjK, †PBb kc Ges †c‡Uªvj cv¤ú/ 

M¨vm †÷kb|  

 

10.5.2. G‡R›U/mve-G‡R›U‡`i Rb¨ †hvM¨Zv 

 ch©vß bM` Ges A¨vKvD›U e¨v‡jÞ eRvq ivLvi ‣gZv| 

 MÖvgxY MÖvnK‡`i †mev †`Iqvi g‡Zvb †cÖvdvBj| 
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 bZyb e¨emvwqK cÖ‡qvR‡b wewb‡qv‡Mi ‣gZv| 

 eqm, wk‣v Ges ¯^Z¡vwaKvix/gvwj‡Ki AwfÁZv| 

 †KŠkjMZ Ae¯'vb| 

 e¨vsK/GwUG‡gi †_‡K `~iZ¡| 

 GjvKvq wek^vm‡hvM¨Zv|  

 GjvKvq e¨emv‡qi mybvg|  

 mvgvwRK cÖfve| 

 mvgvwRK MÖnY‡hvM¨Zv| 

 Rbkw³ mg_©b Ges wkw¶Z Kg©x| 

 bZyb cÖWv‡±i cÖwZ G‡R›U‡`i AvMÖn|   

 AvBwU miÃvg e¨env‡i AwfÁZv| 

 

10.6. evsjv‡`‡k G‡R›U e¨vswKs †mev 

 A¨vKvD›U †Lvjv (mÂqx, Kv‡i›U, wWwcGm, GdwWAvi BZ¨vw`)| 

 bM` Rgv Ges bM` †Zvjv| 

 Af¨šÍixY we‡`wk †iwgU¨vÝ weZiY| 

 †jvb †mvwm©s, weZiY Ges wi‡c‡g›U msMÖn Kiv| 

 wej/BDwUwjwU wej msMÖn| 

 exgvi wcÖwgqvg msMÖn| 

 Aemi fvZv Ges mvgvwRK myweav cÖ`vb| 

 †eZb cÖ`vb| 

 Znwej ¯'vbvšÍi| 

 GwUGg †_‡K UvKv †Zvjv| 

 e¨v‡jÞ †PK Kiv| 

 e¨vsK †÷BUg¨v›U ˆZwi I mieivn Kiv| 

 A¨vKvD‡›Ui m‡½ m¤úwK©Z bw_ msMÖn| 

 A¨vKvD›U †Lvjvi dg©, †jv‡bi Av‡e`b dg©, †µwWU Ges †WweU KvW© 

A¨vwcø‡Kkb msMÖn Kiv| 

 e¨vsK KZ©…K Aby‡gvw`Z †jv‡bi gwbUwis Kiv I Zv Av`vq Kiv| 

 evsjv‡`k e¨vsK KZ…©K mg‡q mg‡q Rvwi Kiv †h‡Kv‡bv Kvh©vewj|  

 

10.7. G‡R›U AvDU‡j‡U †jb‡`b cÖwµqv 

G‡R›U AvDU‡jUMy‡jv †_‡K †P‡Ki gva¨‡g UvKv †Zvjv I ˆe‡`wkK gy`ªvq 

†jb‡`b Kiv e¨ZxZ mg¯Í ai‡bi †jb‡`b Kivi AbygwZ G‡R›U 

AvDU‡jU¸‡jv‡K †`Iqv nq| mg¯Í ai‡bi †jb‡`b Kivi Rb¨ G‡R›U‡K 

Aek¨B Zvi A¨vKvD‡›U fvP©yqvj A_© eRvq ivL‡Z n‡e| hLb †Kv‡bv MÖvnK 

Zvi A¨vKvD‡›U A_© Rgv w`‡Z Av‡m, G‡R›U ZLb bM` A_© MÖnY K‡i Ges 

Zvi A¨vKvD›U †_‡K mgcwigvY A_© MÖvn‡Ki A¨vKvD‡›U ¯'vbvšÍi K‡i| 

GKBfv‡e, MÖvn‡Ki A¨vKvD›U †_‡K UvKv D‡Ëvj‡bi mgq MÖvnK wd½viwcÖ›U 

e¨envi K‡i Zvi A¨vKvD›U †WweU K‡i mgcwigvY A_© G‡R‡›Ui A¨vKvD‡›U 

¯'vbvšÍi K‡ib Ges G‡R›U bM` A_© MÖvnK‡K cÖ`vb K‡ib| D‡jøL¨, G‡R›U 

Zvi Iqv‡jU ev MÖvn‡Ki A¨vKvD›U DfqB Znwej ¯'vbvšÍi, wej †c‡g›U Ges 

Ab¨ †Kv‡bv †jb‡`‡bi Rb¨ e¨envi Ki‡Z cv‡ib, Z‡e MÖvn‡Ki A¨vKvD‡›Ui 

†ÿ‡Î MÖvnK wd½viwcÖ›U cÖ`vb Ki‡eb| G‡R›U AvDU‡jU Gi A¨vKvD›UMy‡jvi 

fvP©yqvj A_© †kl n‡q †M‡j Zv‡K e¨vs‡Ki kvLv ev wWw÷ªweDU‡ii Kv‡Q bM` 

A_© Rgv w`‡q Zvi A¨vKvD›UwUi fvimvg¨ eRvq ivL‡Z cv‡ib|  

 

10.8. G‡R›U AvDU‡jU †_‡K G‡R›U e¨vswKs MÖvn‡Ki Rb¨ Acv‡ikbvj mxgv 

(evsjv‡`k e¨vsK KZ…©K wbqwš¿Z)| 

 e¨vsKMy‡jv G‡R‡›Ui gva¨‡g †jb‡`‡bi GKwU mxgv wba©viY K‡i †`q| 

 e¨vsKMy‡jv KZ…©K wba©vwiZ mxgvi g‡a¨ G‡R›U †jb‡`b Ki‡e|  

 G‡R›U e¨vs‡Ki m‡½ GKwU Kv‡i›U A¨vKvD›U Lyj‡e Ges e¨vsK KZ…©K 

wba©vwiZ cwigvY UvKv Zv‡Z Rgv Ki‡e| cÖv_wgK Rgvi cwigvb cÖwZwU 

AvDU‡j‡Ui Rb¨ 2 jvL UvKvi †P‡q Kg nIqv DwPZ bq| G‡R‡›Ui 

Pvwn`v Ges †jb‡`‡bi †cÖvdvB‡ji wfwË‡Z GB RvZxq mxgv cybtwba©viY 

Kiv n‡e| 

 G‡R›U A¨vKvD›U Zvi wnmv‡e b~¨bZg e¨v‡j‡Þi m¤§Z ¯Í‡i hZUv Nb Nb 

m¤¢e wiwdwjs‡qi e¨e¯'v Ki‡e, Z‡e, gv‡m Kgc‡‣ `yÕev‡ii †P‡q Kg 

bq; GKevi gv‡mi A‡a©K c‡_ Ges Ab¨wU gv‡mi †k‡l| 

 e¨vsKMy‡jv AcÖZ¨vwkZ †jb‡`‡bi cÖ‡qvRbxqZv c~i‡Yi Rb¨ G‡R‡›Ui 

Kv‡Q †µwUW myweavI cÖ`vb Ki‡Z cv‡i, hv e¨vs‡Ki m‡½ G‡R‡›Ui 

iwÿZ wW‡cvwR‡Ui 100% Gi †ewk n‡e bv| 

 mvaviYfv‡e, G‡R›U KZ…©K cwiPvwjZ me©vwaK msL¨v Ges †jb‡`‡bi 

cwigvY wbgœwjwLZ mviwY‡Z ewY©Z mxgv AwZµg Ki‡e bv— 
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                                                     jvL UvKvq cwigvY 

†jb‡`‡bi ˆ`wbK msL¨v Ges cwigv‡Yi mxgv 

A¨vKvD‡›U

i 

cÖK…wZ/aib 

 

bM` AvgvbZ bM` D‡Ëvjb 

 

¯'vbvšÍi/ 

BEFTN/AvšÍt-

e¨vsK/Ab¨ 

e¨vs‡K †cÖiY 

 

†jb‡`‡

bi 

msL¨v 

†gvU 

cwigv

Y 

†jb‡`

‡bi 

msL¨v 

†gvU 

cwigvY 

†jb‡`‡b

i msL¨v 

†gvU 

cwigv

Y 

PjwZ 

wnmve 

4 

 

6.00 

 

2 

 

5 

 

4 

 

15.0

0 

mÂqx 

wnmve 

2 

 

4.00 

 

2 

 

3 

 

2 

 

5.00 

 †¯úkvj 

†bvwUk 

wW‡cvwRU  

(GmGbwW) 

4 

 

6.00 

 

2 

 

3 

 

4 

 

10.0

0 

 wba©vwiZ mxgvi evB‡iI †jb‡`b Kiv †h‡Z cv‡i, Z‡e Gi Rb¨ G‡R‡›Ui 

gva¨‡g e¨vsK‡K Kgc‡‣ 1 (GK) Kvh©w`e‡mi c~‡e© Rvbv‡Z n‡e|  

 we‡kl †‣‡Î, hLb mxgv AwZµg K‡i wbqwgZ e¨vswKs †jb‡`‡bi 

cÖ‡qvRb nq, ZLb e¨vsKMy‡jv e¨vs‡Ki e¨e¯'vcbv cwiPvjK/cÖavb wbe©vnx 

Awdmv‡ii KvQ †_‡K h_vh_ Aby‡gv`b wb‡q †mB K¬v‡q‡›Ui Rb¨ GKwU 

ewa©Z mxgv wba©viY Ki‡Z cv‡i| e…w× Aek¨B weP‣Y Ges hyw³hy³ n‡Z 

n‡e Ges MÖvn‡Ki h_vh_ Aa¨emvq, K¬v‡q‡›Ui Pvwn`v Ges mswkøó SzuwKi 

Ici wfwË K‡i Zv wba©viY Ki‡Z n‡e| †jb‡`‡bi mxgv e…w×i 30 

(wÎk) w`‡bi g‡a¨, e¨vsK evsjv‡`k e¨vs‡Ki FID-†K wjwLZfv‡e GB 

ai‡bi e…w×i †hŠw³KZvmn Kgc‡‣ MZ GK gv‡mi K¬v‡q‡›Ui †jb‡`‡bi 

m¤úwK©Z Z_¨mn AewnZ Ki‡Z n‡e| 

 

10.9 G‡R›U e¨vswKs‡qi Abb¨ †mwjs cÖcwRkb 

 evwl©K A¨vKvD›U i‣Yv‡e‣Y PvR© †bB 

 B-wcIGm (E-POS) e¨envi K‡i †Wvi‡÷c mvwf©m myweav| 

 G‡R›U AvDU‡jU Øviv BbIqvW© †iwgU¨vÞ cÖ`vb B‡Zvg‡a¨ me Dc‡Rjv 

Kfvi Kiv n‡q‡Q| 

 e¨vs‡Ki kvLv, GwUGg, G‡R›U AvDU‡jUmn me P¨v‡b‡j †`ke¨vcx 

†jb‡`b myweav| 

 MÖvnK cwi‡lev Ges AvDU‡jU ch©‡e‣‡Yi Rb¨ wb‡ew`Z e¨vsK Kg©KZ©v| 

 weR‡bm g‡W‡ji Kvi‡Y P¨v‡b‡ji Ici AviI wbqš¿Y| 

 gv÷vi G‡R‡›Ui gva¨‡g 24/7 wie¨v‡jwÞs myweav, we‡kl K‡i cÖZ¨šÍ 

AÂ‡j| 

 365 w`b †Lvjv Ges e¨vswKs mg‡qi evB‡iI †jb‡`‡bi myweav|  

  

10.10. G‡R›U/G‡R›U AvDU‡jUMy‡jvi AviIAvB (ROI) 

G‡R›U e¨vswKs D‡`¨v³v‡`i Rb¨ GKwU jvfRbK e¨emv‡qi my‡hvM Ly‡j †`q| 

mvaviYZ e¨vsKMy‡jv AvDU‡jU Øviv msM…nxZ AvgvbZ msMÖn Ges AvDU‡jU / 

Dc-G‡R›U‡`i Øviv †jvb weZi‡Y Zv‡`i‡K GKwU wbw`©ó Kwgkb w`‡q _v‡K| 

Z`wZwi³, G‡R›U AvDU‡jU cÖwZwU †jb‡`b †hgb Rgv, D‡Ëvjb, Znwej 

¯'vbvšÍi, BDwUwjwU †c‡g›U, Af¨šÍixY we‡`wk †iwgU¨vÞ weZiY BZ¨vw` Gi 

Rb¨ GKwU wbw`©ó cwigvY PvR© MÖnY K‡i| Zviv cÖwZwU A¨vKvD›U †Lvjvi Rb¨ 

GKwU KwgkbI cvb| Z‡e                                               Dc-

G‡R›Um/AvDU‡jUMy‡jv‡K Zv‡`i Awd‡mi fvov, Zv‡`i wbR¯^ Kg©KZ©v‡`i 

†eZb Ges BDwUwjwU e¨q enb Ki‡Z nq| GwU Abygvb Kiv hvq †h, MÖvgxY 

AÂ‡j 5 wgwjqb Ges bMi AÂ‡j 100 wgwjqb wW‡cvwRU _vK‡j GKwU mve-

G‡R›U ev AvDU‡jU gvwmK jv‡f cwiPvwjZ nq|  

 

10.11 G‡R›U e¨vswKs‡qi P¨v‡jÄ 

GwU wKQyUv mZ¨ †h G‡R›U e¨vswKs wKQy P¨v‡jÃ ˆZwi K‡i‡Q hv wbgœwjwLZ 

wnmv‡e wPwÎZ n‡Z cv‡i— 

K.  cÖhyw³ m¤úwK©Z 

 wbe©vPb Kwgk‡bi †cvU©vj †_‡K MÖvn‡Ki AvOy‡ji Qvc hvPvBKi‡Yi 

e¨_©Zv| 

 e¨_© mvwU©wd‡KU Ges cvm‡cvU© hvPvBKiY cÖwµqv bv _vKv| 

 weivgwenxb B›Uvi‡bU ms‡hv‡Mi Afve| 

 we`y¨r mieiv‡ni evav| 
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 bZyb cÖhyw³i ch©vqµwgK g~j¨vqb 

 e…× MÖvnK Ges wdì Kg©x‡`i Rb¨ wd½viwcÖ‡›Ui g¨vwPs mgm¨v| 

 

L. Avw_©K mv¶iZv 

 Avw_©K mv‣iZvi m‡PZbZvi Afve| 

 wbi¶iZvi Kvi‡Y †Kv‡bv A¨vKvD›U Lyj‡Z bv cviv| 

M.  cÖwZ‡hvwMZv AvMÖvmb 

 GKvwaK e¨vsK GKK mËvq ¸iæZ¡v‡ivc K‡i| 

 wewfbœ e¨vs‡Ki Rb¨ wewfbœ ai‡bi nvi| 

N. e¨vsK I G‡R›U‡`i jvfRbKZv 

 n‡q DV‡Z A‡bK †ewk mgq jv‡M| 

 wewfbœ e¨vsK Øviv cÖ`Ë GKB AÂ‡j †ewk cÖwZ‡hvwMZv| 

 

O. MÖvgxY gvby‡li gvbwmKZv 

 MÖvgxY AÂ‡ji †jv‡Kiv GLbI e¨vswKs e¨e¯'v m¤ú‡K© Am‡PZb| 

 Zv‡`i g‡a¨ hviv Kg wkw‣Z, Zviv G‡R›U e¨vswKs‡qi m‡½ ¯^v‧Q›`¨ †eva 

K‡ib bv| 

 

P. bM` enb Ges cwiPvjbvi SzuwK 

 G‡R›Uiv cÖvqkB wb‡Riv bM` enb Kivi mgq RvwjqvwZi gy‡LvgywL nb| 

 

Q. RvwjqvwZ : †Kv‡bv †Kv‡bv G‡R›U †ewk B›Uv‡i÷ cÖ`v‡bi †jvf †`Lv‡q 

MÖvn‡Ki FDR K‡i, wKš` Zv e¨vs‡K †cvw÷s bv K‡i AvZ¥mvr K‡i| 

 

11. Kj †m›Uvi 

 

11.1.  Kj †m›Uvi Kx? 

Kj †m›Uvi n‡jv GKwU MÖvnK UvP c‡q›U, hv f‡qm K‡ji gva¨‡g †Kv‡bv wKQz  

weµq Kiv, †Kv‡bv wel‡q Aby‡iva, Awf‡hvM Ges wRÁvmv MÖnY Kiv Ges Zvi 

mgvavb ev DËi cÖ`vb Kiv nq|   

 

 

11.2. K›Uv± †m›Uvi Kx? 

K›Uv± †m›Uvi n‡jv MÖvnK UvP c‡q›U hv f‡qm Kj, d¨v•, B‡gBj, 

wPwV/Kzwiqvi, GmGgGm, I‡qe P¨vU BZ¨vw` GKvwaK †hvMv‡hvM P¨v‡bj 

e¨envi K‡i †Kv‡bv wKQz weµq Kiv, †Kv‡bv wel‡q Awf‡hvM Ges wRÁvmv 

MÖnY Kiv Ges Zvi mgvavb ev DËi cÖ`vb Kiv nq|  

 

11.3. Kj †m›Uvi Ges K›Uv± †m›Uv‡ii g‡a¨ cv_©K¨ 

Kj †m›Uvi Ges K›Uv± †m›Uv‡ii g‡a¨ cv_©K¨ n'j cÖhyw³i e¨envi hv 

MÖvnK‡`i m‡½ †hvMv‡hv‡Mi Rb¨ e¨eüZ n‡‧Q| Kj †m›Uv‡i, †Kej f‡qm 

K‡ji gva¨‡g †hvMv‡hvM ¯'vcb Kiv nq| Ab¨w`‡K, K›Uv± †m›Uv‡i 

†hvMv‡hv‡Mi Rb¨ GKvwaK †hvMv‡hvM P¨v‡bj e¨eüZ nq, †hgb f‡qm Kj, 

B‡gj, d¨v•, I‡qe P¨vU BZ¨vw`| 

 

11.4. K›Uv± †m›Uv‡ii †hvMv‡hv‡Mi c×wZ 

f‡qm Kj : f‡qm Kj n‡jv †dvb e¨envi K‡i MÖvn‡Ki m‡½ †hvMv‡hv‡Mi 

e¨e¯'v| wewfbœ ai‡bi f‡qm K¨vwiqvi †hgb wcGmwUGb, wRGmGg, wmwWGgG 

ev wfIAvBwc GKwU K›Uv± †m›Uv‡i †hvMv‡hv‡Mi Rb¨ e¨eüZ nq| f‡qm 

KjMy‡jv BbevDÛ Ges AvDUevDÛ Dfq †ÿ‡ÎB e¨eüZ nq| f‡qm Kj Qvov 

K›Uv± †m›Uv‡i †hvMv‡hv‡Mi Rb¨ e¨eüZ evwK gva¨g¸‡jv‡K gvwëwgwWqv 

P¨v‡bj ejv nq|  

 I‡qe P¨vU : I‡qe P¨vU Ggb GKwU c×wZ, hv †WwW‡K‡UW P¨vU 

mvwf©‡mi mvnv‡h¨ B›Uvi‡bU e¨envi K‡i A¨v‡•m Kiv hvq| I‡qe P¨vU 

e¨envi K‡i MÖvnKiv we‡k¦i †h †Kv‡bv RvqMv †_‡K K›Uv± †m›Uv‡i 

A¨v‡•m Ki‡Z cv‡ib| †hvMv‡hv‡Mi GB c×wZwU MÖvnK‡`i Rb¨ 

¸iæZ¡c~Y© hviv cÖvqkB wewfbœ †fŠ‡MvwjK Ae¯'vb Ry‡o Ny‡i †eovb|  

 KwgDwbwU mvwf©m/†dvivg/eøM : K›Uv± †m›Uv‡ii eZ©gvb hy‡Mi Uzjm& nj 

KwgDwbwU mvwf©m, †dvivg, eøM BZ¨vw`| GB Uzjm&¸‡jv Ab¨vb¨ MÖvn‡Ki 

Av‡jvPbv, gZvgZ I AwfÁZv‡K DrmvwnZ Ki‡Z mvnvh¨ K‡i| K›Uv± 

†m›Uv‡ii cÿ †_‡K G‡R›U Av‡jvPbvi w`Kwb‡`©kbv cÖ`vb K‡i, welqwU 

ïiæ K‡i Ges mgvavb cÖ`vb K‡i| cÖhyw³MZ †mev cÖ`vbKvix K›Uv± 

†m›Uv‡ii Rb¨ GB c×wZ LyeB Dc‡hvMx|  

 B-†gBj : B-†gBj gvwëwgwWqv RvZxq †hvMv‡hv‡Mi GKwU gva¨g| 

†hvMv‡hv‡Mi GB gva¨gwU mvaviYZ Ad-jvB‡b MÖvnK‡K †mev cÖ`v‡bi 
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Rb¨ e¨eüZ nq| GwU cÖvqkB AvšÍR©vwZK K›Uv± †m›Uv‡i †hvMv‡hv‡Mi 

Rb¨ e¨eüZ nq| 

 GmGgGm : GmGgGm cÖvqkB Hme K›Uv± †m›Uv‡i e¨eüZ nq †hLv‡b 

†fvU, RbgZ, cyk-cyj †mev cÖ`vb Kiv nq| GmGgGm n‡jv Kg Li‡P 

MÖvnK‡K Z_¨ mieiv‡ni GKwU Kvh©Ki Uzjm&| 

 d¨v· : d¨v• mivmwi KvMR cÖwµqvKi‡Yi weKí wnmv‡e e¨eüZ nq 

†hgb, †Kv‡bv wbw`©ó Bmy¨‡Z MÖvn‡Ki Aby‡gv`b †c‡Z mivmwi KvM‡R 

¯^vÿi bv wbqv d¨v‡•i gva¨‡g Zv MÖnY Kiv| `ywU ai‡bi d¨v• K›Uv± 

†m›Uv‡i e¨envi Kiv nq| (1) †UªwWkbvj d¨v• Ges (2) B-d¨v·|   

 wPwV/Kzwiqvi, WvK : GKwU K›Uv± †m›Uvi †hLv‡b KvMR cÖwµqvKi‡Yi 

cÖ‡qvRb nq, †mLv‡b GB †hvMv‡hv‡Mi gva¨gwU e¨env‡ii Rb¨ Dchy³| 

AvBwb †mev, mvaviY MÖvnK cwi‡lev Ges †hLv‡b mv‣iZvi nvi Kg _v‡K 

†mLv‡b †hvMv‡hv‡Mi GB gva¨gwU K›Uv± †m›Uv‡i D‡jøL‡hvM¨fv‡e e¨eüZ 

nq| 

 

11.5. K›Uv± †m›Uv‡ii g~j Dcv`vbMy‡jv 

 

11.5.1. B›Uv‡iw±f f‡qm †imcÝ (AvBwfAvi) 

AvBwfAvi GKwU eyw×gvb Dcv‡q Kj¸‡jv cwiPvjbv K‡i †hLv‡b MÖvnK BbcyU 

w`‡Z cv‡i Ges ¯^qswµqfv‡e e¨vswKs wm‡÷gMy‡jv †_‡K wZwb ÷¨vwUK I 

WvqbvwgK AvDUcyU †c‡Z cv‡ib| GLv‡b, AvBwfAvi GKwU †Kvqvwi we‡kølK 

wnmv‡e KvR K‡i| ZvQvov AvBwfAvi MÖvnK‡K G‡R‡›Ui m‡½ K_v ejvi 

Rb¨I my‡hvM †`q| hw` †Kv‡bv MÖvnK G‡R‡›Ui m‡½ K_v ej‡Z Pvb Z‡e 

AvBwfAvi GwmwW-†Z KjwU n¯ÍvšÍi K‡i| 

 

11.5.2 ¯^qswµq Kj wWw÷ªweDUi (GwmwW) 

GwmwW wKQz wba©vwiZ †mwUs‡qi Ici wfwË K‡i Kj¸‡jv‡K G‡R‡›Ui Kv‡Q 

cvVvq| G‡Z GKwU weë-Bb Bb‡Uwj‡R›U wm‡÷g e¨envi Kiv nq| mvavib 

jwRK n‡jv, me‡P‡q †ewk mgq a‡i wbw®Œq G‡R‡›Ui Kv‡Q KjwU †cÖib Kiv|  

 

11.5.3. Kw¤úDUvi †Uwj‡dvwb Bw›U‡MÖkb (wmwUAvB) 

GwmwW KjwU ZLb wmwUAvB-Gi Kv‡Q †cÖiY K‡i| wmwUAvB c~e©wba©vwiZ msL¨v 

Abyhvqx wewfbœ e¨vswKs wm‡÷g †_‡K MÖvn‡Ki cÖvmw½K Z_¨vewj G‡R‡›Ui 

mvg‡b cÖ`k©b K‡i| H Z‡_¨i wfwË‡Z G‡R›U MÖvnK‡K cÖ‡qvRbxq Z_¨ cÖ`vb 

K‡i mvnvh¨ K‡ib|  

 

11.5.4. Kj †iKwW©s wm‡÷g 

G‡R›U Ges MÖvn‡Ki g‡a¨ mg¯Í f‡qm Kj Ges w¯Œb mU †iKW© Kiv nq| 

e¨vswKs Kj †m›UviMy‡jvi Rb¨ 100% Kj †iKW© Kiv nq|  

11.5.5. ÷vd (G‡R›U / mycvifvBRvi) 

K›Uv± †m›Uv‡ii g~j m¤ú` ¯úóZB Gi gvbem¤ú`| †h e¨w³ mivmwi 

MÖvnK‡`i cwi‡ekb K‡i wZwb ÔG‡R›UÕ wnmv‡e cwiwPZ hw`I Zv‡`i Aek¨B 

Avjv`v GBPAvi Dcvwa _vK‡Z n‡e, hv Zv‡`i wfwRwUs KvW©My‡jv‡Z e¨eüZ 

nq| GKwU K›Uv± †m›Uv‡ii G‡R‡›Ui Lye fv‡jv f‡qm _vKv DwPZ, D‧P 

kÖeYkw³, †jLvi Ges K_v ejvi `‣Zv _vK‡Z n‡e| K›Uv± †m›Uv‡ii Kv‡R 

mvd‡j¨i cÖavb kZ© nj G‡R›U‡K fxlY ˆah©kxj n‡Z n‡e Ges Zvi Aek¨B 

BwZevPK, mwµq Ges mnvqZvi g‡bvfve _vK‡Z n‡e| K›Uv± †m›Uv‡ii 

Ab¨Zg ¸iæZ¡c~Y© welq n‡jv †h, G‡R‡›Ui cÖ‡qvRbxqZvi mwVK msL¨v wPwþZ 

Kiv| †ek K‡qKwU KviY G‡R‡›Ui cÖ‡qvRbxqZvi msL¨v wba©viY K‡i| GB 

KviYMy‡jv n‡jv— 

—GK NÈvi g‡a¨ Kj AvMg‡bi msL¨v| 

—GKwU K‡ji Mo n¨vÛwjs mgq| 

—Uv‡M©U cwi‡lev ¯Íi| 

—Uv‡M©U Kj DËi cÖvwšÍK mgq| 

—wkd‡U Kg©iZ mgq, GKw`‡b wkd‡Ui msL¨v, GK mßv‡ni Kvh©w`e‡mi 

msL¨v| 

—m¼zwPZ (mßvnv‡šÍ Ges eQ‡i QywU, wewfbœ ai‡bi QywUi cwigvY BZ¨vw`) 

mvaviYZ Gijs-wm ZË¡wU I Ic‡i ewY©Z Z_¨vewj e¨envi K‡i cÖ‡qvRbxq 

G‡R‡›Ui msL¨v MYbv Kiv nq| 

mycvifvBRv‡ii msL¨v mvaviYZ G‡R‡›Ui msL¨v Ges wkd‡Ui msL¨v Øviv 

wba©vwiZ nq| mvaviYZ GKwU A-cÖhyw³ K›Uv± †m›Uv‡i cÖwZ 8 Rb G‡R‡›Ui 

Rb¨ 1 Rb mycvifvBRvi ivLv nq| cÖhyw³MZ K›Uv± †m›Uv‡ii Rb¨ cÖwZ 2 

Rb G‡R‡›Ui Rb¨ 1 Rb mycvifvBRvi ivLv nq| mycvifvBRviiv K›Uv± 

†m›Uv‡ii Acv‡ik‡b ¸iæZ¡c~Y© f~wgKv cvjb K‡i| Zviv ms¯'vMy‡jvi mgvavb 

cÖ`vbKvix I †mev mgš^qKvix wnmv‡e KvR K‡ib|  
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11.5.6. Kx cvidig¨vÝ BwÛ‡KUi (†KwcAvB) 

†KwcAvB Øviv †hvMv‡hvM †K›`ªwU P‡j, hv Bw½Z K‡i Kxfv‡e K›Uv± †m›Uv‡ii 

G‡R›Uiv Zv‡`i mgq e¨q K‡i, Zviv Kxfv‡e cvidg© Ki‡Q, †Kvb ai‡bi 

gvb eRvq ivLv n‡‧Q, MÖvnKiv Kxfv‡e †mev n‡‧Q, Kj †kl nIqvi c‡i 

KZRb MÖvnK myLx n‡jb BZ¨vw`| Gme cÖ‡kœi DËi †KwcAvB-‡Z cvIqv 

hv‡e| K›Uv± †m›Uv‡i KPI `yfv‡e †mU Kiv hvq G‡R›U ch©v‡q I 

mycvifvBRvi ch©v‡q| G‡R›U-†j‡f‡ji †KwcAvBMy‡jv †mevi MwZ Ges 

¸Ygvb‡K cÖfvweZ K‡i Ggb Dcv`vbMy‡jv AšÍf©y³ Kiv DwPZ| Ab¨w`‡K, 

mycvifvBRvi ch©v‡qi †KwcAvB‡qi g‡a¨ Ggb Dcv`vbMy‡jv AšÍf©y³ Kiv 

DwPZ, hv K›Uv± †m›Uv‡ii AvDUcyU‡K cÖfvweZ Ki‡Z cv‡i †hgb †mevi 

gvb, ASA, FCR BZ¨vw`| GKevi †KwcAvB wWRvBb wbLyuZ n‡q †M‡j, 

MÖvnK †mevi gvb †Kej cwi‡lev weav‡bi gva¨‡gB AR©b Kiv hvq| 

 

11.6. Kj †m›Uvi / K›Uv± †m›Uvi Kxfv‡e KvR K‡i? 

GKwU Kj †m›Uvi/K›Uv± †m›Uv‡ii †d¬v wb‡P ewY©Z n‡jv—  

1. MÖvnK Kj †m›Uv‡ii b¤^‡i Kj K‡ib| 

2. KjwU Zvi K¨vwiqvi (†hgb wcGmwUGb, wRGmGg, wmwWGgG, 

wfIAvBwc) †_‡K wewUwmGj P¨v‡b‡j †cuŠQv‡bv nq|  

3. KjwU ZLb SS7 e¨envi K‡i e¨vs‡Ki mvBW Uªv¼My‡jv‡Z Avbv nq|  

4. KjwU ZLb AvBwfAv‡i AeZiY K‡i, †hLv‡b AvBwfAvi MÖvn‡Ki 

†cÖvdvBj Ges Zvi cÖ`Ë BbcyU Abyhvqx MÖvnK‡K †mev w`‡e; GB ch©v‡q 

MÖvnK `ywU weKí cv‡eb— 

i. hw` †Kv‡bv MÖvnK ‗Self-Service‘ wbe©vPb K‡ib Z‡e wZwb AvBwfAvi 

KZ…©K †mev cv‡eb| AvBwfAvi wewfbœ e¨vswKs wm‡÷g †_‡K †WUv cybiæ×vi 

Ki‡e Ges MÖvn‡Ki Aby‡iva Abyhvqx GwU MÖvn‡Ki Kv‡Q c‡o ïbv‡e| ZvQvov 

AvBwfAvi MÖvnK cÖ`Ë wb‡`©kvewjI Kvh©Ki Ki‡e| 

ii. MÖvnK hw` ‗Assisted Service‘ wbe©vPb K‡ib Z‡e— 

K. MÖvn‡Ki KjwU GwmwW‡Z ¯'vbvšÍwiZ n‡e|  

L. AvBwfAvi †_‡K MÖvn‡Ki †cÖvdvBj cvIqvi c‡i, GwmwW MÖvn‡Ki 

†cÖvdvBjwU cix‣v K‡i Ges KjwUi Rb¨ GKRb Dchy³ G‡R›U wbe©vPb 

Ki‡e| 

M. Zvic‡i GwmwW KjwU wbe©vwPZ G‡R‡›Ui wmwUAvB‡Z ¯'vbvšÍi Ki‡e 

(hw` †Kv‡bv Lvwj G‡R›U bv _v‡K Z‡e †Kv‡bv G‡R›U Lvwj bv nIqv ch©šÍ 

KjwU GwmwW-Gi wKD-†Z ivLv n‡e) 

N. Lvwj G‡R›U cvIqv †M‡j, H G‡R‡›Ui wmwUAvB-†Z KjwU †cÖiY Kiv 

n‡e Ges G‡R‡›Ui wmwUAvB-G MÖvn‡Ki wewfbœ †WUv cÖ`wk©Z n‡e| ZvQvov 

G‡R›U KjwU DËi †`Iqv, evwZj Kiv, U¨vÞdvi Kiv ev diIqvW© Kivi 

Ackb †`L‡Z cv‡ib|  

O. KjwU †kl nIqvi ci, G‡R›U KjwUi KviY msµvšÍ †KvWwU wbe©vPb 

Ki‡eb Ges WvUv‡e‡m †mBf Ki‡eb| 

 

11.7.  Kj †m›Uvi / K›Uv± †m›Uv‡ii cÖKvi‡f` 

Kj †m›Uvi/K›Uv± †m›Uvi †Kvb ms¯'vq `ywU wfbœ ai‡bi f‥wgKv cvjb Ki‡Z 

cv‡i— 

 †Kej AvBwfAv‡ii gva¨‡g ‗Self-Service‘ cÖ`vb Kiv †hLv‡b 

AvBwfAvi cÖvmw½K Z_¨ c‡o †kvbvq Ges MÖvn‡Ki BbcyU Abymv‡i 

wb‡`©kbv m¤úv`b K‡i| 

 ‗Assisted Service‘ cÖ`vb K‡i †hLv‡b gvbe G‡R›Uiv KjwUi DËi 

†`q Ges cÖ‡qvRbxqZvMy‡jv m¤úv`b K‡i| 

GKwU mvaviY Kj †m›Uvi/K›Uv± †m›Uv‡i mvkÖqx Kvh©KvwiZv wbwðZ Kivi Rb¨ 

GKB m‡½ ‗Self-Service‘ Ges ‗Assisted Service‘ †mev cÖ`vb Kiv 

†h‡Z cv‡i| 

‗Self-Service‘ I ‗Assisted Service‘ bvgK †mevmg~‡ni ˆewkó¨ 

I cv_©K¨ wb‡P cÖ`Ë n‡jv— 

c¨vivwgUvi Self-Service Assisted Service 

mvwf©m 

†Wwjfvwi 

†gvW 

 B›Uv‡iw±f f‡qm †imcÞ 

(AvBwfAvi) 

 Kj †m›Uv‡ii 

G‡R›U 

mvd‡j¨i g~j 

KviY 

 

 AvBwfAvi Gi †d¬v LyeB 

mnR I mij|  

 RbwcÖq cwi‡levi cÖvc¨Zv 

 wbivcËv †PwKs 

 AvPiY 

 †hvMv‡hvM 

 Mfxi Ávb 

 h_vmg‡q mgvavb 

cÖ`vb  

†Kb GB  Kg-LiP  Kv÷gvBRW Ges 
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UvPc‡q›U 

e¨envi 

Ki‡eb? 

 

 AskMÖnYg~jK †mev cÖ`vb 

wbwðZ Kiv   

 †mev cÖ`v‡bi SzuwK nªvm 

Kiv 

 †mev cÖ`v‡b `ÿZv e…w× 

 †mev cÖ`v‡b me©`v cÖ¯ÍyZ  

RwUj mgm¨vMy‡jv 

cwiPvjbv Kiv| 

 Awf‡hvMmg~n 

mgvavb Kiv  

 AmsMwVZ cwi‡lev 

cÖ`vb (†Kv‡qwi 

BZ¨vw`)| 

 AwZ mvaviY 

MÖvnK‡`i †mev 

cÖ`vb|  

 

11.8. Kj †m›Uvi/K›Uv± †m›Uv‡ii Kvh©vewji aib 

Kvh©KjvcMy‡jvi Ici wfwË K‡i Kj †mUvi/K›Uv± †m›Uvi MÖæcMy‡jv‡K 

wb¤œwjwLZfv‡e †kÖwYe× Kiv hvq— 

K.  BbevDÛ : ïay AbymÜvb, Aby‡iva/wb‡`©k Ges Awf‡hv‡Mi Rb¨ Kj MÖnY 

Kiv nq| 

L. AvDUevDÛ : weµq, mgx‣v, c‡Y¨i cÖPvi, msMÖn BZ¨vw`i j‡‣¨ 

MÖvnK‡`i Kj Kiv nq| 

M. wgkÖ †gvW : †mev, weµq BZ¨vw`i †‣‡Î m‡e©vËg MÖvnK †mev wbwðZ Ki‡Z 

GB †gv‡W BbevDÛ Ges AvDUevDÛ Kvh©µg GKB m‡½ e¨envi Kiv nq| 

 

11.8.1. mvaviY BbevDÛ Kvh©µg 

 AbymÜv‡bi DËi cÖ`vb| 

 Awf‡hvM bw_fy³ Kiv| 

 Aby‡iva MÖnY Kiv| 

 Avc Ges µm-†mwjs| 

 bZyb c‡Y¨i cÖPvi Kiv| 

 mswkøó KZ©…c‡‣i Kv‡Q RwUj mgm¨v Dc¯'vcb Kiv| 

 KwgDwbwU mvwf©m, eøM, †dvivg BZ¨vw` cwiPvjbv Kiv| 

 

11.8.2. mvaviY AvDUevDÛ Kvh©µg 

 ¯^vMZg Kj| 

 wbqwgZ Kj e¨vK Kiv| 

 weµq K¨v‡¤úBb cwiPvjbv Kiv| 

 Avc Ges µm-†mwjs Kiv| 

 we‡kl K¨v‡¤úBb Kiv| 

 Z_¨ msMÖn Ges †WUv Gw›Uª Kiv| 

 MÖvnK cÖwZwµqv/mš`wó msµvšÍ mgxÿv Kiv| 

 bZyb c‡Y¨i cÖPvi Kiv| 

 Kv‡jKkb| 

 wi‡Ubkb| 

11.9. K›Uv±/Kj †m›Uv‡i †KvqvwjwU A¨vmy‡iÝ 

¸Ygvb wbðqZv (†KvqvwjwU A¨vmy‡iÞ) n‡jv mvwf©m †Wwjfvwi wm‡÷g I 

cÖwµqvi gwbUwis, g~j¨vqb Ges wbqš¿Y Kivi GKwU cÖwµqv—hv‡Z †mev¸‡jv 

wba©vwiZ gv‡bi wK bv Zv wbwðZ Kiv hvq| †KvqvwjwU A¨vmy‡i‡Þi ˆewkó¨mg~n 

wb¤œiæc— 

 †mev cÖ`vb cÖwµqvi gvb wba©viY Kiv| 

 mvwf©m g~j¨vqb cÖwµqv msÁvwqZ Kiv| 

 cÖ‡`q mvwf©‡mi gwbUwis I g~j¨vqb| 

 cÖ‡`q mvwf©‡mi gvb m¤ú‡K© G‡R›U, mycvifvBRvi Ges e¨e¯'vcbvi Kv‡Q 

wdW‡eK cÖ`vb| 

 cÖwk‣‡Yi Rb¨ mycvwik Kiv| 

 †mev msµvšÍ Awf‡hvM mg~‡ni Z`šÍ Kiv| 

 ¸iæZ¡c~Y© mvwf©m d¨v±i I NUbvmg~n nvBjvBU Kiv| 

 cÖwµqvi DbœwZ Ges cwieZ©‡bi Rb¨ mycvwik Kiv| 

 G‡R›U‡`i cY¨ Ges wm‡÷g m¤^‡Ü Ávb nvjbvMv` Kiv| 

 ˆ`wbK wK¬wbs cwiPvjbv Kiv| 

 

12. Znwej ¯’vbvšÍi wb‡`©k cvVv‡bvi Rb¨ wm‡÷gmg~n 

 

12.1. †U‡j• (Telex) 

evsjv‡`‡ki e¨vsKMy‡jv †Uwj‡•i gva¨‡g we‡`wk ev ¯'vbxq e¨vs‡K Znwej 

¯'vbvšÍi ev Gjwm-m¤úwK©Z Z_¨ cvVv‡Z Ges MÖnY Ki‡Z e¨eüZ n‡Zv| wKš` 

eZ©gv‡b †U‡j•-Gi cwie‡Z© e¨vsKMy‡jv myBdU e¨envi Ki‡Q| Zvi 

A‡bKMy‡jv KviY i‡q‡Q| GB¸‡jv n‡jv— 

K.  †U‡j• evZ©vMy‡jv myiw‣Z bq| GwU we‡k¦i †h †Kv‡bv RvqMvq Aew¯'Z †h 

†Kv‡bv †gwkb †_‡K cvVv‡bv hvq| †U‡j• evZ©vMy‡jvi wbivcËvi Rb¨ 

GKwU ‗Test Key‘ e¨envi Kiv nq| ZviciI †U‡j• †_‡K 
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cÖZviYvg~jK evZ©v †cÖi‡Yi gva¨‡g †ek K‡qKwU cÖZviYvi NUbv N‡U‡Q| 

myBdU-Gi †‣‡Î, ïay GKRb Aby‡gvw`Z myBdU m`m¨ GKwU evZ©v †cÖiY 

Ki‡Z cv‡ib| cÖwZwU evZ©vi GKwU cwiPq _v‡K, hv wb‡`©k K‡i †h GwU 

†Kv_v †_‡K G‡m‡Q Ges GBfv‡e †cÖiK‡K cÖZviYvi †h‡Kv‡bv NUbvi 

Rb¨ `vqx Kiv †h‡Z cv‡i| 

L.  †U‡j• KLbI KLbI Mv‡e©R evZ©v ˆZwi K‡i hvi Rb¨ e¨vsKMy‡jv 

†cÖiK‡K evZ©vwU cybivq †cÖi‡Yi Rb¨ Aby‡iva K‡i| G‡Z mgq I e¨‡qi 

AcPq nq| 

M.  myBd‡Ui gva¨‡g evZ©v †cÖiY, †U‡j‡•i gva¨‡g †cÖi‡Yi †P‡q m¯Ív| 

N.  we‡k¦i 90% e¨vsK myBdU e¨envi Ki‡Q| Zv‡`i e¨vswKs A¨vwcø‡Kkb 

md&UIq¨viwU myBdU dg¨©v‡U evZ©v ˆZwi Ki‡Z Ges g¨vbyqvj n¯Í‡‣c 

QvovB MšÍ‡e¨ cvVv‡Z m‣g| GQvovI, GB A¨vwcø‡Kkb md&UIq¨viMy‡jv 

GKwU †`wk ev we‡`wk e¨vsK †_‡K myBdU Øviv cÖvß evZ©v co‡Z cv‡i 

Ges fvDPviMy‡jvi ¯^qswµqfv‡e †cvw÷s n‡q hvq| Ges wewfbœ wPwV, 

cÖwZ‡e`b Ges wee…wZ ¯^qswµqfv‡e cÖ¯`Z Kiv nq| d‡j †U‡j‡•i 

gva¨‡g evZ©v cvVv‡Z ev †U‡j‡•i gva¨‡g cÖvß evZ©vMy‡jvi AviI 

cÖwµqvKi‡Yi Rb¨ e¨vsK¸‡jvi AwZwi³ Rbe‡ji cÖ‡qvRb nq| d‡j 

†Uwj‡•i gva¨‡g †hvMv‡hv‡Mi Rb¨ Zviv we‡`wk e¨vsKMy‡jvi Kv‡Q 

AwZwi³ PvR© Av`vq K‡i| eZ©gv‡b †Kv‡bv e¨vsKB GB ai‡bi †hvMv‡hvM 

MÖnY K‡i bv, GgbwK AwZwi³ PvR© w`‡qI| 

 

12.2.myBdU (SWIFT) 
 

12.2.1. myBdU Kx? 

myBdU Gi msw‣ß iƒc Ô†mvmvBwU di Iqvì©IqvBW B›Uvie¨vsK wdb¨vwÝqvj 

†UwjKwgDwb‡KkbÕ| 

GwU †ejwRqvgwfwËK GKwU e¨vsK-gvwjKvbvaxb †Kv-Acv‡iwUf, hv 

wek¦e¨vcx Avw_©K m¤úª`vq‡K †mev cÖ`vb K‡i| myBdU 20 eQi Av‡M 

AvZ¥cÖKvk K‡iwQj Ges GLb GwU 178wU †`‡ki 6,495wU e¨vsK Ges 

Avw_©K cÖwZôvb‡K wbivc` †g‡mwRs mvwf©mmn 24-NÈv wek¦e¨vcx mv‡cvU© 

mvwf©m cÖ`vb K‡i hv‡‧Q| myBd‡Ui †Møvevj †bUIqvK© w`‡b M‡o 4 wgwjqb 

evZ©v enb K‡i| myBdU †bUIqv‡K© A_©cÖ`v‡bi evZ©vMy‡jvi Mo ˆ`wbK g~j¨ 2 

wUªwjqb Wjv‡ii Ic‡i Abygvb Kiv nq| myBdU Zvi MÖvnK‡`i LiP Kgv‡Z, 

A‡Uv‡gkb DbœZ Ki‡Z Ges SzuwK cwiPvjbv Ki‡Z mvnvh¨ K‡i| AvR Gi 

3,000 m`m¨ e¨vsKv QvovI myBdU e¨enviKvix‡`i g‡a¨ Dc-m`m¨ Ges 

AskMÖnYKvixiv †hgb †eªvKvi, Bb‡f÷‡g›U g¨v‡bRvi, wmwKDwiwUR 

wW‡cvwRUi Ges wK¬qvwis ms¯'v Ges ÷K G•‡PÃ i‡q‡Q|   

 

12.2.2. myBdU UªvwdK 

29 A‡±vei 1998-G myBd‡Ui Mo ˆ`wbK UªvwdK wQj 3.95 wgwjqb evZ©v 

hvi g‡a¨ m‡e©v‧P UªvwdK evZ©v wQj 4.28 wgwjqb| myBd‡Ui UªvwdK Avw_©K 

evRv‡ii we¯Í…Z cwim‡i KvR K‡i, hvi g‡a¨ i‡q‡Q †c‡g›U (64.4%), 

wmwKDwiwUR (28.9%), †UªRvwi (10.2%), †UªW dvBb¨vÞ (5.8%), Ges 

Ab¨vb¨ (2.9%)| myBd‡Ui UªvwdK BD‡ivc, ga¨cÖvP¨ Ges Avwd«Kv AÂ‡ji 

(60.6%) ci Av‡gwiKv (20.1%) Ges Gwkqv-c¨vwmwdK (15.2%) AÂ‡j 

†ewk| Z‡e BDGmG-†Z Kg©iZ me MÖvn‡Ki cvVv‡bv Uªvwd‡Ki cwigvY 

me‡P‡q †ewk Ges Zvi c‡i i‡q‡Q BD‡K Ges Rvg©vwb| iæU¸‡jvi g‡a¨ 

hy³ivR¨ Ges gvwK©b hy³iv‡óªi g‡a¨i iæUwU me©vwaK msL¨K UªvwdK enb 

K‡i| 

 

12.2.3. myBdU m`m¨c` 

myBdU m`m¨‡`i‡K wZbwU wefv‡M fvM Kiv hvq, †hgb— 

 

K. m`m¨ 

AvšÍR©vwZK Avw_©K evZ©v †cÖi‡Yi m‡½ RwoZ †h †Kv‡bv ms¯'v myBd‡Ui m`m¨ 

n‡Z cv‡i, †hgb WvP&-evsjv e¨vsK Gi m`m¨ n‡Z cv‡i| d‡j evsjv‡`‡k 

WvP&-evsjv e¨vsK Gi mg¯Í kvLvi †jUvi Ad †µwWU (Gj/wm) Ges Ab¨vb¨ 

evZ©v †hgb dvÛ UªvÞdv‡ii Rb¨ myBdU e¨envi Ki‡Z cv‡i| m`m¨iv myBdU-

Gi †kqvi‡nvìvi, d‡j Zv‡`i †fvUvwaKvi i‡q‡Q| m`m¨ e¨vsK‡K GKwU 8-

msL¨vi BIC (e¨vsK AvB‡Ww›Uwd‡Kkb b¤̂i) eivÏ Kiv nq †hgb WvP&-evsjv 

e¨vs‡Ki Rb¨ ‗DBBL BD DH‘ †hLv‡b BD gv‡b evsjv‡`k Ges DH gv‡b 

XvKv| BIC-Gi m‡½ wZbwU msL¨v †hvM K‡i kvLv wPwýZ Kiv n‡e| 

D`vniY¯^iƒc, WvP&-evsjv e¨vs‡Ki †jvKvj Awdm Ges AvMÖvev` kvLvi BIC 

nj h_vµ‡g ‗DBBL BD DH 101‘ Ges ‗DBBL BD DH 102‘|  

 

L. Dc m`m¨ 

Dc-m`m¨iv nq GKwU c…_K ms¯'v, hv Kgc‡‣ cÖZ¨ÿfv‡e 90% ev 

c‡ivÿfv‡e 100% GKRb m`‡m¨i gvwjKvbvaxb, ev m`m¨ cÖwZôv‡bi 

we‡`wk kvLv| D`vniY¯^iƒc, hw` WvP&-evsjv e¨vs‡Ki BDGmG-†Z GKwU kvLv 
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_v‡K, Zvn‡j †mB kvLvwU myBdU A¨v‡•m Ki‡Z cvi‡e bv, hw` bv GwU            

Dc-m`m¨ c` MÖnY bv K‡i|  

 

(M) AskMÖnYKvix 

AskMÖnYKvixiv mvaviYZ wbgœwjwLZ †Kv¤úvwbMy‡jvi g‡a¨ GKwU— 

i wmwKDwiwUR Ges Avw_©K DcKiY m¤úwK©Z †eªvKvi I wWjvi| 

ii wmwKDwiwUR Ges m¤úwK©Z Avw_©K DcKiY m¤úwK©Z ¯^xK…Z G•‡PÃ|  

iii  †m›Uªvj wW‡cvwRUwi Ges wK¬qvwis cÖwZôvb| 

iv  gvwb †eªvKvi| 

v Uªv÷ ev wd‡Wvmvwi †mev ms¯'vMy‡jv| 

vi Kv‡÷vwW I bwgbx †mev cÖ`vbKvixi mvewmwWqvwi| 

vii †iwR÷ªvi Ges UªvÞdvi G‡R›U ms¯'v| 

viii wewb‡qvM e¨e¯'vcbv cÖwZôvb| 

ix †c‡g›U wm‡÷‡g AskMÖnYKvixiv| 

x †Uª‡fjvm© †PK Bmy¨Kvix| 

xi †UªwWs Bbw÷wUDU| 

xii wmwKDwiwUR B‡jKUªwbK †UªW Kbdv‡g©kb (ETC) †mev cÖ`vbKvix| 

xiii GKwU e¨vs‡Ki cÖwZwbwa Awdm ev e¨vsKMy‡jvi GKwU Kb‡mvwU©qvg| 

xiv bb-†kqvi‡nvwìs e¨vsK| 

xv bb-†kqvi‡nvwìs Avw_©K cÖwZôvb Ges 

xvi  wbivcËv cÖw• †fvwUs ms¯'v| 

 

12.2.4. †Kb myBdU m`m¨ n‡Z n‡e? 

evsjv‡`‡ki e¨vsKMy‡jv †Uwj‡•i gva¨‡g GKwU we‡`wk e¨vs‡K/†_‡K Znwej 

¯'vbvšÍi ev Gj/wm-m¤úwK©Z Z_¨ cvVv‡Z Ges MÖnY Ki‡Z e¨eüZ nq| 

†U‡j•-Gi cwie‡Z© e¨vsKMy‡jv‡K myBdU e¨envi Kivi Rb¨ A‡bKMy‡jv KviY 

i‡q‡Q| G¸‡jv n‡jv— 

K.  †U‡j• evZ©vMy‡jv myiw‣Z bq| GwU we‡k¦i †h †Kv‡bv RvqMvq Aew¯'Z †h 

†Kv‡bv †gwkb †_‡K cvVv‡bv hvq| †U‡j• evZ©vMy‡jvi wbivcËvi Rb¨ 

GKwU ‗Test Key‘ e¨envi Kiv nq| ZviciI †U‡j• †_‡K 

cÖZviYvg~jK evZ©v †cÖi‡Yi gva¨‡g †ek K‡qKwU cÖZviYvi NUbv N‡U‡Q| 

myBdU-Gi †‣‡Î, ïay GKRb Aby‡gvw`Z myBdU m`m¨ GKwU evZ©v †cÖiY 

Ki‡Z cv‡ib| cÖwZwU evZ©vi GKwU cwiPq _v‡K, hv wb‡`©k K‡i †h GwU 

†Kv_v †_‡K G‡m‡Q Ges GBfv‡e †cÖiK‡K cÖZviYvi †h‡Kv‡bv NUbvi 

Rb¨ `vqx Kiv †h‡Z cv‡i| 

L.  †U‡j• KLbI KLbI Mv‡e©R evZ©v ˆZwi K‡i, hvi Rb¨ e¨vsKMy‡jv 

†cÖiK‡K evZ©vwU cybivq †cÖi‡Yi Rb¨ Aby‡iva K‡i| G‡Z mgq I e¨‡qi 

AcPq nq| 

M.  we‡k¦i 90% e¨vsK myBdU e¨envi Ki‡Q| Zv‡`i e¨vswKs A¨vwcø‡Kkb 

md&UIq¨viwU myBdU dg¨©v‡U evZ©v ˆZwi Ki‡Z Ges g¨vbyqvj n¯Í‡‣c 

QvovB MšÍ‡e¨ cvVv‡Z m‣g| GQvovI GB A¨vwcø‡Kkb md&UIq¨viMy‡jv 

GKwU †`wk ev we‡`wk e¨vsK †_‡K myBdU Øviv cÖvß evZ©v co‡Z cv‡i 

Ges fvDPviMy‡jvi ¯^qswµqfv‡e †cvw÷s n‡q hvq| Ges wewfbœ wPwV, 

cÖwZ‡e`b Ges wee…wZ ¯^qswµqfv‡e cÖ¯`Z Kiv nq| d‡j †U‡j‡•i 

gva¨‡g evZ©v cvVv‡Z ev †U‡j‡•i gva¨‡g cÖvß evZ©vMy‡jvi AviI 

cÖwµqvKi‡Yi Rb¨ e¨vsK¸‡jvi AwZwi³ Rbe‡ji cÖ‡qvRb nq| d‡j 

†Uwj‡•i gva¨‡g †hvMv‡hv‡Mi Rb¨ Zviv we‡`wk e¨vsKMy‡jvi Kv‡Q 

AwZwi³ PvR© Av`vq K‡i| eZ©gv‡b †Kv‡bv e¨vsKB GB ai‡bi †hvMv‡hvM 

MÖnY K‡i bv, GgbwK AwZwi³ PvR© w`‡qI| 

 

12.2.5. myBdU G wbivcËv 

myBdU wewfbœ ¯Í‡ii wbivcËv eRvq iv‡L| Acv‡iUi ïay GKwU evZ©v cÖ¯ÍyZ 

Ki‡Z cv‡ib| myBdU †bUIqv‡K© evZ©vwU †cv÷ Kivi Av‡M, GwU GKRb 

mycvifvBRvi Øviv Aby‡gv`b Ki‡Z nq| mycvifvBRvi cÖwZwU evZ©v mveav‡b 

cix¶v K‡i Ges Zvi cvmIqvW© cÖ`vb K‡i Zv Aby‡gv`b K‡ib| wewfbœ 

Kvh©µg Ges g~j¨‡ev‡ai Rb¨ GKvwaK ¯Í‡ii wbivcËv _vK‡Z cv‡i| ïay 

Aby‡gvw`Z Uvwg©bvj (m`‡m¨i Awd‡m Kw¤úDUvi) myBdU †bUIqv‡K©i m‡½ 

ms‡hvM Ki‡Z m‣g nq, Ab¨ †Kvb Kw¤úDUv‡ii ms‡hvM cÖZ¨vL¨vb Kiv 

n‡e| Gfv‡e Kov wbivcËv e¨e¯'v envj ivLv nq| 

ZvQvov mgm¨vi mgvavb I wm‡÷‡gi i‣Yv‡e‣Y Kv‡Ri Rb¨, `yRb 

wbivcËv Kg©KZ©v‡K g‡bvbxZ Ki‡Z n‡e—GKRb AvBwU wefvM †_‡K Ges 

GKRb AvBwW wefvM †_‡K| Zv‡`i‡K h_vµ‡g wbivcËv cvmIqv‡W©i cvU©-1 

Ges cvU©-2 †`Iqv n‡e| hw` †Kv‡bv mgm¨vi mgvavb ev i‣Yv‡e‣‡Yi Kv‡Ri 

cÖ‡qvRb nq, Dfq Kg©KZ©v‡K GKm‡½ cvmIqvW© e¨envi K‡i KvR Ki‡Z 

nq| 
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12.2.6. myBdU Kxfv‡e KvR K‡i? 

myBdU g~jZ X.25 cvewjK myBP †WUv †bUIqvK© (wcGmwWGb) Gi Ici wfwË 

K‡i GKwU wek¦e¨vcx †hvMv‡hvM gva¨g| GwU e¨vsK Ges Avw_©K cÖwZôv‡bi 

gvwjKvbvaxb Ges ZvivB GwU e¨envi K‡i| †bUIqvK©wU‡Z SAP bv‡g wKQy 

A¨v‡•m c‡q›U i‡q‡Q, hvi gva¨‡g e¨enviKvixiv myBdU †bUIqv‡K© cÖ‡ek 

K‡i| evsjv‡`‡ki KvQvKvwQ `ywU SAP wm½vcyi Ges fvi‡Zi gy¤̂vB‡Z 

Aew¯'Z| evsjv‡`‡ki m`m¨ e¨vsKMy‡jv †bUIqv‡K© evZ©v Rgv †`Iqv Ges MÖnY 

Kivi Rb¨ wm½vcy‡i ISD †Uwj‡dvb Kj K‡i| 

e¨vsKMy‡jv‡K Kw¤úDUvi, BDwcGm, wcÖ›Uvi, wjRW-jvBb mv‡cvU© g‡Wg, 

Eicon KvW©, DB‡ÛvR GbwU ev BDwb• md&UIq¨vi µq Ki‡Z nq| Hm‡ei 

cwigvY wbf©i Ki‡e e¨vsKMy‡jvi Øviv wbe©vwPZ myBdU G¨vjv‡qÞ md&UIq¨v‡ii 

ai‡bi Ici| A¨vjv‡qÝ md&UIq¨vi `ywU ai‡bi i‡q‡Q A¨vjv‡qÞ Gw›Uª Ges 

A¨vjv‡qÝ A¨v‡•m| ÔA¨vjv‡qÝ Gw›UªÕ GKwU ¯^Zš¿ md&UIq¨vi Ges Gi Rb¨ 

GK †mU nvW©Iq¨vi Ges DB‡ÛvR GbwU cÖ‡qvRb| ÔA¨vjv‡qÝ A¨v‡•mÕ n‡jv 

GKwU gvwë-cø¨vUdg©, eû-e¨enviKvix md&UIq¨vi| evZ©vi msL¨v, kvLvi 

msL¨v I mdUIq¨v‡ii ai‡bi Ici wbf©i K‡i GKvwaK †mU nvW©Iq¨v‡ii 

cÖ‡qvRb n‡Z cv‡i| A¨vjv‡qÝ A¨v‡•m md&UIq¨vi GKwU j¨vb (†jvKvj 

Gwiqv †bUIqvK©) Uvwg©bvj ev Wvqvj-Avc/wjR-jvBb Ges g‡Wg Øviv mshy³ 

`~ieZ©x kvLvMy‡jv‡Z Aew¯'Z Kw¤úDUviMy‡jv †_‡K myBdU Acv‡ikb Kivi 

my‡hvM †`q| hw` wjRW-jvBb e¨envi Kiv nq Ges kvLvMy‡jvi g‡a¨ WAN 

¯'vcb Kiv nq, Zvn‡j evZ©vMy‡jv ¯^qswµqfv‡e kvLvMy‡jv‡Z iæU Kiv hvq| 

BbIqvW© evZ©vMy‡jv cÖ_‡g †nW Awd‡m †cŠuQv‡e Ges Zvici mswkøó 

kvLvMy‡jv‡Z weZiY Kiv n‡e| AvDUIqvW© evZ©vMy‡jv mswkøó kvLvMy‡jv †_‡K 

cÖ_‡g †nW Awd‡mi mvf©v‡i Av‡m, Zvici †mMy‡jv SAP-†Z cvVv‡bv nq| 

A¨vjv‡qÞ A¨v‡•m md&UIq¨vi GQvovI d¨v• Ges †U‡j• †_‡K evZ©v 

cvVv‡Z/MÖnY Ki‡Z cv‡i| 

A¨vjv‡qÞ Gw›Uª I A¨vjv‡qÞ A¨v‡•m mdUIq¨vi `ywUB e¨vswKs 

A¨vwcø‡Kkb md&UIq¨vi †_‡K BbcyU MÖnY Ki‡Z cv‡i| hw` e¨vswKs 

md&UIq¨viwU myBdU dig¨v‡U AvDUIqvW© evZ©v ˆZwi Ki‡Z Ges BbIqvW© 

evZ©vMy‡jv co‡Z Ges cÖwµqv Ki‡Z m‣g nq, Zvn‡j †Kv‡bv myBdU 

Acv‡iU‡ii cÖ‡qvRb †bB| GB c×wZ‡Z Wywcø‡KU Z_¨ †cv÷ Kiv eÜ Ki‡Z 

mÿg, hv cÖ_g evi e¨vswKs A¨vwcø‡Kkb md&UIq¨v‡i Ges wØZxqevi myBdU 

md&UIq¨v‡i msNwUZ nq| 

Z‡e eZ©gv‡b cÖvq mKj e¨vsKB Av‡jvP¨ ms‡hvM c×wZi cvkvcvwk 

B›Uvi‡bU e¨envi K‡i myBd‡U ms‡hvM ¯'vcb Ki‡Q| 

 

 

 

12.2.7. myBd‡Ui mgm¨v¸‡jv Kx? 

myBd‡Ui wKQy Amyweav i‡q‡Q| Gi GKKvjxb e¨q Ges evwl©K mnvqZv PvR© 

†ewk| GKwU e¨vs‡Ki Rb¨ GKKvjxb m`m¨c` PvR©wU cÖvq 25 jvL UvKv Ges 

evwl©K mnvqZv PvR©wU cÖvq 4.5 jvL UvKvi KvQvKvwQ| e¨vsKMy‡jvi Kw¤úDUvi 

I †cwi‡dwiqvjMy‡jv‡ZI wewb‡qv‡Mi cÖ‡qvRb n‡e| evsjv‡`‡ki e¨vsKMy‡jvi 

Rb¨, SAP wm½vcy‡i Aew¯'Z myZivs evZ©v msMÖn I msµg‡Yi Rb¨ 

e¨vsKMy‡jv‡K wm½vcy‡i AvBGmwW †Uwj‡dvb Kj Ki‡Z n‡e| hw` myBdU, 

XvKvq Zvi SAP Bb÷j K‡I, Z‡e GB e¨q nªvm Kiv †h‡Z cv‡i| Av‡iKwU 

Dcvq n‡jv e¨vsKMy‡jv‡K myBdU †bUIqvK©¸‡jv‡K ms‡hv‡Mi Rb¨ wewUwUwei 

X.25 wcGmwWGb (cvewjK myBP †WUv †bUIqvK©) e¨envi Kivi AbygwZ 

†`Iqv| Z‡e myi‣vi Kvi‡Y myBdU wewUwUwei X.25 †bUIqv‡K©i m‡½ 

ms‡hvM mieivn Ki‡Z m¤§Z nq bv| myBd&‡Ui SITA Gi X.25 †bUIqv‡K©i 

m‡½ ms‡hvM i‡q‡Q (hv GqvijvBb wUwKU wm‡÷‡gi Rb¨ wek¦e¨vcx e¨eüZ 

n‡‧Q)| hw` e¨vsKMy‡jv SITA †_‡K ms‡hv‡Mi e¨e¯'v Ki‡Z cv‡i Z‡e 

myBdU nq‡Zv e¨vsKMy‡jv‡K GB ms‡hvMwU e¨envi K‡i wm½vcy‡i SAP Gi 

m‡½ ms‡hvM ¯'vc‡bi AbygwZ w`‡Z cv‡i| Z‡e eZ©gv‡b e¨vsK¸‡jv B›Uvi‡bU 

e¨envi K‡i myBd‡Ui m‡½ mshy³ n‡‧Q, hv †gv‡UB e¨qeûj bq|  

 

12.2.8. evsjv‡`‡k e¨enviKvix MÖæc 

cÖ_g cÖR‡b¥i e¨vsKMy‡jv : evsjv‡`‡ki mvZwU †emiKvwi Lv‡Zi e¨vsK 1999 

mv‡j myBd‡Ui cÖ_g cÖR‡b¥i m`m¨ n‡qwQj| e¨vsKMy‡jv n‡jv †ewmK, cÖvBg 

e¨vsK, Gwe e¨vsK, Bmjvgx e¨vsK, AvBGdAvBwm, BDwmweGj Ges Gbwmwm 

e¨vsK| 

wØZxq cÖR‡b¥i e¨vsK (2000 mv‡ji Ry‡b KvUIfvi) : evsjv‡`‡ki 

wZbwU †emiKvwi Lv‡Zi e¨vsK myBd‡Ui 2q cÖR‡b¥i m`m¨| e¨vsKMy‡jv n‡jv 

WvP&-evsjv e¨vsK, evsjv‡`k e¨vsK Ges XvKv e¨vsK|  

Z…Zxq cÖR‡b¥i e¨vsKMy‡jv (AvR Aewa KvUIfvi) : evwK e¨vsKMy‡jv 

myBd‡Ui Z…Zxq cÖR‡b¥i m`m¨| 

mg¯Í †`‡k, †hLv‡b Avw_©K Bbw÷wUDUMy‡jv myBdU e¨envi Ki‡Q, 

†mLv‡b K‡qKwU e¨enviKvix MÖæc Ges GKwU b¨vkbvj MÖæc i‡q‡Q| 
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evsjv‡`‡k, cÖ_g cÖR‡b¥i AskMÖnYKvix me e¨vsK wb‡q cÖ_g e¨enviKvix 

MÖæc MwVZ n‡qwQj| GB e¨enviKvix MÖæcwU b¨vkbvj MÖæ‡ci cÖwZwbwaZ¡ K‡i| 

 

13.3. evsjv‡`k A‡Uv‡g‡UW wK¬qvwis nvDm (BACH) 

g¨vbyqvj †PK wK¬qvwis ¯^vaxbZvi ciciB evsjv‡`k e¨vsK Øviv cÖv_wgKfv‡e  

 

 

 

Pvjy Kiv n‡qwQj| Zvic‡i evsjv‡`k e¨vs‡Ki c‡‣ †mvbvjx e¨vs‡Ki Øviv 

cwiPvwjZ 31wU †Rjvq AviI 33wU wK¬qvwis nvDm cÖmvwiZ Kiv n‡qwQj| 

g¨vbyqvj wK¬qvwis‡qi †ek wKQz Amyweav i‡q‡Q †hgb— 

—Bb÷ªy‡g‡›Ui ev¯Íe PjvP‡ji cÖ‡qvRb| 

—GKB wK¬qvwis nvD‡mi g‡a¨I wK¬qvwis Gi Rb¨ †ek K‡qK w`‡bi Rb¨ 

cÖ‡qvRb n‡Zv| 

—AvšÍtwK¬qvwis nvDR¸‡jvi g‡a¨ wK¬qvwis‡qi Rb¨ OBC-Gi cÖ‡qvRb n‡Zv 

hv cÖwµqv Ki‡Z 1 †_‡K 3 mßvn mgq wbZ| 

—A‡bK g¨vbyqvj cÖwµqv Ges Kv‡Ri Wzcwj‡Kkb| 

—`ye©j GgAvBGm| 

Dc‡iv³ welqMy‡jv KvwU‡q DV‡Z evsjv‡`k e¨vsK 2006 mv‡j evsjv‡`k 

A‡Uv‡g‡UW wK¬qvwis nvDm (BACH) ev¯Íevq‡bi Rb¨ GKwU cÖKí MÖnY 

K‡iwQj| 

BACH-Gi `ywU Dcv`vb i‡q‡Q 

 BACPS— e¨vsjv‡`k ¯^qswµq †PK cÖ‡mwms wm‡÷g Ges 

 BEFTN— evsjv‡`k B‡jKUªwbK Znwej ¯'vbvšÍi †bUIqvK© 

 

12.3.1.  evsjv‡`k A‡Uv‡g‡UW †PK cÖ‡mwms wm‡÷g (BACPS) 

BACPS evsjv‡`k e¨vs‡Ki BACH cÖK‡íi GKwU Dcv`vb| BACPS 

2011 mv‡ji A‡±ve‡i evsjv‡`k e¨vsK wK¬qvwis nvD‡m mshy³ n‡q‡Q|  

 

BACPS-Gi myweavmg~n 

 †h‡nZy BÞUªyg¨v›U ågY K‡i bv, ZvB GwU `ªæZ KvR K‡i|  

 GwU GKwU †K›`ªxq mgvavb d‡j †h †Kv‡bv AÂ‡ji BÞUªyg¨v›U GKw`‡bB 

wK¬qvwis Kiv hvq|  

 mg¯Í AÂ‡ji Rb¨ nvB-f¨vjy wK¬qvwis Pvjy Kiv m¤¢e n‡q‡Q|  

 D‧P `‣Zv, Kg e¨q| 

 D‧PZi MÖvnK mš`wó| 

 kw³kvjx GgAvBGm| 
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12.3.2.  evsjv‡`k B‡j±ªwbK Znwej ¯’vbvšÍi †bUIqvK© (BEFTN) 

BEFTN 2011 mv‡ji †deªæqvwi‡Z Pvjy n‡q‡Q| BEFTN  B‡j±ªwbK Dcv‡q 

e¨vsKMy‡jvi g‡a¨ Znwe‡ji †jb‡`b‡K mnvqZv K‡i| GwU wb¤œwjwLZ 

†jb‡`‡b mnvqZv K‡i— 

 †c-†ivj 

 we‡`wk †iwgU¨vÞ weZiY| 

 W‡gw÷K †iwgU¨vÞ weZiY| 

 †Kv¤úvwbi jf¨vsk weZiY| 

 Aemi fvZv cÖ`vb| 

 K‡c©v‡iU †c‡g›U cÖ`vb| 

 miKvwi fvZv cÖ`vb| 

GwUi †`ke¨vcx Kfv‡iR i‡q‡Q| miKv‡ii 100% gš¿Yvjq Ges 

wefvMMy‡jv BEFTN e¨envi K‡i Zv‡`i †eZb weZiY Ki‡Q| we‡`wk 

†iwgU¨v‡Þi GKwU eo Ask BEFTN e¨envi K‡i weZiY Kiv nq| †hgb 

†Kv‡bv we‡`wk †iwgU¨vÞ e¨vsK-A-†Z G‡m‡Q, wKš` Gi myweav‡fvMxi 

A¨vKvD›U e¨vsK-B-Gi m‡½ i‡q‡Q, ZLb e¨vsK-A BEFTN e¨envi K‡i 

e¨vsK-B-†Z †iwgU¨vÞ ¯'vbvšÍi K‡i _v‡K| 

 

12.4. GbwcGmwe (NPSB) 

b¨vkbvj †c‡g›U myBP, evsjv‡`k (GbwcGmwe) Avw_©K †jb‡`‡bi Rb¨ GKwU 

B‡jKUªwbK cø¨vUdg©| KvW©wfwËK I B›Uvi‡bU wfwËK Avw_©K †jb‡`‡bi 

†‣‡Î, GwU evsjv‡`‡ki e¨vsKMy‡jv‡K G‡K Ac‡ii m‡½ mshy³ K‡i|                 

KvW©wfwËK Avw_©K †jb‡`bMy‡jv GwUGg Ges cm Uvwg©bvj e¨envi K‡i ïiæ 

Kiv nq| d‡j e¨vsK-A Gi MÖvnK A_© D‡Ëvj‡bi Rb¨ e¨vsK-B Gi GwUGg 

e¨envi Ki‡Z cv‡ib| e¨vsK-A Gi m‡½ Zvi A¨vKvD›UwU Zvr‣wYKfv‡e 

evsjv‡`k e¨vs‡Ki NPSB wm‡÷‡gi gva¨‡g †WweU Kiv n‡e| GKBfv‡e, 

e¨vsK-A Gi MÖvnK e¨vsK-B Øviv Bb÷j Kiv GKwU cm Uvwg©bvj †_‡K Zvi 

kwcs wejMy‡jv cÖ`vb Ki‡Z cv‡ib| MÖvnK KvW©wfwËK Avw_©K †jb‡`‡bi Rb¨ 

†Kv‡bv †WweU ev †µwWU KvW© e¨envi Ki‡Z cv‡ib| 

B›Uvi‡bUwfwËK Avw_©K †jb‡`b ZLbB nq hLb MÖvnK Zvi e¨vs‡Ki 

(e¨vsK-A) B›Uvi‡bU e¨vswKs wm‡÷gwU e¨envi K‡i e¨vsK-B Gi Ab¨ 

GKRb MÖvn‡Ki A¨vKvD‡›U A_© ¯'vbvšÍi Ki‡Z Pvb| G‡‣‡Î MÖvnK‡K Zvi 

†jb‡`bwU Aby‡gv`‡bi Rb¨ 2FA (Uz-†d±i A‡_bwU‡Kkb) e¨envi Ki‡Z 

nq|  

 

12.5. AviwUwRGm (RTGS) 

wi‡qj UvBg MÖm †m‡Uj‡g›U (AviwUwRGm) Ôwi‡qj-UvBgÕ-G GKwU eo As‡Ki 

Znwej GK e¨vsK †_‡K Ab¨ e¨vs‡K ¯'vbvšÍ‡ii Rb¨ e¨eüZ nq| GwU e¨vswKs 

P¨v‡b‡ji gva¨‡g `ªæZZg A_© ¯'vbvšÍ‡ii wm‡÷g| Ôwi‡qj-UvBgÕ-G wb®úwË 

gv‡b A_© cÖ`v‡bi †jb‡`b ZrÿYvr msNwVZ nq| ÔMÖm †m‡Uj‡g›UÕ A_© 

†jb‡`bwU Ab¨ †Kv‡bv †jb‡`‡bi m‡½ mshy³ ev †bU bv K‡i GKwU GKwU 

K‡i wb®úwË Kiv nq| †h‡nZz †K›`ªxq e¨vs‡Ki †jRv‡i A_© ¯'vbvšÍi msNwUZ 

nq, ZvB GB wm‡÷‡g A_© cÖ`vb P‥ovšÍ Ges AcwieZ©bxq wnmv‡e a‡i †bIqv 

nq| 

 

12.6. wPcm (CHIPS) 

40 eQ‡iiI †ewk mgq a‡i, wPcm (wK¬qvwis nvDm B›Uvie¨vsK †c‡g›Um 

wm‡÷g) Iq¨vi UªvÞdvi cÖ`v‡bi †‣‡Î wbf©i‡hvM¨Zv, `‣Zv Ges D™¢ve‡bi 

gva¨‡g GKwU BÛvw÷ª ÷¨vÛvW© wba©viY K‡i‡Q| wek¦e¨vcx kxl©¯'vbxq 

e¨vsKMy‡jv, Zv‡`i K‡ivm‡c‡Û›U Ges MÖvnKiv wbfz©j I wi‡qj-UvBg 

†c‡g‡›Ui Rb¨ wPc‡mi Ici wbf©ikxj| eZ©gv‡b BDGm µm-eW©vi †jb‡`‡bi 

95% Ges Avf¨šÍixY †jb‡`‡bi cÖvq A‡a©K wPc‡mi gva¨‡g msNwUZ nq, hv 

cÖvZ¨wnK Avq 1.5 wUªwjqb Wjv‡ii mgvb| 

wPcm Ô`¨ wK¬qvwis nvDmÕ Øviv cwiPvwjZ nq, hv wewfbœ ai‡bi Avw_©K 

cÖwZôv‡bi Rb¨ ACH, †ccvi †PK G•‡PÃ Ges †PK B‡gR G•‡PÃ 

mvwf©mI cÖ`vb K‡i _v‡K|  

 

12.7. †dWIqvi (FEDWIRE) 

AvbyôvwbKfv‡e †dWv‡ij wiRvf© Iq¨vi †bUIqvK© wnmv‡e cwiwPZ, †dWIqvi 

n‡jv †dWv‡ij wiRvf© e¨vsKMy‡jv Øviv cwiPvwjZ GKwU wi‡qj UvBg MÖm 

†m‡Uj‡g›U dvÛ UªvÞdvi wm‡÷g, hv Avw_©K cÖwZôvbMy‡jv B‡jKUªwbKfv‡e 

Zvi 9,289 GiI †ewk m`‡m¨i (gvP© 19, 2009 ch©šÍ) g‡a¨ Znwej ¯'vbvšÍi 

Ki‡Z cv‡i| †emiKvwifv‡e AbywôZ wK¬qvwis nvDm B›Uvie¨vsK †c‡g›Um 

wm‡÷g (CHIPS) Gi m‡½ GK‡Î FEDWIRE GKwU nvB-f¨vjy I UvBg-

wµwUKvj †`kxq Ges AvšÍR©vwZK A_© cÖ`v‡bi Rb¨ gvwK©b hy³iv‡óªi GKwU 

cÖavb †bUIqvK©| GwU AZ¨šÍ w¯'wZ¯'vcK (resilient) Ges wiWv‡Û›U nIqvi 
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Rb¨ wWRvBb Kiv n‡q‡Q| 2007 mv‡j †dWIqv‡ii gva¨‡g ¯'vbvšÍwiZ gy`ªvi 

Mo wQj ˆ`wbK cÖvq 2.7 wUªwjqb Wjvi Ges ˆ`wbK Mo A_© cÖ`v‡bi msL¨v 

wQj cÖvq 537,000wU| 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ch©v‡jvPbvg~jK cÖkœvewj 

 

1)  Multiple Choice Questions (MCQ) 
 

i)  Which one is not an Alternative Delivery Channel? 

a) ATM   b) Branch   c) Agent Banking  d) Internet 
Banking 

ii)  In which device, cash can be deposited by the customer? 

a) ATM    b) POS   c) CRM   d) UPS 

iii)  Which protocol is used in ATM to communicate with a 
Switch? 

a) TCP/IP   b) LAN   c) NDC+   d) C++ 

iv)  Which bandwidth is required for ATM communication? 

a) 64 kbps  b) 1 Gbps   c) 16 kbps   d) 512 kbps 

v)  Why a card become a hot card and thus captured by 
ATM? 

a) Insufficient cash in ATM   b) Insufficient balance in 
account c) Wrong PIN used 3 times   d) Wrong amount 
inserted 3 times 

vi)  Which of the following is a card fraud? 

a) Skimming   b) Clustering   c) Replication    

d) Encryption 

vii)  Which of the following is not a POS transaction? 

a) Sale   b) Void  c) Refund  d) Buy 

viii) Pre-authorization transaction in POS is usually used in 
which merchant? 

 a) Electronic  b) e-commerce  c) Hotel  d) Grocery 

ix)  The printer used in a POS terminal is called: 

a) Dot Matrix   b) Laser Jet   c) Vacuum   d) Thermal 
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x)  The Bank which issue a credit card is called: 

a) Issuer   b) Acquirer  c) Merchant  d) Branch 

xi)  Off-us transactions are also called: 

a) Not on-us   b) Remote on-us   c) Remote off-us   d) 
None of the above 

xii)  Which one is not a debit card income? 

a) Issuance fee  b) Renewal fee   c) Replacement fee  d) 
Late payment fee 

xiii)  Internet Banking is also known as: 

a) Online banking  b) Branch banking  c) Smart banking  
d) Home banking 

xiv) Which of the following is not a P2B transaction? 

a) Utility Bills Payment   b) Mobile TopUp c) Merchant 
Payment  d) Income Tax Payment 

xv)  Which of the following is not a category of Swift 
customer? 

a) Member  b) Sub-member  c) Participants  d) Principal 
member 

 

2. Fill in the gap(s) 
 

i)  In case of cash non-dispensed from ATM, the cardholder 
should report to … 

ii)  Bangladesh Bank is the …generation member of use 
groups of SWIFT in Bangladesh. 

iii)  BACH has two components: a) …and  b) … 

iv)  BEFTN went live on … 

v)  There are two types of ATMs: Lobby Type and …type. 

vi)  EMV stands for …. 

vii)  ATM safe is available in two standards: UL and …. 

viii)  The captured cash of ATM is stored in …. 

ix)  POS stands for …. 

x)  A POS terminal can communicate with Data Center using 
PSTN or…. 

xi)  Recording of information on the magnetic strip is called 
…. 

xii) In the EMVCo … MasterCard and VISA each have 25%  
share. 

xiii) Phishing is collection of …by presenting a fake web-site 
address to the user. 

xiv) Buying and selling of goods and services over internet is 
called… 

xv) SWIFT stands for …. 

xvi)  BEFTN stands for …. 

xv)  RTGS stands for … 
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m¤¢ve¨ cÖkœvewj 

 

1.  Name 10 channels for alternative delivery of banking 
services and 7 fund transfer systems. 

2.  List 5 components of an ATM. 

3.  What is the function of a cash dispenser in ATM? 

4.  What services a customer gets from an ATM? 

5.  How ATM works in case of on-us debit card transaction and 
on-us credit card transaction? 

6.  How ATM works in case of not-on-us transaction using an 
international credit card? 

7.  Mention the differences between a lobby type and the 
through-the-wall type ATM. 

8.  Mention the function of a card reader in ATM. 

9.  Why a printer is required in ATM? 

10. Which technology is used for counting and dispensing 
money from ATM? 

11. Which safe is stronger – UL291 or CEN? Why? 

12. Why number of times cash is refilled in CRM is lower than 
that in ATM? 

13. How bank resolve the issue of cash non-dispensed, but 
account is credited? 

14. What is a reject bin and why it is used? 

15. What kind of connectivity is use in ATM? 

16. What is hot card? 

17. List the different expense heads of an ATM booth. 

18. How skimming happen and how this can be stopped? 

19. ATM + CDM = CRM. Explain. 

20. How a POS terminal is used for settlement of merchant bill? 

21. How a POS terminal id connected to server in datacenter? 

22. Describe following functions of a POS terminals: Sale, 
Void, Refund, Pre-auth, Cash Advance. 

23. Describe how a not-on-us transaction occurs in a POS 

terminal. 

24. Describe the following : PIN Pad, Merchant Commission, 
Interchange fee. 

25. Narrate the different types of frauds found in POS terminal 
and their remedies. 

26. What are the different type of cards? Describe any two of 
them. 

27. Define the following in relation to cards : Issuer, Acquirer, 
On-Us transaction, Not-on-us transaction, Remote on-us 
transaction, Charge back. 

28. What are the differences between an EMV card and Chip 
card? 

29. What is Liability Shifting? 

30. Name five international payment associations. Write a 
paragraph on any one of them. 

31. What are the source of income of a bank from credit card 
business? 

32. What do you mean by card personalization? 

33. Define card encoding and card embossing. 

34. Write a paragraph on card fraud and its prevention. 

35. What are the technological solutions against card 
counterfeiting? 

36. What is EMV? How it is secured? 

37. Why banks should move to EMV? 
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38. What are the standard rules to follow by Internet Banking 
clients? 

39. Mention 3 valid and 3 invalid password for Internet 
Banking. 

40.  List a few functions of an Internet Banking. 

41. What are the common frauds in Internet Banking and how 
these can be prevented? 

42. How phishing is used in collecting Internet Banking log-in 
ID and Password? 

43. What is a digital signature? Where and why it is used? 

44. What is a two-factor-authentication? How this prevent 
Internet Banking fraud? 

45.  Mention a few differences between sms and alert banking. 

46.  Sate the life cycle of an e-commerce transaction? 

47.  How Internet Payment Gateway works? 

48.  How an OTP can secure an e-commerce transaction? 

49. What are the common frauds in e-commerce transaction 
and what are the possible remedies? 

50.  Mention five MFS activities. Describe any two of them. 

51. Why transaction limit is imposed in MFS? 

52. Why MFS is not cheap for customers? 

53. What are the differences among Bank-led, Non-Bank-Led 
and Bank-NBFI-Govt-Lead MFS models? Currently which 
model is prevailing in our country? 

54. Describe advantages and disadvantages of using sms and 
USSD as connectivity media for MFS. 

55. What is an Agent Banking? What are the objectives of 
introduction of Agent Banking in Bangladesh? 

56.  Write a para on the history of Agent Banking. 

57. What is the strategy behind introduction of Agent Banking 
in Bangladesh? 

58. Write the resent status of Agent Banking in Bangladesh 
with respect to Number of Outlets, accounts, banks in 
Agent banking, and amount of deposit, Credit and inward 
foreign remittance. 

59. Describe Distribution-Led model of Agent Banking. 

60. Differentiate between the models : Unit agemt model and 
bank led model. 

61. What are differences among : Agent, Sub-Agent and Unit 
Agent? 

62. What kind of banking services are allowed in Agent 
Banking? 

63. Which banking services are not allowed in Agent Banking? 

64. What are the current transaction limits for Savings account 
holders in Agent Banking? 

65. When an Agent Banking become profitable? 

66.  Mention a few of the challenges of Agent Banking. 

67. What is a Call Center? 

68. What are the differences between a Call Center and a 
Contact Center? 

69. Name the different modes of communication for a Contact 
Center? 

70. What are the key components of a Contact Center? Narrate 
them. 

71.  Present Call Flows of a Call Center. 

72. Write key features of self-service and assisted-service of a 
all Center? 

73. List five common Inbound and five common outbound 
activities of a Call Center. 

74. What do you mean by Quality Assurance at a Call Center? 
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75. What is the abbreviation of SWIFT? 

76. What are the three different categories of membership in 
SWIFT? Narrate two of them. 

77. Why a bank should become a member of SWIFT? 

78.  Is the SWIFT secured? Why? 

79.  How SWIFT works? 

80. What are the drawbacks of SWIFT? 

81. What are the abbreviations of the followings: 

      a) BACH,  b) BACPS,  c) BEFTN,   d) NPSB,  e) RTGS 

82. What are the demerits of manual clearing house? What was 
the solution to these issues? 

83. What are the benefits of BACPS? 

84. What transactions can be performed using BEFTN? 

 

 

 

 

 

 

 

 

 

 

 

 

gwWDj-wW 

AvBwmwU wbivcËv, mvBevi wbivcËv, AvBwmwU SzuwK 

e¨e¯'vcbv, gvb, cÖweavb I AvBwb KvVv‡gv 

 

1. AvBwmwU wbivcËv (ICT Security) 
AvBwmwU wmwKDwiwU n‡jv GKwU wbivcËv e¨e¯'v, hv Af¨šÍixY I evwn¨K ûgwK 

†_‡K GKwU cÖwZôv‡bi AvBwU AeKvVv‡gv, †bUIqvK©, †WUv Ges Z_¨ myiw‣Z 

Ki‡Z e¨eüZ nq| Gi g‡a¨ i‡q‡Q wdwRK¨vj wmwKDwiwU, †bUIqvK© 

wmwKDwiwU, †WUv †m›Uvi Ges wWAviGm wmwKDwiwU, G‡•m K‡›Uªvj, fvBivm 

†cÖv‡UKkb, WvUv‡em wm‡÷g wmwKDwiwU, B‡gj wmwKDwiwU Ges GwWwm Ges 

e¨vsK KvW© Gi wbivcËv|  

1980 mv‡j evsjv‡`‡k e¨vswKs Kvh©µ‡gi †Kv‡bv A‡Uv‡gkb wQj bv| 

MÖvnK‡`i A¨vKvD‡›Ui e¨v‡jÞ Ges †WweU I †µwW‡Ui g‡Zv †jb‡`b †iKW© 

Ki‡Z GKwU eo g¨vbyqvj †jRvi e¨envi Kiv n‡Zv| A¨vKvD‡›Ui my‡`i 

cwigvY GKwU K¨vjKz‡jUi e¨envi K‡i MYbv Kiv n‡Zv hvi djvdj GKwU 

eo wdwRK¨vj †jRv‡i †iKW© Kiv n‡Zv| B›Uvi‡bU, mvBevi wmwKDwiwU, 

n¨vwKs, wdwks, i¨vbmgIq¨vi, g¨vjIq¨vi, fvBivm, A¨vw›UfvBivm, 

dvqviIqvj, ivDUv‡ii g‡Zv K‡qKwU k‡ãi Aw¯ÍZ¡ ZLb wQj bv| 

ax‡i ax‡i, e¨vsKMy‡jv cÖwZwU gv‡mi †k‡l A¨vKvD›U e¨v‡jÞ, Gi 

†jb‡`b Ges e‡Kqv my‡`i wnmve †iKW© Ki‡Z md&UIq¨vi Pvjy Ki‡Z ïiæ 

K‡i| d‡j GKRb e¨vsKv‡ii wWDwU D‡jøL‡hvM¨fv‡e nªvm †c‡q hvq Ges 

e¨vsKviiv Zv‡Z A‡bKvs‡k Lywk nq| GB A¨vKvD›U e¨v‡jÞ Ges 

†jb‡`bMy‡jv GKwU Kw¤úDUv‡ii ¯'vbxq nvW© wW‡¯‹ †iKW© Kiv n‡Zv| GKB 

e¨vs‡Ki Ab¨ kvLvi m‡½ ms‡hv‡Mi cÖ‡qvRb wQj bv| 

cieZ©x‡Z, Ab¨vb¨ e¨vswKs Kvh©µg †hgb †Rbv‡ij †jRvi, †µwWU 

msµvšÍ Kvh©vewj Ges ˆe‡`wkK evwYR¨ msµvšÍ Kvh©vwej md&UIq¨viwU‡Z hy³ 

Kiv nq, hv e¨vsKvi‡`i AviI †ewk ¯^w¯Í w`‡q‡Q| 

Ae‡k‡l, wewfbœ K¬v‡q›U‡`i KvQ †_‡K AvšÍt-kvLv †jb‡`b Ges GwUGg 

†_‡K UvKv D‡Ëvj‡bi `vwe, e¨vsKMy‡jv‡K GKwU †m›UªvjvBRW md&UIq¨vi 

¯'vcb Ki‡Z eva¨ K‡i| d‡j A¨vKvD‡›Ui e¨v‡jÞ Ges A¨vKvD‡›Ui mg¯Í 

†jb‡`b †K›`ªxqfv‡e GKwU †WUv †m›Uv‡i †iKW© Kiv nq| G‡Z mviv †`‡k 
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e¨vs‡Ki †WUv‡em D‡b¥vwPZ nq| mviv †`‡k Aew¯'Z kvLv Ges GwUGgMy‡jv 

GKwU IqvBW Gwiqv †bUIqvK© (Iqvb) e¨envi K‡i †K›`ªxq †WUv‡em A¨v‡•m 

K‡i| †WUv‡e‡m Abby‡gvw`Z A¨v‡•m Ges MÖvn‡Ki †WUv Pzwii SzuwK (Ges 

†hgb A_©) cÖ_gev‡ii Rb¨ D‡Ø‡Mi welq n‡q I‡V| AvBwU †ckv`viiv Zv‡`i 

WvUv‡em i‣v Ki‡Z ïiæ K‡i Ges †bUIqv‡K© dvqviIqvj ¯'vcb K‡i| 

Zvic‡i evwo, Awdm ev †`‡ki evB‡i †_‡K MÖvnK‡`i A¨vKvD›U 

A¨v‡•m Kivi `vwe GKwU ¸iæZ¡c~Y© welq n‡q I‡V Ges wfmv I gv÷viKvW© 

†µwWU KvW© †jb‡`‡bi Rb¨ †`‡ki evB‡i †hvMv‡hv‡Mi cÖ‡qvR‡b 

e¨vsKMy‡jv‡K B›Uvi‡b‡Ui m‡½ ms‡hvM Ki‡Z eva¨ K‡i| B›Uvi‡b‡Ui m‡½ 

e¨vs‡Ki ms‡hvM cy‡iv e¨vswKs e¨e¯'v‡K wbivcËvi Rb¨ LyeB SzuwKc~Y© K‡i 

†Zv‡j| dj¯^iƒc, †`‡ki ev we‡k¦i †h †Kv‡bv RvqMv †_‡K n¨vKviiv e¨vs‡Ki 

†bUIqvwK©s wm‡÷‡g †Kv‡bv myi‣v ÎæwU Lyu‡R †c‡j Zviv AwZ mn‡RB e¨vswKs 

†WUv‡e‡m A¨v‡•m †c‡Z cv‡i| 

GB ch©v‡q, †WUv †m›Uvi (wWwm) GKwU e¨vs‡Ki AvBwU wm‡÷‡gi me‡P‡q 

¸iæZ¡c~Y© Ask n‡q D‡V‡Q| †h‡Kv‡bv `y‡h©v‡Mi †‣‡Î †WUv wbivc` Ges 

mnRjf¨ ivL‡Z, AvBwU †ckv`viiv GKwU wWRv÷vi wiKfvwi mvBU 

(wWAviGm) Ges wbqvi †WUv †m›Uvi (GbwWwm) ˆZwi K‡ib| cÖvK…wZK 

`y‡h©v‡Mi †‣‡Î †WUv cybiæ×v‡ii Rb¨ wWAviGm GKwU wfbœ wmmwgK †Rv‡b 

ˆZwi Kiv n‡jI, wWwm‡Z eo ev †QvULv‡Uv `yN©Ubvi †‣‡Î `ªæZ Acv‡ikb ïiæ 

Kivi Rb¨ GKB kn‡i GbwWwm ˆZwi Kiv nq| 

 †h‡nZz evsjv‡`‡ki e¨vsKMy‡jv‡Z mg¯Í cÖhyw³MZ D™¢veb i‡q‡Q, ZvB 

AvBwmwU ûgwKMy‡jv‡K wbgœiƒcfv‡e wef³ Kiv †h‡Z cv‡i— 

 

1.1. e¨emvi avivevwnKZv ûgwK (Business Continuty Threats) 

GwU GK ai‡bi ûgwK hvi d‡j †WUv †m›Uv‡i †Kv‡bv mvf©vi ev miÃv‡gi 

†dBwjDi N‡U Ges wm‡÷gwU e¨enviKvix Ges MÖvnK‡`i Kv‡Q Abycjä 

(unavailable) _v‡K| kvLvi Kg©KZ©viv MÖvnK‡`i e¨vswKs †mev cÖ`vb Ki‡Z 

cv‡ib bv| GQvovI MÖvnKiv GwUGg, wcIGm, B-Kgvm© mvBU ev B›Uvi‡bU 

e¨vswKs‡q †jb‡`b Ki‡Z cv‡ib bv| MÖvnKiv Amš`ó nb Ges e¨vsK e¨emvi 

avivevwnKZv wbwðZ Ki‡Z bv cvi‡j Zviv e¨vsK †Q‡o †h‡Z cv‡ib| e¨emvq 

weiwZ wbgœiƒcfv‡e †kÖwYe× Kiv †h‡Z cv‡i— 

 

 

K) mij †eªKWvDb (Simple Breakdown) 

†WUv †m›Uv‡i mnR ev mvgvb¨ †eªKWvD‡bi Kvi‡Y, wm‡÷g K‡qK wgwbU †_‡K 

K‡qK NÈvi Rb¨ Abycjä (unavailable) _vK‡Z cv‡i| GB ai‡bi 

fvO‡bi KviY Ges Gi cÖwZKvi †Uwej-1 G †`Iqv Av‡Q| 

 

†Uwej 1 

KviYmg~n cÖwZKvi 

mvf©vi A-Kvh©Ki 

 

 †WUv‡em mvf©v‡ii Rb¨ A¨vw±f-A¨vw±f 

K¬v÷vwis‡qi e¨envi 

 A¨vwcø‡Kkb mvf©v‡ii Rb¨ †bUIqvK© †jvW e¨v‡jwÞs 

(NLB) e¨envi Kiv 

†bUIqvK© miÃvg wiWv‡Û›U A¨vw±f-A¨vw±f †bUIqvK© BKzBc‡g›U 

e¨envi Kiv 

BDwcGm wiWv‡Û›U BDwcGm e¨envi  

kxZjKiY e¨e '̄v GKwUf-÷¨vÛevB †Kvwjs wm‡÷g e¨envi    

 

L) †gRi kvUWvDb (Major Shutdown) 

†WUv †m›Uv‡i GKwU eo †eªKWvD‡bi Kvi‡Y, wm‡÷gwU K‡qK NÈv ev K‡qK 

mßv‡ni Rb¨ Abycjä _vK‡Z cv‡i| GB ai‡bi †eªKWvD‡bi KviY Ges Gi 

cÖwZKvi mviwY 2 G †`Iqv n‡q‡Q| 

 

†Uwej 2 

KviYmg~n cÖwZKvi 

†WUv‡em (wWwe) bó n‡q 

hvIqv  

wbqvi †WUv †m›Uvi '̄vcb Kiv 

†WUv‡eR bó nIqvi c~‡e©i Ae '̄vq wd‡i hvIqvi 

myweav _vKv 

†÷v‡iR bó n‡q hvIqv  wbqvi †WUv †m›Uvi '̄vcb 

GKB wWwm ev wbqvi wWwmi Avjv`v †÷v‡i‡R 

RMAN e¨vKAvc †bIqv  

†WUv‡m›Uvi Av¸‡b ‣wZMÖ Í̄ 

nIqv  

wbqvi †WUv †m›Uvi '̄vcb 

 

M) f‚wgK¤ú, eb¨v I N~wY©S‡oi g‡Zv cÖvK„wZK `y‡h©v‡Mi Kvi‡Y †WUv †m›Uvi 

bó n‡q †M‡j (Data Center Collapsed due to natural calamity 

like Earthquake, Flood and Cyclone) 
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f‥wgK¤ú, eb¨v Ges N~wY©S‡oi g‡Zv cÖvK…wZK `y‡h©v‡Mi Kvi‡Y †WUv †m›UviwU 

bó n‡q co‡j, wm‡÷gwU GK mßvn †_‡K K‡qK gvm ch©šÍ Abycjä _vK‡Z 

cv‡i| GB ai‡bi †‣‡Î, e¨emv Pvwj‡q hvIqvi Rb¨ GKwU wfbœ wmmwgK 

†Rv‡b GKwU wWRv÷vi wiKfvi mvBU ev wech©q †gvKvwejv †K›`ª ev 

(wWAviGm) Ges GKB kn‡i GKwU wbqvi †WUv †m›Uvi (GbwWwm) ˆZwi Kiv 

Riæix| wbqvi †WUv †m›UviwU‡Z †WUv †m›Uv‡ii g‡Zv GKB ÿgZv m¤úbœ 

BKzBc‡g›U _vK‡Z n‡e Ges GKB ai‡bi †hvMv‡hvM ms‡hvM _vK‡Z n‡e|   

 

1.2. Af¨šÍixY ûgwK (Internal Threats) 
 

K) Amš`ó ev `yb©xwZMÖ¯Í Kg©Pvix (Unsatisfied or Corrupt Employee) 

GKwU e¨vs‡Ki Amš`ó Kg©Pvix ev `yb©xwZMÖ¯Í Kg©Pvixiv †WUv ev Z_¨ Pzwi K‡i 

n¨vKvi‡`i nv‡Z Zy‡j w`‡Z cv‡i| 

 

L) WvUv‡em weªwPs (Database Breaching) 

hw` GKwU †WUv‡em, hv ms‡e`bkxj e¨vswKs ev †µwWU KvW© †WUv msiÿb 

K‡i, Zv hw` e¨vs‡Ki A‡bK A¨vWwgwb‡÷ªU‡ii Kv‡Q mn‡RB A¨v‡•m‡hvM¨ 

(GKB cvmIqvW© fvM K‡i) nq, GwU †WUv Pzwi ev B‧QvK…Zfv‡e †WUv ‣wZi 

Kvib n‡Z cv‡i| GgZve¯'vq Gi Rb¨ `vqx A¨vWwgwb‡÷ªUi‡K wPwýZ Kiv 

KwVb| 

 

1.3. †gvevBj wdb¨vwÝqvj mvwf©m (GgGdGm) m¤úwK©Z SzuwK (MFS 

related Risks) 

Ic‡i ewY©Z ûgwKi Kvi‡Y †gvevBj dvBb¨vwÞqvj mvwf©‡miI †mevi 

AbycjäZvi SzuwK i‡q‡Q| Z‡e GwU MÖvnK I †`‡ki Rb¨ bZyb ai‡bi Ab¨vb¨ 

SzuwK wb‡q G‡m‡Q| GMy‡jv mviwY 3 G Dc¯'vcb Kiv n‡q‡Q|  

 

†Uwej-3 

MÖvnK ev †`‡ki Rb¨ 

SzuwK 

 

cÖwZKvi 

wmg †K¬vwbs I MFS 

MÖvn‡Ki A¨vKvD›U †_‡K 

UvKv D‡Ëvjb 

hLb GKwU MNO LyPiv we‡µZvi Kv‡Q GKwU 

Avmj wmg Ab¨ GKwU bZyb wmg Øviv cÖwZ '̄vwcZ 

nq, ZLb MNO GB Z_¨wU GgGdGm †mev 

cÖ`vbKvix cÖwZôvb‡K cvVv‡e| MFS †mev 

cÖ`vbKvix cÖwZôvb Awej‡¤^ MÖvn‡Ki A¨vKvD›U eøK 

Ki‡e| Zvici, MFS †mev cÖ`vbKvix cÖwZôvb 

cÖK…Z wmg avi‡Ki KvQ †_‡K GKwU Kj cvIqvi 

c‡iB h_vh_ hvPvBc~e©K A¨vKvD›UwU cybivq mPj 

Ki‡e| G‡Z wmg †K¬vwbs Gi gva¨‡g MFS 

A¨vKvD‡›U cÖZviYv eÜ n‡q hv‡e| 

Puv`vevwR / eø¨vK‡gBwjs 

/ cÖZviYv / MFS 

MÖvnK‡`i †evKv evbv‡bv 

Puv`vevwR BZ¨vw`i gva¨‡g, MFS MÖvn‡Ki 

A¨vKvD›U †_‡K A_© Ab¨ A¨vKvD‡›U '̄vbvšÍi Kiv 

nq (hvi KYC wg_¨v)| c‡i hw`I MšÍe¨ A¨vKvD›U 

kbv³ Kiv hvq wKš` H A¨vKvD‡›Ui gvwjK AÁvZ 

i‡q hvq| GwU wb¤œwjwLZ Dcv‡q nªvm Kiv †h‡Z 

cv‡i : 

GgGdGm A¨vKvD›U mwµq Kivi Av‡M NID 

h_vh_fv‡e hvPvBKiY 

mwVKfv‡e KYC dig c~iY Kiv| 

GQvovI GKwU m‡PZbZv cÖPvivwfhvb MÖvnK‡`i 

cÖZvwiZ bv n‡Z I wkw‣Z Ki‡Z mvnvh¨ Ki‡Z 

cv‡i| 

MFS e¨envi K‡i Nyl 

MÖnY, gvbe cvPvi I 

gv`K wewµi Rb¨ A_© 

msMÖn, mš¿vmx A_©vqb 

A‰ea A_© msMÖ‡ni Rb¨ GgGgGm A¨vKvD›U 

e¨envi Kiv n‡Z cv‡i| A‡bK †‣‡Î †WUv‡e‡m 

Aew '̄Z A¨vKvD›U †Lvjvi fyj Z‡_¨i Kvi‡Y GB 

ai‡bi A¨vKvD‡›Ui gvwjK kbv³ Kiv hvq bv| 

wbgœwjwLZ e¨e '̄vMy‡jv Øviv GwU nªvm Kiv †h‡Z cv‡i 

: 

GgGdGm A¨vKvD›U mwµq Kivi Av‡M   

GbAvBwW hvPvBKiY| 

IwUwm (Ifvi `¨ KvD›Uvi) †jb‡`b Kgv‡bv| 

†mskb w¯Œwbs wm‡÷g Ges †jb‡`b gwbUwis 

md&UIq¨vi e¨envi Kiv| 

MFS e¨envi K‡i 

wWwRUvj ûwÛ †cÖiY Ges 

dj¯̂iƒc †`k ˆe‡`wkK 

gy`ªv †_‡K ewÂZ nq 

 

wWwRUvj ûwÛ n‡jv GgGdG‡mi gva¨‡g A‰eafv‡e 

we‡`wk †iwgU¨vÞ †cÖiY Ki‡Q| cÖPyi wWwRUvj 

ûwÛi Kvi‡Y, 2017 mv‡j Af¨šÍixY we‡`wk 

†iwgU¨v‡Þ 17% cZb †iKW© Kiv n‡qwQj| 

wWwRUvj ûwÛi cvkvcvwk Ic‡i DwjøwLZ Ab¨vb¨ 

Awbqg eÜ Kivi Rb¨, G‡R›U †_‡K mivmwi K¨vk 
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AvDU mxgv b~bZg ch©v‡q Kwg‡q Avbv †h‡Z cv‡i| 

cÖ‡qvR‡b, †h †Kv‡bv e¨vs‡Ki m‡½ wbewÜZ e¨vsK 

A¨vKvD‡›Ui gva¨‡g AwZwi³ K¨vk AvDU Kiv 

†h‡Z cv‡i| GwU GgGdG‡mi mg Í̄ Ace¨envi eÜ 

Ki‡e Ges GKB m‡½ Iqv‡jUMy‡jvi B‡jKUªwbK 

e¨envi evwo‡q Zyj‡e| GKwU ÔmwZ¨Kv‡ii 

K¨vk‡jm evsjv‡`kÕ ˆZwi Ki‡e| 

 

 

1.4. GwUGg/ cm/ B-Kg/ KvW© m¤úwK©Z SuzwK (ATM/POS/e-Com 

related Threats) 
 

1.4.1. GwUGg w¯‹wgs (ATM Skimming) 

w¯‹wgs ai‡bi SzwKi Kv‡Q GwUGg I cm †gv‡UB wbivc` bq| w¯‹gviiv 

GwUG‡gi KvW© ¯ø‡U GKwU wWfvBm mshy³ K‡i Ges Kv‡W©i Z_¨ msMÖn K‡i| 

GwUGg wcb †iKW© Ki‡Z GKwU K¨v‡giv e¨eüZ nq| Zvic‡i RvwjqvZiv 

msM…nxZ Z_¨ e¨envi K‡i GKwU m`…k KvW© (KvW© †K¬vwbs bv‡g cwiwPZ) ˆZwi 

K‡i Ges KvW© Ges wcb e¨envi K‡i GwUGg †_‡K A_© D‡Ëvjb K‡i| 

GwUG‡g GKwU A¨vw›U-w¯‹wgs wWfvBm e¨envi Ki‡j, Zv w¯‹wgs wWfvB‡m 

Kv‡W©i †WUv Abywjwc Ki‡Z evav †`q| GB ai‡bi Aciva `gb Kivi 

Av‡iKwU Dcvq n‡jv MÖvnK‡`i Kv‡Q wPc KvW© Bmy¨ Kiv| w¯‹wgs wWfvBmMy‡jv 

†KvbI †WweU ev †µwWU Kv‡W©i wPc †_‡K †WUv Kwc Ki‡Z cv‡i bv| 

 

1.4.2. cm/wcIGm w¯‹wgs (POS Skimming) 

mycvi kcMy‡jv‡Z `yb©xwZMÖ¯Í weµqKg©xiv Zv‡`i †Uwe‡ji wb‡P w¯‹wgs 

wWfvBmMy‡jv iv‡L Ges MÖvnK‡`i KvW©My‡jv cÖ_‡g w¯‹wgs wWfvB‡m myBc K‡i. 

Zvici Zviv †Uwe‡ji Ici iwÿZ wcIGm Uvwg©bv‡j GwU e¨envi K‡i| Gfv‡e 

wZwb Kv‡W©i Z_¨ msMÖn K‡ib, msM…nxZ Z_¨ e¨envi K‡i GKwU KvW© ˆZwi 

K‡ib Ges †mvbv ev e¨qeûj B‡jKUªwbK AvB‡Ug wKb‡Z GKwU cm Uvwg©bv‡j 

ˆZwi Kiv †K¬vb KvW©wU e¨envi K‡ib| 

GB ai‡bi RvwjqvwZ †Kej MÖvnK‡`i wPc KvW© Bmy¨ K‡i eÜ Kiv †h‡Z 

cv‡i| †Uwe‡ji wb‡P ¯'vcb Kiv GKwU w¯‹wgs wWfvBm †Kv‡bv †WweU ev †µwWU 

Kv‡W©i wPc †_‡K †WUv Kwc Ki‡Z m‣g bq| 

 

 

1.4.3. GwUGg R¨vKcwUs (ATM Jackpotting) 

hw` n¨vKviiv GwUGg K‡›Uªvjvi (myBP bv‡g cwiwPZ) Gi wbqš¿Y wb‡Z cv‡i 

Z‡e Zviv GwUGg †gwk‡b ms‡KZ †cÖiY Ki‡Z cv‡I, hv †_‡K GwUGg eyS‡Z 

cv‡i †h GLb Zv‡K A_© weZiY Ki‡Z n‡e| Gfv‡e GwUGg †Kv‡bv KvW© 

QvovB A_© weZiY ïiæ K‡i Ges n¨vKv‡ii mn‡hvMxiv bM` A_© msMÖn K‡i 

P‡j hvq| G‡K GwUGg R¨vK‡cvwUs e‡j| 

GwUGg K‡›Uªvjvi‡K G RvZxq ai‡Yi n¨vKvi †_‡K i‣v Kivi Rb¨, 

e¨vs‡Ki Kw¤úDUvi †bUIqv‡K© Abby‡gvw`Z A¨v‡•m †iva Kiv cÖ‡qvRb| 

 

1.4.4. B-Kgvm© RvwjqvwZ (e-Commerce Fraud) 

GKwU B-Kgvm© mvB‡U, Kv‡W©i b¤^i, †gqv‡`vËxY© ZvwiL Ges GKwU 3-Aÿ‡ii 

†Mvcb b¤^i e¨envi K‡i †KbvKvUvi ev mvwf©‡mi wej cÖ`vb Kiv †h‡Z cv‡i| 

Gme Z_¨ GKwU Kv‡W©i Mv‡q wjwLZ Av‡Q| 

hLb †Kv‡bv KvW© †i‡¯Ívuivq †Kv‡bv I‡qUv‡ii nv‡Z †`Iqv nq, ZLb wZwb 

Gme Z_¨ †bvU Ki‡Z cv‡ib Ges c‡i GKwU e¨envi K‡i B-Kgvm© mvB‡U 

†jb‡`b Ki‡Z cv‡ib| 

†Kv‡bv B-Kgvm© mvB‡U Kv‡W©i Z‡_¨i G RvZxq Abby‡gvw`Z e¨envi †iva 

Ki‡Z, KvW© Bmy¨Kvix e¨vsK KvW©avixi Kv‡Q GKwU 2FA (wØ-d¨v±i 

A‡_bwU‡Kkb) †Uv‡Kb mieivn Ki‡Z cv‡i Ges B-Kgvm© A¨vKzqvwis e¨vsK 

Aek¨B Kv‡W©i H wZbwU Z‡_¨i m‡½ MÖvn‡Ki Kv‡Q 2FA †Uv‡Kb b¤^i 

PvB‡e| 2FA †Uv‡Kb b¤^iwU GKKvjxb b¤^i Ges GwU GKwU †cb-WªvB‡fi 

g‡Zv wWfvB‡m ev MÖvn‡Ki ¯§vU©‡dvb/j¨vcU‡c Bb÷j Kiv †Kv‡bv 

A¨vwcø‡Kkb Øviv ˆZwi n‡Z cv‡i| GwU Bmy¨Kvix e¨vsK †_‡K KvW©avixi 

†gvevB‡j †cÖwiZ GKwU IwUwcI (GKKvjxb cvmIqvW©) n‡Z cv‡i| 

 

1.5. evwn¨K SzuwK / mvBevi ûgwK (External Risks/Cyber Threats) 
 

1.5.1. wWw÷ªweD‡UW wWbv‡qj Ae mvwf©‡mm (DDoS) 

ARvbv AvµgYKvix Øviv GKwU cÖwZôv‡bi I‡qemvBU, †gwkb ev †Kv‡bv 

e¨vs‡Ki †bUIqvK© eÜ K‡i †`Iqv‡K wWWm& AvµgY ejv nq| G‡Z G¸‡jv 

MÖvnK‡`i Kv‡Q AcÖvc¨ n‡q c‡i| Dchy³ †bUIqvK© myiÿv wm‡÷g ¯'vcb K‡i 

†KvbI e¨vs‡K wWwWIGm AvµgY cÖwZ‡iva Kiv †h‡Z cv‡i| 

 

1.5.1. i¨vbmgIq¨vi (Ransomware) 
i¨vbmgIq¨vi n‡jv GK ai‡bi `~wlZ md&UIq¨vi, hv GKwU gyw³cY cÖ`vb bv 

Kiv n‡j Zv‡`i wm‡÷g ev Kw¤úDUv‡i e¨enviKvix‡`i AbycÖ‡ek‡K evav 
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†`q| `~wlZ md&UIq¨viwU cÖ_‡g †Kv‡bv e¨vs‡Ki Kg©Pvix‡`i Kv‡Q GKwU 

AvKl©Yxq Adv‡ii eY©bv K‡i GKwU B‡g‡ji mshyw³ wnmv‡e †cÖiY Kiv nq| 

hw` †Kv‡bv Am‡PZb e¨enviKvix B‡gj mshyw³‡Z wK¬K K‡ib Z‡e `~wlZ 

md&UIq¨viwU ¯^qswµqfv‡e Kw¤úDUv‡i Bb÷j n‡q hvq| md&UIq¨viwU ZLb 

WAN-Gi gva¨‡g mg¯Í Kw¤úDUv‡i Qwo‡q c‡o| ZLb i¨vbmgIq¨viwU 

Kw¤úDUv‡i mg¯Í ev wbe©vwPZ dvBjMy‡jv GbwµÞ K‡i †d‡j| dvBjMy‡jv 

AvbjK Kivi Rb¨ Kw¤úDUv‡ii gvwj‡Ki Kv‡Q i¨vbmg ev Puv`v PvIqv nq| 

Puv`v w`‡j Zviv Kw¤úDUviwU Avb-jK K‡i †`q| mvaviYZ weUK‡q‡bi g‡Zv 

wµ‡Þv-gy`ªvq Puv`v †`Iqv nq| 

e¨vs‡Ki Kg©x‡`i m‡PZb Kivi j‡ÿ¨ m‡PZbZvg~jK †cÖvMÖvg cwiPvjbv 

Kiv hvq| d‡j Zviv B‡gB‡ji m‡½ AvMZ ARvbv mshyw³‡Z wK¬K Ki‡eb bv|  

 

1.5.3. g¨vjIq¨vi (Malware) 

g¨vjIq¨vi Ggb GKwU †cÖvMÖvg, hv e¨enviKvixi m¤§wZ QvovB Ab¨vb¨ 

Gw•wKD‡Uej md&UIq¨vi (Acv‡iwUs wm‡÷gmn)-G mshy³ n‡q hvq Ges 

hLb H md&UIq¨viwU PvwjZ nq, ZLb g¨vjIq¨viwU Ab¨vb¨ Gw•wKD‡Uej 

md&UIq¨v‡i Qwo‡q c‡o| 

g¨vjIq¨viwU cÖ_‡g GKwU e¨vs‡Ki Kg©KZ©v‡`i Kv‡Q AvKl©Yxq Advi 

eY©bv K‡i GKwU B‡g‡ji mshyw³ wnmv‡e †cÖiY Kiv nq| hw` †Kv‡bv Am‡PZb 

e¨enviKvix B‡gBj mshyw³‡Z wK¬K K‡ib Z‡e g¨vjIq¨viwU ¯^qswµqfv‡e 

Kw¤úDUv‡i Bb÷j n‡q hvq| g¨vjIq¨vi Zvic‡i n¨vKvi‡K e¨enviKvix 

AvBwW Ges cvmIqvW©mn me ms‡e`bkxj Z_¨ †cÖiY ïiæ K‡i| 

Kw¤úDUvi‡K msµvwgZ Kivi Ab¨ DcvqwU‡K wdwks ejv nq| wdwks 

GKwU Rvj I‡qemvBU hvi †Pnviv Ges hv †`L‡Z ûeû mwZ¨Kv‡ii 

I‡qemvB‡Ui g‡Zv Ges e¨enviKvix Zv mwZ¨Kv‡ii I‡qemvBU g‡b K‡i 

Z_vq Zvi e¨w³MZ Z_¨ †hgb AvBwW I cvmIqvW© cÖ‡ek Kivb| 

Ic‡i DwjøwLZ Dcvq¸‡jv gva¨‡g cÖvß Z‡_¨i e¨envi K‡i, n¨vKvi 

e¨enviKvixi ms‡e`bkxj wm‡÷‡g A¨v‡•m K‡i Ges MÖvn‡Ki A¨vKvD›U 

†_‡K Ab¨ A¨vKvD‡›U UvKv ¯'vbvšÍi K‡i A_ev n¨vKW A¨vKvD›U †_‡K mivmwi 

A_© †Zv‡j †bq| 

e¨vs‡Ki Kg©Pvix‡`i wkw‣Z Kivi Rb¨ Zv‡`i g‡a¨ GKwU m‡PZbZv 

†cÖvMÖvg Pvjv‡bv †h‡Z cv‡i—hv‡Z Zviv B‡gBjMy‡jvi m‡½ ARvbv mshyw³‡Z 

wK¬K  

 

bv K‡i Ges Zviv h_vh_ hvPvBKiY QvovB †Kv‡bv I‡qemvB‡U Zv‡`i 

e¨enviKvix AvBwW I cvmIqvW© BbcyU bv K‡i| 

 

1.6. n¨vwKs Ges Abby‡gvw`Z A_© ¯’vbvšÍi (Hacking and 

Unauthorized Transfer of money) 

n¨vKviiv µgvMZ eQ‡ii ci eQi a‡i e¨vswKs wm‡÷‡g A¨v‡•m cvIqvi †Póv 

K‡i| hw` wZwb myi‣v e¨e¯'vq †Kv‡bv ÎæwU Lyu‡R †c‡Z cv‡ib, Z‡e †mB 

jy‡dvjwU e¨envi K‡i n¨vKvi e¨vswKs †bUIqv‡K© A¨v‡•m K‡ib| Zvic‡i 

wZwb †Kv‡bv MÖvn‡Ki A¨vKvD›U †_‡K Ab¨ e¨vsK A¨vKvD‡›U Znwej ¯'vbvšÍi 

K‡ib ev n¨vKW A¨vKvD›U †_‡K mivmwi A_© D‡Ëvjb K‡ib| 

evsjv‡`wk UvKv A-iƒcvšÍi‡hvM¨ (non-convertable)| myZivs wmweGm 

(†Kvi e¨vswKs wm‡÷g) †_‡K Znwej ¯'vbvšÍi AvµgYKvix/n¨vKvi‡`i Kv‡Q 

AvKl©Yxq bq| †Kv‡bv K¬v‡q‡›Ui A¨vKvD›U †_‡K n¨vKv‡ii A¨vKvD‡›U Znwej 

¯'vbvšÍi Kivi c‡i, n¨vKvi‡`i evsjv‡`‡ki g‡a¨ †Kv‡bv GKwU e¨vs‡Ki kvLv 

ev GwUGg †_‡K UvKv D‡Ëvjb Ki‡Z n‡e Ges Zvic‡i UvKv‡K GKwU 

G•‡PÃ nvDm †_‡K gvwK©b Wjv‡i iƒcvšÍi Ki‡Z n‡e Ges Ae‡k‡l, e¨v‡M 

K‡i †mB Wjvi †`‡ki evB‡i wb‡Z n‡e| cÖwµqvwU RwUj Ges SzuwKc~Y©| d‡j 

n¨vKviiv evsjv‡`wk e¨vs‡Ki †Kv‡bv wmweGm A¨vKvD›U n¨vK Ki‡Z Kg 

AvMÖnx| 

Z‡e, myBdU wm‡÷g Ges †µwWU KvW© wm‡÷g MÖvn‡Ki e¨v‡jÞMy‡jv 

gvwK©b Wjv‡i eRvq _v‡K| hw` n¨vKviiv myBdU ev †µwWU KvW© wm‡÷‡g 

A¨v‡•m AR©b Ki‡Z cv‡i Z‡e Zviv we‡k¦i †h †KvbI RvqMvq mivmwi gvwK©b 

Wjvi ¯'vbvšÍi Ki‡Z cv‡i Ges †mB wbw`©ó †`k †_‡K A_© D‡Ëvjb Ki‡Z 

cv‡i| Zviv gvwK©b hy³iv‡óª Aew¯'Z GwUGg †_‡K BDGmWjviI †Zvj‡Z 

cv‡i|  

GKwU e¨vs‡Ki AvBwU wmwKDwiwU wefvM‡K µgvMZ wewfbœ e¨_© nvgjvi 

aiY we‡kølY Kiv Ges e¨vswKs †bUIqvK©‡K wewfbœ ÷ªv‡UwR cÖ‡qvM K‡i 

kw³kvjx Ges myiw‣Z Kiv cÖ‡qvRb| 

 

1.7. †µwWU Kv‡W©i †WUv Pywi (Stealing Credit Card Data) 

n¨vKviiv WvUv‡em †_‡K †µwWU Kv‡W©i †WUv Pzwi K‡i| Pzwi nIqv †µwWU 

Kv‡W©i †WUv e¨envi K‡i, n¨vKviiv Rvj †µwWU KvW© ˆZwi K‡i Ges c‡i 

Zviv †mwU c‡m wej cÖ`v‡bi Rb¨ ev GwUGg-G UvKv †Zvjvi Rb¨ e¨envi K‡i 

(evsjv‡`‡k UvKv ev Ab¨vb¨ †`‡k Ab¨vb¨ gy`ªv cvb)| 
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e¨vs‡Ki AvBwU wmwKDwiwU wefvM Øviv Dchy³ †bUIqvK© wmwKDwiwU wm‡÷g 

Bb÷j K‡i n¨vKvi‡`i †µwWU Kv‡W©i †WUv Pywi Kiv †_‡K weiZ ivL‡Z 

cv‡i| 

 

1.8. wµ‡Þv-Kv‡iwÝ nygwK (Crypto-currency Threats) 
wµ‡ÞvKv‡iwÞ n‡jv bM` A‡_©i GKwU B‡jKUªwbK ms¯‹iY| wKQy wµ‡Þv-

Kv‡iwÞi D`vniY n‡jv weUK‡qb, B_vi, jvBUK‡qb, g‡b‡iv, W¨vk, 

cwÃK‡qb, †RWK¨vk, Kve©b, wU_vi I †c‡Uªv| GKwU wµ‡Þv-gy`ªvi gvwjK 

wm‡÷‡g †ebvgx _v‡K (†h‡nZy Ab‡evwW©s‡qi mgq e¨enviKvixi Rb¨ †Kv‡bv 

KYC Kiv nq bv) Ges GwU wewfbœ A‰ea Kvh©Kjvc †hgb WªvM Ges Ab¨vb¨ 

A‰ea cY¨ †Kbv, gyw³cY cÖ`vb, gvbe cvPv‡ii A_© ¯'vbvšÍi Ges msMwVZ 

mš¿vmx †Mvôx‡K A_© cÖ`vb Kivi Rb¨ e¨eüZ nq| wµ‡Þv-Kv‡iwÞi wKQy 

cUf‥wg n‡jv— 

 GwU †Kv‡bv †K›`ªxq e¨vsK Øviv wbqwš¿Z nq bv| 

 Gi †Kv‡bv †fŠ‡MvwjK mxgvbv †bB| 

 e¨enviKvix‡`i †Kv‡bv KYC-Gi cÖ‡qvRb nq bv| 

 Gi †Kv‡bv wbw`©ó KZ©…cÿ †bB, d‡j †Kv‡bv †fv³v myi‣vi e¨e¯'v †bB 

Ges †Kvb AMT/CFT cÖwZ‡e`b cÖ`vb Ki‡Z nq bv| 

 cÖK…Z A‡_©i g‡Zv, GKwU wµ‡ÞvKv‡iwÞi g~j¨ †Kv‡bv m¤ú` (asset) 

Øviv mgw_©Z bq| 

d‡j wµ‡Þv-Kv‡iwÞ GKwU gy`ªv n‡Z e¨_© n‡q‡Q| 

wµ‡Þv-Kv‡iwÞi cÖavb ûgwK n‡jv gvwb jÛvwis I mš¿vmx A_©vqb 

(GgGjwUGd) msµvšÍ SzuwK| 

 

1.9. AvBwU SzuwK Kgv‡Z Kx Ki‡Z n‡e? 

e¨vswKs A‡Uv‡gkb †_‡K D™¢~Z ûgwKMy‡jv Kgv‡Z, e¨vsKMy‡jv‡K GKwU ¯^vaxb 

AvBwU wmwKDwiwU wefvM (GgwW Ges wmBIi Aax‡b) ¯'vcb Ki‡Z n‡e| 

GQvovI e¨vsKMy‡jv‡K wbgœwjwLZMy‡jv wbwðZ Ki‡Z n‡e— 

 c~Y©msL¨K mvf©vi, miÃvg Ges †bUIqvwK©s‡qi myweavmn Dchy³ ¯'v‡b 

†WUv †m›Uvi, wWAviGm Ges wbqvi †WUv †m›Uvi †mU Avc Kiv| 

 Kg©Pvix m‡PZbZv Kvh©µg cwiPvjbv Kiv| 

 myMwVZ AvBwU AeKvVv‡gv ¯'vcb Kiv| 

 wcwmAvB-wWGmGm Ges AvBGmI27†K mvwU©wd‡KkbcÖvwß| 

 wbgœwjwLZ †bUIqvK© miÃvgMy‡jv mwVKfv‡e ¯'vcb Ges KbwdMvi Kiv| 

 dvqviIqvj| 

 AvBwcGm| 

 WAF (I‡qe A¨vwcø‡Kkb dvqviIqvj)| 

 B‡gj wmwKDwiwU †MUI‡q| 

 I‡qe wmwKDwiwU †MUI‡q| 

 cvB‡i‡UW mdUIq¨vi e¨envi bv Kiv| 

 wbqwgZ WªvBfvi nvjbvMv` Kiv| 

 wbqwgZ c¨vP ch©v‡jvPbv Kiv| 

 wR‡iv-†W A¨vUv± (m¨vÛew·s) eÜ Kivi e¨e¯'v MÖnY Kiv Ges 

 wbqwgZ mvBevi wbivcËv we‡klÁ‡`i gva¨‡g Z`šÍ Kiv| 

 

2. mvBevi wbivcËv (Cyber Security) 
mvBevi wbivcËv n‡jv GKwU wbivcËv e¨e¯'v, hv mvaviYZ B›Uvi‡bU e¨envi 

K‡i Abby‡gvw`Z ewnivMZ B‡jKUªwbK A¨v‡•m †_‡K GKwU ms¯'vi †WUv Ges 

Z_¨ i¶v Ki‡Z e¨eüZ nq| mvBevi wbivcËv n‡jv AvBwmwU wbivcËvi GKwU 

Dc‡mU| †QvU e¨emvMy‡jv mvBevi ûgwKi Rb¨ †ewk SzuwKc~Y©| KviY m¤¢ve¨ 

n¨vKviiv Rv‡b †h †QvU e¨emvMy‡jvi h‡_ó cwigv‡Y m¤ú‡`i Afve i‡q‡Q| 

eo K‡c©v‡ikbMy‡jv †hgb wbivcËv cÖhyw³ Ges †KŠkjMy‡jv‡Z wewb‡qvM Ki‡Z 

cv‡i, †QvU e¨emv¸‡jv Zv cv‡i bv| wWwRUvj †bUIqvK© i‣vKvixi wbivcËv 

c×wZ Ges bxwZMy‡jv `ªæZ cwiewZ©Z nq, ZvB mvBevi ûgwKi weiæ‡× Zv‡`i 

mvBevi‡¯úm‡K AviI fv‡jvfv‡e i‣v Kivi Rb¨ e¨emv cÖwZôvb¸‡jv‡K 

mv¤úªwZK mvBevi wbivcËv e¨e¯'vMy‡jvi m‡½ nvjbvMv` _vK‡Z n‡e| wKQy 

mvaviY mvBevi Avµg‡Yi g‡a¨ i‡q‡Q wdwks, †WUv weªwPs, cÖ‡jvfb BZ¨vw`| 

GMy‡jv c~e©eZ©x Aa¨v‡q Av‡jvPbv Kiv n‡q‡Q| 

 

3. AvBwmwU SzuwK e¨e¯’vcbv (ICT Risk Management) 
AvBwmwU SzuwK e¨e¯'vcbv n‡jv, GKwU ms¯'vi AvBwmwU wm‡÷gMy‡jv‡K i‣v 

Kivi Rb¨ ˆZwi Kiv Acwinvh© cÖwµqv| evsjv‡`‡ki †K›`ªxq e¨vs‡Ki 

cÖ‡qvRbxqZv Abyhvqx, AvBwmwU SzuwK e¨e¯'vcbv cÖwµqvi Ask wnmv‡e, 

evsjv‡`‡ki cÖwZwU e¨vsK Ges GbweGdAvB‡K Zv‡`i wbR wbR AvBwmwU 

bxwZgvjv ˆZwi Ki‡Z n‡e, Zv‡`i wbR wbR cwiPvjbv cl©‡`i Aby‡gv`b 

wb‡Z n‡e Ges Zv ev¯Íevqb Ki‡Z n‡e| 
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4. wbivcËvi ÷¨vÛvW© I cÖweavb (Security Standards and 

Regulations) 

wek¦Ry‡o A‡bK miKvi ÷¨vÛvW© (hv G›UvicÖvBRMy‡jv Zv‡`i AvBwU wbivcËv 

DbœZ Ki‡Z AbymiY Ki‡Z cv‡i) / cÖweavb (hv Rwigvbv Gov‡Z 

G›UvicÖvBRMy‡jv Aek¨B AbymiY Ki‡e) cÖ¯ÍyZ Ki‡Q hv‡Z i‡q‡Q 

†Kv¤úvwbMy‡jv Kxfv‡e Z_¨ myi‣v cwiPvjbv Ges wbqš¿Y Ki‡e| j‣¨wU           

mnR : e¨e¯'vcbv I cwiPvjbv cl©`‡K Z_¨ myi‣vi Rb¨ `vqx n‡Z eva¨ Kiv 

Ges Zv‡`i m¤ú` i‣vi Rb¨ Zviv †h wWD †Wwj‡RÞ cÖ`k©b K‡i Zv †hb 

AvBwU m¤ú` iÿvq cÖ‡qvM K‡i|  

GB ai‡bi cÖweavbMy‡jvi g‡a¨ i‡q‡Q 2002 mv‡ji Sarbanes-oxley 

Act (SOX), Gramm-Leach-Bliley Act (GLBA) Ges ¯^v¯'¨ BÞy‡iÞ 

†cv‡U©wewjwU A¨vÛ A¨vKvD‡›UwewjwU A¨v± Ae 1996 (HIPAA), BDGmG 

†cwUªIU A¨v±, KvbvWv PIPEDA Ges ÷¨vÛvW©My‡jvi g‡a¨ i‡q‡Q BS7799, 

evsjv‡`k e¨vsK (evsjv‡`‡ki †K›`ªxq e¨vsK) Øviv cÖYxZ ÔZdwkwj e¨vsK Ges 

Avw_©K cÖwZôv‡bi Rb¨ AvBwmwU wbivcËv msµvšÍ wb‡`©wkKvÕ Ges A‡bK 

RvZxq ÷¨vÛvW©| 

wKQy wbivcËv ÷¨vÛvW©/cÖweav‡bi msw‣ß Zyjbv wb‡P †`Iqv nj— 

 

wbivcËv 

÷¨vÛvW©/cÖwe

avb 

†K †g‡b Pj‡e? wbivcËv 

weavb Kx Kx 

AšÍf©y³ K‡i?  

Rwigvbv Kx?  KLb †_‡K 

Zv 

cÖ‡hvR¨? 

Sarbanes-
Oxley 
Act, 2002 

mg Í̄ cvewjK 

†Kv¤úvwb 

(gvwK©b wbivcËv 

AvBb mv‡c‡ÿ) 

Af¨šÍixY 

wbqš¿Y Ges 

Avw_©K 

wWm‡K¬vRvi 

wµwgbvj I 

wmwfj 

†cbvwë 

eZ©gvb 

AvBb 

Gramm-
Leach-
Bliley 
Act, 1999 

Avw_©K cÖwZôvb  MÖvnK 

†iK‡W©i 

wbivcËv 

wµwgbvj I 

wmwfj 

†cbvwë 

eZ©gvb 

AvBb 

Health 
Insurance 
Portability 
& 
Accounta
bility Act 
(HIPAA) 

¯̂v '̄¨ cwiKíbv, 

¯̂v '̄¨‡mev 

wK¬qvwis nvDm 

Ges ¯̂v '̄¨‡mev 

cÖ`vbKvix 

cÖwZôvb  

B‡jKUªwbK 

AvKv‡i 

e¨w³MZ ¯̂v '̄¨ 

Z_¨  

wmwfj dvBj 

I wµwgbvj 

†cbvwë 

eZ©gvb 

AvBb 

weGm7799/

AvBGmI 

17799 

AvBwU wbivcËv 

DbœZ Ki‡Z 

AvMÖnx †h‡Kv‡bv 

cÖwZôvb 

†h‡Kvb 

G›UvicÖvB‡Ri 

Bbdi‡gkb 

wmwKDwiwU 

g¨v‡bR‡g›U 

wm‡÷g 

(ISMS) 

†Kv‡bv 

AvBb bq, 

ZvB †Kv‡bv 

Rwigvbv †bB 

eZ©gvb 

wmwKDwiwU 

÷¨vÛvW© 

Zdwmwj 

e¨vsK Ges 

Avw_©K 

cÖwZôv‡bi 

Rb¨ AvBwmwU 

wbivcËv 

msµvšÍ 

wb‡`©wkKv 

evsjv‡`‡k 

e¨vsK I Avw_©K 

cÖwZôvb 

AvBwU m¤ú` 

Ges MÖvnK 

Z‡_¨i 

wbivcËv 

AvBb bq, 

ZvB kvw Í̄i 

weavb †bB  

eZ©gvb 

wmwKDwiwU 

÷¨vÛvW© 

wcwmAvB-

wWGmGm 

†WweU Ges 

†µwWU KvW© 

wb‡q KvR K‡i 

Ggb †Kv‡bv 

cÖwZôvb| 

KvW© m¤úwK©Z 

Z_¨ Ges 

Z‡_¨i cÖevn 

Ges †÷v‡iR 

myiwÿZ Kiv 

AvBb bq, 

ZvB kvw Í̄i 

weavb †bB 

eZ©gvb 

wmwKDwiwU 

÷¨vÛvW© 

AvBGmI 

27000 

AvBwU wm‡÷g 

Ges wbivcËv 

DbœZ Ki‡Z 

AvMÖnx †h †Kvb 

cÖwZôvb  

†h‡Kv‡bv 

G›UvicÖvB‡Ri 

AvBwmwU 

wm‡÷g 

AvBb bq, 

ZvB kvw Í̄i 

weavb †bB 

eZ©gvb 

wmwKDwiwU 

÷¨vÛvW© 

 

†hme cÖwZôvb Gme ÷¨vÛvW© I cÖweavb †g‡b P‡j, Zviv B‡Zvg‡a¨B GKwU 

k³ I ev¯Íe Bbdi‡gkb wmwKDwiwU wm‡÷g ev¯Íevqb K‡i †d‡j‡Q|  

D`vniY¯^iƒc, HIPAA e¨w³MZ Z_¨ myi¶vi Ici †Rvi †`Iqvi mgq 

AvBGmI17799 ÷¨vÛv‡W©i g‡Zv GKB welqMy‡jv‡K †g‡b P‡j| AvBGmI 

17799 Ges weGm 7799-2-Gi Kgcøv‡qÞ gv‡b †Kv¤úvwb ms‡e`bkxj Z‡_¨i 

wbivcËvi Rb¨ bxwZ Ges c×wZi msÁv wba©viY K‡i‡Q, hv SOX-G ewY©Z 

Av‡Q|  

GB Aa¨v‡q Avgiv wbivcËvi ÷¨vÛvW© wb‡q Av‡jvPbv Kie, we‡kl K‡i 

evsjv‡`k e¨vsK Øviv cÖKvwkZ ÔZdwmj e¨vsK Ges Avw_©K cÖwZôv‡bi Rb¨ 
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AvBwmwU wbivcËv msµvšÍ wb‡`©wkKvÕ Ges weGm7799 I AvBGmI 27000 

m¤ú‡K©| 

 

GKwU wbivcËvi ÷¨vÛvW© †g‡b Pjvi myweav¸‡jv n‡jv  

¯úóZB, GKwU wmwKDwiwU ÷¨vÛvW© †g‡b Pjv Ges GKwU wbw`©ó ÷¨vÛv‡W©i 

mvwU©wd‡KU AR©b Kiv cÖgvY K‡i bv †h cÖwZôvbwU 100% wbivc`| mZ¨ 

n‡jv, mg¯Í Kvh©Kjvc eÜ Kiv Qvov, m¤ú~Y© wbivcËv e‡j wKQy †bB| ZeyI 

GKwU ÷¨vÛvW© MÖnY Ki‡j wKQy myweav cvIqv hvq, hvi g‡a¨ i‡q‡Q— 

 

K) mvsMVwbK ch©v‡q (At the Organizational Level) 

cÖwZkÖæwZ : mvwU©wd‡Kkb ms¯'vwU‡K mg¯Í ¯Í‡i myiw‣Z Kivi Rb¨ h‡_ó †Póv 

Kiv n‡q‡Q Ges cÖkvmK‡`i Øviv ÔwWD †Wwj‡RÞÕ Kiv n‡q‡Q, Zv †evSvq|  

 

L) AvBwb ¯Í‡i (At the Legal Level) 

Kgcøv‡qÞ : mvwU©wd‡Kkb Dchy³ KZ©…c‡‣i Kv‡Q ms¯'v KZ…©K cÖ‡hvR¨ AvBb 

I cÖweavb cÖwZcvjb Ki‡Q, Zv †evSvq|  

 

M) Acv‡iwUs ¯Í‡i (At the Operating Level) 

SzuwK e¨e¯'vcbv : Bbdi‡gkb wm‡÷g, Zv‡`i `ye©jZv Ges Kxfv‡e Zv‡`i 

i‣v Kiv hvq GwU †m m¤ú‡K© AviI fv‡jv Ávb cÖ`vb K‡i| GKBfv‡e GwU 

nvW©Iq¨vi Ges †WUv Df‡qiB AviI wbf©i‡hvM¨ cÖvc¨Zv wbwðZ K‡i| 

 

N) evwYwR¨K ch©v‡q (At the Commercial Level) 

wek¦vm‡hvM¨Zv Ges AvZ¥wek¦vm : Askx`vi, †kqvi‡nvìvi Ges MÖvnKiv Avk¦¯Í 

nb hLb Zviv Z_¨ myi‣vi Rb¨ ms¯'vi cÖ`Ë Ô¸iæZ¡Õ †`‡Lb| mvwU©wd‡Kkb 

GKwU †Kv¤úvwb‡K Zvi cÖwZ‡hvMx‡`i †_‡K Ges evRv‡i Avjv`v Ki‡Z mvnvh¨ 

Ki‡Z cv‡i| 

 

O) Avw_©K ¯Í‡i (At the Financial Level) 

wbivcËv j․Nb m¤úwK©Z LiP nªvm, Ges exgv wcÖwgqv‡gi m¤¢ve¨ nªvm K‡i 

P) gvbe ch©v‡q (At the Human Level) 

ms¯'vi †fZ‡i wbivcËv mgm¨v Ges Kg©KZ©v‡`i `vwqZ¡ m¤ú‡K© m‡PZbZv e…w× 

K‡i| 

 

5. evsjv‡`k †K›`ªxq e¨vsK (2015) Øviv cÖKvwkZ Zdwmwj e¨vsK Ges 

Avw_©K cÖwZôv‡bi Rb¨ AvBwmwU wbivcËv msµvšÍ wb‡`©wkKv 

mv¤úªwZK eQiMy‡jv‡Z e¨vsKmg~n MÖvnK‡`i cwi‡lev cÖ`vb Ges Z_¨ 

cÖwµqvKi‡Yi Dcv‡q h‡_ó cwieZ©b K‡i‡Q| Z_¨ I †hvMv‡hvM cÖhyw³ 

(AvBwmwU) GB ¸iæZ¡c~Y© cwieZ©bwU G‡b‡Q| B‡jKUªwbK e¨vswKs AviI 

RbwcÖq n‡q DV‡Q Ges Avw_©K AšÍf©yw³‡Z e¨vsK¸‡jv AviI †ewk g‡bv‡hvMx 

n‡q‡Q| ZvB Avw_©K cÖwZôvbMy‡jvi Rb¨ Z‡_¨i wbivcËv A‡bK †ewk ¸iæZ¡ 

†c‡q‡Q Ges SzuwKMy‡jv mwVKfv‡e wPwþZ I cwiPvjbv Kiv Avgv‡`i Rb¨ 

AZ¨vek¨K| 

AwaKš`, Z_¨ I Z_¨ cÖhyw³ wm‡÷gMy‡jv e¨vsK Ges bb-e¨vsK Avw_©K 

cÖwZôv‡bi (NBFI) cvkvcvwk Zv‡`i MÖvnK Ges †÷K‡nvìvi‡`i Rb¨ 

Acwinvh© m¤ú`| Z_¨ m¤ú`My‡jv e¨vsK I GbweGdAvB Øviv Zv‡`i 

MÖvnK‡`i †`Iqv cwi‡levMy‡jvi Rb¨ ¸iæZ¡c~Y©| GB m¤ú`My‡jvi myi¶v Ges 

i¶Yv‡e¶Y ms¯'vi ¯'vwq‡Z¡i Rb¨ ¸iæZ¡c~Y©| e¨vsK Ges GbweGdAvBMy‡jv‡K 

Aek¨B Abby‡gvw`Z A¨v‡•m, cwieZ©b, cÖKvk Ges aßsm †_‡K Z_¨ i¶v 

Kivi `vwqZ¡ wb‡Z n‡e| cwi‡levi w`‡K cwiPvwjZ e¨emvi Rb¨ e¨vsK Ges 

GbweGdAvB-Gi c×wZMy‡jv SzuwKwfwËK, hvi gv‡b AvBwmwU SzuwKI e¨vswKs 

e¨e¯'vi m‡½ hy³ Ges wPšÍvfvebv I cÖ‡Póvi m‡½ cwiPvjbv Kiv cÖ‡qvRb| Gi 

cwi‡cÖw‣‡Z, e¨vsK Ges GbweGdAvB Øviv AbymiY Kivi Rb¨ evsjv‡`k 

e¨vsK 2015 mv‡j AvBwmwU wbivcËv msµvšÍ GKwU wb‡`©wkKv ˆZwi K‡iwQj| 

wb‡`©wkKvwUi we‡kl we‡kl ˆewkó¨My‡jv GB Aa¨v‡q Av‡jvPbv Kiv n‡jv| 

 

5.1. e¨vsK Ges GbweGdAvBMy‡jvi †kÖwYKiY (Categoization of Banks 

and NBFIs) 

†Kvi e¨vswKs A¨vwcø‡Kkb mdUIq¨v‡ii ¯'vc‡Z¨, AvBwmwU AeKvVv‡gv, 

Kg©‣g cwi‡ek Ges c×wZi Ici wbf©i K‡i, GKwU e¨vsK ev GmweGdAvB 

†K wbgœiƒ‡c †kÖwYe× Kiv †h‡Z cv‡i— 

K¨vUvMwi-1 : †h e¨vs‡Ki GKwU †WUv †m›Uvi i‡q‡Q Ges ¸iæZ¡c~Y© 

†mevmg~n Ae¨vnZ ivLvi D‡Ï‡k¨ †eKAvc wm‡÷gmn GKwU wWAviGmI 

i‡q‡Q Ges Gi gva¨‡g †Kvi e¨vswKs wm‡÷g cwiPvjbv Kivi Rb¨ GKwU 

†m›UªvjvBRW AvBwmwU Acv‡ikb i‡q‡Q| GB wm‡÷‡g e¨vs‡Ki mg¯Í Awdm, 

kvLv I ey_ WAN-Gi gva¨‡g 24x7 NÈv mshy³ _v‡K|  

K¨vUvMwi-2 : †h e¨vsK wW-†m›UªvjvBR Acv‡ikb cwiPvjbv K‡i _v‡K| 

G‡ÿ‡Î wWw÷ªweD‡UW A¨vwcø‡Kkbmg~n †WUv †m›Uv‡i ev Acv‡ikbvj Awd‡m 
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e¨vKAvc myweavmn Bb&÷j Kiv nq| e¨vs‡Ki Awdm, kvLv ev ey_ WAN-Gi 

gva¨‡g mshy³ _vK‡Z cv‡i ev ¯^ ¯^ Awd‡m ÷¨vÛ A¨v‡jvb AvKv‡i _vK‡Z 

cv‡i|  

 

5.2. AvBwmwU wbivcËv e¨e¯’vcbv (ICT Security Management) 

AvBwmwU wmwKDwiwU g¨v‡bR‡g›U‡K Aek¨B wbwðZ Ki‡Z n‡e †h AvBwmwU 

dvskb I Acv‡ikbMy‡jv `‣Zvi m‡½ Ges Kvh©Kifv‡e cwiPvwjZ nq| e¨vsK 

Ges GbweGdAvB AvBwmwU Gi ‣gZv m¤ú‡K© m‡PZb n‡e Ges m¤¢ve¨ 

Ace¨env‡ii my‡hvM Ges SzuwKMy‡jv Dcjwä Ki‡Z Ges ¯^xK…wZ w`‡Z m‣g 

n‡e| Zv‡`i h_vh_ wm‡÷g WKz‡g‡›Uk‡bi i‣Yv‡e‣Y wbwðZ Ki‡Z n‡e, 

we‡kl K‡i wm‡÷‡gi Rb¨, hv Avw_©K †jb‡`b Ges wi‡cvwU©s mg_©b K‡i| 

Zv‡`i AvBwmwU wbivcËv cwiKíbvq Ae`vb ivL‡Z n‡e—hv‡Z e¨emvwqK 

D‡Ï‡k¨i m‡½ avivevwnKfv‡e m¤ú` eivÏ Kiv nq Ges ch©vß Ges †hvM¨ 

KvwiMwi Kg©x‡`i wbhy³ Kiv nq| GwU wbwðZ Ki‡e †h AvBwmwU Acv‡ik‡bi 

avivevwnKZv SzuwKi g‡a¨ _vK‡e bv| AvBwmwU wbivcËv e¨e¯'vcbvi cÖavb `vq 

Ges `vwqZ¡ n‡jv, AvBwmwU wbivcËv bxwZ, WKz‡g‡›Ukb, Af¨šÍixY Ges 

evwn¨K wm‡÷g AwWU, cÖwk‣Y Ges m‡PZbZv, exgv ev SzuwK Kfv‡iR Znwej 

wb‡q KvR Kiv| 

 

5.2.1. `vq I `vwqZ¡ (Roles and Responsibilities) 

AvBwmwU Mf‡b©Þ ev¯Íevq‡bi mgq †evW© Ges wmwbqi g¨v‡bR‡g‡›Ui `vq Ges 

`vwqZ¡My‡jv msÁvwqZ Kiv ¸iæZ¡c~Y©, wKš` ¯úófv‡e msÁvwqZ `vq I `vwqZ¡ 

f‥wgKv Kvh©Ki cÖKí wbqš¿Y Ges ms¯'vMy‡jvi cÖZ¨vkv c~i‡Y mnvqK f‥wgKv 

cvjb K‡i| AvBwmwU Mf‡b©Þ †÷K‡nvìvi‡`i g‡a¨ i‡q‡Q cwiPvjbv cl©`, 

wmBI, AvBwmwU w÷qvwis KwgwU, AvBwmwU wbivcËv KwgwU, wmAvBI, wmwUI, 

wmAvBGmI, SzuwK e¨e¯'vcbv KwgwU, cÖavb SzuwK Kg©KZ©v I e¨emvwqK 

wbe©vnxiv| 

 

i) cwiPvjbv cl©‡`i `vq I `vwqZ¡ 

K)  AvBwmwU †KŠkj I bxwZgvjv Aby‡gv`b Kiv| 

L)  e¨e¯'vcbv Dchy³ Kvh©Ki cwiKíbv cÖwµqv ¯'vcb K‡i‡Q, Zv wbwðZ 

Kiv| 

M)  wbwðZ Kiv †h, AvBwmwU †KŠkjwU cÖK…Zc‡‣ e¨emvwqK †KŠk‡ji m‡½ 

mvgÄm¨c~Y©| 

N)  wbwðZ Kiv †h, AvBwmwU mvsMVwbK KvVv‡gv e¨emvwqK g‡Wj Ges Gi 

w`Kwb‡`©‡ki cwic~iK| 

O)  AvBwmwU wewb‡qvM Ggbfv‡e Kiv, hv‡Z SzuwK Ges myweavi fvimvg¨ I 

MÖnY‡hvM¨ ev‡R‡Ui cÖwZwbwaZ¡ K‡i| 

P)  AvBwmwU wbivcËv bxwZi Kgcøv‡qÞ wbwðZ Kiv| 

 

ii) AvBwmwU w÷qvwis KwgwUi `vq I `vwqZ¡ 

AvBwmwU, wi¯‹, GBPAvi, AvBwmwm/AwWU, AvBb Ges Ab¨vb¨ mswkøó 

e¨emvwqK BDwb‡Ui cÖwZwbwa‡`i wb‡q AvBwmwU w÷qvwis KwgwU MVb Kiv 

cÖ‡qvRb| GwUi KvR n‡jv—  

K) †KŠkjMZ j‣¨ wba©viY Ges AR©‡bi Rb¨ e¨e¯'vcbv c×wZ ch©‡e‣Y 

Kiæb| 

L)  AvBwmwU SzuwK Ges wbqš¿‡Yi cÖwZ G•‡cvRvi m¤ú‡K© m‡PZb nIqv| 

M)  SzuwK, Znwej ev †mvwm©s m¤úwK©Z wb‡`©wkKv cÖ`vb Kiv| 

N) cÖK‡íi AMÖvwaKvi Ges AvBwmwU cÖ¯Ív‡ei m¤¢ve¨Zv g~j¨vqb wbwðZ Kiv| 

O)  wbwðZ Kiv †h, mg¯Í wµwUK¨vj cÖK‡í ÔcÖKí SzuwK e¨e¯'vcbvÕ Gi Rb¨ 

GKwU Ask i‡q‡Q| 

P)  gvb`‡Ði g‡a¨ cÖhyw³ wbe©vP‡bi wel‡q civgk© cÖ`vb|  

Q)  wbwðZ Kiv †h, bZyb cÖhyw³i `ye©jZv g~j¨vqb Kiv n‡q‡Q| 

R)  wbqš¿K I mswewae× cÖ‡qvRbxqZvMy‡jvi Kgcøv‡qÞ wbwðZ Kiv|  

S)  ¯'vcZ¨ bKkvi w`Kwb‡`©k cÖ`vb Kiv Ges wbwðZ Kiv †h AvBwmwUi 

wWRvBb AvwK©‡UKPvi  AvBwb Ges wbqš¿‡Ki Kgcøv‡qÞ cwicvjb K‡i|  

 

iii) AvBwmwU wbivcËv KwgwUi `vq I `vwqZ¡ 

AvBwmwU, AvBwmwU wmwKDwiwU, wi¯‹, AvBwmwm I e¨emvwqK BDwb‡Ui 

cÖwZwbwa‡`i wb‡q AvBwmwU wbivcËv KwgwU MVb Ki‡Z n‡e| Gi KvR n‡jv :  

K) AvBwmwU wbivcËvi D‡Ïk¨, AvBwmwU wbivcËv msµvšÍ bxwZ I c×wZi 

Dbœqb I ev¯Íevqb wbwðZ Kiv| 

L) Z_¨ myi‣v cÖwµqvMy‡jv‡Z Pjgvb e¨e¯'vcbv mnvqZv cÖ`vb Kiv| 

M) AvBwmwU wbivcËv m¤úwK©Z e¨emvwqK D‡Ïk¨, wbqš¿K Ges AvBwb 

cÖ‡qvRbxqZvMy‡jvi m‡½ Ae¨vnZ Kgcøv‡qÞ wbwðZ Kiæb| 
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N)  AvBwmwU SzuwK e¨e¯'vcbv KvVv‡gv/cÖwµqv cÖYqb Ges MÖnY‡hvM¨ AvBwmwU 

SzuwK †_ªk‡nvì/AvBwmwU SzuwK A¨vcvUvBU Ges A¨v‡kv‡iÞ ¯'vc‡b mnvqZv 

Kiv| 

O)  ch©vqµwgK ch©v‡jvPbv I AvBwmwU myi‣v cÖwµqvMy‡jv‡Z cwieZ©‡bi Rb¨ 

Aby‡gv`b cÖ`vb| 

 

5.2.2 AvBwmwU bxwZ, ÷¨vÛvW© Ges c×wZ (ICT Policy, Standard and 

Procedure) 

i)  cÖwZwU e¨vsK ev GbweGdAAvB-Gi Aek¨B GB AvBwmwU wbivcËv 

wb‡`©wkKvi Av‡jv‡K GKwU ÔAvBwmwU wbivcËv bxwZÕ _vK‡Z n‡e Ges 

†evW© Øviv Zv Aby‡gvw`Z n‡Z n‡e| 

ii)  e¨vsK ev GbweGdAvB Ges mvgwMÖK wkí Dfq †‣‡ÎB AvBwmwU cwi‡e‡k 

µgea©gvb cwieZ©bMy‡jv †gvKv‡ejv Kivi Rb¨ bxwZi wbqwgZ nvjbvMv` 

Ki‡Z n‡e| 

iii) e¨vsK ev GbweGdAvB c…_K AvBwmwU wbivcËv wefvM/BDwbU/†m‡j 

wb‡qvwRZ AvBwmwU wbivcËv †ckv`vi‡`i wbivcËv msµvšÍ NUbv, bxwZMZ 

WKz‡g‡›Ukb, AšÍwb©wnZ AvBwmwU SzuwK, SzuwKi e¨e¯'vcbv Ges Ab¨vb¨ 

cÖvmw½K Kvh©µg `ÿfv‡e cwiPvjbv/†gvKvwejv Kivi wbwg‡Ë wbhy³ 

Ki‡Z n‡e| 

iv) bb-Kgcøv‡qÞ mgm¨vMy‡jvi †ÿ‡Î `ªæZ Kgcøv‡qÞ cøvb ˆZwi K‡i 

evsjv‡`k e¨vs‡K Rgv w`‡Z n‡e| GKwU wbw`©ó mg‡qi Rb¨ evsjv‡`k 

e¨vsK wW‡¯úb‡mkb w`‡Z cv‡i|  

 

5.2.3. WKz‡g‡›Ukb (Documentation) 

i)  e¨vsK ev GbweGdAvB Zv‡`i AvBwmwU wefv‡Mi Rb¨ AM©v‡bvMÖvg 

nvjbvMv` Ki‡e| 

ii)  e¨vsK ev GbweGdAvB Gi AM©v‡bvMÖv‡g AvBwmwU mnvqZv 

BDwbU/wefvM _vK‡Z n‡e| 

iii)  AvBwmwU wefvM/BDwbU/†mKk‡bi cÖ‡Z¨K e¨w³i dje¨vK Kv‡Ri 

weeiY (†RwW) Aby‡gvw`Z _vK‡e| Re-†Ww¯Œck‡bi m‡½ dje¨vK 

wi‡mvm© cvm©‡bi bvg _vK‡Z n‡e|  

iv)  e¨vsK ev GbweGdAvB AvBwmwU Kv‡Ri Rb¨ `vwq‡Z¡i c…_KxKiY eRvq 

ivL‡e| 

v)  e¨vsK ev GbweGdAvB mg¯Í AvBwmwU Av`k© ev wµwUKvj 

wm‡÷g/cwi‡levMy‡jvi Rb¨ wek` bKkv eRvq ivL‡e (†hgb †WUv 

†m›Uvi wWRvBb, †bUIqvK© wWRvBb, †WUv †m›Uv‡ii Rb¨ cvIqvi 

†jAvDU, BZ¨vw`)| 

vi)  ms‡e`bkxj AvBwmwU Kv‡Ri Rb¨ e¨vsK ev GbweGdAvB-Gi 

c~e©wba©vwiZ †iv÷vi _vK‡Z n‡e (†hgb, BIwW Acv‡ikb, †bUIqvK© 

gwbUwis, wmwKDwiwU gwbUvwis, †WUv †m›Uv‡ii Rb¨ wmwKDwiwU MvW©, 

GwUGg gwbUwis BZ¨vw`)| 

vii) e¨vsK ev GbweGdAvB mKj AvBwmwU Kvh©µ‡gi Rb¨ nvjbvMv` 

ÔAcv‡iwUs c×wZÕ eRvq ivL‡e (†hgb e¨vKAvc g¨v‡bR‡g›U, WvUv‡em 

g¨v‡bR‡g›U, †bUIqvK© g¨v‡bR‡g›U, wkwWDwjs cÖ‡mm, wm‡÷g ÷vU©-

Avc, kvU-WvDb, wi÷vU© I wiKfvwi)| 

viii) wewfbœ AvBmwU Aby‡iva/Acv‡ikb/cwi‡levi Rb¨ e¨vsK ev 

GbweGdAvB-Gi cÖvmw½K wiKzBwRkb/GKb‡jRg¨v›U dg© Aby‡gvw`Z 

n‡Z n‡e| 

ix)  e¨vsK ev GbweGdAvB-Gi Kv‡Q Af¨šÍixY/evwn¨K e¨enviKvix‡`i 

Rb¨ mg¯Í A¨vwcø‡Kk‡bi e¨enviKvix g¨vbyqvj _vK‡Z n‡e| 

 

5.2.4. Af¨šÍixY Bbdi‡gkb wm‡÷g wbix‣v (Internal Information 

System Audit) 

i)  B›Uvibvj Bbdi‡gkb wm‡÷g (AvBGm) AwWU, e¨vsK ev NBFI-Gi 

Af¨šÍixY wbix‣v wefvM Øviv cwiPvwjZ n‡e| 

ii)  Af¨šÍixY AvBGm AwWU ch©vß AvBGm AwWU `‣Zv m¤úbœ Kg©x‡`i 

Øviv cwiPvwjZ n‡e| cÖhyw³i G‡¶‡Î ch©vß wbix‣vi AwfÁZv m¤úbœ 

mvwU©dv‡qW  AvBGm wbix‣‡Ki wbhyw³ cÖksmbxq n‡Z cv‡i|  

iii)  e¨vsK ev GbweGdAvB AvBGm AwWU g~j¨vqb, †WUv wb®‹vkb/we‡kølY, 

RvwjqvwZ ch©‡e‣Y/AwWwUs, wbqš¿Y cwiKíbv, kbv³KiY/cÖwZ‡iva I 

e¨e¯'vcbvi Rb¨ Kw¤úDUvi-A¨vwm‡÷W-AwWwUs Uzjm (CAATs) 

e¨envi Ki‡Z cv‡i| 

iv)  GKwU evwl©K wm‡÷g AwWU cwiKíbv ˆZwi Kiv †h‡Z cv‡i, hvi g‡a¨ 

¸iæZ¡c~Y©/cÖavb cÖhyw³wfwËK cwi‡lev/cÖwµqv I AvBwmwU 

cwiKvVv‡gvmn Acv‡ikbvj kvLvMy‡jv AšÍf©y³ _vK‡e| 
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v)  Af¨šÍixY Z_¨ wm‡÷g wbix‣v eQ‡i AšÍZ GKevi ch©vqµ‡g Kiv 

n‡e| cÖwZ‡e`bwU wbqš¿K‡`i Rb¨ msi‣Y Ki‡Z n‡e Ges hLb 

cÖ‡qvRb ZLb Zv‡`i‡K †`Lv‡Z n‡e| GQvovI e¨vsK ev GbweGdAvB 

wbwðZ Ki‡e †h AwWU mgm¨vMy‡jv mwVKfv‡e Uª¨vK Kiv n‡q‡Q Ges 

we‡kl K‡i, m¤ú~Y©fv‡e †iKW© Kiv n‡q‡Q, ch©vßfv‡e AbymiY Kiv 

n‡q‡Q Ges m‡šÍvlRbKfv‡e ms‡kvab Kiv n‡q‡Q| 

vi)  e¨vsK/kvLv ev GbweGdAvB Ô†kl wbix‣v wi‡cv‡U©Õ (evwn¨K/Af¨šÍixY) 

Kiv mycvwikMy‡jv †gvKv‡ejvi Rb¨ h_vh_ e¨e¯'v MÖnY Ki‡e| GwU 

Aek¨B bw_fy³ Ki‡Z n‡e|  

 

5.2.5 evwn¨K Bbdi‡gkb wm‡÷g wbix‣v (External Information 

System Audit) 

i)  e¨vsK ev NBFI Zv‡`i wbqwgZ Avw_©K wbix‣vi AwWU Kivi cvkvcvwk 

Zv‡`i Z_¨ wm‡÷‡gi Rb¨ ewnivMZ wbix‣K‡K wbhy³ Ki‡Z cv‡i| 

ii)  wbix‣v wi‡cvU© wbqš¿K‡`i Rb¨ msi‣Y Kiv n‡e Ges hLb cÖ‡qvRb 

n‡e ZLb Zv †`Lv‡Z n‡e| 

 

5.2.6 ÷¨vÛvW© mvwU©wd‡Kkb (Standard Certification) 

e¨vsK ev GbweGdAvB Zv‡`i Bbdi‡gkb wm‡÷g wbivcËv, AvBwmwU 

cwi‡lev mieiv‡ni ¸Ygvb, e¨emvi avivevwnKZv e¨e¯'vcbv, †c‡g›U KvW© 

†WUv wbivcËv, BZ¨vw` m¤úwK©Z BÛvw÷ª ÷¨vÛvW© mvwU©wd‡Kkb †c‡Z cv‡i| 

 

5.2.7 wbivcËv m‡PZbZv Ges cÖwk‣Y 

i)  cÖhyw³i `ªæZ weKv‡ki m‡½ m‡½, e¨vsK ev GbweGdAvB wbwðZ Ki‡e 

†h mg¯Í cÖvmw½K Kg©xiv Zv‡`i Kv‡Ri Ici cÖwkÿ‡Yi cvkvcvwk 

AvBwmwU wbivcËv Kvh©µ‡gi IciI h_vh_ cÖwk¶Y, wk¶v I 

m‡PZbZv cv‡‧Q| 

ii)  e¨vsK ev GbweGdAvB AvBwmwU Kg©x‡`i Rb¨ weR‡bm dvD‡Ûkb 

cÖwk‣‡Yi b~¨bZg ¯Íi wbwðZ Ki‡e| 

iii)  e¨vsK ev GbweGdAvB mg¯Í Kg©x‡`i Rb¨ wbivcËv m‡PZbZv 

cÖwk‣Y/IqvK©k‡ci e¨e¯'v Ki‡e| 

iv)  e¨vsK ev GbweGdAvB †Kv‡bv bZzb e¨vswKs cwi‡lev Ges cÖhyw³MZ 

cwieZ©b we‡ePbv K‡i IS AwWU `‡ji Rb¨ ch©vß cÖwk‣Y cÖ`vb 

Ki‡e|  

5.2.8 exgv ev SzuwK Kfv‡iR Znwej 

i)  ch©vß exgv Kfv‡iR ev SzuwK Kfv‡iR Znwej i‣Yv‡e‣Y Kiv n‡e 

hv‡Z AvBwmwU m¤ú‡`i ‣wZ Kgv‡bv hvq| 

ii)  e¨vsK ev GbweGdAvB-Gi A¨vKvDw›Us wm‡÷‡g SzuwK Kfv‡iR Znwej 

h_vh_fv‡e i‣Yv‡e‣Y Ki‡Z n‡e (hw` cÖ‡hvR¨ nq)| 

iii)  cÖ‡qvR‡b SzuwK Kfv‡iR Znwej e¨envi Kivi Rb¨ GKwU ¯úó 

bxwZgvjv _vK‡Z n‡e (hw` GwU eRvq _v‡K)| 

 

5.3. AvBwmwU SzuwK e¨e¯’vcbv (ICT Risk Management) 

AvBwmwU SzuwK n‡jv GKwU G›UvicÖvB‡Ri mvgwMÖK SzuwKi GKwU Ask| e¨vsK ev 

GbweGdAvB-Gi Ab¨vb¨ SzuwKi g‡a¨ i‡q‡Q †KŠkjMZ SzuwK, cwi‡ekMZ 

SzuwK, evRv‡ii SzuwK, †µwWU SzuwK, Acv‡ikbvj SzuwK, Kgcøv‡qÞ SzuwK, 

BZ¨vw`| A‡bK cÖwZôv‡b AvBwmwU m¤úwK©Z SzuwK‡K Acv‡ikbvj SzuwKi GKwU 

Ask wn‡m‡e we‡ePbv Kiv nq| 

GgbwK †KŠkjMZ SzuwKiI GKwU AvBwmwU Dcv`vb _vK‡Z cv‡i, we‡kl 

K‡i †hLv‡b AvBwmwU bZyb e¨emvwqK D‡`¨v‡Mi g~j PvwjKvkw³| †µwWU 

SzuwKi †‣‡ÎI GKB K_v cÖ‡hvR¨, `ye©j AvBwmwU wbivcËvi Kvi‡Y †µwWU 

†iwUs Kg n‡Z cv‡i| AvBwmwU SzuwK‡K Ab¨vb¨ SzuwKi Ici wbf©ikxj wnmv‡e 

bv †`LvB fv‡jv| 

AvBwmwU SzuwK n‡jv e¨emvwqK SzuwK-we‡klZ, e¨vsK ev GbweGdAvB-Gi 

g‡a¨ AvBwmwU e¨envi, gvwjKvbv, cwiPvjbv, cÖfve Ges MÖnb msµvšÍ 

e¨emvwqK SzuwK| G‡Z AvBwmwU m¤úwK©Z B‡f›U Ges kZ© i‡q‡Q, hv 

e¨emvwqKfv‡e cÖfve †dj‡Z cv‡i| GwU AwbwðZ wd«‡Kv‡qwÝ Ges wekvjZvq 

msNwUZ n‡Z cv‡i Ges GwU †KŠkjMZ j‣¨ Ges D‡Ïk¨ c~i‡Y P¨v‡jÃ ˆZwi 

K‡i| 

 

5.3.1 AvBwmwU SzuwK wbqš¿Y (ICT Risk Governance) 

i)  e¨vsK ev GbweGdAvB mvgwMÖK AvBwmwU SzuwK Ges cÖvmw½K wbivcËv 

e¨e¯'v cwiPvjbv Kivi Rb¨ GKwU AvBwmwU SzuwK e¨e¯'vcbv KwgwU MVb 

Ki‡e| 

ii)  e¨vsK ev GbweGdAvB SzuwKi GwcUvBU (SzuwKi cwigvY e¨vsK ev 

GbweGdAvB Zvi D‡Ïk¨My‡jv AR©‡bi Rb¨ MÖnY Ki‡Z cÖ¯ÍyZ) m¤¢ve¨ 
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¶wZ MÖn‡Yi SzuwKi wd«‡Kv‡qwÞ Ges gvÎv †hgb, Avw_©K ‣wZ, mybv‡gi 

‣wZ BZ¨vw`i mswgkÖ‡Y msÁvwqZ Ki‡e| 

iii)  e¨vsK ev GbweGdAvB †evW©/SzuwK e¨e¯'vcbv KwgwUi Aby‡gv`b wb‡q 

SzuwK mnbkxjZv (SzuwK GwcUvBU msÁv Øviv wba©vwiZ ¯Íi †_‡K mnbxq 

wePz¨wZ) msÁvwqZ Ki‡e Ges mg¯Í †÷K‡nvìvi‡`i Kv‡Q ¯úófv‡e 

Rvbv‡e| 

iv)  e¨vsK ev GbweGdAvB mg‡qi m‡½ SzuwKi GwcUvBU Ges mnbkxjZvi 

cwieZ©b ch©v‡jvPbv Ges Aby‡gv`b Ki‡e; we‡klZ bZzb cÖhyw³, bZzb 

mvsMVwbK KvVv‡gv, bZzb e¨emvwqK †KŠkj Ges Ab¨vb¨ KviYMy‡jvi 

Rb¨ G›UvicÖvBR‡K wbqwgZ weiwZ‡Z Zvi SzuwK †cvU©‡dvwjI 

cybg©~j¨vqb Ki‡e| 

v)  e¨vsK ev GbweGdAvB e¨w³‡`i `vwqZ¡ mdjfv‡e mgvwß wbwðZ Kivi 

Rb¨ cÖ‡Z¨‡Ki SzuwKi cwigvb wba©viY Ki‡e| 

vi)  e¨vsK ev GbweGdAvB Zv‡`i cÖ‡Z¨‡Ki SzuwKi Revew`wnZv‡K 

msÁvwqZ Ki‡e, hviv cÖ‡qvRbxq ms¯'vbMy‡jvi gvwjK Ges hv‡`i Kv‡Q 

wbw`©ó AvBwmwU SzuwK cÖwµqvi g‡a¨ †Kv‡bv Kvh©Kjv‡ci djvdj‡K 

Kvh©Ki Kivi A_ev MÖnY Kivi ‣gZv i‡q‡Q| SzuwKi gvwjKvbv wbw`©ó 

AvBwmwU m¤ú‡`i Rb¨ wPwþZ SzuwK cÖkwgZ Kivi Rb¨ `vwq e¨w³‡`i 

Kv‡QB _v‡K|  

vii)  e¨vsK ev GbweGdAvB SzuwK m‡PZbZvi gva¨‡g mg¯Í SzuwK ¯^xKvi Ki‡e 

hv‡Z †mMy‡jv fvjfv‡e †evSv I Rvbv hvq Ges †mMy‡jv cwiPvjbv Kivi 

Dcvq wnmv‡e ¯^xK…Z nq| 

viii)  e¨vsK ev GbweGdAvB I‡cb KwgDwb‡Kk‡bi gva¨‡g Dchy³ Ges 

AewnZ SzuwK cÖwZwµqvMy‡jvi msÁv m‣g K‡i AvBwmwU SzuwKi cÖK…Z 

G•‡cvRvi m¤ú‡K© wbe©vnx e¨e¯'vcbv †evSvi Rb¨ Ae`vb ivL‡e| 

ix)  e¨vsK ev GbweGdAvB mg¯Í Af¨šÍixY †÷K‡nvìvi‡`i‡K Zv‡`i 

ˆ`bw›`b `vwq‡Z¡ SzuwK I my‡hvM‡K GKxf‥Z Kivi ¸iæZ¡ m¤ú‡K© m‡PZb 

Ki‡e| 

x)  e¨vsK ev GbweGdAvB ewnivMZ †÷K‡nvìvi‡`i Kv‡Q cÖK…Z SzuwK 

Ges SzuwK e¨e¯'vcbv cÖwµqv m¤ú‡K© ¯^‧Q _vK‡e| 

xi)  e¨vsK ev GbweGdAvB †evW© I Gw•wKDwUf, hviv w`Kwb‡`©kbv wba©viY 

K‡i, SzuwK-m‡PZb wm×všÍ MÖn‡Y †hvMv‡hvM K‡i Ges Kvh©Ki SzuwK 

e¨e¯'vcbv AvPiY‡K cyi¯‹…Z K‡i, Ggb kxl© †_‡K SzuwK m‡PZb ms¯‹…wZ 

ïiæ Ki‡e| 

xii)  AvBwmwU wmwKDwiwU wWcvU©‡g›U/BDwbU/†mj AvBwmwU wmwKDwiwU 

KwgwU Ges SzuwK e¨e¯'vcbv KwgwUi Kv‡Q AvBwmwU wmwKDwiwU wi‡¯‹i 

÷¨vUvm wi‡cvU© Ki‡e hv bxwZgvjvq msÁvwqZ Kiv n‡e| 

 

5.3.2. AvBwmwU SzuwK g~j¨vqb (ICT Risk Assesment) 

A_©c~Y© AvBwmwU SzuwK g~j¨vqb I SzuwKwfwËK wm×v‡šÍi Rb¨ AvBwmwU 

SzuwKMy‡jv‡K Ø¨_©nxb Ges ¯úó, e¨emv-cÖvmw½K k‡Z© cÖKvk Kiv cÖ‡qvRb| 

Kvh©Ki SzuwK e¨e¯'vcbvi Rb¨ AvBwmwU Ges e¨emvi g‡a¨ cvi¯úwiK †evSvcov 

cÖ‡qvRb, hvi Ici SzuwK cwiPvjbv Kiv `iKvi| me †÷K‡nvìv‡ii Aek¨B 

†evSv I cÖKvk Kivi ‣gZv _vK‡Z n‡e †h Kxfv‡e cÖwZK‥j NUbvMy‡jv 

e¨emvi D‡Ïk¨My‡jv‡K cÖfvweZ Ki‡Z cv‡i| GKRb AvBwmwU e¨w³ eyS‡Z 

cvi‡eb †h Kxfv‡e AvBwmwU-m¤úwK©Z e¨_©Zv ev NUbvMy‡jv G›UvicÖvB‡Ri 

D‡Ïk¨My‡jv‡K cÖfvweZ Ki‡Z cv‡i Ges G›UvicÖvB‡Ri cÖZ¨‣ ev c‡iv‣ 

‣wZi KviY n‡Z cv‡i| AvBwmwU-m¤úwK©Z e¨_©Zv ev NUbvMy‡jv Kxfv‡e g~j 

cwi‡lev Ges cÖwµqvMy‡jv‡K cÖfvweZ Ki‡Z cv‡i Zv GKRb e¨emvqx e¨w³ 

eyS‡Z cvi‡eb| 

i)  e¨vsK ev GbweGdAvB cÖwZK‥j NUbvMy‡jvi e¨emvwqK cÖfve we‡køl‡Yi 

cÖ‡qvRb i‡q‡Q| e¨vsK ev NBFI wewfbœ †KŠkj I weKíMy‡jv Abykxjb 

Ki‡Z cv‡i, hv Zv‡`i e¨emvwqK cwifvlvq AvBwmwU SzuwK eY©bv Ki‡Z 

mvnvh¨ Ki‡e| 

ii)  e¨vsK ev GbweGdAvB me‡P‡q ¸iæZ¡c~Y© Ges cÖvmw½K SzuwKMy‡jv 

wPwýZ Kivi Rb¨, SzuwK cwiw¯'wZ †KŠkj ˆZwi I e¨envi Abykxjb 

Ki‡e| †hLv‡b SzuwKi wd«‡Kv‡qwÞ I cÖfve g~j¨vqb Kiv nq †mLv‡b 

ˆZwi SzuwKi cwiw¯'wZ mg~n wewfbœ SzuwK we‡køl‡Yi mgq e¨envi Kiv 

†h‡Z cv‡i| 

iii)  e¨vsK ev GbweGdAvB SzuwKi KviYMy‡jv‡K msÁvwqZ Ki‡e †hMy‡jv 

SzuwKi cwiw¯'wZi wd«‡Kv‡qwÞ A_ev e¨emvwqK cÖfve‡K cÖfvweZ K‡i| 

iv)  e¨vsK ev GbweGdAvB SzuwKi KviYMy‡jv‡K ev¯ÍevwqZ cwiw¯'wZi 

ˆbwgwËK KviY wnmv‡e ev `ye©jZv wnmv‡e e¨vL¨v Ki‡e| 
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v)  AvBwmwU wbivcËv wefvM/BDwbU/†mj AvBwmwU m¤úwK©Z m¤ú‡`i 

(cÖwµqv Ges wm‡÷g) ch©vqµwgK AvBwmwU SzuwK g~j¨vqb cwiPvjbv 

Ki‡e Ges SzuwK Kgv‡bvi Rb¨ gvwjK‡`i mycvwik cÖ`vb Ki‡e| 

 

5.3.3 AvBwmwU SzuwK cÖwZwµqv (ICT Risk Response) 
SzuwK cÖwZwµqv n‡jv ms¯'vi Rb¨ msÁvwqZ SzuwK mnbkxjZvi ¯Í‡ii m‡½ 

wgwj‡q SzuwK Kwg‡q Avbv| Ab¨ K_vq, GKwU cÖwZwµqv Ggbfv‡e msÁvwqZ 

Kiv `iKvi †h hZUv m¤¢e fwel¨‡Zi Aewkó SzuwK (mvaviYZ mnRjf¨ 

ev‡R‡Ui Ici wbf©i K‡i) mnbkxjZvi mxgvi g‡a¨ c‡o| hLb we‡køl‡Y 

msÁvwqZ mnbkxjZvi gvÎv †_‡K wePz¨Z nIqvi SzuwK †`Lvq, ZLb GKwU 

cÖwZwµqv msÁvwqZ Kiv cÖ‡qvRb| GB cÖwZwµqv PviwU m¤¢ve¨ Dcvq †hgb 

SzuwK cwinvi, SzuwK nªvm/cÖkgb, SzuwK fvMvfvwM/¯'vbvšÍi Ges SzuwK 

MÖnY‡hvM¨Zvi †h‡Kv‡bv GKwU n‡Z cv‡i| 

i)  e¨vsK ev GbweGdAvB SzuwK m~PK wnmv‡e KvR Kivi Rb¨ †gwUª‡•i 

GKwU †mU ˆZwi Ki‡e| D‧P e¨emvwqK cÖfvemn SzuwKi Rb¨ m~PKMy‡jv 

m¤¢eZ g~j SzuwK wb‡`©kK (KRIs) n‡e| 

ii)  ms‡e`bkxjZvi mgZyj¨ wewfbœ m~PK ev¯Íevqb, cwigvc Ges wi‡cvU© 

Kivi Rb¨ e¨vsK ev GbweGdAvB cÖ‡Póv Pvjv‡e| 

iii)  e¨vsK ev GbweGdAvB- KRIs Gi mwVK †mU wbe©vPb Kivi D‡Ï‡k¨ 

wb¤œwjwLZ¸‡jv ev¯Íevqb Ki‡e|  

K)  mwµq c`‡‣c †bIqvi Rb¨ D‧P SzuwKi GKwU cÖv_wgK mZK©Zv cÖ`vb 

Kiv| 

L)  N‡U hvIqv SzuwKc~Y© NUbvMy‡jvi Ici GKwU cðvrgyLx `…wófw½ cÖ`vb 

Kiv| 

M)  cÖeYZvMy‡jvi WKz‡g‡›Ukb Ges we‡kølY m‣g Kiv| 

N)  †gwUªK †mwUs‡qi gva¨‡g SzuwKi GwcUvBU Ges mnbkxjZvi GKwU 

Bw½Z cÖ`vb Kiv| 

O)  †KŠkjMZ D‡Ïk¨ AR©‡bi m¤¢vebv e…w× Kiv| 

P)  SzuwK kvmb I e¨e¯'vcbv cwi‡ek µgvMZ AwÞgvBR Ki‡Z mnvqZv 

Kiv| 

iv)  e¨vsK ev GbweGdAvB SzuuwK we‡køl‡Yi c‡i e¨vsK ev GbweGdAvB-Gi 

msÁvwqZ SzuuwKi GwcUvBU Abymv‡i SzuwKi cÖwZwµqv msÁvwqZ Ki‡e| 

v)  e¨vsK ev GbweGdAvB SzuuwK e¨e¯'vcbv cÖwµqvi m‡½ mvgwMÖK AvBwmwU 

SzuwK e¨e¯'vcbv Abykxjb‡K kw³kvjx Ki‡e| 

vi)  e¨vsK ev GbweGdAvB †Kv‡bv cÖwZK‥j NUbv A_ev †Kv‡bv B‡f‡›Ui 

e¨emvwqK cÖfve‡K nªvm Kivi D‡Ï‡k¨ †ek K‡qKwU wbqš¿Y e¨e¯'v 

cÖeZ©b Ki‡e| 

vii)  e¨vsK ev GbweGdAvB SzuuwKi GKwU Ask ¯'vbvšÍi ev Ab¨_vq fvM K‡i 

SzuwKi wd«‡Kv‡qwÞ ev cÖfve‡K nªvm Ki‡e, †hgb exgv, AvDU‡mvwm©s‡qi 

gva¨‡g| 

 

5.4. AvBwmwU mvwf©m †Wwjfvwi e¨e¯’vcbv (ICT Service Delivery 

Management) 

AvBwmwU mvwf©m g¨v‡bR‡g›U, Acv‡ikb g¨v‡bR‡g‡›Ui cÖhyw³ Kfvi K‡i, hvi 

g‡a¨ i‡q‡Q ‣gZv e¨e¯'vcbv (capacity management), Aby‡iva e¨e¯'vcbv 

(request management), cwieZ©b e¨e¯'vcbv, NUbv Ges mgm¨v e¨e¯'vcbv, 

BZ¨vw`| D‡Ïk¨ n‡jv b~¨bZg Acv‡ikbvj SzuuwKi gva¨‡g AvBwmwU cwi‡levi 

¸Ygv‡bi m‡e©v‧P ¯Íi AR©‡bi Rb¨ wbqš¿Y †mU Kiv| 

 

5.4.1 cwieZ©b e¨e¯’vcbv (Change Management)  

i)  Z_¨ cÖwµqvKiY myweav Ges wm‡÷‡gi cwieZ©bMy‡jv wbqš¿Y Kiv| 

ii)  e¨vsK ev GbweGdAvB Ôe¨emvwqK cÖ‡qvRbxq `wjjÕ (weAviwW) cÖ¯ÍyZ 

Ki‡e hv wm‡÷g cwieZ©‡bi cÖ‡qvRbxqZv Ges e¨emvwqK cÖwµqv, 

wbivcËv g¨vwUª•, wi‡cvwU©s, B›Uvi‡dm, BZ¨vw` eb©bv Ki‡e| 

iii)  Drcv`b cwi‡e‡k ev¯ÍevwqZ e¨emvwqK cÖ‡qv‡Mi mg¯Í cwieZ©bMy‡jv 

cÖ‡qvRbxq cwieZ©‡bi weeiYmn GKwU AvbyôvwbK bw_fy³ cÖwµqv Øviv 

wbqwš¿Z Kiv| 

iv)  e¨emvwqK A¨vwcø‡Kk‡bi Rb¨ AwWU c×wZ eRvq ivLv| 

v)  e¨vsK ev GbweGdAvB AcÖZ¨vwkZ cwiw¯'wZi Rb¨ †ivj-e¨vK cø¨vb ˆZwi 

Kiv|  

vi)  A¨vwcø‡Kk‡b ¯'vc‡bi c~‡e© me cwieZ©b I nvjbvMv‡`i Ici BDRvi 

GK‡m‡ÞÞ †U÷ (UAT) Kiv|  

vii)  ̄ 'vc‡bi ci BDRvi f¨vwiwd‡Kkb †U÷ (UVT) Kiv| 
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5.4.2 NUbv e¨e¯’vcbv (Incident Management) 

GKwU NUbv msNwUZ nq ZLbB hLb AvBwmwU cwi‡lev mieiv‡ni gv‡b GKwU 

AcÖZ¨vwkZ e¨vNvZ N‡U| e¨vsK ev GbweGdAvB GB ai‡bi NUbvMy‡jv 

h_vh_fv‡e cwiPvjbv Ki‡e, hv‡Z AvBwmwU cwi‡levi `xN©¯'vqx e¨vNvZ NU‡Z 

cv‡i Ggb fzj e¨e¯'vcbvi cwiw¯'wZ Gov‡bv hvq| 

i)  e¨vsK ev GbweGdAvB e¨emvwqK wµqvKjvcMy‡jv‡Z b~¨bZg cÖfvemn 

NUbvi ci hZ ZvovZvwo m¤¢e ¯^vfvweK AvBwmwU cwi‡lev cybiæ×v‡ii 

j‡‣¨ GKwU NUbv e¨e¯'vcbv KvVv‡gv (incident management 

framework) ¯'vcb Ki‡e| e¨vsK ev GbweGdAvB NUbv e¨e¯'vcbv 

cÖwµqvi m‡½ RwoZ Kg©x‡`i f‥wgKv I `vwqZ¡I ¯'vcb Ki‡e, hvi g‡a¨ 

NUbvMy‡jv †iKwW©s, we‡kølY, cÖwZKvi Ges ch©‡e‣Y AšÍf©y³ i‡q‡Q| 

ii)  GwU ¸iæZ¡c~Y© †h NUbvMy‡jv‡K h_vh_ ZxeªZvi ¯Í‡i fvM Kiv nq| 

NUbv we‡køl‡Yi Ask wnmv‡e, e¨vsK ev NBFI GKwU cÖhyw³MZ 

†ní‡W¯‹-†K NUbvi ZxeªZv gvÎv wba©viY I eivÏ Kivi `vwqZ¡ w`‡Z 

cv‡i| e¨vsK ev GbweGdAvB †ní‡W‡¯‹i Kg©x‡`i D‧P ZxeªZvi ¯Í‡ii 

NUbvMy‡jv wba©viY Ki‡Z cÖwkw‣Z Ki‡e| Dciš`, NUbvi ZxeªZv ¯Í‡ii 

g~j¨vq‡bi Rb¨ e¨eüZ gvb`Ð cÖwZwôZ Ges bw_fy³ Ki‡Z n‡e| 

iii)  e¨vsK ev GbweGdAvB mswkøó escalation and resoluting c×wZ 

¯'vcb Ki‡e †hLv‡b †i‡RvwjDk‡bi mgqmxgv NUbvi ZxeªZvi ¯Í‡ii 

m‡½ mgvbycvwZK n‡e| 

iv)  wbivcËv NUbvi Rb¨ c~e©wba©vwiZ escalation and response 

cwiKíbv ch©vqµwgK wfwË‡Z cix‣v Ki‡Z n‡e| 

v)  e¨vsK ev GbweGdAvB GKwU AvBwmwU Bgv‡R©wÞ †imcÞ wUg MVb 

Ki‡e, hvi g‡a¨ e¨vsK ev GbweGdAvB-Gi KvwiMwi I Acv‡ikbvj 

`‣Zv m¤úbœ Kgx©iv _vK‡e, hv‡Z eo ai‡bi NUbvMy‡jv †gvKv‡ejv 

Kiv hvq| 

vi)  wKQy cwiw¯'wZ‡Z, eo NUbv AviI cÖwZK‥jfv‡e msK‡U cwiYZ n‡Z 

cv‡i| Eaß©Zb e¨e¯'vcbv‡K GB NUbv m¤ú‡K© AewnZ Ki‡Z n‡e 

hv‡Z `y‡h©vM cybiæ×vi cwiKíbv mwµq Kivi wm×všÍ mgqg‡Zv †bIqv 

hvq| e¨vsK ev GbweGdAvB hZ ZvovZvwo m¤¢e evsjv‡`k e¨vsK‡K 

Rvbv‡e †h Zvi `y‡h©vM cybiæ×vi e¨e¯'vq e¨_© n‡q‡Q| 

vii) e¨vsK ev GbweGdAvB MÖvnK‡`i †h †Kv‡bv eo NUbv m¤ú‡K© AewnZ 

Ki‡e| GKwU msKU ev Riæwi cwiw¯'wZ‡Z MÖvn‡Ki Av¯'v eRvq ivL‡Z 

cviv e¨vsK ev GbweGdAvB Gi mybv‡gi Rb¨ AZ¨šÍ ¸iæZ¡c~Y©| 

viii) †h‡nZy NUbvMy‡jv A‡bK Kvi‡Y n‡Z cv‡i, ZvB e¨vsK ev 

GbweGdAvB cÖavb NUbvMy‡jvi g~j KviY Ges cÖfve we‡kølY Ki‡e| 

e¨vsK ev GbweGdAvB Abyiƒc NUbvi cybive…wË †iva Ki‡Z 

cÖwZKvig~jK e¨e¯'v MÖnY Ki‡e| 

ix)  g~j KviY Ges cÖfve we‡kølY cÖwZ‡e`‡b wbgœwjwLZ †‣ÎMy‡jv‡K AšÍfz©³ 

Ki‡Z n‡e 

K)  g~j KviY we‡kølY (Root cause analysis) 

i. KLb GUv N‡UwQj? 

ii.  GUv †Kv_vq N‡U‡Q? 

iii.  NUbvwU †Kb Ges Kxfv‡e NUj? 

iv.  MZ 2 eQ‡i KZevi Abyiƒc NUbv N‡U‡Q? 

v.  GB NUbv †_‡K wK wk‣v †bIqv n‡q‡Q? 

 

L)  cÖfve we‡kølY (Impact Analysis) 

i.  wm‡÷g, m¤ú` Ges ÿwZMÖ¯Í MÖvnK‡`i Z_¨mn NUbvi e¨vwß; 

ii.  nviv‡bv ivR¯^, ‣wZ, LiP, wewb‡qvM, ‣wZMÖ¯Í MÖvn‡Ki msL¨v, cÖfve, 

mybvg Ges AvZ¥wek¦v‡mi cwiYwZmn NUbvi gvÎv; 

iii.  NUbvi d‡j wbqš¿‡Ki †h mg¯Í cÖ‡qvRbxqZv Ges kZ©vewj j․Nb 

n‡q‡Q| 

 

M) ms‡kvabg~jK Ges cÖwZ‡ivag~jK e¨e¯’v (Corrective and 

Preventive measures) 

i. NUbvi cwiYwZ †gvKv‡ejvq Awej‡¤̂ ms‡kvabg~jK e¨e¯'v †bIqv n‡e| 

MÖvnK‡`i D‡Ø‡Mi wel‡q AMÖvwaKvi w`‡Z n‡e|  

ii. NUbvi g~j KviY Lyu‡R †ei Kivi e¨e¯'v Kiv| 

iii.  Abyiƒc NUbvi cybive…wË hv‡Z bv N‡U Zvi e¨e¯'v †bIqv| 

 

5.4.1 mgm¨v e¨e¯’vcbv (Problem Managament) 

NUbv e¨e¯'vcbvi (Incident Management) D‡Ïk¨ n‡jv hZ ZvovZvwo 

m¤¢e AvBwmwU cwi‡lev cybiæ×vi Kiv Avi mgm¨v e¨e¯'vcbvi (Problem 



 261 131 262  

Managament) j¶¨ n‡jv g~j KviY wbY©q Kiv Ges wbg©~j Kiv hv‡Z evievi 

NUbvi msNUb †iva Kiv hvq| 

i) e¨vsK ev NIFI Z_¨ wm‡÷g-m¤úwK©Z mgm¨vMy‡jv jM Kivi Rb¨ GKwU 

cÖwµqv ¯'vcb Ki‡e| 

ii) `ªæZ, Kvh©Kix Ges myk…․Lj cÖwZwµqv (response) †c‡Z GKRb Eaß©Zb 

e¨w³i Kv‡Q †Kv‡bv mgm¨v escalate Kivi D‡Ï‡k¨ e¨vsK ev NBFI-Gi Kv‡Q 

Kg©cÖev‡ni cÖwµqv (Process of workflow) _vK‡e| 

iii) mgm¨v-mgvavb cÖwµqv PjvKvjxb mg‡q mgm¨v wPwþZKiY Ges M…nxZ 

c`‡‣cMy‡jv bw_fz³ Ki‡Z n‡e| 

iv) Abyiƒc mgm¨vmg~n kbv³KiY Ges cÖwZ‡iv‡ai myweav‡_© AZx‡Zi 

mgm¨vMy‡jvi GKwU cÖeYZv we‡kølY (trend analysis) Ki‡Z n‡e| 

 

5.4.4 m‣gZv e¨e¯’vcbv (Capacity Management) 

mÿgZv e¨e¯'vcbvi j‣¨ n‡jv AvBwmwU mÿgZv eZ©gvb Ges fwel¨‡Zi 

e¨emvwqK cÖ‡qvRbxqZvMy‡jv‡K †hb mvkÖqx c×wZ‡Z c~iY K‡i, Zv wbwðZ 

Kiv| 

i) AvBwmwU wm‡÷g Ges cwiKvVv‡gv e¨emvwqK Kvh©vewj‡K mg_©b Ki‡Z 

m¶g Zv wbwðZ Kivi Rb¨, e¨vsK ev NBFI Kg©¶gZv, ¯^¶gZv Ges 

e¨env‡ii g‡Zv m~PKMy‡jv ch©‡e‣Y I ch©v‡jvPbv Ki‡e| 

ii) e¨vsK ev GbweGdAvB wbix‣Y cÖwµqvMy‡jv ¯'vcb Ki‡e Ges Kvh©Kifv‡e 

Kvh©Kix Ges e¨emv‡qi cÖ‡qvRbxqZv c~i‡Yi Rb¨ AwZwi³ ms¯'vb cwiKíbv I 

wba©vi‡Yi Rb¨ Dchy³ †_ªk‡nvì ev¯Íevqb Ki‡e| 

 

5.5. AeKvVv‡gv wbivcËv e¨e¯’vcbv (Infrastructure Security 

Management ) 

AvBwmwU j¨vÛ‡¯‹c wewfbœ ai‡bi Avµg‡Yi Rb¨ SzuuwKc~Y©| GB ai‡bi 

Avµg‡Yi wd«‡Kv‡qwÞ I g¨vwjMb¨vwÞ evo‡Q| GwU Acwinvh© †h e¨vsK ev 

NBFI †WUv, A¨vwcø‡Kkb, WvUv‡em, Acv‡iwUs wm‡÷g Ges †bUIqvK©My‡jv‡Z 

ch©vßfv‡e m¤úwK©Z ûgwKMy‡jv †gvKv‡ejv Kivi Rb¨ myi‣v mgvavbMy‡jv 

cÖ‡qvM K‡i| ms‡e`bkxj ev †Mvcbxq Z_¨ †hgb MÖvn‡Ki e¨w³MZ Z_¨ Ges 

wm‡÷‡g msiw¶Z Ges cÖwµqvRvZ Kiv A¨vKvD›U Ges †jb‡`‡bi †WUv 

myi¶vi Rb¨ Dchy³ e¨e¯'v cÖ‡qvM Kiv nq| AbjvBb †jb‡`b Ges 

ms‡e`bkxj e¨w³MZ ev A¨vKvD›U Z_¨ A¨v‡•m Kivi Av‡M MÖvnK‡`i 

mwVKfv‡e A‡_bwU‡KU& Kiv nq| 

 

5.5.1 m¤ú` e¨e¯’vcbv (Asset Management) 

i)  †Kv‡bv bZzb AvBwmwU m¤ú` msMÖn Kivi Av‡M, e¨vsK ev GbweGdAvB 

Øviv (we`¨gvb wm‡÷‡gi m‡½) mvgÄm¨ g~j¨vqb (Compatibiltiy 

Assesment) Kiv n‡e| 

ii)  mg¯Í AvBwmwU m¤ú` msMÖ‡ni †ÿ‡Î e¨vsK ev GbweGdAvB-Gi µq 

bxwZ †g‡b Pj‡Z n‡e| 

ii)  cÖwZwU AvBwmwU m¤ú` GKRb AwffveK‡Ki (GKRb e¨w³ ev mËv) 

Kv‡Q eivÏ Kiv n‡e whwb †mB m¤ú‡`i Dbœqb, i‣Yv‡e‣Y, e¨envi, 

wbivcËv Ges ALÐZvi Rb¨ `vqx _vK‡eb| 

iv)  mg¯Í AvBwmwU m¤ú` ¯úófv‡e wPwþZ Ges †j‡ej Kiv n‡e| †j‡ewjs 

m¤ú‡`i cÖwZwôZ †kªwYweb¨vm cÖwZdwjZ Ki‡e| 

v)  e¨vsK ev GbweGdAvB GKwU AvBwmwU m¤ú` Bb‡f›Uwi eRvq ivL‡e 

hv‡Z D‡jøL‡hvM¨ wek` weeiY _v‡K (†hgb gvwjK, AwffveK, µ‡qi 

ZvwiL, Ae¯'vb, jvB‡mÞ b¤^i, KbwdMv‡ikb BZ¨vw`)| 

vi)  e¨vsK ev GbweGdAvB ch©vqµ‡g AvBwmwU m¤ú‡`i ZvwjKv ch©v‡jvPbv  

I nvjbvMv` Ki‡e| 

vii)  Bbdi‡gkb wm‡÷‡gi m¤ú`My‡jv Abby‡gvw`Z A¨v‡•m, Ace¨envi, 

ev RvwjqvwZc~Y© cwieZ©b, mwbœ‡ek, gy‡Q †djv, cÖwZ¯'vcb, `gb, ev 

cÖKvk †_‡K ch©vßfv‡e myiw‣Z _vK‡e| 

viii) e¨vsK ev GbweGdAvB Bbdi‡gkb wm‡÷g m¤ú` myi‣vi Rb¨ GKwU 

wb®úwË bxwZ cÖwZôv Ki‡e| weµq, wb®úwË ev cybivq Bmy¨ Kivi Av‡M 

miÃvg Ges mswkøó †÷v‡iR wgwWqvi mg¯Í †WUv Aek¨B aßsm ev 

IfviivBU Ki‡Z n‡e| 

ix)  e¨vsK ev GbweGdAvB †cv‡U©ej wWfvB‡mi e¨env‡ii Rb¨ wb‡`©wkKv 

cÖ`vb Ki‡e, we‡kl K‡i e¨vsK ev GbweGdAvB‡qi evB‡i e¨env‡ii 

Rb¨| 

x)  e¨vsK ev GbweGdAvB Zv‡`i Kg©ms¯'vb, Pzw³ ev Pzw³i mgvwßi c‡i 

Kg©Pvix/ewnivMZ c‡‣i KvQ †_‡K mvsMVwbK m¤ú` †diZ †bIqvi 

bxwZ ˆZwi Ki‡e| 
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xi)  e¨vsK ev GbweGdAvB mg¯Í md&UIq¨vi jvB‡m‡Þi kZ©vewj †g‡b 

Pj‡e Ges Ggb †Kv‡bv md&UIq¨vi e¨envi Ki‡e bv, hv AvBbZ µq 

Kiv nqwb ev Ab¨_vq ˆeafv‡e cÖvß Kiv nqwb| 

xii)  Drcv`b cwi‡e‡k e¨eüZ AvDU‡mvm©W md&UIq¨vi, we‡µZvi m‡½ 

mv‡cvU© Pzw³i Aaxb _vK‡e| 

xiii)  e¨vsK ev GbweGdAvB md&UIq¨v‡ii ZvwjKv Aby‡gv`b Ki‡e hv †h 

†Kv‡bv Kw¤úDUv‡i e¨envi Kiv hv‡e|  

 xiv) e¨vsK ev GbweGdAvB Ry‡o Abby‡gvw`Z ev cvB‡i‡UW md&UIq¨vi 

e¨envi K‡Vvifv‡e wbwl× Kiv n‡e| 

 

5.5.2. †W¯‹Uc/j¨vcUc wWfvBm wbqš¿Y (Desktop/Laptop Device 

Controls) 

i)  †WUv Ges nvW©Iq¨v‡ii ‣wZ †iva Ki‡Z †W¯‹Uc Kw¤úDUviMy‡jv 

BDwcGm-Gi m‡½ mshy³ _vK‡Z n‡e| 

ii)  GKwU †W¯‹Uc ev j¨vcUc Kw¤úDUvi‡K Abycw¯'Z (unattended) 

†i‡L hvIqvi Av‡M, e¨enviKvix‡`i ÔjK IqvK©‡÷kbÕ ˆewkó¨wU 

cÖ‡qvM Ki‡Z n‡e| cÖ‡qvM bv Kiv n‡j e¨vsK ev NBFI-Gi bxwZ 

Abyhvqx wWfvBmwU ¯^qswµqfv‡e jK n‡q hv‡e| 

iii) j¨vcU‡c msiw‣Z †Mvcbxq ev ms‡e`bkxj Z_¨ GbwµÞ Kiv _vK‡e| 

iv)  cÖwZwU Kg©w`e‡mi †k‡l †W¯‹Uc Kw¤úDUvi, j¨vcUc, gwbUi BZ¨vw` 

eÜ K‡i †`Iqv n‡e|  

v)  j¨vcUc, Kw¤úDUvi wgwWqv Ges ms‡e`bkxj Z_¨ aviYKvix 

AcmviY‡hvM¨ †÷v‡i‡Ri Ab¨ †h‡Kv‡bv dg© (†hgb-wmwW, ig, wRc 

wW¯‹, wcwWG, d¬¨vk WªvBf, evwn¨K nvW© WªvBf) hLb e¨envi Kiv n‡e 

bv ZLb GKwU myiw‣Z ¯'v‡b ev jK Kiv K¨vwe‡b‡U msi‣Y Kiv          

n‡e| 

vi)  †W¯‹Uc/j¨vcUc Kw¤úDUv‡ii Rb¨ BDGmwe †cv‡U©i A¨v‡•m wbqš¿Y 

Kiv n‡e| 

vii)  †Mvcbxq Z_¨ aviYKvix Ab¨vb¨ Z_¨ †÷v‡iR wgwWqv †hgb KvMR, 

dvBj, †Uc BZ¨vw` e¨envi bv Kivi mgq GKwU myiw‣Z ¯'v‡b ev jK 

Kiv K¨vwe‡b‡U msi‣Y Kiv n‡e| 

viii)  c~e© Aby‡gv`b QvovB ¯^Zš¿ e¨enviKvix‡`i Øviv md&UIq¨vi 

A¨vwcø‡Kkb Ges/A_ev Gw•wKD‡Uej dvBj †h‡Kv‡bv †W¯‹Uc ev 

j¨vcUc Kw¤úDUv‡i Bb÷j ev WvDb‡jvW Kiv hv‡e bv| 

ix)  †W¯‹Uc Ges j¨vcUc Kw¤úDUvi e¨enviKvixiv ÁvZmv‡i Ggb 

Kw¤úDUvi †KvW wjL‡eb bv, K¤úvBj Ki‡eb bv, Kwc Ki‡eb bv ev 

cÖPvi Ki‡eb bv hv wb‡R wb‡RB cÖwZwjwc ˆZwi K‡i, ‣wZ K‡i ev 

†h‡Kvb Kw¤úDUvi wm‡÷‡gi Kvh©KvwiZv‡K evav †`q (†hgb fvBivm, 

Iqvg©, †UªvRvb, BZ¨vw`)| 

x)  †h †Kv‡bv ai‡bi fvBivm Awej‡¤̂ wi‡cvU© Ki‡Z n‡e| 

xi)  we‡kl‡Ái mnvqZv Qvov fvBivm cwi®‹vi/†gvQv hv‡e bv hw` bv 

Ab¨_vq wb‡`©k †`Iqv nq| 

xii)  †W¯‹Uc Ges j¨vcUc hLbB Pvjy ev cybivq Pvjy Kiv n‡e ZLb 

e¨enviKvix Zvi AvBwW I cvmIqvW© e¨envi K‡i Zv A¨v‡•m Ki‡Z 

n‡e| 

xiii)  ÷¨vÛvW© fvBivm kbv³KiY md&UIq¨vi Aek¨B mg¯Í †W¯‹Uc Ges 

j¨vcUc Kw¤úDUv‡i Bb÷j Ki‡Z n‡e Ges Ggbfv‡e KbwdMvi 

Ki‡Z n‡e hv‡Z wm‡÷gwU covi Ges wbqwgZfv‡e ¯‹¨vb Kivi mgq 

fvBivm kbv‡³i Rb¨ dvBjMy‡jv cix‣v Kiv nq| 

xiv)  †W¯‹Uc Ges j¨vcUc Kw¤úDUviMy‡jv mg¯Í ¸iæZ¡c~Y© Kw¤úDUvi 

wbivcËv-cÖvmw½K B‡f›U (†hgb cvmIqvW© Abygvb Kiv, Abby‡gvw`Z 

A¨v‡•m cÖ‡Póv, ev A¨vwcø‡Kkb ev wm‡÷g md&UIq¨vi cwieZ©b Kiv) 

jM Kivi Rb¨ Kb&wdMvi Ki‡Z n‡e| 

xv)  mg¯Í Kw¤úDUvi †d¬vi †j‡f‡ji Ic‡i Ges Rvbvjv †_‡K `~‡i ivL‡Z 

n‡e| 

 

5.5.3 weIqvBIwW wbqš¿Y (BYOD Controls) 

‗Bring Your Own Device (BYOD)‘ n‡jv GKwU A‡c‣vK…Z bZzb 

Af¨vm, hv e¨vsK Ges Avw_©K cÖwZôvbMy‡jvi Øviv M…nxZ nq—hv‡Z Zv‡`i 

Kg©x‡`i Zv‡`i e¨w³MZ †gvevBj wWfvBm †hgb ¯§vU©‡dvb, U¨ve‡jU 

Kw¤úDUvi BZ¨vw` †_‡K K‡c©v‡iU B‡gBj, K¨v‡jÛvi, A¨vwcø‡Kkb Ges †WUv 

A¨v‡•m Ki‡Z m‣g K‡i| e¨vsK ev GmweGdAvB Kg©x‡`i e¨w³MZ 

wWfvBmMy‡jv‡K myiw‣Z, ch©‡e‣Y Ges wbqš¿‡Y P¨v‡j‡Ãi Kvi‡Y weIqvBIwW-

Gi m‡½ mswkøó D‧PZi wbivcËv SzuwK m¤ú‡K© m‡PZb Ki‡Z n‡e| 



 265 133 266  

i)  e¨vsK ev GbweGdAvB weIqvBIwW ev¯Íevq‡bi Ici GKwU we¯Í…Z SzuuwK 

g~j¨vqb Ki‡e, hv wbwðZ Ki‡e †h, weIqvBIwW-Gi m‡½ m¤úwK©Z 

wbivcËv SzuuwKMy‡jv‡K cÖkwgZ Kivi Rb¨ h‡_ó cwigv‡Y e¨e¯'v MÖnY Kiv 

n‡q‡Q| 

ii)  e¨vsK ev GmweGdAvB hw` ch©vßfv‡e mswkøó wbivcËv SzuwKMy‡jv 

cwiPvjbv Ki‡Z bv cv‡i Zvn‡j weIqvBIwW ev¯Íevqb Ki‡e bv|  

iii) weIqvBIwW A‡bK Z_¨ wbivcËv SzuuwKi m‡½ hy³ †hgb— 

K)  e¨w³MZ gvwjKvbvaxb wWfvB‡m (Personally Owned Devices ev 

POD) msiwÿZ K‡c©v‡iU †WUvi ‣wZ, cÖKvk ev `yb©xwZ|  

L)  e¨vsK ev GbweGdAvB Gi AvBwmwU AeKvVv‡gv Ges Ab¨vb¨ Z_¨ 

m¤ú‡`i (†hgb g¨vjIq¨vi msµgY ev n¨vwKs) ûgwK ev Av‡cvm 

RwoZ NUbv, 

M)  cÖ‡hvR¨ AvBb, cÖweavb, Ges eva¨evaKZvMy‡jvi m‡½ Am¤§wZ (†hgb 

†MvcbxqZv ev cvB‡iwm), 

N)  e¨vsK ev GbweGdAvB-Gi Rb¨ Kv‡Ri mgq POD-G ˆZwi, mwÂZ, 

cÖwµqv Kiv ev †hvMv‡hvM Kiv Z‡_¨i Rb¨ †gav m¤úwË AwaKvi 

(Intellectual Property rights)| 

weIqvBIwWÕi m‡½ m¤úwK©Z Z_¨ wbivcËv SzuwKi Kvi‡Y, weIqvBIwW-G KvR 

Ki‡Z B‧QyK Kg©Pvix‡`i Aek¨B GwU Kivi Rb¨ Aby‡gv`b wb‡Z n‡e Ges 

Zv‡`i wbR¯^ miÃvg myiw‣Z Ki‡Z e¨_© nIqvi Kvi‡Y e¨vs‡Ki 

†bUIqvK©My‡jv‡Z AMÖnY‡hvM¨ SzuwKi KviY n‡Z cvi‡e bv| 

iv) e¨vsK ev GbweGdAvB KZ©…c‣ Øviv Aby‡gvw`Z cWMy‡jvi (POD) Rb¨ 

wWfvBm A‡_bwU‡Kk‡bi Dchy³ dg©My‡jv cÖ‡qvM Ki‡Z cv‡i, †hgb 

cÖwZwU wbw`©ó wWfvB‡mi Rb¨ ˆZwi wWwRUvj mvwU©wd‡KU| 

v)  e¨vsK ev GbweGdAvBi Z_¨ wbqš¿Y Kivi AwaKvi i‡q‡Q| Gi g‡a¨ 

Aek¨B cWm (PODs)-Gi gvwjK ev e¨enviKvixi AbygwZ QvovB 

e¨vKAvc, cybiæ×vi, ms‡kvab, A¨v‡•m wba©viY Ges/A_ev e¨vsK †WUv 

gy‡Q †djvi AwaKvi AšÍf©y³ _vK‡Z n‡e| 

vi) ms‡e`bkxj Z_¨ A¨v‡•m, mÂq ev cÖwµqv Ki‡Z e¨eüZ †h‡Kv‡bv 

cWm (POD) Aek¨B †bUIqv‡K©i gva¨‡g ¯'vbvšÍwiZ †WUv GbwµÞ 

Ki‡Z n‡e (†hgb SSL ev VPN e¨envi K‡i)|  

vii) wWfvBmwU nvwi‡q †M‡j, ev Kg©Pvix PvKwi †Q‡o w`‡j, ev AvBwmwU 

†Kv‡bv †WUv ev bxwZ j․Nb, fvBivm, ev e¨vs‡Ki †WUv Ges cÖhyw³ 

cwiKvVv‡gvi wbivcËvi Rb¨ Abyiƒc ûgwK kbv³ Ki‡j, Kg©Pvixi 

wWfvBmwU gy‡Q †dj‡Z n‡e| 

 

5.5.4 mvf©vi wbivcËv wbqš¿Y (Server Security Controls) 

i. e¨enviKvix‡`i Rb¨ wbw`©ó my‡hvM myweavi eY©bvmn mvf©vi A¨v‡•m 

Kivi Rb¨ wbw`©ó Aby‡gv`b _vK‡Z n‡e|  

ii. `~ieZ©x e¨enviKvix‡`i (remote users) A¨v‡•m wbqš¿‡Y AwZwi³ 

A‡_bwU‡Kkb cÖwµqv e¨envi Ki‡Z n‡e|  

iii. wbw®ŒqZvi GKwU wbw`©ó mg‡qi c‡i wbw®Œq †mk‡bi (Inactive 

session) †gqv` †kl n‡e| 

iv. wm‡÷g A¨vWwgwb‡÷ªUi ev c×wZ e¨e¯'vcK‡`i Kvh©Kjvc mxwgZ Kiv 

n‡e| mse`bkxj I †Mvcbxq Z_¨ aviYKvix mvf©viMy‡jvi Kvh©Kjvc 

GKwU †K›`ªxq jM †nv‡÷ msiwÿZ Ki‡Z cv‡i|  

v. e¨vsK ev GbweGdAvB Drcv`b c×wZ‡Z cÖ‡qv‡Mi c~‡e© MVbMZ 

c×wZ, bZyb Patches and service packs ¸‡jv cixÿv Kivi Rb¨ 

GKwU cø¨vUdg© cÖ¯ÍyZ Ki‡Z GK ev GKvwaK †U÷ mvf©vi cÖ¯`Z ivL‡e| 

vi. e¨vsK ev GbweGdAvB dvBj †kqvwis cÖwµqvi wbivcËv wbwðZ Ki‡e| 

cÖ‡qvRb bv n‡j dvBj I wcÖ›U †kqvi Aek¨ wbw®Œq Ki‡Z n‡e ev 

†hLv‡b m¤¢e b~¨bZg eRvq ivLv n‡e| 

vii. †cÖvWvKkb mvf©v‡i Pjgvb mg¯Í AcÖ‡qvRbxq cwi‡levMy‡jv wbw®Œq Kiv 

n‡e| †Kv‡bv bZzb cwi‡lev h_vh_ cix¶v Qvov Drcv`b mvf©v‡i 

¯'vbvšÍi Kiv hv‡e bv|  

viii. mg¯Í AcÖ‡qvRbxq †cÖvMÖvg †cÖvWvKkb mvf©vi †_‡K AvbBb÷j Kiv 

n‡e|  

ix. fvPz©qvjvB‡Rk‡bi (virtualization) †‣‡Î—   

K)  e¨vsK ev GbweGdAvB cÖwZwU VM Øviv m¤ú‡`i (†hgb, cÖ‡mmi, 

†ggwi, wW¯‹ †¯úm, fvPz©qvj †bUIqvK© B›Uvi‡dm) e¨env‡ii mxgv 

wba©vi‡Yi cwiKíbv Ki‡e| 

L)  †nv÷ I †M÷ Acv‡iwUs wm‡÷g (OS) Aek¨ cÖ‡qvRbxq wbivcËv 

web¨vm Ges cÖ‡qvR‡b Ab¨vb¨ wbq‡gi m‡½ nvjbvMv` Ki‡Z n‡e| 

fvPz©qvjvB‡Rkb md&UIq¨v‡i c¨vwPs (Patching) e¨envi Ki‡Z n‡e| 

M)  KvVv‡gvMZ mvf©v‡ii g‡Zv, fvPz©qvj mvf©viMy‡jv‡K wbqwgZ e¨vK Avc 

Ki‡Z n‡e| 
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O)  e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h †nv÷ I †M÷ IGm (OS) 

mg~n wmO‡µvbvB‡Rkb e¨envi Ki‡Q|  

P)  cÖ‡qvRb bv n‡j †nv÷ I †M÷ IGm-Gi g‡a¨ dvBj †kqvi Kivi 

AbygwZ †`Iqv n‡e bv| 

 

5.5.5. †WUv †m›Uvi wbqš¿Y (Data Center Controls) 

†h‡nZz GKwU e¨vsK ev GbweGdAvB-Gi wµwUK¨vj wm‡÷g I †WUv GKwU 

†WUv †m›Uv‡i (wWwm) msiÿY Kiv nq, ZvB GwU ¸iæZ¡c~Y© †h †WUv †m›UviwU 

w¯'wZ¯'vcK (resilient) I KvVv‡gvMZfv‡e (physically) Af¨šÍixY I 

evwn¨Kfv‡e myiw‣Z| 

 

5.5.5.1. KvVv‡gvMZ wbivcËv (Physical Security) 

i. Z_¨ cÖwµqvKiY GjvKv ev Z_¨ †K‡›`ª KvVv‡gvMZ wbivcËv K‡Vvif‡e 

cÖ‡qvM Kiv n‡e| wWwm‡K Aek¨B K‡Vvi GjvKv †NvlYv Ki‡Z n‡e 

Ges Zv‡Z Abby‡gvw`Z cÖ‡ek K‡Vvifv‡e wbwl× Kiv n‡e|  

ii. e¨vsK ev GweGdAvB ïay Aby‡gvw`Z Kg©x‡`i Rb¨ wWwm-Gi A¨v‡•m 

cÖ`vb Ki‡e| e¨vsK ev GbweGdAvB †Kej cÖ‡qvR‡bi wfwË‡Z 

wWwm‡Z A¨v‡•m †`‡e| hw` Gi Avi cÖ‡qvRb bv nq Z‡e wWwm‡Z 

Kg©x‡`i cÖ‡ekvwaKvi Awej‡¤̂ cÖZ¨vnvi Kiv n‡e| 

iii. A¨v‡•m Aby‡gv`‡bi c×wZMy‡jv we‡µZv, cwi‡lev cÖ`vbKvix, 

mnvqZv Kg©x I cwi‧QbœZv Kg©x‡`i Rb¨ K‡Vvifv‡e cÖ‡qvM Kiv n‡e| 

e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h wWwm-†Z _vKvKvjxb GKRb 

wfwRU‡ii m‡½ GKRb Kg©Pvix me©`v m‡½ _vK‡eb|  

iv. A¨v‡•m Aby‡gv`‡bi ZvwjKvwU i‣Yv‡e‣Y Kiv n‡e Ges ch©vqµ‡g 

Aby‡gvw`Z e¨w³ Øviv Z_¨ †K›`ª A¨v‡•‡mi ch©v‡jvPbv Kiv n‡e| 

v. ms‡e`bkxj GjvKvq A¨v‡•m Ki‡Z Aek¨B A¨v‡•‡mi D‡Ïk¨ 

jMey‡K AšÍfz©©³ Ki‡Z n‡e| 

vi. e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h wWwmi cwiwa, myweav I miÃvg 

Kÿ KvVv‡gvMZfv‡e (physically) myiw‣Z I ch©‡e‣Y Kiv n‡q‡Q| 

e¨vsK ev GbweGdAvB 24 NÈvi Rb¨ gvbe I c×wZMZ wbqš¿Y cÖwZôv 

Ki‡e, †hgb wbivcËvi‣x, KvW© A¨v‡•m c×wZ, gvbe m…ó duv` I 

bRi`vwi e¨e¯'v, †hLv‡b hv Dchy³|  

vii. Riæwi cÖ¯'vb `iRv mnRjf¨ n‡e| 

viii. Aby‡gv`b cÖ`vb I bxwZi m‡½ m¤§wZ wbwðZ Ki‡Z Z_¨ †K‡›`ª Aek¨ 

GKRb g‡bvbxZ AwffveK ev e¨e¯'vcK _vK‡Z n‡e| 

ix. e¨e¯'vcK ev cÖwZwbwa‡K Aek¨ wWwm‡Z _vKv mg¯Í Kw¤úDwUs miÃvg, 

mswkøó miÃvg I †fvM¨ mvgMÖxi GKwU ZvwjKv eRvq ivL‡Z n‡e| 

x. †hLv‡b GKwU AvDU‡mvm©W cwi‡lev mieivnKvix wWwm cwiPvjbv K‡i, 

†mLv‡b e¨vsK I mieivnKvixi g‡a¨ Pzw³wU Aek¨B wb‡`©k Ki‡e †h, 

KvVv‡gvMZ wbivcËv msµvšÍ bxwZi mg¯Í cÖ‡qvRbxqZv Zviv Aek¨ †g‡b 

Pj‡e Ges e¨vsK ev GbweGdAvB †h †Kv‡bv mgq KvVv‡gvMZ wbivcËv 

w¯'wZ ch©v‡jvPbv Kivi AwaKvi msi‣Y K‡i|  

xi. †hLv‡b wWwm GKwU AvDU‡mvm©W cwi‡lev mieivnKvix Øviv cwiPvwjZ 

nq, †mLv‡b †fŠZ wbivcËvi (physical security) `vwqZ¡ 

mieivnKvixi Ici eZ©vq, Z‡e GB ai‡bi myweavMy‡jv‡Z A¨v‡•m ïay 

e¨vs‡Ki Rb¨ wb‡ew`Z, Zv Aek¨B e¨vsK ev GbweGdAvB Øviv 

ch©v‡jvwPZ I Aby‡gvw`Z n‡Z n‡e| 

xii. Z_¨ †K›`ª cÖv½‡Yi (Data Center Premises) †fŠZ (physical) 

wbivcËv cÖwZ eQi AšÍZ GKevi ch©v‡jvPbv Kiv n‡e| 

 

5.5.5.2 cwi‡ekMZ wbivcËv (Environmental Security) 

i. Av¸b, eb¨v, we‡ýviY Ges Ab¨ ai‡bi `y‡h©v‡Mi Kvi‡Y ‣wZi SzuuwK 

†_‡K Z_¨ †K‡›`ªi myi‣v cwiKíbv I cÖ‡qvM Kiv n‡e| eûwea 

(multi-tenant) myweavhy³ fe‡b GKwU Z_¨ †K›`ª I `y‡h©vM cybiæ×vi 

mvBU ˆZwi Kiv wbiærmvwnZ Ki‡Z n‡e| 

ii. cvIqvi mieivn I †bUIqvK© ms‡hvMZvmn Z_¨ †K‡›`ªi wWRvBb 

mwVKfv‡e bw_fy³ Kiv n‡e| 

iii. Dbœqb I cix‣vi (Development and Test) cwi‡ek Drcv`b 

cÖwµqv †_‡K c…_K Kiv n‡e| 

iv. Z_¨ †K‡›`ª evav ev †Kv‡bv ai‡bi ‣wZ †_‡K i‣v Ki‡Z Z_¨ I 

cvIqvi K¨ve‡ji Rb¨ c…_K P¨v‡bj ˆZwi Ki‡Z n‡e| 

v. Rj kbv³KiY hš¿My‡jv DÐvwcZ (raised) †g‡Si wb‡P ¯'vcb Kiv 

DwPZ, hw` GwU DÌvwcZ nq| 

vi. Z_¨ †K‡›`ªi m‡½ hy³ bq Ggb †KvbI wWfvBm Ges me eÜ Kiv 

wWfvBmMy‡jv Z_¨ †K‡›`ª msi‣Y Kivi AbygwZ †`Iqv n‡e bv| mg¯Í 
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ai‡bi Ae¨eüZ Ges AcÖ‡qvRbxq AvBwU miÃvg (equipments) 

ivL‡Z GKwU c…_K msiÿYvMvi _vK‡Z n‡e| 

vii. †K¬vRW mvwK©U †Uwjwfkb (wmwmwUwf) K¨v‡giv h_vh_ ch©‡e‣‡Yi Rb¨ 

Pvicv‡k Dchy³ Ae¯'v‡b ¯'vcb Kiv n‡e| 

viii. ÔLvIqv, g`¨cvb ev a~gcvb wb‡laÕ Gi wPþ cÖ`k©‡b _vK‡e| 

ix. †h‡Kvb Riæwi Ae¯'vi Rb¨ †WwW‡K‡UW Awd‡mi hvbevnb memgq 

mvB‡U Dcw¯'Z _vK‡e| †Kv‡bv `yN©Ubvi SzuuwK Gov‡Z e¨vs‡Ki cÖv½Y ev 

Kg©v½‡bi evB‡i ¸iæZ¡c~Y© hš¿cvwZ enb Kivi mgq MYcwienb Gwo‡q 

Pj‡Z n‡e| 

x. Z_¨ †K‡›`ª mve©ÿwYK †Uwj‡dvb †hvMv‡hvM _vK‡e| 

xi. †h‡Kv‡bv Riæwi cÖ‡qvRb †gUv‡Z mKj e¨w³i wVKvbv Ges †Uwj‡dvb 

ev †gvevBj b¤^i (†hgb dvqvi mvwf©m, cywjk †÷kb, cwi‡lev 

cÖ`vbKvix, we‡µZv Ges mg¯Í AvBwmwU Kg©x) Aek¨B mnRjf¨ _vK‡Z 

n‡e| 

xii. cwi‡ekMZ ûgwK †_‡K SzuuwK Kgv‡Z we`¨yr mieivn e¨e¯'v Ges Ab¨vb¨ 

mnvqZv BDwbU‡K Aek¨B Drcv`b ¯'vb (production site) †_‡K 

Avjv`v Ki‡Z n‡e Ges wbivc` RvqMvq ¯'vcb Ki‡Z n‡e| 

xiii. Drm (cÖavb weZiY †evW© ev †Rbv‡iUi) †_‡K Z_¨ †K‡›`ª cvIqvi 

mvcøvB Aek¨ wb‡ew`Z (dedicated) _vK‡Z n‡e| Ifvi‡jvwWs‡qi 

SzuuwK Gov‡Z Ab¨ †h‡Kv‡bv wWfvB‡mi Rb¨ GB DrmMy‡jv †_‡K 

ˆe`y¨wZK ms‡hvM †bIqv hv‡e bv Ges Giæc KvVv‡gvMy‡jv‡K Aek¨ 

mxgve× (restricted) I ch©‡e‣Y (monitored) Ki‡Z n‡e| 

xiv. wbgœwjwLZ cwi‡ekMZ wbqš¿YMy‡jv Bb÷j Ki‡Z n‡e— 

K)  e¨vKAvc BDwbUmn wbiew‧Qbœ cvIqvi mieivn (BDwcGm) 

L)  e¨vKAvc cvIqvi mieivn| 

M)  ZvcgvÎv Ges Av`ª©Zv cwigv‡ci hš¿| 

N)  Gqvi KwÛkbvi †_‡K IqvUvi wj‡KR mZK©Zv I cvwb wb®‹vkb e¨e¯'v| 

O)  e¨vKAvc BDwbUmn Gqvi KwÛkbvi| cÖPwjZ Gqvi KwÛkbvi c×wZ 

†_‡K cvwbi dz‡Uv Gov‡Z BÛvw÷ª-÷¨vÛvW© Gqvi KwÛkbvi c×wZ 

e¨envi Ki‡Z n‡e|  

P)  Riæwi cvIqvi KvU-Ad myBP| 

Q)  Riæwi Av‡jvi e¨e¯'v| 

R) Av`ª©Zv wbqš¿‡Yi Rb¨ wWwnDwgwWdvqvi  

S)  Dc‡i DwjøwLZ cwi‡ekMZ wbqš¿YMy‡jv wbqwgZ cix‣v Kiv n‡e Ges 

i‣Yv‡e‣Y cwi‡lev Pzw³ 24x7 wfwËK n‡e| 

 

5.5.5.3 Av¸b cÖwZ‡iva (Fire Prevention) 

i) Z_¨ †K‡›`ªi wmwjs I `iRv Av¸b-cÖwZ‡ivax n‡Z n‡e| 

ii) AwMœ `gb miÃvgMy‡jv ch©vqµ‡g Bb÷j Ges cix‣v Kiv n‡e| 

iii) ¯^qswµq dvqvi/†¯§vK A¨vjvwg©s c×wZ Bb÷j Kiv Ges ch©vqµ‡g 

cix‣v Ki‡Z n‡e| 

iv) DÐvwcZ †d¬v‡ii wb‡P dvqvi wW‡U±i _vK‡Z n‡e, hw` GwU DuPy Kiv 

nq| 

v) Z_¨ †K‡›`ª ˆe`y¨wZK Zvi Ges †WUv Zv‡ii ¸Ygvb eRvq ivL‡Z n‡e 

Ges jywK‡q ivL‡Z n‡e|  

vi) `vn¨ wRwbmcÎ †hgb KvMR, Kv‡Vi wRwbm, cøvw÷K BZ¨vw` Z_¨ 

†K‡›`ª msi‣Y Kivi AbygwZ †`Iqv n‡e bv| 

 

5.5.6. mvf©vi/†bUIqvK© iæg/i¨vK wbqš¿Y (Server/Network 

Room/Rack Controls) 
i) mvf©vi/†bUIqvK© iæg/i¨vK Aek¨B GKRb `vwqZ¡kxj e¨w³i Aax‡b 

Zvjv I Pvwemn GKwU Kv‡Pi †N‡i _vK‡Z n‡e| 

ii) wdwRK¨vj A¨v‡•m mxgve× _vK‡e, `k©bv_©x wbeÜb _vK‡Z n‡e Ges 

mvf©v‡ii iæ‡g A¨v‡•‡mi †ÿ‡Î Zv wjwce× Ki‡Z n‡e|  

iii) A¨v‡•m Aby‡gv`‡bi ZvwjKvwU Aek¨ wbqwgZfv‡e eRvq ivL‡Z n‡e 

Ges ch©v‡jvPbv Ki‡Z n‡e| 

iv) †h‡Kv‡bv `y‡h©v‡Mi †‣‡Î ¯^íZg mg‡qi g‡a¨ mvf©vi I †bUIqvK© 

wWfvBmMy‡jv cÖwZ¯'vc‡bi e¨e¯'v _vK‡e| 

v) mvf©vi/†bUIqvK© iæg/i¨vK kxZvZc wbqwš¿Z n‡Z n‡e| Rj dz‡Uv 

msµvšÍ mZK©Zv I Gqvi KwÛkbvi †_‡K Rj wb®‹vkb e¨e¯'v Bb÷j 

Kiv n‡e|  

vi) we`y¨‡Zi e¨_©Zvi †‣‡Î KvR Pvwj‡q hvIqvi Rb¨ cvIqvi †Rbv‡iUi 

_vK‡e| 

vii) mvf©vi I cÖ‡qvRbxq wWfvBmMy‡jv‡Z wbiew‧Qbœ we`y¨r mieiv‡ni Rb¨ 

BDwcGm _vK‡e| 
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viii) AwZwi³ wWfvBm mshy³ K‡i †hb B‡jKwUªK¨vj AvDU‡jU¸‡jv‡K 

Ifvi‡jvW bv Kiv nq †mB w`‡K g‡bv‡hvM w`‡Z n‡e|  

ix) cvIqvi mieivn I WvUv K¨ve‡ji †j-AvDU Abymv‡i cÖvPx‡ii cv‡ki 

P¨v‡bj cÖ¯ÍyZ K‡i myMwVZ I wbivc`fv‡e mg¯Í cÖ‡qvRbxq K¨vewjs 

Ki‡Z n‡e|  

x) †h‡KvbI Riæwi cwiw¯'wZ †gvKv‡ejvi Rb¨ dvqvi mvwf©m, cywjk 

†÷kb, cwi‡lev cÖ`vbKvix, we‡µZv Ges mg¯Í AvBwmwU `vwqZ¡kxj 

Kg©x‡`i m‡½ †hvMv‡hv‡Mi Rb¨ Zv‡`i wVKvbv Ges †dvb b¤^i 

mnRjf¨ _vK‡Z n‡e| 

xi) Ab¨_vq cÖ‡qvRb bv n‡j, mvf©vi iæg †Q‡o hvIqvi Av‡M cvIqvi 

mieivn eÜ K‡i w`‡Z n‡e| 

xii) mvf©vi iæ‡gi evB‡i `…k¨gvb GjvKvq AwMœ wbe©vcK hš¿ ¯'vcb Kiv n‡e| 

GwU evwl©K wfwË‡Z cix¶v Kiv Avek¨K| 

 

5.5.7 †bUIqvK© wbivcËv e¨e¯’vcbv (Network Security 

Management) 

i) e¨vsK ev GbweGdAvB Acv‡iwUs c×wZ, †WUv‡em, †bUIqvK© miÃvg 

I †cv‡U©ej wWfvBmMy‡jvi wbivcËv wbwðZ Ki‡Z Ggb †emjvBb 

÷¨vÛvW© wbb©q Ki‡e hv ms¯'vi bxwZi m‡½ mvgÄm¨c~b©|  

ii) †emjvBb gvbMy‡jv mgvbfv‡e cÖ‡qvM Kiv n‡q‡Q Ges Am¤§wZMy‡jv 

kbv³ Kiv n‡q‡Q Ges Z`‡šÍi Rb¨ DÐvcb Kiv n‡q‡Q, Zv wbwðZ 

Ki‡Z e¨vsK ev GbweGdAvB wbqwgZ Gb‡dvm©‡g›U †PK cwiPvjbv 

Ki‡e| 

iii) †bUIqvK© wWRvBb Ges Gi wbivcËv KbwdMv‡ikbMy‡jv GKwU bw_fz³ 

cwiKíbvi Aax‡b cÖ‡qvM Kiv n‡e| †bUIqvK© wWRvB‡b msÁvwqZ 

wewfbœ wbivcËv AÂj wba©vwiZ _vK‡Z n‡e| 

iv) BdwUwc, dvBevi, Ges cvIqvi K¨vej¸‡jv hv‡Z cieZ©x‡Z 

ms‡kvabg~jK ev cÖwZ‡ivag~jK i‣Yv‡e‣‡Yi KvR Kiv hvq, Gi Rb¨ 

h_vh_ †j‡ewjs _vK‡Z n‡e| 

v) e¨vsK ev GbweGdAvB mg¯Í †bUIqvK© miÃv‡gi KvVv‡gvMZ wbivcËv 

wbwðZ Ki‡e| 

vi) Z_¨ cwi‡levi MÖæc, e¨enviKvix I Z_¨ c×wZMy‡jv‡K †bUIqv‡K© 

Avjv`v Kiv n‡e, †hgb-wfj¨vb (VLAN)|  

vii) Abby‡gvw`Z e¨envi I B‡jKUªwbK †U¤úvwis K‡Vvifv‡e wbqš¿Y Kiv 

n‡e| GKgyLx ev cvewjK †bUIqv‡K©i gva¨‡g ågY Kiv ms‡e`bkxj 

Z_¨ GbwµÞ I wWwµÞ Kivi e¨e¯'v _vK‡e|  

viii) AvBwmwU AeKvVv‡gvi ¸iæZ¡c~Y© ch©v‡q †bUIqvK© myiÿvi D‡Ï‡k¨ 

e¨vsK ev GbweGdAvB †bUIqvK© myi‣v wWfvBmMy‡jv Bb÷j Ki‡e, 

†hgb dvqviIqvj Ges AbycÖ‡ek kbv³KiY I cÖwZ‡iva e¨e¯'v 

(Intrusion Detection and Prevention Systems)|  

ix) e¨vsK ev GbweGdAvB Af¨šÍixY †bUIqvK©My‡jvi g‡a¨ dvqviIqvj ev 

Ab¨vb¨ Abyiƒc e¨e¯'v ¯'vcb Ki‡e, hv‡Z Z…Zxq c‣, we‡`wk wm‡÷g 

Ges Af¨šÍixY wek¦¯Í †bUIqvK© †_‡K D™¢~Z wbivcËv G•‡cvRv‡ii 

cÖfve Kwg‡q Avbv hvq| 

x) wbivc` jMBb ˆewkó¨ (A_©vr Secure Login Feature ev SSH) 

wi‡gvU A¨vWwgwb‡÷ªk‡bi D‡Ï‡k¨ †bUIqvK© wWfvB‡m mwµq Kiv 

n‡e| Gbwµ‡ÞW bq Ggb jMBb Ackb (†hgb, TELNET) wbw®Œq 

Kiv n‡e| 

xi) e¨vsK ev GbweGdAvB wbqwgZfv‡e †bUIqvK© wbivcËv wWfvB‡m 

wbqgMy‡jv e¨vK Avc Ki‡e Ges ch©v‡jvPbv Ki‡e †h GB ai‡bi 

wbqgMy‡jv Dchy³ I cÖvmw½K wK bv| 

xii) e¨vsK ev GbweGdAvB WAN ms‡hv‡Mi Rb¨ wiWv‡Û›U †hvMv‡hvM 

e¨e¯'v ¯'vcb Ki‡e| 

xiii) Iq¨vi‡jm †jvKvj Gwiqv †bUIqvK© (WLAN) ¯'vcbKvix e¨vsK ev 

GbweGdAvB GB cwi‡e‡ki m‡½ m¤úwK©Z SzuuwK m¤ú‡K© m‡PZb 

_vK‡eb| A¨v‡•m c‡q›U Ges Iq¨vi‡jm K¬v‡q›U‡`i g‡a¨  

†hvMv‡hv‡Mi Rb¨ myiw‣Z †hvMv‡hvM †cÖv‡UvKjMy‡jv (Secure 

Communication Protocol) ¯'vcb Ki‡Z n‡e, hv‡Z Abby‡gvw`Z 

A¨v‡•m †_‡K K‡c©v‡iU †bUIqvK©‡K myiwÿZ ivLv hvq|  

xiv) †bUIqvK© wWfvBm Øviv ˆZwi jMMy‡jv wbix‣‡Yi Rb¨, †bUIqvK© 

AvKv‡ii Ici wbf©i K‡i, SYSLOG-G mvf©vi cÖwZôv Kiv †h‡Z 

cv‡i|  

xv) †bUIqvK© wWfvBmMy‡jv Kvh©Kifv‡e cwiPvjbvq, †bUIqvK© AvKv‡ii 

Ici wbf©i K‡i, cÖgvYxKiY Aby‡gv`b I A¨vKvDw›Us 

(Authentication, Authorization and Accounting-AAA) 

mvf©vi cÖwZôv Kiv †h‡Z cv‡i| 
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xvi) †bUIqvK© UªvwdK wbqš¿Y Ki‡Z ivDUvi (Router) My‡jv‡Z  †ivjwfwËK 

Ges/A_ev mgq-wfwËK A¨v‡•m K‡›Uªvj wj÷ (ACLs) cÖ‡qvM Ki‡Z 

n‡e| 

xvii) AeKvVv‡gv cwiPvjbvi Rb¨ mg¯Í †bUIqvK© miÃvg Ges mvf©v‡i GKwU 

wi‡qj-UvBg †nj&_ ch©‡e‣Y c×wZ cÖ‡qvM Kiv †h‡Z cv‡i| 

xviii) Awdm †bUIqv‡K©i m‡½ e¨w³MZ j¨vcU‡ci ms‡hvM ev Awd‡mi 

j¨vcUc/†W¯‹U‡ci m‡½ e¨w³MZ Iq¨vi‡jm g‡W‡gi ms‡hvM Aek¨B 

mxgve× I myiw‣Z _vK‡Z n‡e| 

xix) e¨vsK ev GbweGdAvB †bUIqvK© wWfvB‡mi mg¯Í wWdë (default) 

cvmIqvW© cwieZ©b Ki‡e| 

xx) A¨v‡•m myB‡Pi mg¯Í Ae¨eüZ †cvU© wWdëfv‡e eÜ Kiv n‡e hw` 

Ab¨_vq msÁvwqZ bv Kiv nq| 

xxi) mg¯Í †hvMv‡hvM wWfvBm h_vh_ cÖgvYxKi‡Yi (authentication) 

gva¨‡g ¯^Zš¿fv‡e mbv³‡hvM¨ n‡Z n‡e| 

xxii) mvf©v‡ii Rb¨ †ivj-wfwËK cÖkvmb (role-based administration) 

wbwðZ Kiv n‡e| 

 

5.5.8 B›Uvi‡bU A¨v‡•m g¨v‡bR‡g›U (Internet Access 

Management) 

i) Aby‡gvw`Z B›Uvi‡bU A¨v‡•m e¨e¯'vcbv bxwZ Abymv‡i Kg©Pvix‡`i 

B›Uvi‡bU A¨v‡•m cÖ`vb Kiv n‡e| 

ii) e¨vsK cÖv½b †_‡K B›Uvi‡bU A¨v‡•m I e¨envi Aek¨ myiw‣Z n‡Z 

n‡e Ges e¨vsK ev GbweGdAvB-Gi Z_¨ wbivcËvi m‡½ Avcm Kiv 

DwPZ bq| 

iii) e¨vsK cÖv½b †_‡K I e¨vs‡Ki wm‡÷‡g B›Uvi‡bU A¨v‡•m Aek¨B 

wbivc` †MUI‡qi (Secure Gateway) gva¨‡g PjvPj Ki‡Z n‡e| 

iv) e¨vsK ev GbweGdAvB Gi cÖv½Y ev wm‡÷g †_‡K mivmwi B›Uvi‡b‡Ui 

m‡½ †h‡Kv‡bv ms‡hvM, hvi g‡a¨ ÷¨vÛ G‡jvb wcwm I j¨vcUcMy‡jv 

AšÍfz©³, Z_¨ myi‣v Øviv Aby‡gvw`Z bv nIqv ch©šÍ wbwl×| 

v) Kg©Pvix‡`i e¨vs‡Ki wm‡÷g ev cÖv½Y e¨envi K‡i B›Uvi‡b‡U Zv‡`i 

wbR¯^ ms‡hvM ¯'vcb Kiv wb‡la|  

vi) eªWe¨vÛ, AvBGmwWGb, ev wcGmwUGb cwi‡levi gva¨‡g B›Uvi‡bU ev 

†Kv‡bv Z…Zxq-c‣ ev cvewjK †bUIqv‡K©i m‡½ ms‡hvM ¯'vc‡bi Rb¨ 

e¨vs‡Ki wm‡÷gMy‡jvi m‡½ ¯'vbxqfv‡e mshy³ g‡W‡gi e¨envi m¤ú~b© 

wbwl×, hw` bv wbw`©ófv‡e Aby‡gvw`Z nq| 

vii) e¨vsK ev GbweGdAvB Øviv cÖ`Ë B›Uvi‡bU A¨v‡•m Ggb †Kv‡bv 

evwYwR¨K e¨emvwqK Kvh©Kjvc m¤úv`‡bi D‡Ï‡k¨ Kiv hv‡e bv, hv  

e¨vsK ev GbweGdAvB Gi m‡½ m¤úK©hy³ bq| ÷vd ev Ab¨vb¨ 

Kwg©‡`i e¨w³MZ e¨emvwqK ¯^v_© e¨vs‡Ki B›Uvi‡bU e¨envi K‡i 

cwiPvjbv Kiv DwPZ bq| 

viii) e¨vsK ev GbweGdAvBI Øviv cÖ`Ë B›Uvi‡bU A¨v‡•m Aek¨B Ggb 

†Kv‡bv Kvh©Kjv‡c e¨envi Kiv DwPZ bq, hv †R‡bï‡b †Kv‡bv 

†dŠR`vwi ev †`Iqvwb AvBb ev AvB‡bi j․Nb K‡i| GB ai‡bi 

†h‡Kv‡bv Kg©Kv‡Ði d‡j RwoZ Kwg©‡`i kvw¯Íg~jK e¨e¯'v †bIqv n‡e| 

ix) mg¯Í A¨vwcø‡Kkb I c×wZ †hMy‡jvi Rb¨ B›Uvi‡bU ev Z…Zxq-c¶ Ges 

cvewjK †bUIqvK©My‡jvi m‡½ ms‡hv‡Mi cÖ‡qvRb nq, Zv‡`i Aek¨ 

†W‡fjc‡g‡›Ui mgq Ges †cÖvWvKk‡b hvIqvi Av‡M GKwU AvbyôvwbK 

SzuwK we‡køl‡Yi ga¨ w`‡q †h‡Z n‡e Ges mg¯Í cÖ‡qvRbxq wbivcËv 

e¨e¯'v Aek¨B cÖ‡qvM Ki‡Z n‡e| 

 

5.5.9. B‡gBj e¨e¯’vcbv (Email Management) 

i) B‡gBj c×wZ e¨vsK ev GbweGdAvB-Gi bxwZgvjv Abyhvqx e¨envi 

Kiv n‡e| 

ii) B‡gBj wm‡÷‡g A¨v‡•m ïay Awdwmqvj Aby‡iv‡ai gva¨‡g cÖ`vb Kiv 

n‡e| 

iii) Aby‡gvw`Z Gbwµckb myweavMy‡jv e¨envi K‡i GbwµÞ Kiv bv n‡j 

ewnivMZ `jMy‡jvi Kv‡Q †Mvcbxq Z_¨ †hvMv‡hvM Ki‡Z B‡gBj 

e¨envi Kiv n‡e bv| 

iv) B‡gBj cvVv‡bvi c~‡e© ev ewnivMZ `jMy‡jv‡K DËi †`Iqvi c~‡e© 

Kg©Pvwi‡`i Aek¨B mg¯Í B‡gj mvgMÖxi †MvcbxqZv I ms‡e`bkxjZv 

we‡ePbv Ki‡Z n‡e| 

v) B‡gB‡ji gva¨‡g †cÖwiZ Z_¨ gvbnvwbKi, ev AcgvbRbK n‡e bv, 

†Kv‡bv cÖKvi RvwZMZ ev †hŠb wbh©vZ‡bi m‡½ RwoZ, e¨vsK ev 

GbweGdAvB-Gi mybvg bó K‡i, A_ev Kg©Pvix, MÖvnK, cÖwZ‡hvMx ev 

Ab¨‡`i Rb¨ ‣wZKi Ggb †Kv‡bv Dcv`vb _vK‡Z cv‡i bv| GB 
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ai‡bi †Kv‡bv Dcv`vb B‧QvK…Zfv‡e †cÖi‡Yi d‡j kvw¯Íg~jK e¨e¯'v 

†bIqvi m¤¢vebv i‡q‡Q| 

vi) e¨vs‡Ki B‡gBj c×wZwU g~jZ e¨emvwqK D‡Ï‡k¨ e¨env‡ii Rb¨ 

cÖ`vb Kiv nq| e¨vs‡Ki B‡gBj c×wZi e¨w³MZ e¨envi ïay 

e¨e¯'vcbv KZ…©c‡ÿi we‡ePbvq Aby‡gv`b Kiv cÖ‡qvRb; G ai‡bi 

e¨w³MZ e¨envi †h †Kv‡bv mgq cÖZ¨vnvi ev mxgve× (restricted) 

n‡Z cv‡i| 

vii) K‡c©v‡iU B‡gBj wVKvbv Aek¨ †Kv‡bv mvgvwRK †bUIqvwK©s, eøM, 

MÖæc, †dvivg, BZ¨vw`i Rb¨ e¨envi Kiv hv‡e bv, hw` bv e¨e¯'vcbv 

KZ…©c‡ÿi Aby‡gv`b bv _v‡K| 

viii) e¨vsK ev GbweGdAvB †_‡K B‡gj UªvÞwgk‡bi m‡½ GKwU wWm‡K¬gvi 

_vK‡Z n‡e—hv‡Z B‡g‡ji welqe¯Íyi †MvcbxqZv iÿvi welq D‡jøL 

_vK‡e Ges wba©vwiZ cÖvc‡Ki Kv‡Q bv †cuŠQv‡j Zv gy‡Q †dj‡Z 

Aby‡iva Kiv n‡e| 

ix) mswkøó wefvM B‡gBj cwi‡levMy‡jvi wbqwgZ ch©v‡jvPbv I ch©‡e‣Y 

Ki‡e| 

 

5.6. Bbdi‡gkb wm‡÷g e¨envi wbqš¿Y (Access Control of 

Information System) 

e¨vsK ev GbweGdAvB ïay Kv‡Ri `vwq‡Z¡i Ici wfwË K‡i A¨v‡•‡mi 

AwaKvi I c×wZ we‡klvwaKvi cÖ`vb Ki‡e| e¨vsK ev GbweGdAvB cixÿv 

Ki‡e †h †i¼ ev c‡`i wfwË‡Z †Kv‡bv e¨w³iB ˆea D‡Ï‡k¨ †Mvcbxq Z_¨, 

A¨vwcø‡Kkb, c×wZ ms¯'vb ev myweavMy‡jv A¨v‡•m Kivi †Kv‡bv AšÍwb©wnZ 

AwaKvi †bB| 

 

5.6.1. e¨enviKvix A¨v‡•m e¨e¯’vcbv (User Access Management) 

i) e¨vsK ev GbweGdAvB ïay e¨enviKvixi cÖ‡qvR‡bi wfwË‡Z AvBwmwU 

wm‡÷g Ges †bUIqvK©My‡jv‡Z GKwU wba©vwiZ mg‡qi Rb¨ A¨v‡•m 

gÃyi Ki‡e|  

ii) e¨vsK ev GbweGdAvB A¨v‡•m †hb bv wb‡Z cv‡i, Zvi Rb¨ A-

Kg©Pvix‡`i (Pzw³wfwËK, AvDU‡mvm© ev †fÛi Kg©x‡`i) wbweofv‡e 

ch©‡e‣Y Ki‡e| 

iii) cÖwZwU e¨enviKvixi GKwU Abb¨ e¨enviKvix AvBwW I GKwU ˆea 

cvmIqvW© _vK‡Z n‡e| 

iv) A¨v‡•‡mi myweavmn e¨enviKvix AvBwW i‣Yv‡e‣Y dg© h_vh_ 

KZ©…c‣ Øviv Aby‡gvw`Z n‡e| 

v) e¨_© jMBb cÖ‡Póvi Rb¨ e¨enviKvixi A¨v‡•m eÜ Kiv n‡e| 

vi) Kv‡Ri `vwqZ¡ cwieZ©‡bi †ÿ‡Î e¨enviKvixi A¨v‡•‡mi myweavMy‡jv 

Aek¨B nvjbvMv` ivL‡Z n‡e| 

vii) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h e¨enviKvixi A¨v‡•‡mi 

†iKW©My‡jv ¯^Zš¿fv‡e wPwþZ Kiv n‡q‡Q Ges wbix‣v I ch©v‡jvPbvi 

D‡Ï‡k¨ jM Kiv n‡q‡Q| 

viii) e¨vsK ev GbweGdAvB e¨enviKvixi A¨v‡•‡mi we‡klvwaKviMy‡jvi 

(Privileges) wbqwgZ ch©v‡jvPbv Ki‡e, hv‡Z wbwðZ Kiv hvq †h 

we‡klvwaKviMy‡jv (Privileges) h_vh_fv‡e †`Iqv n‡q‡Q| 

 

5.6.2. cvmIqvW© e¨e¯’vcbv (Password Management) 

i) e¨vsK ev GbweGdAvB e¨enviKvix‡`i A¨v‡•‡mi Rb¨ kw³kvjx 

cvmIqvW© e¨envi wbwðZ Ki‡e|  

ii) cvmIqvW© wbqš¿‡Y cÖ_g jMBb Kivi mgq cvmIqv‡W©i cwieZ©b 

eva¨Zvg~jK _vK‡e| 

iii) cvmIqvW© msÁvi c¨vivwgUvi GUv wbwðZ Ki‡e †h, e¨vs‡Ki bxwZ 

Abyhvqx b~¨bZg cvmIqvW© ˆ`N©¨ eRvq ivLv n‡q‡Q (AšÍZ 6 A‣i)| 

iv) cvmIqvW© n‡e AšÍZ wZb ai‡bi Aÿi †hgb eo nv‡Zi A‣i, †QvU 

nv‡Zi A‣i, we‡kl A‣i I msL¨vi mgš^q| 

v) cvmIqv‡W©i m‡e©v‧P †gqv` e¨vs‡Ki bxwZgvjvq Aby‡gvw`Z w`‡bi 

msL¨vi †P‡q †ewk n‡e bv (m‡e©v‧P 90 w`b)|  

vi) e¨vs‡Ki bxwZ Abymv‡i (†hgb m‡e©v‧P 3 evi cici) fzj jMBb 

cÖ‡Póvi me©vwaK msL¨v mwVKfv‡e wbw`©ó Kiv n‡e| 

vii) cvmIqvW© BwZnvm i‣Yv‡e‣Y c×wZ‡Z mwµq Kiv n‡e—hv‡Z GKB 

cvmIqvW© Kgc‡‣ wZb (3) evi c‡i Avevi e¨envi Kiv hvq| 

viii) Acv‡iwUs wm‡÷g, WvUv‡em I e¨emvwqK A¨vwcø‡KkbMy‡jvi 

A¨vWwgwb‡÷ªwUf cvmIqvW©My‡jv wmj Kiv Lv‡g f‡i wbivc` †ndvR‡Z 

ivLv n‡e| 
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5.7. e¨emvi avivevwnKZv I `y‡h©vM cybiæ×vi e¨e¯’vcbv (Business 

Continuity and Disaster Recovery Management) 

weR‡bm Kw›UwbwU I wWRv÷vi cybiæ×vi e¨e¯'vcbv n‡jv wµwUK¨vj `yN©Ubv I 

Acv‡ikbvj wi‡¯‹i †ÿ‡Î Kibxq I cÖ‡qvRbxq cwiKíbv ˆZwi Kiv hv‡Z 

we¯Í…Z GjvKvq `y‡h©vM e¨e¯'vcbv, †WUv †m›Uvi `y‡h©vM e¨e¯'vcbv I cybiæ×vi 

cwiKíbv _v‡K| weR‡bm Kw›UwbDwU cø¨v‡bi (BCP) cÖv_wgK D‡Ïk¨ n‡jv 

GKwU e¨vsK ev NBFI-†K GKwU `y‡h©v‡Mi g‡a¨ wU‡K _vK‡Z Ges bigvj 

weR‡bm Kvh©µg Pvjy Ki‡Z m‣g Kiv| b~¨bZg Avw_©K ÿwZ Ges mybv‡gi 

Aeÿq eRvq ivL‡Z, e¨vsK ev NBFI-†K GKwU hyw³msMZ mg‡qi g‡a¨ 

wµwUK¨vj Acv‡ikb¸‡jv Pvjy Ki‡Z n‡e| Kw›Ub‡RwÞ cø¨v‡bi g‡a¨ e¨emv 

cybiæ×v‡ii cwiKíbv Ges `y‡h©vM cybiæ×vi cwiKíbv AšÍfz©³ _vK‡e| 

Kw›Ub‡RwÞ cø¨vwbs-G e¨vKAvc, wi‡Kvfvwi I wi‡÷vi (restore) cÖwµqv‡KI 

AšÍfz©³ Ki‡e| 

 

5.7.1. e¨emvi avivevwnKZv cwiKíbv (Business Continuity Plan-

BCP) 

i) e¨vsK ev GbweGdAvB-Gi KvRKg© Pvwj‡q †h‡Z `y‡h©vM †_‡K cybiæ×v‡i 

GKwU Aby‡gvw`Z e¨emvwqK avivevwnKZv cwiKíbv (BCP) _vK‡Z n‡e| 

ii) Aby‡gvw`Z BCP mg¯Í cÖvmw½K Askx`vi‡`i Kv‡Q cÖPvi Kiv n‡e| 

hLbB †Kv‡bv ms‡kvab ev cwieZ©b NU‡e ZLb Askx`viiv ms‡kvwaZ 

cwiKíbvi GKwU Abywjwc cv‡eb| 

iii) wewmwc m¤úwK©Z bw_My‡jv Aek¨ GKwU wbivc` `~i‡Z¡ ivL‡Z n‡e| 

ZvrÿwYK wb‡`©kbvi Rb¨ GKwU Abywjwc Awd‡m msi‣Y Kiv n‡e| 

iv) c×wZ cÖ‡qvRbxqZv, cÖwµqv I AvšÍtwbf©iZvi K_v we‡ePbv K‡i wewmwc-

†K e¨emvwqK cÖfve we‡kølY (Business Impact Analysis-BIA) I 

`y‡h©vM cybiæ×vi cwiKíbv (Disaster Recovery Plan-DRP) Øviv 

mgwš^Z n‡Z n‡e| 

v) wewmwc wbgœwjwLZ welq¸‡jv wbwðZ Ki‡e— 

K)  wbw`©ó mgqmxgvi g‡a¨ e¨emvwqK Kvh©µg cybiæ×v‡ii Rb¨ Kg© 

cwiKíbv|  

L)  Kg©KZ©v, †fÛi I wewfbœ ms¯'vi Riæwi †hvMv‡hvM, wVKvbv I †dvb b¤̂i| 

M)  e¨vKAvc †Uc, j¨vcUc, d¬¨vk WªvBf, BZ¨vw` Riæwi AvB‡U‡gi MÖ¨ve 

wj÷ (Grab List) ˆZwi Kiv|  

N)  `y‡h©vM cybiæ×v‡ii mvBU g¨vc  

O) wewmwc Aek¨B eQ‡i AšÍZ GKevi cix‣v I ch©v‡jvPbv Ki‡Z n‡e—      

hv‡Z Gi Kvh©KvwiZv wbwðZ Kiv hvq| 

 

5.7.2. `y‡h©vM cybiæ×vi cwiKíbv (Disaster Recovery Plan-DRP) 

i) e¨vsK ev GbweGdAvB-Gi GKwU Aby‡gvw`Z `y‡h©vM cybiæ×vi 

cwiKíbv _vK‡Z n‡e| GKwU `ªæZ cybiæ×vi cwiKíbv cÖYqb I ˆZwii 

†‣‡Î, e¨vsK ev GbweGdAvB wewfbœ ai‡bi AvKw¯§K cwiw¯'wZ wPwþZ 

Ki‡e Ges Zv †gvKv‡ejvq Scenario Analysis AšÍfz©³ Ki‡e| 

e¨vsK ev GbweGdAvB Ggb cwiw¯'wZ we‡ePbv Ki‡e †hgb—cÖavb 

wm‡÷‡gi weåvU hvi d‡j wm‡÷g ÎæwU, nvW©Iq¨vi ÎæwU, cwiPvjbvi 

ÎæwU, ev wbivcËv msµvšÍ `yN©Ubv, GgbwK cvkvcvwk cÖv_wgK wWwmi 

m¤ú~Y© A¶gZvi KviY n‡Z cv‡i| 

ii) hLb cÖv_wgK mvB‡W †Kv‡bv `yN©Ubv N‡U, ZLb wµwUK¨vj wm‡÷g¸‡jv 

Pvjy K‡i e¨emv Pvjy Kivi D‡Ï‡k¨ e¨vsK ev GbweGdAvB GKwU 

wW‡R÷vi wiKfvwi mvBU (wWAviGm) cÖwZôv Ki‡e hv †fŠ‡MvwjKfv‡e 

cÖv_wgK mvBU †_‡K c…_K (me©wbgœ 10 wK‡jvwgUvi †iwWqvj `~iZ¡ Z‡e 

wfbœ f‥wgK¤ú SzuwKc~Y© AÂ‡j)|  

iii) hw` wWRv÷vi wiKfvwi mvBU (wWAviGm) wfbœ wmmwgK †Rv‡b bv 

_v‡K, Zvn‡j e¨vsK ev GbGBPGdAvB Z…Zxq wfbœ f‥wgK¤ú AÂ‡j 

GKwU Z…Zxq mvBU ¯'vcb Ki‡Z cv‡i †hwU‡K wWRv÷vi wiKfvwi mvBU 

(wWAviGm)/ dvi wWwm wn‡m‡e aiv n‡e| GB †‣‡Î, KvQvKvwQ 

Ae¯'v‡bi DRS-†K wbqvi wWwm (Near DC) wnmv‡e MY¨ Kiv n‡e Ges 

†mB Abyhvqx ¯'vcb Ki‡Z n‡e| 

iv) wWAviGm Ges/A_ev wbqvi wWwm wech©‡qi †‣‡Î e¨emv cwiPvjbvi 

¸iæZ¡c~Y© cwi‡levMy‡jv‡K mg_©b Ki‡Z mvgÃm¨c~Y© nvW©Iq¨vi I 

†Uwj‡hvMv‡hvM miÃvg w`‡q mw¾Z Kiv DwPZ| 

v) wWAviGm Ges/A_ev wbqvi wWwmi KvVv‡gvMZ I cwi‡ekMZ wbivcËv 

eRvq ivLv n‡e| 

vi) e¨vsK ev GbweGdAvB wm‡÷g cybiæ×vi Ges e¨emv cybwbg©v‡Yi 

AMÖvwaKviMy‡jv msÁvwqZ Ki‡e Ges AvBwmwU c×wZ I 

A¨vwcø‡KkbMy‡jvi Rb¨ Recovery Time Objective (RTO) I 

Recovery Point Objective (RPO) mn wbw`©ó cybiæ×v‡ii cÖwµqv 

¯'vcb Ki‡e| AviwUI n‡jv e¨vNv‡Zi we›`y †_‡K mgqKvj—hvi g‡a¨ 
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GKwU wm‡÷g cybiæ×vi Kiv n‡e| Ab¨w`‡K †Kv‡bv `yN©Ubv msNwUZ 

n‡j, AvBwmwU wm‡÷‡g KZUzKz †WUv nviv‡bv MÖnY Kiv hv‡e, Zv 

AviwcI Øviv †evSvq|  

vii) e¨vsK ev GbweGdAvB Zvi cybiæ×vi cwiKíbv Ki‡Z Ges ZË¡MZ 

cixÿv cwiPvjbvi †‣‡Î ¸iæZ¡c~Y© c×wZMy‡jvi g‡a¨ AvšÍtwbf©iZv 

we‡ePbv Ki‡e| 

viii) e¨vsK ev GbweGdAvB e¨vs‡Ki cybiæ×v‡ii ‣gZv evov‡bvi Rb¨ 

cybiæ×v‡ii †KŠkj I cÖhyw³, †hgb- on-site redundancy Ges real 

time date replication A‡š^lY Ki‡Z cv‡i| 

ix) cybiæ×vi cÖwµqv Ry‡o Z_¨ wbivcËv mwVKfv‡e eRvq ivLv n‡e| 

x) wWAvi cwiKíbvi nvjbvMv` I cixw¶Z Abywjwc wbivc` RvqMvq ivLv 

n‡e| GKwU Abywjwc ZvrÿwYK wb‡`©kbvi Rb¨ Awd‡m msi‣Y Kiv 

n‡e| 

xi) e¨vsK ev GbweGdAvB AšÍZ eQ‡i GKevi DRS-Gi Kvh©KvwiZv Ges 

cÖ‡qvRbxq Riæwi I cybiæ×v‡ii c×wZMy‡jv m¤úv`bvq Kg©x‡`i `ÿZv 

cix‣v I hvPvB Ki‡e| 

xii) cybiæ×vi Kiv c×wZMy‡jv mwVKfv‡e KvR Ki‡Q wK bv Zv hvPvB‡qi 

Rb¨ e¨vsK ev GbweGdAvB Zvi e¨enviKvix‡`i †U÷ †KBm ˆZwi I 

m¤úv`‡bi †ÿ‡Î mswkøó Ki‡e|  

xiii) wWAvi cix‣vi bw_fz³Ki‡Y b~¨bZg Scope, cwiKíbv I cix¶vi 

djvdj AšÍfz©³ _vK‡Z n‡e| cix‣vi cÖwZ‡e`bMy‡jv e¨e¯'vcbv Ges 

Ab¨vb¨  †÷K‡nvìv‡ii Kv‡Q cvVv‡bv n‡e Ges fwel¨‡Z cÖ‡qvR‡bi 

Rb¨ msi¶Y Kiv n‡e| 

 

5.7.3 †WUv e¨vKAvc I cybiæ×vi e¨e¯’vcbv (Data backup and 

Restore management) 

i) e¨vsK ev GbweGdAvB Z_¨ e¨vKAvc I cybiæ×vi bxwZ ˆZwi Ki‡e| 

cÖwZwU e¨emvwqK A¨vwcø‡Kk‡bi GKwU cwiKwíZ, wba©vwiZ I bw_fy³ 

e¨vKAvc †KŠkj _vK‡Z n‡e, hvi g‡a¨ Ab Ges Ad-jvBb Dfq 

e¨vKAvc ˆZwi Kiv Ges AdmvB‡U GKwU myiw¶Z ¯'v‡b e¨vKAvc 

†÷vi Kivi bxwZgvjv _vK‡e| 

ii) cÖwZwU e¨emvwqK A¨vwcø‡Kk‡bi Rb¨ cwiKwíZ e¨vKAvc m~wP, 

A¨vwcø‡Kk‡bi †kÖwYwefvM Ges GwU mg_©b K‡i Ggb Z‡_¨i m‡½ 

m½wZ †i‡L ˆZwi Ki‡Z n‡e| Ges e¨vKAvc m~wPi cÖwZwU †ÿ‡Î 

cÖ‡qvRbxq e¨vKAv‡ci aib wbw`©ó Ki‡Z n‡e (m¤ú~Y©, AvswkK, 

Bbwµg¨v›Uvj, wWdv‡iwÞqvj, wi‡qj-UvBg BZ¨vw`)| 

iii) Z‡_¨i e¨vKAv‡ci wd«‡Kv‡qwÞ Aek¨B Z‡_¨i †kÖwYweb¨vm Ges cÖwZwU 

A¨vwcø‡Kk‡bi Rb¨ e¨emvwqK avivevwnKZv cwiKíbvi cÖ‡qvRbxqZvi 

m‡½ m½wZc~Y© n‡Z n‡e| 

iv) cÖwZwU e¨emvwqK A¨vwcø‡Kk‡bi Rb¨ cwiKwíZ e¨vKAvc m~wPi weei‡Y 

e¨vK-Avc ev msi‣YvMvify³ Z‡_¨i Rb¨ wi‡Ubkb wcwiIW AšÍf©y³ 

_vK‡Z n‡e, hv ¯'vbxq AvBwb I wbqš¿‡Ki cÖ‡qvRbxqZvi m‡½ 

mvgÃm¨c~Y© n‡Z n‡e| 

v) e¨vK-Avc Z_¨ aviYKvix mg¯Í wgwWqvq Z_¨ welqe¯Íy, e¨vKAvc Pµ, 

e¨vKAvc µg kbv³Kvix, e¨vKAv‡ci ZvwiL I Z_¨ mvgMÖxi 

†kÖwYwefvM msµvšÍ †j‡ej mshy³ _vK‡Z n‡e| 

vi) e¨vKAvc Bb‡f›Uwi I jM kxU mycvifvBRi KZ…©K i‣Yv‡e‣Y I 

cixÿv Kiv I ¯^vÿi Kiv _vK‡Z n‡e|  

vii) e¨vsK ev GbweGdAvB ms‡e`bkxj ev †Mvcbxq Z_¨ †÷v‡iRi Rb¨ 

Ad-mvB‡U †bIqvi c~‡e© †Uc ev wW‡¯‹ e¨vKAvc Z_¨ GbwµÞ Ki‡e|  

viii) e¨vKAv‡ci Kgc‡‣ GKwU Abywjwc UvBg wµwUK¨vj †Wwjfvwii Rb¨ 

mvB‡U ivL‡Z n‡e| 

ix) Ab-Ges Ad-mvBU e¨vKAvc †_‡K Z_¨ cybiæ×vi Kivi cÖwµqvwU 

Aek¨ bw_fz³ Kiv n‡e| 

x) e¨vsK ev GbweGdAvB e¨vKAvc wgwWqvi cybiæ×vi ¶gZvi 

ch©vqµwgK cix‣v I ch©‡eÿY Pvjv‡e Ges g~j¨vqb Ki‡e †h GwU 

e¨vs‡Ki cybiæ×vi cÖwµqvi Rb¨ h‡_ó Kvh©Ki wK bv|  

 

5.8. Z_¨ c×wZ AwaMÖnY I †Wfjvc‡g›U (Acquisition and 

Development of Information Systems) 

†h †Kv‡bv e¨emvwqK A¨vwcø‡Kkb AwaMÖnY ev †Wfjvc‡g‡›Ui c~‡e©, e¨vsK ev 

NBFI K‡Vvi we‡kølY K‡i †`‡L †h e¨emvi cÖ‡qvRbxqZvMy‡jv Kvh©Ki Ges 

`‣fv‡e c~iY Kiv n‡‧Q wK bv| G cÖwµqvwU‡Z i‡q‡Q cÖ‡qvR‡bi msÁv, 

weKí Dr‡mi we‡ePbv, cÖhyw³MZ I A_©‰bwZK m¤¢ve¨Zvi ch©v‡jvPbv, SzuuwK 

we‡kølY I e¨q-myweav we‡kølY Ges hvi P‥ovšÍ wm×všÍ n‡e ˆZwi Kiv ev µq 

Kiv|  
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`ye©j wm‡÷g cwiKíbv I ev¯Íevq‡bi cvkvcvwk Ach©vß cix‣vi Kvi‡Y 

A‡bK wm‡÷g e¨_© nq| e¨vsK ev GbweGdAvB c×wZ cwiKíbv, Dbœqb I 

hvPvBKiY ch©v‡q c×wZ NvUwZ I ÎæwU wPwþZ Ki‡e| e¨vsK ev GbweGdAvB 

GKwU †÷qvwis KwgwU MVb Ki‡e, hv e¨emvi gvwjK, cÖhyw³MZ `j Ges 

Ab¨vb¨ Askx`vi‡`i mgš^‡q cÖK‡íi AMÖMwZ I gwbUwis Ki‡e| Gi gva¨‡g 

cÖK‡íi cÖwZwU ch©vq‡KB mnRjf¨ Kiv n‡e Ges cÖK‡íi mgqm~wP Abyhvqx 

gvBjdj‡K †cŠQv hv‡e|  

 

5.8.1 AvBwmwU cÖKí e¨e¯’vcbv (ICT Project Management) 

i) GKwU cÖ‡R± e¨e¯'vcbv iƒc‡iLv ˆZwi Kivi mgq, e¨vsK ev 

GbweGdAvB wbwðZ Ki‡e †h bZyb wm‡÷g ˆZwi ev µ‡qi KvR Ges 

cÖwµqvMy‡jvi g‡a¨ i‡q‡Q cÖKí SzuwK g~j¨vqb Ges †kÖwYwefvM, cÖwZwU 

cÖKí ch©v‡qi Rb¨ ¸iæZ¡c~Y© mvd‡j¨i KviY Ges cÖK‡íi gvBjdjK 

Ges †Wwjfv‡ie‡ji msÁv| e¨vsK ev GbweGdAvB cÖKí cwiPvjbvi 

KvVv‡gv‡Z, cÖK‡íi m‡½ RwoZ Kg©x‡`i f~wgKv I `vwqZ¡My‡jv 

¯úófv‡e msÁvwqZ Ki‡e| 

ii) mg¯Í AvBwmwU cÖK‡íi Rb¨ cÖKí cwiKíbv ¯úófv‡e bw_fy³ I 

Aby‡gvw`Z n‡e| cÖK‡íi cwiKíbvMy‡jv‡Z, e¨vsK ev GbweGdAvB 

cÖK‡íi cÖwZwU av‡c ev¯ÍevwqZ Ki‡Z †Wwjfv‡iej Ges †mBm‡½ 

wba©vwiZ gvBjdjKMy‡jv ¯úófv‡e wbg©vY Ki‡e| 

iii) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h e¨enviKvixi dvskbvj 

cÖ‡qvRbxqZv, LiP-myweav we‡kølY, c×wZ cÖYqb, cÖhyw³MZ ˆewkó¨, 

cix‣vi cwiKíbv I cwi‡lev Kg©‣gZv cÖZ¨vkv BZ¨vw` cÖvmw½K 

e¨emvwqK BDwbU I AvBwmwU e¨e¯'vcbv KZ…©cÿ Øviv Aby‡gvw`Z| 

iv) e¨vsK ev GbweGdAvB cÖK‡íi e¨e¯'vcbvi ZË¡veavb ¯'vcb Ki‡e hv‡Z 

wbwðZ Kiv hvq †h gvBjdjKMy‡jv AR©b Kiv m¤¢e n‡q‡Q Ges 

†Wwjfv‡iej¸‡jv mgqgZ ev¯ÍevwqZ n‡q‡Q| 

 

5.8.2. wm‡÷g AwaMÖn‡Yi Rb¨ †fÛi wbe©vPb (Vendor Selection for 

System Acquisition) 

i) †fÛi wbe©vP‡bi Rb¨ dvskbvj wefvM, AvBwmwU wefvM I ICC 

wefv‡Mi Kwg©‡`i mgš^‡q GKwU †Kvi wUg _vK‡Z n‡e| 

ii) †fÛi wbe©vPb cÖwµqv Aek¨B e¨vsK ev GbweGdAvB-Gi µq bxwZi 

m‡½ mvgÃm¨c~Y© n‡Z n‡e| 

iii) A¨vwcø‡Kkb µ‡qi Rb¨ †fÛi wbe©vP‡bi †ÿ‡Î wb¤œwjwLZ¸‡jv we‡ePbv 

Ki‡Z n‡e 

K) evRv‡i Dcw¯'wZ (market presence) 

L) Kvh©iZ eQi (year in operation) 

M)  cÖhyw³ †RvU (technology alliances) 

N)  Kv÷gvB‡Rk‡bi cwiwa I IqvK© GivDÛ mwjDkb 

O)  Avw_©K kw³ (financial strength) 

P)  Kg©‣gZv I ewa©Z Kivi my‡hvM (performance and scalability) 

Q)  Bb÷‡jk‡bi msL¨v 

R)  we`¨gvb MÖvn‡Ki †idv‡iÞ 

S)  mg_©b e¨e¯'v (support arrangement) 

T) we‡`wk we‡µZv‡`i Rb¨ ¯'vbxq mnvqZv e¨e¯'v 

U) Avw_©K I cÖhyw³MZ cÖ¯Ív‡ei ¸iæZ¡ 

 

5.8.3. Bb-nvDm md&UIq¨vi †Wfjvc‡g›U (In-House Software 

Developement)  

i) wek` e¨emv‡qi cÖ‡qvRbxqZvMy‡jv bw_fy³ I Dchy³ KZ©…c‣ Øviv 

Aby‡gvw`Z n‡e| 

ii) we¯ÍvwiZ cÖhyw³MZ cÖ‡qvRbxqZv I bKkv cÖ¯ÍyZ Kiv n‡e| 

iii) A¨vwcø‡Kkb wbivcËv Ges cÖvc¨Zvi cÖ‡qvRbxqZv myivnv Kiv n‡e| 

iv) A¨vwcø‡Kk‡b ˆZwiK…Z Kvh©KvwiZv, cwiKíbv I bw_fz³KiY Abyhvqx 

n‡Z n‡e| 

v) mdUIq¨vi ˆZwi I ev¯Íevq‡bi ch©v‡q User Acceptance Test 

(UAT) mn Software Development Life Cycle (SDLC) 

cwiPvjbv Ki‡Z n‡e|  

vi) mdUIq¨vi ˆZwi nIqvi c‡i User Verification Test (UVT) 

Ki‡Z n‡e|  

vii) wm‡÷g WKz‡g›U I BDRvi g¨vbyqvj ˆZwi Kiv n‡e Ges mswkøó wefv‡Mi 

Kv‡Q n¯ÍvšÍi Kiv n‡e| 

viii) †mvm© †KvW (Source Code) Aek¨B mswkøó wefv‡Mi Kv‡Q n¯ÍvšÍi 

Ki‡Z n‡e Ges Zv myiw‣Z ivL‡Z n‡e| 
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ix) †mvm© †Kv‡W †jL‡Ki bvg, m…wói ZvwiL, cwieZ©‡bi †kl ZvwiL Ges 

Ab¨vb¨ cÖvmw½K Z_¨mn GKwU wk‡ivbvg _vK‡Z n‡e| 

x) A¨vwcø‡KkbwU e¨vs‡Ki AvBwmwU wbivcËv bxwZi m‡½ m½wZc~Y© n‡Z 

n‡e| 

xi) e¨vsK ev GbbweGdAvB Aek¨B wbqš¿‡Ki Kgcøv‡q‡Þi w`‡K `…wó 

ivL‡e|  

 

5.9. Aëvi‡bwUf †Wwjfvwi P¨v‡bj (GwWwm) wbivcËv e¨e¯’vcbv 

(Alternative Delivery Channel Security Management) 

ÔP¨v‡b‡ji gva¨‡g P¨v‡bjÕ n‡jv AvR‡Ki e¨vswKs‡qi bZzb D™¢veb, hv Av‡M 

ïay kvLv †bUIqv‡K©i Ici wbf©i KiZ| kvLvwenxb e¨vswKs n‡jv GKwU 

wWw÷ªweDkb P¨v‡bj †KŠkj, hv e¨vs‡Ki kvLvi Ici wbf©i bv K‡i Avw_©K 

cwi‡lev cÖ`vb K‡i _v‡K| weKí †Wwjfvwi P¨v‡bj n‡jv MÖvnK‡`i mivmwi 

e¨vswKs cwi‡lev cÖ`v‡bi GKwU weKí c×wZ| MÖvnKiv Zv‡`i GwUGg-Gi 

gva¨‡g e¨vswKs †jb‡`b Ki‡Z cv‡ib, †h‡Kv‡bv AbymÜv‡bi Rb¨ e¨vs‡Ki 

Kj †m›Uv‡i †hvMv‡hvM Ki‡Z cv‡ib, wWwRUvj B›UviA¨vKwUf f‡qm †imcÞ 

(AvBwfAvi) A¨v‡•m Ki‡Z cv‡ib, B›Uvi‡bU e¨vswKs‡qi gva¨‡g GgbwK 

†gvevBj e¨vswKs‡qi gva¨‡g †dv‡bI †jb‡`b Ki‡Z cv‡ib BZ¨vw`| H 

P¨v‡bjmg~n mgq I †fŠ‡MvwjK Ae¯'vb wbwe©‡k‡l GKwU we¯Í…Z MÖvnK‡Mvôx‡K 

e¨vswKs mvwf©m cÖ`vb K‡i| GwWwm Kg Acv‡ikbvj e¨‡q I Kg †jb‡`b 

Li‡P D‧PZi MÖvnK mš`wó wbwðZ K‡i| 

 

5.9.1. GwUGg/wcIGm †jb‡`b (ATM/POS Transaction) 

GwUGg Ges c‡q›U-Ad-†mj (wcIGm) wWfvBmMy‡jv KvW© e¨enviKvix‡`i 

bM` A_© †Zvjvi cvkvcvwk e¨emvqx Ges wewjs ms¯'vMy‡jvi wej †c‡g›U myweav 

w`‡q‡Q| wKš` GB c×wZMy‡jv cÖvqB KvW© w¯‹gvi‡`i (skimmers) jÿ¨e¯`‡Z 

cwibZ nq| 

GB c×wZMy‡jv e¨envi Kivi †‣‡Î MÖvnK‡`i Av¯'v myiw‣Z Kivi Rb¨, 

e¨vsK ev GbweGdAvB, cÖZviK‡`i AvµgY cÖwZnZ Kivi Rb¨ GwUGg Ges 

POS wWfvBmMy‡jv‡Z wbgœwjwLZ e¨e¯'vMy‡jv ¯'vcb Ki‡e— 

i) e¨vsK ev GbweGdAvB GKwU KvW© Gw›Uª ¯ø‡Ui Ic‡i ev KvQvKvwQ 

ARvbv wWfvBmMy‡jvi Dcw¯'wZ (presence of unknown devices) 
kbv³ Ki‡Z GwUGg wWfvBmMy‡jv‡Z A¨vw›U-w¯‹wgs wWfvBm (anti-

skimming device) Bb÷j Ki‡e| 

ii) e¨vsK ev GbweGdAvB kbv³KiY e¨e¯'v Bb÷j Ki‡e Ges d‡jv-

Avc cÖwZwµqv (response) I c`‡‣‡ci (action) Rb¨ Dchy³ 

Kg©x‡`i mZK©Zv evZ©v cvVv‡e| 

iii) UªvÞwgk‡bi mgq MÖvnK‡`i wcb GbwµÞ Kiv n‡q‡Q Zv wbwðZ Ki‡Z 

e¨vsK ev GbweGdAvB †U¤úvi-cÖwZ‡ivax (temper-resistant) Kxc¨vW 

e¨envi Ki‡e| 

iv) e¨vsK ev GbweGdAvB †kvìvi mvwd©s‡qi (shoulder surfing) 

gva¨‡g MÖvnK‡`i wcb †R‡b †djv cÖwZ‡iv‡ai Dchy³ e¨e¯'v Ki‡e|  

v) e¨vsK ev GbweGdAvB wcb Avcm (Compromise) cÖwZ‡iva Kivi 

Rb¨ ev‡qv‡gwUªK wd½vi †fBb †mwÞs cÖhyw³ (Biometric Finger 

Vein Security Technology) cÖ‡qvM Ki‡Z cv‡i| 

vi) e¨vsK ev GbweGdAvB GB †gwkbMy‡jv‡Z 24 N›Uv Kvh©Kjv‡ci wfwWI 

bRi`vwi cwiPvjbv Ki‡e, wmwmwUwf dz‡U‡Ri ¸Ygvb eRvq ivL‡e 

Ges GwU Kgc‡‣ GK eQ‡ii Rb¨ msi‣Y Ki‡e| 

vii) e¨vsK ev GbweGdAvB bM` e¨v‡jÞ, †jvwWs-Avb‡jvwWs Kvh©vewj, 

†gwk‡bi AKvh©KvwiZv BZ¨vw`i Rb¨ GKwU †K›`ªxf‥Z AbjvBb 

gwbUwis c×wZ Pvjy Ki‡e| 

viii) e¨vsK ev GbweGdAvB 24-NÈv wfwË‡Z mg¯Í GwUGg wWfvB‡mi Rb¨ 

wbivcËv Kg©x †gvZv‡qb Ki‡e| 

ix) e¨vsK ev GbweGdAvB hvPvB Ki‡e †h GwUGg wWfvBmMy‡jv‡Z ch©vß 

KvVv‡gvMZ wbivcËv e¨e¯'v cÖ‡qvM Kiv n‡q‡Q| 

x) e¨vsK ev GbweGdAvB mg¯Í GwUGg/wcIGm wWfvBmMy‡jv‡K Nb Nb 

cwi`k©b Ki‡e hv‡Z ÷¨vÛvW© cÖ¨vKwUm (†hgb, GwUGg-Gi Rb¨ 

cwi‡ekMZ wbivcËv, GwUGg-Gi Rb¨ A¨vw›U-w¯‹wgs wWfvBm, wcIGm 

wWfvB‡mi mvi‡dm †U¤úvwis, BZ¨vw`) cÖ‡qvRbxq Kgcøv‡qÞ mn eRvq 

_v‡K| cwi`k©b jM kxU GwUGg ey_ cÖv½‡b I †K›`ªxqfv‡e i‣Yv‡e‣Y 

Kiv n‡e| 

xi) e¨vsK ev GbweGdAvB wbqwgZfv‡e Z…Zxq c‡‣i bM` cybtc~iY 

(cash replenishment) †fÛi‡`i Kvh©µg wbix‣Y Ki‡e Ges 

wbqwgZfv‡e Z…Zxq c‡‣i K¨vk mwU©s nvDR (cash sorting house) 
cwi`k©b Ki‡e| 

xii) e¨vsK ev GbweGdAvB Zvi gv‡P©›U‡`i‡K wcIGm wWfvBm cwiPvjbv 

Kivi cÖ‡qvRbxq (†hgb ¯^v¶i hvPvBKiY, wWfvBm 
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†U¤úvwis/cÖwZ¯'vc‡bi cÖ‡Póv, wWdë cvmIqvW© cwieZ©b BZ¨vw` 

m¤ú‡K©) cÖwkÿY w`‡e Ges cÖ‡qvRbxq g¨vbyqvj cÖ`vb Ki‡e| 

1. e¨vsK ev GbweGdAvB †h mg¯Í wbivcËv e¨e¯'v MÖnY K‡i‡Q Ges 

GwUGg I wcIGm †jb‡`‡bi mgq MÖvnK‡`i Øviv AbymiY Ki‡Z n‡e, 

Zv m¤¢‡Ü MÖvnK‡`i wkwÿZ Ki‡e| 

 

5.9.2 B›Uvi‡bU e¨vswKs (Internet Banking) 

cvewjK †bUIqv‡K©i ga¨ w`‡q hvIqv B›Uvi‡bU e¨vswKs myweavi m‡½ m¤ú…³ 

Z_¨ mg~n cÖZviYvg~jK Kvh©Kjvc, we‡iva (dispute) I Abby‡gvw`Z cÖKvk ev 

cwieZ©b †_‡K myiw‣Z ivL‡Z n‡e| B›Uvi‡b‡Ui gva¨‡g cÖ`vbK…Z Avw_©K 

cwi‡levMy‡jv µgea©gvbfv‡e e…w× cvIqvi Kvi‡Y e¨vsKMy‡jvi B›Uvi‡bU 

c×wZ h‡_ó Vulnerable n‡Z cv‡i| GwUi myiÿv wnmv‡e, e¨vsK ev 

GbweGdAvB GKwU wbivcËv †KŠkj cÖYqb Ki‡e Ges Zvi Z_¨ Ges 

c×wZMy‡jvi †MvcbxqZv, ALÐZv I cÖvc¨Zv wbwðZ Ki‡Z e¨e¯'v MÖnY Ki‡e| 

i) e¨vsK ev GbweGdAvB Zvi MÖvnK‡`i Ges e¨enviKvix‡`i wbðqZv 

cÖ`vb Ki‡e hv‡Z B›Uvi‡b‡Ui gva¨‡g m¤úvw`Z AbjvBb A¨v‡•m I 

†jb‡`bMy‡jv ch©vßfv‡e myiw‣Z I A‡_bwU‡K‡UW nq| 

ii) e¨vsK ev GbweGdAvB Zvi B›Uvi‡bU e¨vswKs c×wZ m‡½ m¤úwK©Z 

wbivcËvi cÖ‡qvRbxqZvMy‡jv‡K h_vh_fv‡e g~j¨vqb Ki‡e Ges 

AvšÍR©vwZK gv‡b mycÖwZwôZ Kivi e¨e¯'v MÖnY Ki‡e| 

iii) e¨vsK ev GbweGdAvB cÖhyw³MZ wbivcËvi w`KMy‡jv Ges Acv‡ikbvj 

Bmy¨¸‡jv we‡ePbv K‡i GKwU B›Uvi‡bU e¨vswKs wbivcËv bxwZgvjv cÖYqb 

Ki‡e| 

iv) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h e¨vsK Ges Gi MÖvnK‡`i g‡a¨ 

cÖwµqv Kiv, msiw‣Z ev †cÖiY Kiv Z_¨ mwVK, wbf©i‡hvM¨ Ges m¤ú~Y©| 

e¨vsK ev GbweGdAvB c×wZ Ges †WUvi ALÐZv i‣v Kivi Rb¨ Dchy³ 

cÖwµqvKiY Ges msµgY wbqš¿YI cÖ‡qvM Ki‡e, †hgb SSL, TLS| 

v) me ai‡bi AbjvBb Avw_©K †jb‡`‡bi Rb¨ e¨vsK 2FA (wØ-d¨v±i 

cÖgvYxKiY) cÖ‡qvM Ki‡e| nvW©Iq¨vi/md&UIq¨vi-wfwËK †Uv‡KbvB‡Rkb 

c×wZ cÖvavb¨ †`qv n‡e| wØ-d¨v±i cÖgvYxKi‡Yi cÖv_wgK D‡Ïk¨My‡jv 

n‡jv MÖvn‡Ki cÖgvYxKiY cÖwµqv‡K myiw‣Z Kiv Ges MÖvn‡Ki 

A¨vKvD‡›Ui Z_¨ I †jb‡`‡bi weei‡Yi ALÐZv i‣v Kiv Ges †mBm‡½ 

AbjvBb c×wZ‡Z Av¯'v evov‡bv| 

vi) GKwU AbjvBb Kvh©µg GKwU wbw`©ó mg‡qi c‡i ¯^qswµqfv‡e mgvß 

n‡Z n‡e hw` bv MÖvnK we`¨gvb †mkbwU eRvq ivLvi Rb¨ cybivq 

A‡_bwU‡KU K‡ib| 

vii) e¨vsK ev GbweGdAvB cieZ©x‡Z wm‡÷‡gi A¯^vfvweK Kvh©Kjvc, 

UªvÞwgkb ÎæwU, ev A¯^vfvweK AbjvBb †jb‡`bMy‡jv AbymiY I 

†gvKv‡ejvi Rb¨ ch©vß ch©‡e‣Y ev bRi`vwi e¨e¯'v MÖnb Ki‡e| 

viii) cÖvß evZ©vmn wm‡÷‡g cÖ‡e‡ki mdj jM †iKW© Kiv n‡e| wbivcËv j․Nb 

(m‡›`n ev †Póv) wi‡cvU© Kiv n‡e Ges bRi`vwi Kiv n‡e| e¨vsK 

AbycÖ‡ek I AvµgY cÖwZ‡iv‡ai Rb¨ wm‡÷g I †bUIqvK© ch©‡e‣Y 

miÄvg ¯'vcb Ki‡Z cv‡i| 

ix) e¨vsK ev GbweGdAvB AbjvBb c×wZ I mv‡cvwU©s c×wZMy‡jv (†hgb 

B›Uvi‡dm wm‡÷g, e¨vKGÛ †nv÷ wm‡÷g I †bUIqvK© miÃvg) Gi D‧P 

w¯'wZ¯'vcKZv (resilience) I cÖvc¨Zv (availability) eRvq ivL‡e| 

e¨vsK ev GbweGdAvB m‣gZv e¨env‡ii cwiKíbv Kivi cvkvcvwk 

AbjvBb AvµgY †_‡K i‣vq e¨e¯'v MÖnY Ki‡e| GB AbjvBb 

AvµgYMy‡jvi g‡a¨ Denial of Service (DOS) Avµgb I 

Distributed Denial of Service (DDOS) AvµgY AšÍf©y³ _vK‡Z 

cv‡i| 

x) e¨vsK ev GbweGdAvB Ab¨vb¨ ai‡bi AvµgY Kgv‡bvi Rb¨ h_vh_ 

e¨e¯'v MÖnY Ki‡e †hgb Middleman AvµgY, hv mvaviYZ g¨vb-Bb-

`¨-wgWj A¨vUvK (MITMA), g¨vb-Bb-`¨-eªvDRvi AvµgY, A_ev 

g¨vb-Bb-`¨ A¨vwcø‡Kkvb AvµgY wnmv‡e cwiwPZ| 

xi) Z_¨ wbivcËv Awdmvi ev Ab¨ †h‡Kvb Awc©Z e¨w³/wUg wm‡÷‡gi 

ch©vqµwgK Penetration Test MÖnY Ki‡e, hvi g‡a¨ AšÍfz©³ _vK‡Z 

cv‡i: 

K)  cvmIqvW© Uª¨vwKs Uyj e¨envi K‡i cvmIqvW© Abygvb Kivi †Póv Kiv| 

L)  Kw¤úDUvi †cÖvMÖv‡g Back Door Traps †LuvRv| 

M)  wWwWIGm (Distributed Denial of Service) I wWIGm (Denial of 

Service) AvµgY e¨envi K‡i wm‡÷gwU‡K Ifvi‡jvW Kivi †Póv Kiv| 

N)  Middleman AvµgY †PK Kiv| 

O)  md&UIq¨vi, we‡kl K‡i eªvDRvi I B-†gBj md&UIq¨v‡ii g‡a¨ 

mvaviYfv‡e cwiwPZ Holes cix¶v Kiv 

P)  AeKvVv‡gvi `ye©jZv cix‣v Kiv 
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Q)  †cv‡U©i wbqš¿Y †bIqv  

R)  A¨vwcø‡Kkb Crash nIqvi KviY †ei Kiv 

S)  A¨vwcø‡Kkb I WvUv‡em mvf©v‡i `~wlZ †KvWMy‡jv Bb‡R± Kiv 

T)  e¨vsK ev GbweGdAvB Zvi MÖvnK‡`i GKwU AbjvBb cwi‡e‡k Kxfv‡e 

myiÿv cvIqv hvq Zv m¤ú‡K© wkw‣Z Ki‡e| 

 

5.9.3 †c‡g›U KvW© (Payment Cards)  

†c‡g›U KvW©, KvW©avix‡`i †h †Kv‡bv RvqMvq †KbvKvUv Ki‡Z wkw_jZv †`q|  

†KbvKvUvi ci wej †c‡g‡›Ui Rb¨ KvW©avixiv gv‡P©‡›Ui Kv‡Q A_©cÖ`v‡bi Rb¨ 

GB KvW©My‡jv e¯ÍyMZfv‡e (physically) Dc¯'vcb K‡i ev KvW© e¨envi K‡i 

Zviv B›Uvi‡b‡U, †gBj-AW©v‡ii gva¨‡g ev †Uwj‡dv‡bi gva¨‡g †KbvKvUvi 

wej cwi‡kva Ki‡Z cv‡i| †c‡g›U KvW©My‡jv KvW©aviK‡`i A‡Uv‡g‡UW †Ujvi 

†gwk‡b (ÔGwUGgÕ) bM` A_© †Zvjvi myweavI †`q| 

†c‡g›U KvW© A‡bK AvKv‡i we`¨gvb; g¨vM‡bwUK ÷ªvBc Kv‡W©i m‡½ 

m‡e©v‧P wbivcËv SzuuwK nq| g¨vM‡bwUK ÷ªvBc Kv‡W© msiw‣Z ms‡e`bkxj 

†c‡g›U KvW© Z_¨ KvW© w¯‹wgs (card skimming) Avµg‡Yi Rb¨ SzuuwKc~Y©| 

GwUGg, †c‡g›U wKq¯‹ (kiosk) Ges wcIGm Uvwg©bvjmn †c‡g›U KvW© 

cÖwµqvKi‡Yi wewfbœ c‡q‡›U KvW© w¯‹wgs AvµgY NU‡Z cv‡i| 

i) †c‡g›U KvW© cwi‡lev cÖ`vbKvix e¨vsK ev GbweGdAvB ms‡e`bkxj 

†c‡g›U KvW© Z_¨ myiw‣Z Ki‡Z ch©vß myi‣v e¨e¯'v ev¯Íevqb Ki‡e| 

e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h ms‡e`bkxj KvW©-Gi Z_¨ 

GbwµÞ Kiv n‡q‡Q hv‡Z †÷v‡iR I UªvÞwgk‡b GB Z_¨My‡jvi 

†MvcbxqZv I ALÐZv wbwðZ Kiv hvq| 

ii) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h ms‡e`bkxj ev †Mvcbxq Z‡_¨i 

cÖwµqvKiY GKwU wbivc` cwi‡e‡k Kiv n‡q‡Q| 

iii) e¨vsK ev GbweGdAvB ms‡e`bkxj †c‡g›U Kv‡W© Z_¨ msi‣Y Ki‡Z 

GKvwaK †c‡g›U A¨vwcø‡Kkb mgw_©Z myiw‣Z wPc ¯'vcb Ki‡e| 

Interoperability Gi Kvi‡Y, †hLv‡b ïay Kv‡W©i g¨vM‡bwUK ÷ªvBc 

†_‡K Z_¨ co‡Z nq, †mLv‡b e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h 

GB †jb‡`bMy‡jv cwiPvjbv Ki‡Z ch©vß wbqš¿Y cÖ‡qvM Kiv n‡q‡Q| 

iv) e¨vsK ev GbweGdAvB MÖvnK‡`i ms‡e`bkxj ÷¨vwUK Z_¨ †hgb wcb 

ev cvmIqv‡W©i A‡_bwU‡Kkb m¤úv`b Ki‡e| e¨vsK ev GbweGdAvB 

Zvi Service Providers Øviv e¨eüZ AeKvVv‡gv I cÖwµqvMy‡jvi 

wbqwgZ wbivcËv ch©v‡jvPbv Ki‡e| 

v) †c‡g›U Kv‡W©i wcb Ges KxMy‡jv (keys) ˆZwi Ki‡Z e¨eüZ 

miÃvgMy‡jv wbivc` c×wZ‡Z cwiPvjbv Kiv n‡e| 

vi) KvW© e¨w³MZKiY (card personalisation), wcb ˆZwi, KvW© weZiY, 

wcb weZiY I KvW© mwµqKiY (activation) c×wZ cÖwZwU G‡K 

Ac‡ii †_‡K Avjv`v n‡Z n‡e| 

vii) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h wbivcËv wbqš¿YMy‡jv †c‡g›U 

KvW© wm‡÷g I †bUIq¨v‡K© cÖ‡qvM Kiv n‡q‡Q Ges e¨vsK ev 

GbweGIdAvB Aek¨B KvW©avixi Z_¨i wbivcËv wbwðZ Ki‡Z 

Industry Security Standard †g‡b Pj‡e, †hgb †c‡g›U KvW© BÛvw÷ª 

wmwKDwiwU ÷¨vÛvW© (PCI-DSS)| 

viii) e¨vsK ev GbweGdAvB ïay MÖvn‡Ki Aby‡iva cvIqvi ci bZyb †c‡g›U 

KvW© mwµq Ki‡e| 

ix) e¨vsK ev GbweGdAvB B›Uvi‡b‡Ui gva¨‡g KvW© bU-‡cÖ‡R›U (CNP) 

ai‡bi †jb‡`‡bi m‡½ RwoZ wi¯‹ Kgv‡Z 2FA wnmv‡e GKwU 

WvqbvwgK Iqvb-UvBg cvmIqvW© (OTP) cÖ‡qvM Ki‡e|  

x) KvW© †c‡g›U wbivcËv evov‡Z, e¨vsK ev GbweGdAvB MÖvnK‡`i †c‡g›U 

Kv‡W© Kiv †h‡Kv‡bv †jb‡`‡bi Drm Ges cwigvYmn GKwU Gjv‡U©i 

gva¨‡g KvW©aviK‡`i Awej‡¤̂ AewnZ Ki‡e| 

xi) e¨vsK ev GbweGdAvB RvwjqvwZ kbv³Ki‡Yi ‣gZv evov‡bvi Rb¨ 

KvW©‡nvìvi‡`i Øviv m…ó SzuuwK Abymv‡i †jb‡`‡bi cÖK…wZ ev Ab¨ SzuwKi 

KviYMy‡jv‡K we‡ePbvq wbqv wi¯‹ g¨v‡bR‡g›U c¨vivwgUvi ˆZwi Ki‡e|   

xii) e¨vsK ev GbweGdAvB KvW©avixi ¯^vfvweK KvW© e¨env‡ii aiY †_‡K 

D‡jøL‡hvM¨fv‡e wePz¨Z AvPiY cÖ`k©bKvix †jb‡`bMy‡jvi d‡jvAvc 

Kivi Dcvq ev¯Íevqb Ki‡e| e¨vsK ev GbweGdAvB GB †jb‡`bMy‡jv 

Z`šÍ Ki‡e Ges †jb‡`b m¤ú~Y© Kivi c~‡e© KvW©avi‡Ki Aby‡gv`b 

wb‡e| 

 

5.9.4. †gvevBj wdb¨vwÝqvj mvwf©‡mm (Mobile Financial Service-

MFS)  

GKwU Aiw‣Z cwi‡e‡k KvR Kivi SzuuwKMy‡jv †gvKvwejv Ki‡Z †gvevBj 

†jb‡`‡bi Ici wbqš¿Y cÖ‡qvRb| e¨vsK ev GbweGdAvB wbivcËv wbqš¿Y, 

wm‡÷‡gi mnRjf¨Zv Ges cybiæ×v‡ii ‣gZv msµvšÍ bxwZ Ggbfv‡e cÖYqb 
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Ki‡e, †hb Zv GgGdGm Acv‡ik‡bi †ÿ‡Î m¤¢ve¨ SzuwKi gvÎvi m‡½ 

mvgÃm¨c~Y© _v‡K| 

i) wmwKDwiwU ÷¨vÛvW© cÖ`Ë cwi‡levMy‡jvi RwUjZvi Rb¨ Dchy³ n‡e| 

ii) e¨vsK ev GbweGdAvBMy‡jv SzuwK e¨e¯'vcbv cÖwµqvq GgGdGm †mevi 

ai‡bi m‡½ m¤úwK©Z SzuwKMy‡jv‡K ¯úófv‡e wPwþZ Ki‡e| 

iii) hw` bv Ab¨_vq wbqš¿K ms¯'v Øviv eva¨Zvg~jK Kiv nq, SzuwK Dcjwäi 

Ici wbf©i K‡i e¨vsK ev GbweGdAvB¸‡jv GgGdG‡mii Rb¨ Dchy³ 

SzuwK cÖkgb e¨e¯'v ev¯ÍevwqZ Kiv n‡e, †hgb †jb‡`‡bi mxgv, †jb‡`‡bi 

wd«‡Kv‡qwÞ mxgv, RvwjqvwZ wbqš¿Y, AML †PK, BZ¨vw`| 

iv) e¨vsK ev GbweGdAvB †gvevBj †bUIqvK© Acv‡iUi (MNOs) Gi m‡½ 

wmg cÖwZ¯'vcb cÖwµqv m¤ú‡K© GKwU Pzw³ m¤úv`b Ki‡e—hvi g‡a¨ 

_vK‡e, GgGdGm A¨vKvD‡›U AevwÃZ †jb‡`‡bi SzuwK Gov‡Z h_vh_ 

e¨e¯'v †bIqvi Rb¨ MNO KZ…©K MFS †K c~e© weÁwß cvVv‡bv| 

v) †gvevB‡ji gva¨‡g e¨vsKMy‡jv cÖ`Ë †mev¸‡jvi Rb¨ wbqš¿K ms¯'v Øviv 

wba©vwiZ †jb‡`‡bi A‡_bwU‡Kkb c×wZ †g‡b Pjvi Rb¨ wbivcËv bxwZ 

I Abykxjb cÖ¯`Z Ki‡e|  

vi) e¨vsK ev GbweGdAvB GgGdGm Acv‡ik‡bi ch©vqµwgK SzuwK 

e¨e¯'vcbv we‡kølY Ges wbivcËv g~j¨vqb cwiPvjbv Ki‡e Ges †mB 

Abyhvqx h_vh_ e¨e¯'v MÖnY Ki‡e| 

vii) e¨vsK ev GbweGdAvB †`‡ki ‗Regulatory Compliance‘-Gi 

cÖ‡qvRbxqZvi m‡½ m½wZc~Y© n‡e| 

viii) GB ai‡bi †gvevBj Avw_©K cwi‡levMy‡jv‡Z e¨eüZ wbivcËv Abykxjb, 

wb‡`©wkKv, †g_W I c×wZMy‡jvi h_vh_ WKz‡g‡›Ukb eRvq ivL‡Z I 

nvjbvMv` Ki‡Z n‡e|  

 

5.10. †mev cÖ`vbKvix e¨e¯’vcbv (Service Provider Management) 

cÖe…w×i j‣¨gvÎv AR©‡b Askx`vi wnmv‡e Ges LiP Kgv‡bvi D‡Ï‡k¨ 

ewnivMZ cwi‡lev cÖ`vbKvix‡`i (External Service Provider) Ici 

µgea©gvb e…w× cv‡‧Q| AvBwmwU AvDU‡mvwm©s A‡bK ai‡bi n‡Z cv‡i| 

AvBwmwU AvDU‡mvwm©s‡qi mvaviY wKQy D`vniY n‡jv, wm‡÷g †W‡fjc‡g›U 

Ges i‣Yv‡e‣Y, wWwm Acv‡ik‡b mnvqZv, †bUIqvK© A¨vWwgwb‡÷ªkb, 

`y‡h©vM cybiæ×vi †mev, A¨vwcø‡Kkb †nvw÷s I nvW©Iq¨vi i‣Yv‡e‣Y| 

 

5.10.1. AvDU‡mvwm©s (Outsourcing) 

AvRKvj evwYwR¨K e¨vsKMy‡jv Zv‡`i wewfbœ AvBwmwU cwi‡lev AvDU‡mvm© 

K‡i| GB ai‡bi AvDU‡mvwm©s e¨e¯'vi Pyw³i g‡a¨ mvaviYZ Kg©‣gZvi j‣¨, 

cwi‡levi ¯Íi, cÖvc¨Zv, wbf©i‡hvM¨Zv, gvc‡hvM¨Zv, Kgcøv‡qÞ, wbix‣v, 

wbivcËv, AvKw¯§K (Contingency) cwiKíbv, `y‡h©vM cybiæ×v‡ii ‣gZv I 

e¨vKAvc cÖwµqvKiY myweav AšÍf©y³ _v‡K| 

i) cwiPvjbv cl©` I wmwbqi e¨e¯'vcbv AvBwmwU AvDU‡mvwm©s‡qi m‡½ 

m¤úwK©Z SzuwKMy‡jv m¤ú~Y©iƒ‡c eyS‡Z mÿg n‡e| GKwU cwi‡lev 

cÖ`vbKvix wb‡qvM Kivi c~‡e©, Gi Kvh©KvwiZv, m‣gZv, wbf©i‡hvM¨Zv, 

Uª¨vK †iKW© I Avw_©K Ae¯'vb wba©vi‡Y h_vh_ cixÿv-wbwiÿv Ki‡Z 

n‡e|  

ii) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h, mg¯Í Pzw³Kvix c‡‣i f‥wgKv, 

m¤úK©, eva¨evaKZv I `vwqZ¡My‡jv‡K Pzw³c‡Î wjwLZfv‡e mshy³ Kiv 

n‡q‡Q| 

iii) AvDU‡mvwm©s Kvh©µg wbgœwjwLZ Abykxj‡bi Ici wfwË K‡i g~j¨vqb Kiv 

n‡e— 

K) AvDU‡mvwm©s Gi D‡Ïk¨ 

L) A_©‰bwZK ev¯Í‡evc‡hvwMZv (Economic Viability) 

M) SzuwK I wbivcËvi D‡ØM (Risks and Security Concerns)|  

iv)  AvBwmwU AvDU‡mvwm©s e¨vs‡Ki Af¨šÍixY wbqš¿‡Yi †Kv‡bv `ye©jZv ev 

AatcZb NUv‡e bv| e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h, cwi‡lev 

cÖ`vbKvix‡K Zvi myi‣v bxwZ, c×wZ Ges wbqš¿YMy‡jv †hgb MÖvn‡Ki Z_¨, 

Ae‡R± †cÖvMÖvg I †mvm© †Kv‡Wi †MvcbxqZv I myi‣v eRvq ivL‡Z hZœevb 

_vK‡e|  

v)  e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h, cwi‡lev cÖ`vbKvix h_vh_ 

wbivcËv bxwZ, c×wZ I wbqš¿YMy‡jv Ggb K‡Vvifv‡e cÖ‡qvM Ki‡e 

†hgbwU Zvi wbR¯^ Kvh©vewji Rb¨ Avkv Kiv hvq|   

vi)  e¨vsK ev GbweGdAvB wbqwgZfv‡e cwi‡lev cÖ`vbKvixi wbivcËv bxwZ, 

c×wZ Ges wbqš¿YMy‡jv ch©‡e‣Y I ch©v‡jvPbv Ki‡e| 

vii)  e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h, cwi‡lev cÖ`vbKvix‡K GKwU 

`y‡h©vM cybiæ×vi Kw›Ub‡RwÞ †dªgIqvK© ˆZwi I cÖwZôv Ki‡e|  

viii) e¨vsK ev GbweGdAvB cÖhyw³ cwi‡lev cÖ`vbKvixi AcÖZ¨vwkZ mgm¨vi 

Kvi‡Y †mevmg~‡ni AcÖvßZv †_‡K Zv‡`i i‣v Kivi Rb¨ wµwUK¨vj 
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AvDU‡mvm©W †UK‡bvjwR mvwf©m msµvšÍ GKwU AvKw¯§K 

(Contingency) cwiKíbv ˆZwi Ki‡e| Gi g‡a¨ Uvwg©‡bkb cø¨vb Ges 

GB ai‡bi mnvqZv I †mevi Rb¨ AwZwi³ ev weKí cÖhyw³ cwi‡lev 

cÖ`vbKvix‡`i kbv³KiY AšÍf©y³ _vK‡Z cv‡i| 

ix) e¨vsK ev GbweGdAvB mg¯Í Z…Zxq c‡‣i cwi‡levMy‡jvi Rb¨ GKwU 

cwi‡lev K¨vUvjM eRvq ivL‡e hv cÖ`Ë cÖwZwU cwi‡levi nvjbvMv` Z_¨ 

msi‣Y Ki‡e Ges cwi‡lev cÖ`vbKvixi bvg, cwi‡levi aib, GmGjG 

(Service Level Arrangement ev SLA) †gqv` †kl nIqvi ZvwiL, 

cwi‡lev MÖnYKvix e¨e¯'vcK, cwi‡lev wi‡cvwU©s, Riæwi K›Uv± cvm©b, 

†kl GmGjG ch©v‡jvPbvi ZvwiL, BZ¨vw` wjwce× Ki‡e| 

 

5.10.3 mvwf©m †j‡fj Pzw³ (Service Level Agreement) 

i) e¨vsK ev GbweGdAvB I †fÛi‡`i g‡a¨ GKwU mvwf©m †j‡ej Pzw³ 

_vK‡Z n‡e|  

ii) †fÛ‡ii m‡½ evwl©K i‣Yv‡e‣Y Pzw³ (Annual Maintanence 

Contact ev AMC) mwµq I eZ©gv‡b Kvh©Ki _vK‡e| 

iii) SLA Ges AMC-Gi Rb¨ D‡jøL‡hvM¨ weeiYmn GKwU nvjbvMv` 

W¨vk‡evW© ivLv n‡e| 

iv) e¨vsK ev GbweGdAvB wbwðZ Ki‡e †h nvW©Iq¨vi †mev cÖ`vbKvixi Øviv 

mvwf©wms/†givg‡Zi Rb¨ †bIqv miÃvgMy‡jv‡Z ms‡e`bkxj mv¤úªwZK 

Z_¨ _vK‡e bv| 

v) Pzw³‡Z AšÍf©y³ cÖ‡qvRbxqZv I kZ©My‡jvi g‡a¨ AšÍfz©³ _vK‡e 

Kg©‣gZvi j‣¨gvÎv, cwi‡levi ¯Íi, cÖvc¨Zv, wbf©i‡hvM¨Zv, 

gvc‡hvM¨Zv, m¤§wZ, wbix‣v, wbivcËv, AvKw¯§K cwiKíbv, `y‡h©vM 

cybiæ×v‡ii ‣gZv I e¨vKAvc cÖwµqvKiY myweav|  

vi) Z…Zxq c‡‣i †fÛimn mg¯Í cwi‡lev cÖ`vbKvixi m‡½ cwi‡lev Pzw³‡Z 

AšÍfz©³ _vK‡e : 

K)  g~j¨ wba©viY (Pricing) 

L)  cwigvc‡hvM¨ cwi‡lev/PjK (measurable service/ deliverable) 
M)  mgq/m~wP (Timing/Schedules) 

N) †MvcbxqZvi aviv (Confidentiality Clause) 

O)  †hvMv‡hv‡Mi e¨w³i bvg (ˆ`wbK wµqvKjvc I m¤ú‡K©i ¯Í‡i) 

P)  Escalation Matrix mn Pzw³e× c‣My‡jvi f‥wgKv I `vwqZ¡ 

Q) wiwbDqvj wcwiqW (renewal period) 

R)  cwieZ©b aviv (modification clause) 

S)  cwi‡lev wi‡cvwU©s‡qi wd«‡Kv‡qwÞ (frequency of service reporting) 

T)  Uvwg©‡bkb aviv (termination clause) 

U)  `Ð aviv (penalty clause) 

V)  cwi‡lev mieivnKvix‡`i Kg©Pvixi `vq, Z…Zxq c‡‣i `vq Ges m¤úwK©Z 

cÖwZKvimn Iqv‡iw›U (warranty)| 

W)  †fŠ‡MvwjK Ae¯'v‡bi e¨vwß (geographical location covered) 

X)  nvW©Iq¨vi Ges mdUIq¨v‡ii gvwjKvbv 

Y) WKz‡g‡›Ukb (†hgb cwieZ©‡bi jM, B‡f›U jM ch©v‡jvPbv Kivi †iKW©) 

Z)  Z_¨ c×wZ wbixÿv Kivi AwaKvi (Af¨šÍixY ev evwn¨K)| 

 

6. wcwmAvB-wWGmGm, we.Gm7799 Ges AvBGmI 27000 

 

6.1. wcwmAvB-wWGmGm (PCI-DSS) 
 

6.1.1 wcwmAvB wWGmGm Kx? 

†c‡g›U KvW© BÛvw÷ª †WUv wmwKDwiwU ÷¨vÛvW© (wcwmAvB wWGmGm) n‡jv 

GKwU cÖwZwôZ Z_¨ wbivcËv ÷¨vÛvW©, hv †µwWU Kv‡W©i Z_¨ cÖwµqvKiY, 

UªvÞwgkb I †÷v‡i‡Ri m‡½ RwoZ †h‡Kv‡bv cÖwZôv‡bi †‣‡Î cÖ‡hvR¨| 

GKwU ¯^vaxb ms¯'v, PCI Security Standard Council (PCI-DSS) Øviv 

ˆZwi I ch©‡eÿY Kiv, ÔwcwmAvB wWGmGmÕ †c‡g›U KvW© †jb‡`‡bi wbivcËv 

DbœZ Ki‡Z Ges †µwWU KvW© RvwjqvwZ Kgv‡Z wWRvBb Kiv n‡q‡Q| 

PCI-SSC 2006 mv‡j cuvPwU e…nËg †c‡g›U KvW© eª¨v‡Ûi (wfmv, 

gv÷viKvW©, Av‡gwiKvb G•‡cÖm, wWmKfvi Ges †Rwmwe) g‡a¨ GKwU †hŠ_ 

D‡`¨vM wnmv‡e cÖwZwôZ n‡qwQj| Gi j‣¨ wQj †fv³v Z_¨ myi‣vq GKwU 

cwi®‹vi I AvšÍtcwiPvjbv‡hvM¨ gvb ˆZwi Kiv| hw`I SSC †Kv‡bv Kgcøv‡qÞ 

wb‡R cÖ‡qvM K‡i bv, PCI-DSS GLb e¨vcKfv‡e ¯^xK…Z Ges AvKvi ev wkí 

wbwe©‡k‡l †µwWU, †WweU ev bM` Kv‡W©i Z_¨ wb‡q KvR K‡i Ggb mg¯Í 

ms¯'vi Rb¨ cÖ‡hvR¨| 

 

6.1.2. wcwmAvB wWwmwm mvwU©wd‡Kkb (PCI-DSS Certification) 

wcwmAvB mvwU©wd‡Kkb wcwmAvB GmGmwm Øviv wba©vwiZ wbq‡gi gva¨‡g GKwU 

ms¯'vi e¨emvq KvW© †WUvi wbivcËv wbwðZ K‡i| Gi g‡a¨ i‡q‡Q †ek 

K‡qKwU mvaviYfv‡e cwiwPZ †miv Abykxjb, †hgb: 

1. dvqviIqvj Bb÷‡jkb Kiv (Installation of Firewalls) 
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2. Z_¨ UªvÞwgk‡bi mgq Gbwµckb Kiv (Encryption of Data 

transmission) 

3. A¨vw›U-fvBivm md&UIq¨vi e¨envi Kiv (Use of anti-virus 

software)| 

GQvovI e¨emvwqK‡`i Aek¨B KvW©‡nvìv‡ii †WUv A¨v‡•m mxgve× 

(restricted) Ki‡Z n‡e Ges †bUIqvK© ms¯'vbMy‡jv‡Z A¨v‡•m wbix‣Y 

Ki‡Z n‡e| 

ÔwcwmAvB-Kgcøv‡q›UÕ wbivcËv MÖvnK‡`i Rvbvq †h ms¯'vi e¨emvi m‡½ 

Zv‡`i †jb‡`b Kiv wbivc`| wecixZfv‡e, GKRb e¨emvqx‡K Zvi †WUv 

wbivcËvi welqwU ¸iæZ¡ mnKv‡i †evSvi Rb¨ Avw_©K I †i‡cv‡Ukbvj ÿwZ, 

hv bb-Kgcøv‡qÞ †_‡K Drcbœ nq †m m¤ú‡K© Zv‡K aviYv cÖ`vb KivB h‡_ó|  

GKwU †WUv weªP (data breach), hv MÖvn‡Ki ms‡e`bkxj Z_¨ cÖKvk K‡i, 

Zv G›UvicÖvB‡Ri Ici gvivZ¥K `yb©vg Qov‡Z cv‡i| GKwU †WUv weª‡Pi d‡j 

†c‡g›U KvW© cÖ`vbKvixi KvQ †_‡K Rwigvbv, gvgjv, wewµ nªvm I  

e¨vcKfv‡e mybvg ‣wZMÖ¯Í n‡Z cv‡i| 

†WUv weª‡Pi c‡i, GKwU cÖwZôvb‡K Zvi †µwWU KvW© †jb‡`b eÜ Ki‡Z 

n‡Z cv‡i ev eZ©gvb Pv‡R©i †P‡q †ewk PvR© w`‡Z eva¨ Kiv n‡Z cv‡i| PCI 

wmwKDwiwU c×wZ‡Z wewb‡qvM cÖwZôv‡bi Ab¨vb¨ evwYR¨ w`KI `~wlZ 

(malicious) AbjvBb actors †_‡K gy³ ivL‡Z mvnvh¨ K‡i|   

 

6.1.3. wcwmAvB wWGmGm Kgcøv‡qÝ †j‡fj (PCI-DSS Compliance 

Levels) 

GKwU e¨emvwqK cÖwµqvi †µwWU ev †WweU KvW© †jb‡`‡bi evwl©K msL¨vi 

Ici wfwË K‡i PCI Compliance PviwU ¯Í‡i wef³| †kÖwYweb¨vm ¯Íi wba©viY 

K‡i †h GKwU G›UvicÖvBR‡K AbyMZ _vKvi Rb¨ Kx Ki‡Z n‡e| 

 

†j‡fj 1 : evwl©K Qq wgwjq‡biI †ewk wi‡qj-Iqvì© †µwWU ev †WweU KvW© 

†jb‡`b cÖwµqvRvZKvix cÖwZôv‡bi Rb¨ cÖ‡hvR¨| Zv‡`i Aek¨B 

eQ‡i GKevi GKwU Aby‡gvw`Z wcwmAvB AwWUi Øviv Af¨šÍixY 

wbix‣v Kiv‡Z n‡e| GQvovI, ˆÎgvwm‡K GKevi Zv‡`i Aek¨B 

GKwU Aby‡gvw`Z ¯‹¨vwbs †fÛi (Approved Scanning Vendor 

ev ASV) Øviv wcwmAvB ¯‹¨vb K‡i Zv Rgv w`‡Z n‡e|  

 

†j‡fj 2 : evwl©K GK †_‡K 6 wgwjqb wi‡qj-Iqvì© †µwWU ev †WweU KvW© 

†jb‡`b cÖwµqvRvZKvix cÖwZôv‡bi Rb¨ cÖ‡hvR¨| Zv‡`i GKwU ¯^-

g~j¨vqb cÖkœvewj (Self-Assessment Questionnaire-SAQ) 

e¨envi K‡i eQ‡i GKevi GKwU g~j¨vqb m¤ú~Y© Ki‡Z n‡e| GQvov 

GKwU ˆÎgvwmK wcwmAvB ¯‹¨vb cÖ‡qvRb n‡Z cv‡i| 

 

†j‡fj 3 : evwl©K 20,000 †_‡K GK wgwjqb B-Kgvm© †jb‡`b 

cÖwµqvRvZKiY cÖwZôv‡bi †‣‡Î cÖ‡hvR¨| Zv‡`i Aek¨B cÖvmw½K 

SAQ e¨envi K‡i GKwU evwl©K g~j¨vqb m¤ú~Y© Ki‡Z n‡e| GKwU 

ˆÎgvwmK wcwmAvB ¯‹¨vbI cÖ‡qvRb n‡Z cv‡i| 

†j‡fj 4 : evwl©K 20,000-Gi Kg B-Kgvm© †jb‡`b cÖwµqvRvZKvix ev hviv 

GK wgwjqb ch©šÍ wi‡qj-Iqvì© ev¯Íe-wek¦ †jb‡`b cÖwµqv K‡i 

†Zgb cÖwZôv‡bi Rb¨ cÖ‡hvR¨| cÖvmw½K SAQ e¨envi K‡i GKwU 

evwl©K g~j¨vqb Aek¨B m¤úbœ Ki‡Z n‡e Ges GKwU ˆÎgvwmK 

wcwmAvB ¯‹¨v‡bi cÖ‡qvRb n‡Z cv‡i| 

 

6.1.4. wcwmAvB wWGmGm Gi cÖ‡qvRbxqZv (PCI-DSS requirements) 

PCI-SSC KvW©avixi Z_¨ cwiPvjbv I wbivc` †bUIqvK© eRvq ivL‡Z 12wU 

cÖ‡qvRbxqZvi iƒc‡iLv w`‡q‡Q| QqwU e…nËi fv‡M wef³ iƒc‡iLvi cÖwZwU 

†Mvj (goal)-Gi Rb¨B cÖwZôvb‡K Kgcøv‡q›U n‡Z n‡e|   

 

K) wbivc` †bUIqvK© (Secure Network) 

1.   GKwU dvqviIqv‡ji KbwdMv‡ikb Aek¨B Bb÷j I i‣Yv‡e‣Y Ki‡Z 

n‡e|  

2.  wm‡÷g cvmIqvW©My‡jv Aek¨B AwiwRbvj n‡Z n‡e (†fÛi Øviv mieivn 

Kiv bq) 

 

L) KvW©avixi †WUv myiw‣Z Kiv (Secure Cardholder Data) 

3.  msiw‣Z KvW©avixi †WUv Aek¨B myiw‣Z _vK‡Z n‡e| 

4.  cvewjK †bUIqvK© Ry‡o KvW©‡nvìv‡ii Z_¨ ¯'vbvšÍ‡ii mgq Aek¨B 

GbwµÞ Ki‡Z n‡e|  
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M) `ye©jZv e¨e¯’vcbv (Vulnerability Management) 

5.  A¨vw›U-fvBivm mdUIq¨vi e¨envi Ki‡Z n‡e Ges wbqwgZ nvjbvMv` 

ivL‡Z n‡e| 

6. myiw‣Z c×wZ I A¨vwcø‡Kkb Aek¨B ˆZwi Ges i‣Yv‡e‣Y Ki‡Z 

n‡e| 

 

N) cÖ‡ekvwaKvi wbqš¿Y (Access Control) 

7.  KvW©avixi Z_¨ A¨v‡•m Aek¨B cÖwZôv‡bi Need-to-know wfwË‡Z 

mxgve× _vK‡e| 

8.  Kw¤úDUvi A¨v‡•mmn cÖ‡Z¨K e¨w³‡K GKwU Abb¨ AvBwW eivÏ Ki‡Z 

n‡e 

9.  KvW©avixi †WUv‡Z wdwRK¨vj A¨v‡•m mxgve× _vK‡Z n‡e| 

 

O) †bUIqvK© ch©‡e‣Y Ges cix¶v (Network monitoring and 

testing) 

10. KvW©avixi Z_¨ I †bUIqvK© m¤ú‡` A¨v‡•m Aek¨B kYv³ I wbix‣Y 

Ki‡Z n‡e| 

11.  wbivcËv e¨e¯'v I cÖwµqv wbqwgZ cix‣v Ki‡Z n‡e| 

 

P) Z_¨ wbivcËv (Information Security) 

12. Z_¨ wbivcËv msµvšÍ bxwZgvjv eRvq ivL‡Z n‡e| 

 

6.1.5. wcwmAvB wWGmGm Kgcøv‡qÝ †j‡fj †evSv (Understanding 

PCI-DSS Compliance Levels) 

PviwU wcwmAvB wWGmGm Kgcøv‡qÞ †j‡fj i‡q‡Q| gv‡P©›U‡`i cÖwZ eQi †h 

cwigvY †jb‡`b cÖwµqv K‡i Zvi wfwË‡Z Zv‡`i‡K †kÖwYKiY Kiv nq| 

†h‡nZz e…nËi gv‡P©›Uiv †ewk msL¨K e¨w³MZ †jb‡`b K‡i _v‡K, ZvB Zviv 

AviI eo j‣¨My‡jv‡K cÖwZwbwaZ¡ K‡i Ges m¤¢ve¨fv‡e AviI †ewk †jvK‡K 

SzuwKi gy‡L †d‡j| dj¯^iƒc, D‧PZi †jb‡`b cwigvY ev gvÎvi Rb¨ 

Kgcøv‡q‡Þi ¯ÍiMy‡jv AviI K‡Vvi cÖ‡qvRbxqZvi m‡½ m½wZc~Y©| 

 

 

 

 

gv‡P©›U 

Í̄i 

cÖ‡qvM‡hvM¨Zv (applicability) m¤§wZ cÖ‡qvRbxqZv 

(Compliance 
Requirment) 

1 

 

cÖwZ eQi 6 wgwjq‡biI †ewk †c‡g›U 

KvW© †jb‡`b cÖwµqvKiY †h †Kv‡bv 

cÖwZôvb, †mBm‡½ SSC m`m¨‡`i Øviv 

we‡klfv‡e g‡bvbxZ wKQy gv‡P©›U| 

1. Kgcøv‡q‡Þi wi‡cvU© 

cÖ`vb 

2. `ye©jZv 

(vulnerability) ¯‹¨vb 

(scan) 

3. Kgcøv‡q‡Þi cÖZ¨qb 

(attestation of 
compliance) 

2 †h mg Í̄ gv‡P©›U cÖwZ eQi 1 wgwjqb 

†_‡K 6 wgwjqb †jb‡`b cÖwµqv K‡i 

1.Self-Assessment 

Questionnaire (SAQ) 
2. `ye©jZv ¯‹¨vb 

3. Kgcøv‡qÞ cÖZ¨qb 

3 †h mg Í̄ gv‡P©›U cÖwZ eQi 20,000 

†_‡K 1 wgwjqb B-Kgvm© †jb‡`b 

cÖwµqvRvZKiY K‡i| 

 

1.¯̂-g~j¨vqb cÖkœvewj 

(SAQ) 

2. `ye©jZv ¯‹¨vb 

3. Kgcøv‡qÞ cÖZ¨qb 

4 †h mg Í̄ gv‡P©›Uiv 20,000 GiI Kg 

B-Kgvm© †jb‡`b ev cÖwZ eQi 1 

wgwjqb †jb‡`b cÖwµqvRvZKiY K‡i| 

1.¯̂-g~j¨vqb cÖkœvewj 

(SAQ) 

2. `ye©jZv ¯‹¨vb 

3. Kgcøv‡qÞ cÖZ¨qb| 

 

cÖwZwU Kgcøv‡qÞ ¯Í‡i †Kej PviwU wbw`©ó cÖ‡qvRbxqZvi wKQy Abyaveb RwoZ| 

(1) ¯^-g~j¨vqb cÖkœvewj (SAQ), (2) `ye©jZv (vulnerability) ¯‹¨vb, (3) 

Kgcøv‡q‡Þi mZ¨Zv (Attention of Compliance-AOC), Ges (4) 

Report on Compliance (ROC)| Z…Zxq c‡‣i Øviv PCI-DSS g~j¨vqb 

Kivi Rb¨ GB mg¯Í c×wZ e¨envi Kiv nq| GMy‡jv wb‡P ewY©Z n‡q‡Q— 

 

1. ¯^-g~j¨vqb cÖkœvewj (Self-Assessment Questionnaire-SAQ) 

GmGwKD‡Z wewfbœ nu¨v ev bv †evaK cÖkœ _v‡K, hv †Kv‡bv ms¯'v wcwmAvB 

wWGmG‡mi m‡½ Kgcøv‡qÞ wK bv Zv g~j¨vq‡bi D‡Ï‡k¨ Kiv nq| GwU 

Aek¨B mg¯Í gv‡P©›U hv‡`i m¤§wZ m¤úwK©Z (compliance related) †Kv‡bv 

cÖwZ‡e`‡bi cÖ‡qvRb †bB Zv‡`i Øviv m¤úbœ Ki‡Z n‡e|  
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A‡bK ai‡bi cÖkœvewj we`¨gvb, ZvB gv‡P©›U I cwi‡lev mieivnKvix‡`i 

Aek¨B wba©viY Ki‡Z n‡e †h wbw`©ó dg©My‡jvi g‡a¨ †KvbwU SAQ †kl Kivi 

c~‡e© Zv‡`i Rb¨ cÖ‡hvR¨| GB wbe©vPbwU g~jZ cÖwZôvb Kxfv‡e Kv‡W©i A_© 

cÖ`vb K‡i Ges cÖwµqvRvZ K‡i Zvi Dci wfwË K‡i wba©vwiZ nq| 

D`vniY¯^iƒc, †h gv‡P©›Uiv AbjvBb †c‡g›U A¨vwcø‡KkbMy‡jv e¨envi K‡ib 

Z‡e KvW©avi‡Ki †WUv Z_¨ mÂq K‡i bv Zv‡`i SAQ-C c~iY Kiv DwPZ| 

cÖwZôvb¸‡jv wcwmAvB I‡qemvB‡U cÖvß wi‡mvm©¸‡jv e¨envi Ki‡Z cv‡i hv‡Z 

Zviv mwVK GmGwKD dg©wU evQvB Ki‡Z cv‡i| 

e¨eüZ wbw`©ó cÖkœvewji Ici wbf©i K‡i, GmGwKD cÖvq 20 †_‡K 300 

wUiI †ewk cÖ‡kœi AvKv‡i ˆZwi n‡Z cv‡i| gv‡P©›U‡`i wcwmAvB wWGmG‡mi 

m‡½ m¤§wZ w`‡‧Q wK bv Zv mwVKfv‡e wba©viY Kivi Rb¨ SAQ Gi cÖkœMy‡jvi 

DËi †`Iqv DwPZ| 

 

2. `ye©jZv ¯‹¨vb (Vulnerability Scan)  

GKwU `ye©jZv ¯‹¨vb n‡jv gv‡P©›U ev mvwf©m †cÖvfvBWvi‡`i cvewjK B›Uvi‡bU 

I MÖvnKgyLx †c‡g›U A¨vwcø‡Kkb I †cvU©vjMy‡jvi evwn¨K ¯‹¨vb| GB ¯‹¨vbMy‡jv  

e¨envwiK ¯Í‡i wcwmAvB wWGmG‡mi m‡½ Kgcøv‡qÞ g~j¨vq‡b wcwmAvB 

GmGmwm Øviv wbhy³, Aby‡gvw`Z ¯‹¨vwbs †fÛi (Approved Scanning 

Vendor-ASV) Øviv m¤úvw`Z nq| 

¯‹¨vb Kiv ms¯'vi c×wZMy‡jv‡Z †Kv‡bv `ye©jZv ev Z_¨ myi¶v SzuwK kbv³ 

Ki‡Z GGmwfMy‡jv GKwU wi‡gvU Uzj e¨envi K‡i| GB ¯‹¨vbMy‡jv Aek¨B 

ˆÎgvwmK wfwË‡Z m¤úv`b Kiv DwPZ (cÖwZ 90 w`‡b 1 evi)| 

cÖ‡hvR¨ Kgcøv‡qÞ ¯Íi wbwe©‡k‡l cÖvq mg¯Í gv‡P©›U‡K Aek¨B GKwU ¯‹¨vb 

Ki‡Z n‡e| wKš` wKQy gv‡P©›U hviv GmGwKD m¤úbœ K‡i‡Q, Zviv Dchy³ 

GmGwKD dg©wU Kiv †_‡K GKB Dc-†kÖwYKi‡Yi Ici wfwË K‡i Qvo †c‡Z 

cv‡i| we‡klZ, SAQ A-EP, B-IP, C and D (gv‡P©›U ev cwi‡lev 

mieivnKvix) Gi Rb¨ †hvM¨Zv AR©bKvix ms¯'v¸‡jv mg¯ÍB `ye©jZv ¯‹¨v‡bi 

cÖ‡qvRbxqZv cvm Ki‡Z eva¨| wKš` SAQ A,B, C-VT Ges PEPE-HW Gi 

†ÿ‡Î cÖ‡qvRb †bB|  

 

3. m¤§wZi mZ¨Zv (Attestation of Compliance-AOC) 

Kgcøv‡qÞ ¯Íi wbwe©‡k‡l wcwmAvB wWGmGm †g‡b Pj‡Z B‧QzK mg¯Í gv‡P©›U‡`i 

Rb¨ AOC cÖ‡hvR¨| GB WKz‡g›UwU gv‡P©›U ev mvwf©m †cÖvfvBWvi Øviv ¯^v‣wiZ 

I msiwÿZ Kiv nq hw` Zviv Zv‡`i wbR¯^ Questionnaire c~Y© K‡i _v‡K| 

Report on Compliance-Gi cÖ‡qvRb Av‡Q Ggb gv‡P©›U‡`i †‣‡Î †KvbI 

g~j¨vqbKvix Øviv c~b© Kiv nq|  

cÖwZwU ai‡bi SAQ d‡g©i Rb¨ AOC-Gi GKwU ms¯‹iY i‡q‡Q| 

D`vniY¯^iƒc, GKwU GmGwKD ÔGÕ WKz‡g‡›Ui Rb¨ mswkøó AOC ‗A‘ bw_wU 

e¨envi Kiv DwPZ| 

GIwm n‡jv wcwmAvB wWGmGm g~j¨vq‡bi P‥ovšÍ djvd‡ji †NvlYv| bw_wU 

†kl ch©šÍ wcwmAvB wWGmGm Kgcøv‡q‡Þi cÖgvY wnmv‡e KvR K‡i| 

 

4. Kgcøv‡q‡Ýi cÖwZ‡e`b (Report on Compliance-ROC) 

SAQ-Gi wecix‡Z, GKwU ROC gv‡P©‡›Ui cwie‡Z© QSA (Qualified 

Security Assessor) Øviv m¤úbœ Kiv nq| ¯‹¨vwbs †fÛ‡ii g‡Zvb 

wKDGmGMy‡jv, wcwmAvB wWGmGm Kgcøv‡qÞ‡K ¯^vaxbfv‡e g~j¨vqb Ki‡Z 

wcwmAvB Gmwmwm Øviv Aby‡gvw`Z GKwU Z…Zxq cÿ ms¯'v|  

me‡k‡l, wKDGmG mivmwi g~j¨vq‡bi Rb¨ gv‡P©›U e¨vs‡K cÖwZ‡e`bwU 

Rgv †`q| AviIwmMy‡jv †Kej e…nËg, m‡e©v‧P SzuwKc~Y© gv‡P©›U Ges 

we‡µZv‡`i Rb¨ cÖ‡qvRb| (Z_¨m~Î : Bw¤úfv I‡qemvBU I U¨v‡jÈ I‡qemvBU) 

 

6.2. weGm7799 

 

6.2.1. weGm 7799 Kx? 

BS 7799 GKwU weªwUk ÷¨vÛvW©, hv Z_¨ myi‣v e¨e¯'vcbv c×wZ (ISMS) Rb¨ 

GKwU ‗Code of Best Practices‘ msÁvwqZ K‡i| 

weGm7799 GKwU Db¥y³ KvVv‡gv hv myi‣v DbœZ Ki‡Z AvMÖnx †h †Kv‡bv 

cÖwZôv‡bi Rb¨ cÖ‡hvR¨| 

weGm 7799 / AvBGmI 17799 ÷¨vÛvW© `ywU As‡k wjwLZ I cÖKvwkZ 

n‡q‡Q— 

1) weGm 7799 cvU©-1 : Z_¨ myi‣v e¨e¯'vcbvq Abykxjb †KvW n‡jv 

A¨vwcøK¨vk‡bi `kwU wdì Abymv‡i †Kv‡bv ms¯'vi Z‡_¨i myi‣v wbwðZ 

Kivi Rb¨ civgk© I mycvwikhy³ wb‡`©kbv| 

2)  weGm 7799 cvU© 2 : Z_¨ myi‣v e¨e¯'vcbv n‡jv Information 

Security Management System (ISMS) cÖwZôvi j‡ÿ¨ mycvwikgvjv 

cÖ`v‡bi Rb¨ wb‡`©kbvmn wKQz †¯úwmwd‡Kkb| wbix‣‡Yi mgq, GB 

WKz‡g›UwU cÖksmvcÎ cÖvwßi †ÿ‡Î g~j¨vqb MvBW wnmv‡e KvR K‡i| 
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6.2.2. weGm 7799 Gi BwZnvm 

GKk eQ‡iiI †ewk mgq a‡i, weªwUk ÷¨vÛvW© Bbw÷wUDkb (weGmAvB) 

Kvh©Ki I D‧Pgv‡bi wk‡íi gvb cÖwZôvi D‡Ï‡k¨ M‡elYv K‡i‡Q| GKwU 

mvaviY Z_¨ myi‣v KvVv‡gv ˆZwii Rb¨ wkí, miKvi Ges e¨emvwqK 

Aby‡iv‡ai cÖwZwµqv wnmv‡e 1990-Gi `k‡Ki ïiæ‡Z weGm 7799 ˆZwi Kiv 

n‡qwQj| 1995 mv‡j, weGm7799 ÷¨vÛvW©wU AvbyôvwbKfv‡e M…nxZ n‡qwQj| 

weGm 7799 ÷¨vÛv‡W©i wØZxq ms¯‹iY †g 1999-G cÖKv‡ki Av‡M Pvi 

eQi a‡i eû DbœwZ AšÍf©y³ nq| GB mgqKv‡j International 

Organization for Standardization (IOS) weªwUk Bbw÷wUDU KZ©…K 

cÖKvwkZ Kv‡R AvMÖnx n‡Z ïiæ K‡i| 

2000 mv‡ji wW‡m¤^‡i, ISO weGm 7799 Gi cÖ_g AskwU MÖnY K‡i, 

hvnv AvBGmI 17799 wnmv‡e cwiwPZ nq| †m‡Þ¤^i 2002 mv‡j, weGm 

7799 ÷¨vÛv‡W©i wØZxq As‡ki GKwU ms‡kvab Kiv n‡qwQj, hv Ab¨vb¨ 

g¨v‡bR‡g›U ÷¨vÛvW© †hgb AvBGmI 9001: 2000 Ges AvBGmI 14001 : 

1996 Ges Organization for Economic Cooperation and 

Development (OECD) Gi wcÖwÞcvj¸‡jvi m‡½ mvgÃm¨ Kivi D‡Ï‡k¨ 

Kiv n‡qwQj|  

eZ©gv‡b weGm 7799/AvBGmI 17799 †K me©‡kl Dbœq‡bi kxl©¯'v‡b 

ivLvi Rb¨ AvšÍR©vwZK ch©v‡q civgk© Kiv n‡‧Q| 

 

6.2.3. weGm7799 ebvg AvBGmI17799 

weGm7799 cvU© 1 GKwU AvBGmI ÷¨vÛvW© (AvBGmI/AvBBwm 17799-

2000) wnmv‡e Aby‡gvw`Z n‡q‡Q, Z‡e cvU© 2 AvBGmI ÷¨vÛvW© wnmv‡e 

Aby‡gvw`Z nqwb| AZGe, ÔAvBGmI 17799Õ me©`v weGm7799 cvU© 1-Gi 

wfwË‡Z AvšÍR©vwZK gvb‡K †evSvq| AvBGmI 17799 DbœZ myi‣vi Rb¨ 

Abykxj‡bi GKwU †KvW, Z‡e cÖksmvcÎ cvIqvi Rb¨ Gi wbw`©ó †Kvb 

cÖ‡qvRbxqZv †bB| myZivs GKwU ms¯'v weGm7799 (cvU© 2) Gi Rb¨ g~j¨vqb 

I cÖZ¨wqZ n‡Z cv‡i, wKš` AvBGmI 17799 Gi Rb¨ bq| 

 

6.2.4. Kv‡K †g‡b Pj‡Z n‡e? 

KviI †g‡b Pjvi `iKvi †bB| weGm7799 n‡jv †¯^‧Qvq Abykxjbxq †e÷ 

†cÖw±m, hv GKwU cÖwZôvb KZUv myiw‣Z n‡Z cv‡i Zvi cwigvc K‡i| wKQy 

ms¯'v Zv‡`i myi‣v wbqš¿YMy‡jv msÁvwqZ Ki‡Z Ab¨vb¨ ÷¨vÛvW© e¨envi 

K‡i| Z‡e, weGm 7799 Gi AvšÍR©vwZK ¯^xK…wZi Kvi‡Y GwU w`b w`b AviI 

MÖnY‡hvM¨Zv AR©b Ki‡Q| 

 

6.2.5. weGm7799 : cvU©-1 : wmwKDwiwU †Wv‡gb, Ae‡Rw±f I K‡›Uªvj  

weGm7799 Øviv wbqwš¿Z wmwKDwiwU K‡›Uªvj Gi 10wU †Wv‡gb, 36wU 

Ae‡RKwUf I 127 K‡›Uªvj i‡q‡Q| 10wU †Wv‡g‡bi cÖwZwUi msw‣ß weeiY 

wb‡P †`Iqv n‡q‡Q : 

 

6.2.5.1. †Wv‡gb-1 : wmwKDwiwU cwjwm (Security Policy) 

i) Bbdi‡gkb wmwKDwiwU cwjwm (Information Security Policy): 

GKwU cwjwm WKz‡g›U cÖKvk Ki‡Z n‡e Ges me Kg©Pvixi Gi welq ev 

KvVv‡gv m¤ú‡K© m‡PZb Ki‡Z n‡e| GB bxwZwU kxl© e¨e¯'vcbvi Øviv 

Aby‡gvw`Z nIqv DwPZ| 

 

6.2.5.2. †Wv‡gb-2 : wmwKDwiwU AiMvbvB‡Rkb (Security 

Organization) 

i)  Z_¨ myi‣v AeKvVv‡gv (Information Security Infrastructure) 

ms¯'vi g‡a¨ Z_¨ myi‣v ev¯Íevqb ïiæ I wbqš¿Y Ki‡Z g¨v‡bR‡g›U 

KvVv‡gv ¯'vcb Ki‡Z n‡e| 

ii)  Z…Zxq c‡‣i A¨v‡•‡mi myi‣v (Security of third party access) : 

ms¯'vi Z_¨ cÖwµqvKiY myweavMy‡jv‡Z Z…Zxq c‡‣i A¨v‡•m wbqš¿Y Kiv 

DwPZ| 

ch©vß wmwKDwiwU g¨v‡bR‡g›U e¨ZxZ Z…Zxqcÿ‡K evwni †_‡K A¨v‡•m 

cÖ`vb Ki‡j ms¯'vi Bbdi‡gkb wmwKDwiwU cÖ‡mwms †K›`ª SzuuwKi g‡a¨ co‡Z 

cv‡i| hLb †Kv‡bv Z…Zxq cÿ‡K evwni †_‡K ms¯'vq cÖ‡e‡ki Rb¨ ms‡hvM 

¯'vc‡bi cÖ‡qvRb nq, ZLb wbw`©ó wbqš¿‡Yi Rb¨ cÖ‡qvRbxqZv kbv³ Ki‡Z 

SzuwK g~j¨vqb Kiv DwPZ| GB SzuwK g~j¨vqbwUi mgq cÖ‡qvRbxq A¨v‡•‡mi 

aib, Z‡_¨i g~j¨, Z…Zxq c‡‣i Øviv †bIqv wbqš¿YMy‡jv Ges GB cÖ‡e‡ki 

d‡j ms¯'vi wmwKDwiwU‡Z Kx cÖfve co‡Z cv‡i, Zv we‡ePbvq †bIqv DwPZ|   

Z…Zxq c‣‡K †`Iqv A¨v‡•‡mi aibwU we‡kl ¸iæZ¡c~Y©| D`vniY¯^iƒc, 

wdwRK¨vj A¨v‡•‡mi SzuwKi †_‡K †bUIqv‡K©i me©Î A¨v‡•m cÖ`v‡bi SzuwK 

m¤ú~Y© Avjv`v| wewfbœ ai‡bi A¨v‡•m n‡jv— 

K) wdwRK¨vj A¨v‡•m, D`v: Awdm, Kw¤úDUvi K‣, K¨vwe‡bU dvBj 

BZ¨vw`‡Z cÖ‡ek|  

L) jwRK¨vj A¨v‡•m, D`v: †Kv‡bv ms¯'vi WvUv‡em, Z_¨ c×wZ‡Z cÖ‡ek| 
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iii) AvDU‡mvwm©s (Outsourcing) 

Z_¨ cÖwµqvKi‡Yi `vwqZ¡ hLb Ab¨ †Kv‡bv ms¯'v †_‡K AvDU‡mvm© Kiv nq, 

ZLb Z‡_¨i myi‣v K‡Vvifv‡e eRvq ivLv DwPZ| 

 

6.2.5.3. †Wv‡gb-3 : m¤ú` †kªwYweb¨vm I wbqš¿Y (Asset Classification 

and Control) 

i) m¤ú‡`i Rb¨ Revew`wnZv (Accountability for assets) 

mg¯Í cÖavb Z_¨ m¤ú‡`i Rb¨ `vqe×Zv wba©vib Ki‡Z n‡e Ges GKRb 

g‡bvbxZ gvwjK _vK‡Z n‡e| ms¯'v Zvi mg¯Í m¤ú‡`i g~j¨ I cÖ‡qvRbxqZvi 

Ici c~Y© Ávb ivL‡e| GB Z‡_¨i wfwË‡Z GKwU ms¯'v Z_¨ c×wZ m‡½ 

m¤úwK©Z m¤ú‡`i myi‣v w`‡Z cvi‡e| Bbdi‡gkb wm‡÷‡gi m‡½ hy³ 

m¤ú‡`i eY©bv wb‡¤œ †`Iqv nj— 

K)  Z_¨ m¤ú` (Information assets) : WvUv‡em I †WUv dvBj, wm‡÷g 

WKz‡g‡›Ukb, BDRvi g¨vbyqvj, cÖwk‣Y Dcv`vb, Acv‡ikbvj ev mnvqZv 

c×wZ, Kw›UwbDwqwU cøvb, dj e¨vK e¨e¯'v, AvK©vB‡fi Z_¨|  

L)  md&UIq¨vi m¤ú` (Software assets) : A¨vwcø‡Kkb md&UIq¨vi, 

wm‡÷g md&UIq¨vi, †W‡fjc‡g›U Uzj I BDwUwjwU|  

M) wdwRK¨vj m¤ú` (Physical assets) : Kw¤úDUvi miÃvg (cÖ‡mmi, 

gwbUi, j¨vcUc, g‡Wg), †hvMv‡hvM miÃvg (ivDUvi, wcGweG•, d¨v• 

†gwkb, AvbPvi †gwkb), g¨vM‡bwUK wgwWqv (†Uc I wW¯‹), Ab¨vb¨ 

†UKwbK¨vj miÃvg (we`y¨r mieivn, Gqvi-KwÛkbvi BDwbU), 

AvmevecÎ| 

N) mvwf©‡mm (Services): Kw¤úDwUs Ges †hvMv‡hvM cwi‡lev, mvaviY 

BDwUwjwU (†hgb: wnwUs, Av‡jv, kw³, kxZvZcwbqš¿Y)| 

 

6.2.5.4. †Wv‡gb-4 : cv‡m©vbvj wmwKDwiwU (Personal Security) 
 

i) Kv‡Ri msÁv Ges gvbem¤ú‡` myiÿv (Security in job definition 

and resourcing) 

wb‡qv‡Mi mgq A_©vr Re †Ww¯Œckb I K›Uv± ˆZwii mgqB myi‣v‡K m‡¤^vab 

Kiv DwPZ Ges †Kv‡bv e¨w³i Kg©Kvjxb mg‡q Zv ch©‡e‣Y Kiv DwPZ| 

g¨v‡bRvi‡`i wbwðZ nIqv DwPZ †h, Re †Ww¯Œck‡b myiÿv msµvšÍ welqvw` 

AšÍfz©³ Kiv n‡q‡Q|   

ms¯'vi Bbdi‡kb cÖ‡mwms myweav e¨envi K‡i Ggb Kwg©‡`i GKwU 

†MvcbxqZv Pzw³‡Z ¯^v‣i Kiv DwPZ| Kwg©‡`i mvaviYZ Zv‡`i PvKzixi kZ© 

wnmv‡e GB RvZxq Pzw³‡Z ¯^v‣i Kiv DwPZ| 

G‡RwÞ Kwg© I Z…Zxq c‡‣i e¨enviKvix‡`i hw` B‡Zvg‡a¨ we`¨gvb Pyw³ 

Øviv wbqwš¿Z bv nq, Z‡e Zv‡`i‡K ms¯'vi Z_¨ cÖwµqvKiY myweavi m‡½ 

ms‡hv‡Mi c~‡e© †MvcbxqZv Pzw³‡Z ¯^v‣i Ki‡Z n‡e| 

Kg©ms¯'vb ev Pzw³i kZ©vw` cwieZ©b Kivi mgq †MvcbxqZv Pyw³My‡jv 

ch©v‡jvPbv Kiv DwPZ, we‡klZ hLb Kg©Pvixiv ms¯'v †Q‡o P‡j †h‡Z Pvq ev 

Zv‡`i K›Uªv± †kl n‡q hvq|   

 

ii) e¨enviKvix cÖwk¶Y (User Training) 

e¨enviKvix‡`i myi‣v c×wZ I Z_¨ cÖwµqvKiY myweavi Ici mwVK cÖwk¶Y 

†`Iqv DwPZ| 

 

6.2.5.5. †Wv‡gb-5 : wdwRK¨vj I Gbfvqib‡g›Uvj myiÿv (Physical and 

Environmental Security) 

Kx cwigvY Bbdi‡gkb mvwf©m cÖ`vb Kiv nq I mgw_©Z e¨emvwqK 

Kvh©Kjv‡ci ms‡e`bkxjZv I mgv‡jvPbvi Ici wfwË K‡i ms¯'v †_‡K ms¯'vq 

wdwRK¨vj wmwKDwiwU cwieZ©bkxj n‡e|  

i) myiw‣Z ¯’vb (Secure Areas) 

MyiyZ¡c~Y© ev ms‡e`bkxj e¨emvwqK Z_¨ cÖwµqv Ges Zv‡`i myweavMy‡jv 

myiw¶Z RvqMvq ivLv DwPZ| 

GB RvZxq myweavMy‡jv Abby‡gvw`Z A¨v‡•m, ‣wZ Ges n¯Í‡‣c †_‡K 

wdwRK¨vjfv‡e myiw‣Z nIqv DwPZ| GMy‡jv Dchy³ cÖ‡ek wbqš¿Y I myi‣v 

evavmn GKwU msÁvwqZ myi‣v cÖvPxi Øviv myiw‣Z ¯'v‡b emv‡Z n‡e| cÖ`Ë 

myi¶vi gvÎv, wba©viY Kiv SzuwK wba©vi‡Yi m‡½ mvgÄm¨c~Y© nIqv DwPZ| 

Abby‡gvw`Z A¨v‡•m ev KvMRcÎ I wgwWqv‡Z ‣wZi SzuwK nªvm Ki‡Z GKwU 

cwi®‹vi †W¯‹ I cwi®‹vi w¯Œb bxwZ (a clear desk and clear screen 

policy) ˆZwi Ki‡Z n‡e| 

 

ii) miÄvg myi¶v (Equipment Security) 

miÄvg we`yy¨r e¨_©Zv ev Ab¨vb¨ B‡jKwUªK Am½wZ †_‡K myiw‣Z Kiv DwPZ| 

cvIqvi I Z_¨ enb Kivi Rb¨ †Uwj‡hvMv‡hvM K¨vewjs †Kv‡bv iKg evav ev 

‣wZ †_‡K i‣v Kiv DwPZ| 
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†Kv‡bv ms¯'vi Z_¨ miÃv‡gi AcwiKwíZ wWm‡cvRv‡ji gva¨‡g ms¯'vi 

†WUv-Avcm (compromise) n‡Z cv‡i| GwU j‣ Kiv DwPZ †h Ôgy‡Q †djvÕ 

Z_¨ †÷v‡iR wgwWqv †_‡K mn‡RB cybiæ×vi Kiv †h‡Z cv‡i, KviY gy‡Q 

†djv AMZ¨v Z_¨ gy‡Q †`q bv| GgbwK we‡klfv‡e gyQv †WUv ev IfviivBU 

Kiv †WUvI we‡kl miÃvg e¨envi K‡i cybiæ×vi Kiv †h‡Z cv‡i| Lye D‧P 

ch©v‡qi †mb‡mwUf †WUv wdwRK¨vwj aßsm ev myiw‣Zfv‡e Ifvi ivBU Kiv 

DwPZ, hv mvaviY ÔgyQybÕ Kvh©µg ev dvskb †_‡K c…_K| 

†÷v‡iR wgwWqv †hgb nvW© WªvBf aßsm Kivi ev †d‡j †`Iqvi c~‡e© 

Aek¨B †PK K‡i wb‡Z n‡e †h, ms‡e`bkxj †WUv I jvB‡mÞK…Z mdUIq¨vi 

gy‡Q †djv n‡q‡Q ev Ifvi ivBU Kiv n‡q‡Q|  

Lye ms‡e`bkxj Z_¨hy³ ‣wZMÖ¯Í †÷v‡iR wWfvBmMy‡jvi Rb¨ Z_¨My‡jv 

wejyß ev aßsm, †givgZ ev evwZj Kiv DwPZ wK bv, GB ai‡bi wba©vi‡Y SzuwK 

g~j¨vq‡bi cÖ‡qvRb n‡Z cv‡i|  

 

6.2.5.6. †Wv‡gb-6 : †hvMv‡hvM I Acv‡ikb g¨v‡bR‡g›U 

(Communications and Operation Management) 

Z_¨ cÖwµqvKiY Ges †hvMv‡hv‡Mi myweavMy‡jv g¨v‡bR I cwiPvjbv Kivi Rb¨ 

we¯Í…wZi cwigvY I cÖwmwWqi¸‡jvi AvbyôvwbKZv wbf©i Ki‡e ms¯'vi AvKvi, 

miÃv‡gi aib I e¨emvwqK A¨vwcø‡KkbMy‡jvi cÖK…wZ Ges ms‡e`bkxjZvi 

Ici Ges Zv ms¯'v †_‡K ms¯'vq wfbœ n‡e| D`vniY¯^iƒc, GKwU ms¯'v hvnv 

AZ¨šÍ wbf©ikxj I wek¦¯Í GKwU Z_¨ c×wZ I †bUIqvwK©s cÖhyw³i e¨envi K‡i 

_v‡K †mwUi †ÿ‡Î Ab¨ GKwU ms¯'v, hv GB RvZxq cÖhyw³i Kg e¨envi K‡i 

Ges cÖhyw³i Dci Kg wbf©ikxj, Zvi †P‡q †ewk gvÎvq myiÿv cÖ`vb 

cÖ‡qvRb| bxwZMZfv‡e GKB myi‣v cÖwµqvMy‡jv cÖ‡qvM Kiv DwPZ, Z‡e 

Dchy³ we‡kølYmv‡c‡ÿ| 

 

i) Kvh©µg c×wZ I `vwqZ¡ (Operational Procedures and 

Responsibilities)  

mg¯Í Z_¨ cÖwµqvKiY myweavi g¨v‡bR‡g›U I cwiPvjbvi Rb¨ cÖ‡qvRbxq 

`vwqZ¡ I c×wZMy‡jv cÖwZwôZ Kiv DwPZ|  

GwU mg_©b Kivi Rb¨ Dchy³ cwiPvjbvi wb‡`©kvewj (Appropriate 

Operating Instruction) I NUbvi cÖwZwµqv c×wZMy‡jv (Incident 

Response Procedures) ˆZwi Kiv DwPZ| Ae‡njv ev B‧QvK…Zfv‡e c×wZ 

Ace¨env‡ii SzuwK nªvm Ki‡Z †hLv‡b cÖ‡qvRb, †mLv‡b ˆewkó¨My‡jv 

c…_KxKi‡Yi bxwZ cÖ‡qvM Kiv DwPZ| 

GB RvZxq c×wZMy‡jvi mwVK I myiw‣Z cwiPvjbv wbwðZ Kivi j‡ÿ¨ 

mg¯Í Bbdi‡gkb cÖ‡mwms wm‡÷‡gi Rb¨ cÖ‡mwWDi ˆZwi I i‣Yv‡e‣Y Kiv 

DwPZ| wm‡÷g †Wfjc‡g›U, i‣Yv‡e‣Y ev cix¶vi Rb¨ WKz‡g‡›UW 

cÖwmwWDi cÖ¯ÍyZ Kiv DwPZ, we‡klZ hw` Gi Rb¨ Ab¨vb¨ ms¯'vi mvnv‡h¨i 

cÖ‡qvRb nq, †hgb, Kw¤úDUvi Acv‡ikb| mg¯Í Acv‡iwUs cÖwmwWDimg~n‡K 

AvbyôvwbK `wjj wnmv‡e we‡ePbv Kiv DwPZ, Gi †Kv‡bv cwieZ©b cÖ‡qvRb 

n‡j Zv Aby‡gvw`Z e¨e¯'vcbvi Øviv Aby‡gvw`Z n‡Z n‡e| Acv‡iwUs 

cÖwmwWDi¸‡jv Kgc‡ÿ eQ‡i GKevi Avc‡WU Kiv DwPZ| cwiPvjbv c×wZi 

GKwU D‡Ïk¨ n‡jv ˆ`wbK wµqvKjv‡c e¨emvwqK Av‡e`‡bi Rb¨ Z_¨ myi‣v 

bxwZ †g‡b Pj‡Z cÖ‡qvRbxq wewaMy‡jv wbw`©ó Kiv| D`vniY¯^iƒc, Z_¨ myi‣v 

bxwZwU wbw`©ó Ki‡Z cv‡i †h wbw`©ó miÃvgMy‡jv Ae¨eüZ mg‡q GKwU 

Zvjve× K‡‣ ivL‡Z n‡e| Acv‡iwUs cÖwmwWD‡i D‡jøL _vK‡e, †K Zvjve× 

Kivi Rb¨ `vqx, †K Kÿ Lyj‡e, †Kv_vq Pvwe ivLv n‡e Ges KLb KÿwU 

†Lvjv n‡e|  

 

`vwqZ¡ c„_KxKiY (Segmentation of Duties) 

`vwqZ¡ c…_KxKiY, `yN©UbvRwbZ ev B‧QvK…Z c×wZ Ace¨env‡ii SzuwK nªvm 

K‡i| ZvB Z_¨ ev cwi‡levi Abby‡gvw`Z cwieZ©b ev Ace¨env‡ii my‡hvM 

Kgv‡Z, wbw`©ó wKQy `vwqZ¡ ev `vwq‡Z¡i †‣ÎMy‡jvi e¨e¯'vcbv ev cwieZ©b‡K 

Avjv`v Kivi wel‡q we‡ePbv Kiv DwPZ| we‡klZ, GwU mycvwik Kiv nq †h 

GKB Kg©Pvixiv wbgœwjwLZ KvRMy‡jv Ki‡e bv— 

K.  e¨emvwqK wm‡÷‡gi e¨envij 

L.  †WUv Gw›Uª| 

M.  Kw¤úDUvi Acv‡ikb| 

N.  †bUIqvK© e¨e¯'vcbv| 

O.  wm‡÷g GWwg‡b‡÷ªkb| 

P.  wm‡÷g ˆZwi I i‣Yv‡e‣Y| 

Q.  †PÃ g¨v‡bR‡g›U| 

 

ii) nvDR wKwcs (Housekeeping) 

†WUv e¨vKAvc †bIqv Ges gv‡S gv‡S cixÿv Kiv, hv‡Z mgq g‡Zvb †WUv  

cybiæ×vi Kiv wbwðZ nIqv hvq, B‡f›U I dë jM Kiv Ges †hLv‡b  

Dchy³, miÃv‡gi cwi‡ek ch©‡eÿY Ki‡Z iæwUb cÖwmwWDimg~n ¯'vcb Kiv  

DwPZ|   
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6.2.5.7. †Wv‡gb-7 : A¨v‡•m wbqš¿Y (Access Control)  

i)  A¨v‡•m wbqš¿‡Y e¨emvi kZ©vewj (Business requirements for 

access control) 

Kw¤úDUvi Z_¨ I †bUIqvK© cwi‡lev Ges Z_¨ A¨v‡•m Kiv e¨emvi 

cÖ‡qvRbxqZvi wfwË‡Z wbqš¿Y Kiv DwPZ| G †ÿ‡Î Z_¨ cÖPvi I 

jvB‡m‡Þi bxwZMy‡jv we‡ePbv Kiv DwPZ| 

ii)  e¨enviKvixi A¨v‡•m e¨e¯'vcbv (User Access Management): 

Bbdi‡gkb wm‡÷g I mvwf©‡m A¨v‡•‡mi AwaKvi eivÏ wbqš¿Y Kivi 

Rb¨ digvj cÖwmwWDi _vKv DwPZ|  

cÖwmwWDi¸‡jv Gi e¨enviKvix KZ…©K A¨v‡•‡mi RxebP‡µi mg¯Í 

¯Íi‡K AšÍf©z³ Ki‡Z n‡e, bZyb e¨enviKvix‡`i cÖv_wgK wbeÜb †_‡K 

ïiæ K‡i Zv‡`i P‥ovšÍ c`we ch©šÍ hLb Zv‡`i Avi Z_¨ c×wZ I 

cwi‡levMy‡jv‡Z A¨v‡•‡mi cÖ‡qvRb †bB| †hLv‡b Dchy³ †mLv‡b  

Priviliged access rights, hv e¨enviKvix‡`i wm‡÷‡g IfviivBU 

Kivi ÿgZv cÖ`vb K‡i, Zv wbqš¿Y Kiv DwPZ|  

iii) e¨enviKvixi `vwqZ¡ (User responsibilities) 

Kvh©Ki wbivcËvi Rb¨ Aby‡gvw`Z e¨enviKvix‡`i mn‡hvwMZv Acwinvh©| 

e¨enviKvix‡`i Kvh©Ki A¨v‡•m wbqš¿Y eRvq ivL‡Z Zv‡`i `vwqZ¡ 

m¤ú‡K© m‡PZb Kiv DwPZ, we‡klZ cvmIqv‡W©i e¨envi I e¨enviKvixi 

miÃvgMy‡jvi wbivcËv m¤úwK©Z| †hLv‡b Dchy³, NUbvMy‡jvi †‣‡Î 

Z`‡šÍ mnvqZv Kivi D‡Ï‡k¨ e¨enviKvixi A¨v‡•‡mi GKwU bw_ eRvq 

ivLv DwPZ| 

e¨enviKvix‡`i cvmIqvW© wbe©vPb I e¨env‡i fv‡jv wbivcËv bxwZ 

AbymiY Kiv DwPZ| 

e¨enviKvix‡`i wbwðZ Kiv DwPZ †h Abycw¯'Z (unattended) 

miÃvgMy‡jv h_vh_ myiwÿZ i‡q‡Q| e¨enviKvix GjvKvq ¯'vcb Kiv 

hš¿cvwZ, †hgb IqvK© †÷kb ev dvBj mvf©vi, GKwU ewa©Z mg‡qi Rb¨ 

unattended _vK‡j Abby‡gvw`Z A¨v‡•m †_‡K myi‣vi cÖ‡qvRb n‡Z 

cv‡i| mg¯Í e¨enviKvix I wVKv`vi‡`i wbivcËvi cÖ‡qvRbxqZv I 

unattended miÃvgMy‡jv i‣v Kivi c×wZ Ges GB RvZxq myi‣v 

ev¯Íevq‡bi Rb¨ Zv‡`i `vwqZ¡ m¤ú‡K© m‡PZb Kiv DwPZ| 

iv) †bUIqvK© A¨v‡•m wbqš¿Y (Network access control) 

†bUIqvK© mvwf©‡mi m‡½ ms‡hvMMy‡jv wbqš¿Y Kiv DwPZ| 

mshy³ e¨enviKvix ev Kw¤úDUvi cwi‡levMy‡jv Ab¨ †Kv‡bv †bUIqvK© 

cwi‡levMy‡jvi wbivcËvi m‡½ Av‡cvm K‡i bv Zv wbwðZ Kivi Rb¨ GwU 

cÖ‡qvRbxq| K‡›Uªvj¸‡jvi g‡a¨ wbgœwjwLZ AšÍf©y³ _vK‡e—  

K)  †bUIqvK© mvwf©mMy‡jvi g‡a¨ Dchy³ B›Uvi‡dm| 

L)  wi‡gvU e¨enviKvix Ges miÃv‡gi Rb¨ Dchy³ A‡_bwU‡Kkb cÖwµqv| 

M)  Bbdi‡gkb mvwf©mMy‡jv‡Z e¨enviKvixi A¨v‡•m wbqš¿Y| 

e¨enviKvix‡`i ïay †mB mvwf©mMy‡jv‡Z mivmwi A¨v‡•m †`Iqv DwPZ †hMy‡jv 

e¨envi Kivi Rb¨ Zviv we‡klfv‡e Aby‡gvw`Z n‡q‡Q| †bUIqvK© Ges 

Kw¤úDUvi †mevMy‡jv †hMy‡jv GKRb e¨enviKvix ev GKwU wbw`©ó Uvwg©bvj 

†_‡K A¨v‡•m Ki‡Z cv‡i †mMy‡jv e¨emvwqK A¨v‡•m wbqš¿Y bxwZi m‡½ 

mvgÄm¨c~Y© nIqv DwPZ|  

eo †bUIqvK©My‡jv‡K c…_K KvVv‡gvMZ I †hŠw³K †Wv‡g‡b wef³ Kivi 

cÖ‡qvRb n‡Z cv‡i| †bUIqvK©My‡jv µgea©gvbfv‡e cÖ_vMZ mvsMVwbK mxgvi 

evB‡i cÖmvwiZ n‡‧Q, KviY µgvY¦‡q e¨emvwqK Askx`vwiZ¡ ˆZwi n‡‧Q, d‡j 

Z_¨ cÖwµqvKiY I †bUIqvwK©s myweavMy‡jvi AvšÍtms‡hvM ev fvM K‡i †bIqvi 

cÖ‡qvRb n‡‧Q| GB ai‡bi G•‡UbkbMy‡jv B‡Zvg‡a¨ we`¨gvb Z_¨ 

c×wZMy‡jv‡Z Abby‡gvw`Z A¨v‡•‡mi SzuwK evwo‡q Zzj‡Z cv‡i| d‡j Ab¨vb¨ 

†bUIqvK© e¨enviKvix‡`i †_‡K GwUi myi‣vi cÖ‡qvRb n‡Z cv‡i| GB ai‡bi 

cwiw¯'wZ‡Z, †bUIqv‡K©i g‡a¨ wbqš¿‡Yi cÖeZ©b, Z_¨ cwi‡lev, e¨enviKvix 

Ges Z_¨ wm‡÷‡gi MÖæcMy‡jv‡K Avjv`v Kivi K_v wPšÍv Kiv †h‡Z cv‡i|  

miKvwi ev †emiKvwi †bUIqvK© cwi‡levMy‡jvi GKwU we¯Í…Z cwimi 

mnRjf¨, hvi g‡a¨ wKQy Value-added mvwf©m Advi K‡i| †bUIqvK© 

†mevMy‡jvi BDwbK (m¤¢eZ RwUj) wbivcËv ˆewkó¨ _vK‡Z cv‡i| †bUIqvK© 

†mev e¨envi K‡i Ggb ms¯'vMy‡jv‡K wbwðZ Kiv DwPZ †h Zv‡`i †bUIqvK© 

cÖ`vbKvix, mg¯Í cwi‡levMy‡jvi myi¶v ˆewkó¨My‡jvi GKwU ¯úó weeiY cÖ`vb 

K‡i‡Q Ges e¨emvwqK A¨vwcø‡KkbMy‡jvi †MvcbxqZv, ALÐZv I cÖvc¨Zvi 

Rb¨ h‡_ó myiÿv e¨e¯'v MÖnY K‡i‡Q| 
 

v) Kw¤úDUvi A¨v‡•m wbqš¿Y (Computer access control): 

Kw¤úDUvi wm‡÷‡g A¨v‡•m wbqš¿Y Ki‡Z n‡e| GB ai‡bi A¨v‡•m 

Aby‡gvw`Z e¨enviKvixi g‡a¨ mxgve× Kiv DwPZ| 

mg¯Í e¨enviKvix‡`i Zv‡`i e¨w³MZ Ges GKgvÎ e¨env‡ii Rb¨ 

BDwbK AvB‡Ww›Udvqvi (BDRvi AvBwW) _vKv DwPZ, hv‡Z cieZ©x‡Z †K 
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KvRwU Kij Zv kbv³ Kiv hvq| e¨enviKvixi AvBwW e¨enviKvixi c`exi 

†Kv‡bv Bw½Z w`‡e bv, †hgb—e¨e¯'vcK, cwi`k©K| 

 

vi) A¨vwcø‡Kkb A¨v‡•m wbqš¿Y (Application acess control) 

A¨vwcø‡Kkb wm‡÷g I †WUv A¨v‡•m wbqš¿‡Y †hŠw³K A¨v‡•m wbqš¿Y e¨envi 

Kiv DwPZ| 

md&UIq¨vi I †WUvq †hŠw³K A¨v‡•m Aby‡gvw`Z e¨enviKvix‡`i Rb¨ 

mxgve× Kiv DwPZ| A¨vwcø‡Kkb wm‡÷‡gi DwPZ : 

K) GKwU msÁvwqZ e¨emvwqK A¨v‡•m wbqš¿Y bxwZ Abymv‡i Z_¨ I 

A¨vwcø‡Kkb wm‡÷g wµqvKjv‡c e¨enviKvixi A¨v‡•m wbqš¿Y Kiv; 

L)  †h †Kv‡bv BDwUwjwU I Acv‡iwUs wm‡÷g md&UIq¨vi‡K Abby‡gvw`Z 

A¨v‡•m †_‡K myi‣v cÖ`vb Kiv hv wm‡÷g ev A¨vwcø‡Kk‡bi 

K‡›Uªvjmg~n‡K IfviivBU Ki‡Z mÿg|  

M)  Ab¨vb¨ c×wZi wbivcËv hvi m‡½ Z_¨ m¤ú` †kqvi Kiv nq Zvi m‡½ 

†Kv‡bv Av‡cvm Ki‡eb bv| 

N) ïay gvwjK, Ab¨vb¨ g‡bvbxZ Aby‡gvw`Z e¨w³ ev e¨enviKvix‡`i 

msÁvwqZ †Mvôx‡K Z‡_¨i A¨v‡•m cÖ`vb Ki‡Z n‡e| 

 

vii) c×wZ A¨v‡•m I e¨envi ch©‡e‣Y (Monitoring system access 

and use) 

A¨v‡•m bxwZ I gvbMy‡jvi m‡½ mvgÃm¨Zv wbwðZ Ki‡Z wm‡÷g¸‡jv 

ch©‡e‣Y Kiv DwPZ| 

fwel¨‡Z Z`šÍ I A¨v‡•m wbqš¿Y ch©‡e‣‡Y mnvqZv Ki‡Z AwWU-jM 

GKwU wba©vwiZ mg‡qi Rb¨ ivLv DwPZ, hvnv e¨wZµgmg~n I Ab¨vb¨ wbivcËv 

m¤úwK©Z B‡f›Umg~n †iKW© K‡i _v‡K| 

 

6.2.5.8. †Wv‡gBb-8 : wm‡÷g †W‡fjc‡g›U I i‣Yv‡e‣Y (Systems 

devlopement and maintenance)  

i) c×wZi wbivcËv cÖ‡qvRbxqZv (Security requirements of systems) 

Gi g‡a¨ AeKvVv‡gv, e¨emvwqK A¨vwcø‡Kkb I BDRvi KZ…©K ˆZwi 

A¨vwcø‡Kkbmg~n AšÍf©y³ _vK‡e| GQvovI wKQy‡‣‡Î, weR‡bm cÖ‡mm ˆZwi I 

ev¯Íevqb wbivcËvi †ÿ‡Î AZ¨šÍ ¸iæZ¡c~Y©| Z_¨ e¨e¯'vi ˆZwii c~‡e© wbivcËvi 

cÖ‡qvRbxqZv wPwþZ Kiv I m¤§Z nIqv DwPZ| 

ii) A¨vwcø‡Kkb wm‡÷‡g wbivcËv (Security in Application System) 

BDRvi KZ…©K ˆZwi A¨vwcø‡Kkbmn me A¨vwcø‡Kkb wm‡÷‡gi Rb¨ Dchy³ 

K‡›Uªvj I AwWU-†UªBj ˆZwi Kiv DwPZ|  

AZ¨šÍ ms‡e`bkxj I g~j¨evb Z_¨ myi‣vi Rb¨ †WUv Gbwµckb 

we‡ePbv Kiv DwPZ| Gbwµckb n‡jv †WUv‡K GKwU `y‡e©va¨vKv‡i iƒcvšÍwiZ 

Kivi cÖwµqv, hv PjvP‡ji mgq ev msiÿi‡Yi mgq Gi †MvcbxqZv i‣v 

K‡i| Gbwµckb cÖwµqvwU `yB ai‡bi wµ‡ÞvMÖvwdK †KŠkjMy‡jvi g‡a¨ GKwU 

e¨envi K‡i| Gbwµckb Øviv cÖ`Ë myi‣vi ¯Íi AšÍwb©wnZ wµ‡ÞvMÖvwdK 

A¨vjMwi`‡gi ÿgZv, Kx (Key) †¯ú‡mi AvKvi, Kxi ˆ`N©¨ I Kxi myiw¶Z 

e¨e¯'vcbvi Ici wbf©i K‡i| 

 

6.2.5.9. †Wv‡gBb-9: e¨emvi avivevwnKZv e¨e¯’vcbv (Business 

Continuity Management) 
i) e¨emvi avivevwnKZv e¨e¯'vcbvi w`K (Assests of business continuity 

management): 

Ôe¨emvwqK avivevwnKZv e¨e¯'vcbvÕ, cÖwZ‡ivag~jK I cybiæ×vi e¨e¯'vi 

mswgkª‡Yi gva¨‡g `y‡h©vM I wbivcËv e¨_©Zvi Kvi‡Y m…ó ‣q‣wZ (†hgb 

cÖvK…wZK `y‡h©vM, `yN©Ubv, miÃv‡gi e¨_©Zv I B‧QvK…Z K‡g©i Kvi‡Y n‡Z 

cv‡i) nªvm K‡i| 

wech©q, wbivcËv e¨_©Zv I †mev cÖ`v‡b e¨_©Zv BZ¨vw`i cwiYwZ we‡kølY 

Kiv DwPZ| h_vmg‡q †hb ¸iæZ¡c~Y© cÖwµqvMy‡jv cybiæ×vi Kiv hvq, Zv 

wbwðZ Ki‡Z Contingency Plan ˆZwi I ev¯Íevqb Kiv n‡e| Ab¨vb¨ mg¯Í 

e¨e¯'vcbv cÖwµqvi GB ai‡bi cwiKíbvMy‡jv mPivPi eRvq ivLv I Abykxjb 

Kiv DwPZ Ges Kg©x‡`i m`m¨, mieivnKvix I wVKv`vi‡`i Kv‡Q Zv 

MÖnY‡hvM¨ n‡Z n‡e|  

Ôe¨emvwqK avivevwnKZv cwiKíbviÕ g‡a¨ SzuwK kbv³KiY I nªvm Kivi 

e¨e¯'v AšÍf©y³ _vK‡e, †Kv‡bv `yN©Ubv NU‡j Zvi ÿwZ n«vm Kivi c×wZ _vK‡e 

Ges Riæwi Acv‡ikb¸‡jv h_vmg‡q Pvjy Kiv wbwðZ Ki‡e|  

cÖwZôvb Ry‡o e¨emvi avivevwnKZv ˆZwi Kiv I eRvq ivL‡Z GKwU 

g¨v‡bRW& cÖwµqv _vKv DwPZ| cÖwµqvwU Ôe¨emvi avivevwnKZv e¨e¯'vcbviÕ 

wbgœwjwLZ g~j Dcv`vbMy‡jv‡K mg_©b Ki‡e— 

K)  e¨emvi SzuwK m¤ú‡K© †evSv, ¸iæZ¡c~Y© e¨emvwqK cÖwµqvMy‡jvi kbv³KiY 

I AMÖvwaKvimn SuzwKi m¤¢vebv I cÖfve m¤^‡Ü Rvbv|  

L)  e¨emvi Ici wewfbœ gvÎvi SzuwKi cÖfve m¤̂‡Ü †evSv (GwU ¸iæZ¡c~Y© †h 

†QvU NUbv ev ¸iæZi NUbv hv ms¯'vi Pjgvb Kvh©KvwiZvi Rb¨ ûgwK¯^iƒc 
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Zvi mgvavb Lyu‡R cvIqv m¤¢e) Ges cÖwZwU Z_¨ c×wZi Rb¨ e¨emvwqK 

D‡Ïk¨ I AMÖvwaKvi ˆZwi Kiv| 

M) wba©vwiZ e¨emvwqK D‡Ïk¨ I AMÖvwaKv‡ii m‡½ mvgÄm¨c~Y© GKwU 

Ôe¨emvwqK avivevwnKZv e¨e¯'vcbviÕ cwiKíbv cÖYqb I bw_fz³KiY; 

N)  m¤§Z †KŠk‡ji m‡½ mvgÃm¨ †i‡L Ôe¨emvwqK avivevwnKZv e¨e¯'vcbviÕ 

cwiKíbv cÖYqb I bw_fz³KiY;  

O)  GB ¯^xK…wZi Rb¨ †h cwiKíbv I cÖwµqvMy‡jv ¯'vcb Kiv n‡q‡Q Zvi Rb¨ 

wbqwgZ cix‣v I nvjbvMv` Kiv cÖ‡qvRb|  

P)  GwU wbwðZ Kiv †h, e¨emvi avivevwnKZvi e¨e¯'vcbv Ges GwU AR©‡bi 

cÖwµqv, ms¯'vi cÖwµqv I KvVv‡gvi m‡½ mvgÄm¨c~b©| cÖwµqv I 

cÖwZ‡e`‡bi mgš^‡qi `vwqZ¡ ms¯'vi GKRb D‧P c‡`i Kg©KZ©vi Ici 

w`‡Z n‡e|  

 

6.3.5.10. †Wv‡gBb 10 : Kgcøv‡qÝ (Compliance) 

i) AvBwb cÖ‡qvRbxqZvi m‡½ m¤§wZ (Compliance with legal 

requirments) 
Bbdi‡gkb wm‡÷‡gi bKkv, cwiPvjbv, e¨envi I e¨e¯'vcbv Aek¨B 

wewae×, wbqš¿K I Pyw³wfwËK wbivcËv cÖ‡qvRbxqZvi welqmg~n †g‡b Pj‡e| 

mg¯Í cÖvmw½K wewae×, wbqš¿K I Pyw³MZ cÖ‡qvRbxqZvMy‡jv cÖwZwU 

Bbdi‡gkb wm‡÷‡gi Rb¨ ¯úófv‡e msÁvwqZ I bw_fy³ Kiv DwPZ| GB 

cÖ‡qvRbxqZvMy‡jv c~iY Ki‡Z wbw`©ó wbqš¿Y I e¨w³MZ `vwqZ¡ GKBfv‡e 

msÁvwqZ I bw_fy³ Kiv DwPZ| 

AvBwb cÖ‡qvRbxqZvi wel‡q ms¯'vi AvBwb Dc‡`óv ev Dchy³ †Kvb †hvM¨ 

AvBwb AbykxjbKvixi KvQ †_‡K civgk© †bIqv DwPZ| AvBwb cÖ‡qvRbxqZv 

†`k‡f‡` wfbœ n‡Z cv‡i Ges GK †`‡k ˆZwi Kiv Z_¨ hLb Ab¨ †`‡k †cÖiY 

Kiv nq (†hgb UªvÞ-eW©vi Z_¨ cÖevn) ZLb Zv RwUj n‡Z cv‡i| 

 

ii) c×wZ wbixÿv we‡ePbv (System Audit Considerations) 

AwW‡Ui cÖ‡qvRbxqZv I cwiPvjbv c×wZ e¨emvwqK cÖwµqvq evavi SzuwK 

Kgv‡Z RwoZ Kvh©Kjv‡ci m‡½ cwiKwíZ I m¤§Z nIqv DwPZ| 

wbgœwjwLZMy‡jv j‣¨ Kiv DwPZ— 

K)  wbixÿv h_vh_ e¨e¯'vcbvi m‡½ mvgÄm¨ nIqv DwPZ| 

L)  wbixÿvi my‡hvM m¤§Z I wbqwš¿Z nIqv DwPZ| 

M)  wbixÿvmg~n md&UIq¨vi I Z‡_¨ †Kej co‡Z cvivi g‡a¨ mxgve× nIqv 

DwPZ| 

N)  Ab¨vb¨ ai‡bi A¨v‡•‡mi (wiW-Ibwj e¨ZxZ) g‡a¨ wm‡÷g dvBj Kwc 

Kiv _vK‡Z cv‡i, Z‡e Zv wbixÿv m¤ú~Y© n‡j m‡½ m‡½ gy‡Q †djv 

DwPZ| 

O)  wbixÿvi mgq AvBwU ms¯'vbMy‡jv ¯úófv‡e wPwþZ I mnRjf¨ Kiv 

DwPZ| 

P)  AwZwi³ cÖwµqvKi‡Yi cÖ‡qvRbxqZv wPwþZ Kiv I m¤§Z nIqv DwPZ| 

Q)  wbixÿK KZ…©K mg¯Í A¨v‡•m gwbUi Kiv DwPZ Ges Zv jM Kiv DwPZ| 

R)  mg¯Í c×wZ, cÖ‡qvRbxqZv I `vwqZ¡My‡jv bw_fy³ Kiv DwPZ| 

 

6.2.6. weGm 7799: cvU©-II: AvBGmGgGm (ISMS) Ges mvwU©wd‡Kkb 

 

6.2.6.1. m¤§wZ/cÖZ¨qb cÖwµqv (Compliance/Certification Process) 

weGm 7799 Gi m‡½ Kgcøv‡qÞ Kiv GKwU AvbyôvwbK Ges KLbI KLbI 

RwUj cÖwµqv| weªwUk ÷¨vÛvW© BÝwUwUDU (weGmAvB) Øviv msÁvwqZ 

c`‡‣cMy‡jv wbgœiƒc— 

K)  ÷¨vÛvW© Øviv msÁvwqZ e¨e¯'vcbv KvVv‡gv ¯'vcb Kiv| 

L)  weGmAvB AvbyôvwbK g~j¨vq‡bi Rb¨ LiP I mgqmxgvi GKwU wnmve 

cÖ`vb Ki‡e| 

M)  weGmAvB‡Z GKwU AvbyôvwbK Av‡e`b Rgv w`‡Z n‡e| 

N)  weGmAvB cÖwZôv‡bi wee…Z wbivcËv I SzuwK bxwZMy‡jvi ch©v‡jvPbv 

Ki‡e| GwU e¨e¯'vcbv c×wZi †Kvb `ye©jZv wPwþZ Ki‡Z mvnvh¨ 

Ki‡e, hv mgvavb Kiv cÖ‡qvRb| 

O)  weGmAvB GKwU Ab-mvBU g~j¨vqb cwiPvjbv Ki‡e| 

P)  AwWU mdjfv‡e mgvß n‡j, GKwU ÔmvwU©wd‡KU Ae †iwR‡÷ªkbÕ Rvwi 

Kiv n‡e hv AvBGmGgGm-Gi cÖ‡qvRbxqZv wPwþZ K‡i| 

 

6.2.6.2. AvBGmGgGm (ISMS) Kx? 

ÔmsMV‡bi Z_¨ myi‣v bxwZ Ges D‡Ïk¨My‡jv cÖwZôv Kiv Ges Zvic‡i GB 

D‡Ïk¨My‡jv c~iY Kiv|Õ 

GKwU Bbdi‡gkb wmwKDwiwU g¨v‡bR‡g›U wm‡÷g (AvBGmGgGm) 

ms‡e`bkxj Z_¨ myiÿvi D‡Ï‡k¨ GKwU KvVv‡gvMZ c×wZ eb©bv K‡i| GwU 

Kg©Pvix, cÖwµqv I Z_¨ c×wZ‡K AšÍfz©³ K‡i| 
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6.3. AvBGmI 27001 

AvBGmI 27001 n‡jv AvšÍR©vwZK ÷¨vÛvW©, hv GKwU Z_¨ wbivcËv e¨e¯'vcbv 

wm‡÷‡gi (ISMS) †¯úwmwd‡Kkb cÖ`vb K‡i| ISO 27001 GKwU cÖhyw³ Ges 

†fÛi-wbi‡c‣ ÷¨vÛvW© hvnv AvKvi, cÖKvi ev cÖK…wZ wbwe©‡k‡l mg¯Í ms¯'vi 

Rb¨ cÖ‡hvR¨| ÷¨vÛvW©wU e¨q Kwg‡q AvšÍR©vwZK m‡e©vËg Abykxj‡bi m‡½ 

mvgÃm¨ †i‡L ms¯'vMy‡jv‡K Zv‡`i Z_¨ myi‣v cÖwµqv cwiPvjbv Ki‡Z 

mnvqZv K‡i| 

 

6.3.1. AvBGmGgGm (ISMS) ev¯Íevq‡bi myweav  

1. Z_¨mg~‡n me ai‡bi myiÿv cÖ`vb K‡i| 

2. mvBevi Avµg‡Yi cÖwZ‡iva ‣gZv evovq| 

3. †K›`ªxqfv‡e cwiPvwjZ KvVv‡gv cÖ`vb K‡i| 

4. msMVbe¨vcx myi‣v cÖ`vb K‡i| 

5. µgea©gvb wbivcËv ûgwK‡Z mvov w`‡Z mvnvh¨ K‡i| 

6. Z_¨ wbivcËvi m‡½ hy³ LiP Kgvq| 

7. Z‡_¨i †MvcbxqZv, cÖvc¨Zv I ALÐZv i‣v K‡i| 

8. †Kv¤úvwbi myiÿv ms¯‹…wZ DbœZ K‡i| 

 

6.3.2. AvBGmI 27001 Gi 14wU †Wv‡gBb Kx Kx? 

AvBGmI 27001 Gi 14wU †Wv‡gBb n‡jv— 

1. Z_¨ myi¶v bxwZ (Information Security Policies): GB wefv‡M 

wbqš¿YMy‡jv eY©bv K‡i †h Kxfv‡e Z_¨ myi‣v bxwZMy‡jv cwiPvjbv Ki‡Z 

nq| 

2. Z_¨ myi‣v ms¯'v (Organization of Information Security) : GB 

wefv‡Mi wbqš¿YMy‡jv Zvi Af¨šÍixY ms¯'v‡K msÁvwqZ K‡i (†hgb, 

f‥wgKv, `vwqZ¡, BZ¨vw`) Ges Z_¨ myi‣vi mvsMVwbK w`KMy‡jv †hgb- 

cÖKí cwiPvjbv, †gvevBj wWfvB‡mi e¨envi I †UwjIqvwK©s BZ¨vw` 

e¨envi K‡i Z_¨ myi‣vi ev¯Íevqb I cwiPvjbvi Rb¨ GKwU †gŠwjK 

KvVv‡gv cÖ`vb K‡i| 

3. gvbem¤ú` wbivcËv (Human resource security) : GB wefv‡Mi 

wbqš¿YMy‡jv wbwðZ K‡i †h ms¯'vi wbqš¿‡Y _vKv †jv‡K‡`i wb‡qvM †`Iqv, 

cÖwkw¶Z Kiv Ges wbivc` Dcv‡q cwiPvwjZ Kiv nq; Ges kvw¯Íg~jK 

c`‡‣c MÖn‡Yi bxwZ I Pzw³ evwZ‡ji bxwZMy‡jvI mwVKfv‡e msÁvwqZ 

nq| 

4. m¤ú` e¨e¯'vcbv (Asset Management): GB wefv‡Mi wbqš¿YMy‡jv 

wbwðZ K‡i †h Z_¨ myi‣v msµvšÍ m¤ú`My‡jv (†hgb, Z_¨, cÖwµqvKiY 

wWfvBm, msiÿY wWfvBm, BZ¨vw`) mwVKfv‡e wPwþZ Kiv n‡q‡Q, 

Zv‡`i wbivcËvi Rb¨ `vwqZ¡My‡jv g‡bvbxZ Kiv n‡q‡Q Ges Kg©xiv Rv‡b 

†h Kxfv‡e †mMy‡jv cwiPvjbv Ki‡Z nq|  

5. A¨v‡•m wbqš¿Y (Access Control) : GB wefv‡Mi wbqš¿YMy‡jv cÖK…Z 

e¨emv‡qi cÖ‡qvRb Abymv‡i Z_¨ Ges Z_¨ m¤ú‡`i A¨v‡•m‡K mxgve× 

K‡i| GUv wdwRK¨vj ev jwRK¨vj Dfq ai‡bi A¨v‡•‡mi Rb¨ cÖ‡hvR¨| 

6. wµ‡ÞvMÖvwd (Cryptography) : GB wefv‡Mi wbqš¿YMy‡jv †MvcbxqZv, 

mZ¨Zv, A_ev Z‡_¨i ALÐZv i‣vq Gbwµckb mgvavbMy‡jvi mwVK 

e¨env‡ii Rb¨ wfwË cÖ`vb K‡i| 

7. wdwRK¨vj I cwi‡ekMZ wbivcËv (Physical and environmental 

security) : GB wefv‡Mi wbqš¿YMy‡jv wdwRK¨vj GjvKvq Abby‡gvw`Z 

cÖ‡ek †iva K‡i Ges gvbe ev cÖvK…wZK n¯Í‡‣c Øviv Av‡cvm Kiv †_‡K 

miÃvg I myweavMy‡jv‡K i‣v K‡i| 

8. Acv‡ikb wbivcËv (Operation Security) : GB wefv‡M wbqš¿YMy‡jv 

wbwðZ K‡i †h Acv‡iwUs wm‡÷g I md&UIq¨vi mn AvBwU wm‡÷g¸‡jv 

wbivc` Ges †WUv jm †_‡K myiw‣Z| Dciš`, GB wefv‡Mi wbqš¿Y¸‡jvi 

g‡a¨ _vK‡e welqMy‡jv bw_fz³ Kiv I evidence ˆZwi Kiv, gv‡S gv‡S 

`ye©jZvi hvPvBKiY, Ges wbixÿv Kvh©KjvcMy‡jv †hb Acv‡ikb‡K 

evavMÖ¯Í bv K‡i Zvi Rb¨ mZK©Zv Aej¤^b Kiv| 

9. †hvMv‡hvM myi‣v (Communication Security) : GB wefv‡M 

wbqš¿YMy‡jv †bUIqvK© AeKvVv‡gv I cwi‡levMy‡jv‡K i‣v K‡i, †mBm‡½ 

Zv‡`i gva¨‡g ågY Kiv Z_¨My‡jv‡KI i‣v K‡i| 

10. c×wZ AwaMÖnY, Dbœqb Ges i‣Yv‡e‣Y (System acquisition, 

development and maintenance) : GB wefv‡Mi wbqš¿YMy‡jv wbwðZ 

K‡i †h bZyb Z_¨ c×wZ †Kbvi mgq ev we`¨gvbMy‡jv nvjbvMv` Kivi 

mgq Z_¨ myi‣v we‡ePbvq †bIqv n‡q‡Q| 

11. mieivnKvixi m¤úK© (Supplier relationsship): GB wefv‡Mi 

wbqš¿YMy‡jv wbwðZ K‡i †h mieivnKvix I Askx`vi‡`i Øviv m¤úvw`Z 

AvDU‡mvm© Kvh©vewj Dchy³ Z_¨ myi‣v wbqš¿YMy‡jv e¨envi K‡i Ges 

Z…Zxq-c‡‣i wbivcËv Kg©‣gZv Kxfv‡e wbix‣Y Ki‡Z nq Zv eY©bv 

K‡i| 
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12. Z_¨ wbivcËv NUbv e¨e¯'vcbv (Information Security Incident 

Management) : GB wefv‡Mi wbqš¿YMy‡jv wbivcËv welq I NUbvMy‡jvi 

mwVK †hvMv‡hvM I cwiPvjbv wbwðZ Ki‡Z GKwU KvVv‡gv cÖ`vb K‡i, 

hv‡Z †mMy‡jv mgqgZ mgvavb Kiv hvq| Kxfv‡e evidence msi¶Y 

Ki‡Z nq I Kxfv‡e Zv‡`i cybive…wË †iva Ki‡Z NUbvMy‡jv †_‡K 

wkL‡Z nq, ZvI GB wefv‡M msÁvwqZ nq| 

13. e¨emvi avivevwnKZv e¨e¯'vcbvi Z_¨ wbivcËvi w`K (Information 

security aspects of business continuity management): GB 

wefv‡Mi wbqš¿YMy‡jv, `y‡h©v‡Mi mgq Z_¨ wbivcËv e¨e¯'vcbvi 

avivevwnKZv I Z_¨ c×wZi cÖvc¨Zv wbwðZ K‡i| 

14. m¤§wZ (Compliance): GB wefv‡Mi wbqš¿YMy‡jv AvBwb, mswewae×, 

wbqš¿K I Pyw³ j․Nb cÖwZ‡iva Ki‡Z GKwU KvVv‡gv cÖ`vb K‡i| Ges Zv 

AvBGmI27001 gvb`‡Ði msÁvwqZ bxwZ, c×wZ I cÖ‡qvRbxqZv 

Abymv‡i Kvh©Ki wKbv Zv AwWU K‡i| 

GB †Wv‡gbMy‡jv Avgv‡`i †`Lvq †h Z_¨ myi‣v cwiPvjbv ïay AvBwU 

wbivcËvi (†hgb, dvqviIqvj, A¨vw›U-fvBivm, BZ¨vw`) m‡½ m¤úwK©Z bq 

eis cÖwµqvMy‡jv cwiPvjbv, AvBwb myi‣v, gvbe m¤ú` cwiPvjbv, KvVv‡gvMZ 

myi‣v, BZ¨vw`i mv‡_I m¤úwK©Z|  

 

6.3.3. AvBGmI 27001 G KqwU wbqš¿Y Av‡Q? 

AvBGmI 27001 Gi Ic‡i ZvwjKvfy³ 14wU wefv‡M msMwVZ 114wU wbqš¿Y 

i‡q‡Q|  

 
 

6.3.4. ÔAvBGmI 27001 cÖZ¨wqZÕ (ISO 27001 Certified) Kx? 

GKwU †Kv¤úvwb AvBGmI 27001 mvwU©wd‡Kk‡bi Rb¨ GKwU ¯^xK…Z 

mvwU©wd‡Kkb ms¯'v‡K mvwU©wd‡Kkb wbixÿvi Rb¨ Avgš¿Y Rvbv‡Z cv‡i|  hw` 

wbixÿv mdj nq, Zvn‡j ms¯'vwU †Kv¤úvwb‡K AvBGmI 27001 mvwU©wd‡KU 

Bmy¨ Ki‡Z cv‡i| GB cÖksmvc‡Îi A_© n‡e †h †Kv¤úvwbwU AvBGmI 27001 

÷¨vÛv‡W©i mv‡_ m¤ú~Y©iƒ‡c Kgcøv‡q›U| 

GKRb e¨w³I AvBGmI 27001 cÖwk‣‡Yi gva¨‡g Ges cix‣vq DËxY© 

n‡q AvBGmI 27001 mvwU©wd‡Kkb †c‡Z cv‡ib| GB cÖksmvc‡Îi A_© n‡e 

†h GB e¨w³ †Kvm© PjvKvjxb mg‡q Dchy³ `‣Zv AR©b K‡i‡Qb|  

 

(†idv‡iÞ: 27000.org) 

 

7. evsjv‡`‡k AvBwb KvVv‡gv 

 

7.1. mvBevi AvBb (Cyber Law) 
 

7.1.1. mvBevi AvBb Kx? 

mnR Dcv‡q, Avgiv ej‡Z cvwi †h mvBevi µvBg GKwU †eAvBwb KvR 

†hLv‡b Kw¤úDUvi GKwU Uzj ev Uv‡M©U ev Dfqfv‡eB e¨eüZ nq| mvBevi 

µvB‡gi m‡½ wµwgbvj Kvh©Kjvc RwoZ n‡Z cv‡i, hv †UªwWkbvj †hgb Pywi, 

Rvj-RvwjqvwZ (fraud), RvwjqvwZ (forgeries), gvbnvwb I Awbómvab, hvi 

me¸‡jvB evsjv‡`k `Ðwewai Aaxb| 

Kw¤úDUv‡ii Ace¨envi bZzb ai‡bi Aciv‡aiI Rb¥ w`‡q‡Q, hv Z_¨ I 

†hvMv‡hvM cÖhyw³ AvBb, 2006 (AvBwmwU AvBb-2006) Øviv ewY©Z n‡q‡Q|  

 

7.1.2. mvBevi Aciva †kÖwYKiY 

Avgiv mvBevi Aciva‡K `ywU Dcv‡q †kÖwYe× Ki‡Z cvwi: 

K)  j‣¨ wnmv‡e Kw¤úDUvi : Ab¨ Kw¤úDUvi‡K AvµgY Ki‡Z Kw¤úDUvi 

e¨envi K‡i †hgb n¨vwKs, fvBivm AvµgY, DOS AvµgY BZ¨vw`| 

L)  Kw¤úDUvi‡K GKwU A¯¿ wn‡m‡e : GKwU Kw¤úDUvi e¨envi K‡i ev¯Íe-

we‡k¦i Aciva msNwUZ Kiv †hgb mvBevi mš¿vm, IPR j․Nb, †µwWU 

KvW© RvwjqvwZ, EFT cm RvwjqvwZ, c‡b©vMÖvwd, BZ¨vw`| 

mvBevi Aciva mvBevi AvBb ev B›Uvi‡bU AvBb Øviv wbqwš¿Z nq| 
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7.1.3. mvBevi Aciva Kvh©µg (Cyber Crime Activities) 

cÖhyw³MZ AMÖMwZ Acivag~jK Kvh©Kjv‡ci Rb¨ bZyb m¤¢vebv ˆZwi K‡i‡Q, 

we‡kl K‡i, mvBevi Aciva cwiPvjbvq Z_¨-cÖhyw³i Acivag~jK Ace¨envi 

†hgb— 

i) Abby‡gvw`Z A¨v‡•m I n¨vwKs (Hacking) 

A¨v‡•m gv‡b GKwU ms¯'vi Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi 

†bUIqv‡K©i jwRK¨vj, Awi_g¨vwUKvj ev †ggwi dvsk‡b Abby‡gvw`Zfv‡e 

cÖ‡ek ev G‡`i‡K wb‡`©k †`Iqv ev G‡`i m‡½ †hvMv‡hvM Kiv| 

Abby‡gvw`Z A¨v‡•m ZvB mwVK gvwjK ev Kw¤úDUvi, Kw¤úDUvi wm‡÷g, ev 

Kw¤úDUvi †bUIqv‡K©i `vwq‡Z¡ _vKv e¨w³i AbygwZ QvovB †h †Kv‡bv ai‡bi 

A¨v‡•m‡K †evSvq| 

GKwU Kw¤úDUvi Ges/A_ev †bUIqv‡K©i cÖwZ‡iva fvOvi Rb¨ KiYxq 

cÖwZwU KvRB n¨vwKs| n¨vKviiv Kw¤úDUv‡i AvµgY Kivi D‡Ï‡k¨ Kw¤úDUvi 

†cÖvMÖvg wj‡L ev Zv e¨envi K‡i| Zviv aßsm Kivi B‧Qv †_‡K GB KvR¸‡jv 

K‡i _v‡K| wKQy n¨vKvi e¨w³MZ Avw_©K jv‡fi Rb¨ n¨vK K‡i, †hgb 

†µwWU Kv‡W©i Z_¨ Pzwi Kiv Ges wewfbœ e¨vsK A¨vKvD›U †_‡K Zv‡`i wbR¯^ 

A¨vKvD‡›U A_© ¯'vbvšÍi K‡i A_© D‡Ëvjb Kiv| 

I‡qe mvf©vi n¨vK K‡i Ab¨ e¨w³i I‡qemvB‡Ui wbqš¿Y †bIqv‡K web 

hijacking e‡j| 

 

ii) †UªvRvb AvµgY (Trojan attack) 

Bnv Ggb GKwU †cÖvMÖvg, hv †`L‡Z `iKvwi g‡b n‡e wKš` Ggb wKQz KvR K‡i 

hv ÿwZKi| GB ai‡Yi Kw¤úDUvi †cÖvMÖvg‡K †UªvRvb ejv nq| G‡`i g‡a¨ 

†UªvRvb nm© bvgwU RbwcÖq| 

†UªvRvb `ywU As‡k Av‡m, GKwU MÖvnK Ask Ges Ab¨wU mvf©vi Ask| 

hLb wfw±g (ARv‡šÍ) Zvi mvf©viwU Pvjvq, ZLb AvµgYKvix mvf©v‡ii m‡½ 

ms‡hvM Ki‡Z ÔMÖvnKÕ Ask e¨envi K‡i Ges †UªvRvb e¨envi ïiæ Kiv nq| 

TCP/IP †cÖv‡UvKj n‡jv †hvMv‡hv‡Mi Rb¨ eû e¨eüZ GKwU †cÖv‡UvKj, wKš` 

†UªvRv‡bi wKQy Kvh©µg UDP †cÖv‡UvKjI e¨envi K‡i| 

 

iii) fvBivm I Iqvg© AvµgY (Virus and worm attack) 

†h †cÖvMÖvg Ab¨ †cÖvMÖvg‡K msµvwgZ K‡i, Ges wb‡Ri Abywjwc ˆZwi K‡i 

Ab¨ †cÖvMÖv‡g Zv Qwo‡q †`q, Zv‡K fvBivm e‡j|  

†hme †cÖvMÖvg fvBiv‡mi g‡Zv e…w× cvq, wKš` Kw¤úDUvi †_‡K Kw¤úDUv‡i 

Qwo‡q c‡o Zv‡`i‡K Iqvg© e‡j| 

 

iv) B-†gBj m¤úwK©Z Aciva (E-mail related crimes) 

K. B‡gj ¯úywds (email spoofing) 

B‡gj ¯úywds ej‡Z Ggb GKwU B‡gj‡K †evSvq, hv GKwU Drm †_‡K †cÖiY 

Kiv n‡q‡Q e‡j g‡b nq, hw`I †mwU cÖK…Z c‡ÿ Ab¨ Drm †_‡K †cÖiY Kiv 

n‡q‡Q|   

 

L. B‡gj ¯ú¨vwgs (email spamming): 

B‡gj Ô¯ú¨vwgsÕ ej‡Z nvRvi nvRvi e¨enviKvix‡K GKwU B‡gj cvVv‡bv‡K 

†evSvq—GKwU †PBb †jUv‡ii g‡Zv| 

 

M. B‡g‡ji gva¨‡g `~wlZ †KvW cvVv‡bv (Sending malicious codes 

through email) 

B-†gBjMy‡jvi mshyw³ wnmv‡e fvBivm, †UªvRvb, BZ¨vw` cvVv‡bv nq ev 

B‡gB‡ji m‡½ mshyw³ wnmv‡e Ggb GKwU I‡qemvB‡Ui wj¼ cvVv‡bv nq hv 

cÖ‡ek Ki‡j malicious †KvW Kw¤úDUv‡i WvDb‡jvW n‡q hvq| 

 

N. B‡gBj †evw¤̂s : (email bombing) 

B-†gBj †evw¤^s n‡jv Ace¨enviKvix Øviv evievi GKwU wbw`©ó wVKvbvq GKwU 

Awfbœ B‡gBj evZ©v †cÖiY Kiv| 

 

O.  ûgwKg~jK B‡gBj cvVv‡bv 

P.  gvbnvwbKi B‡gBj cvVv‡bv 

Q.  B‡gBj RvwjqvwZ| 

 

v) Wm AvµgY (Denial of Service-DOS attacks)  

GKwU Kw¤úDUvi wm‡÷g †h cwigvY wiKz‡q÷ wb‡Z cv‡i Zvi †P‡q A‡bK 

†ewk wiKz‡q÷ †cÖiY Kiv| d‡j Kw¤úDUvi wm‡÷g bó n‡q hvq Ges 

mwZ¨Kv‡ii e¨enviKvixiv †mev †_‡K ewÂZ nb|  
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vi) c‡b©vMÖvwd 

Kw¤úDUvi e¨envi K‡i Drcvw`Z c‡b©vMÖvwdK mvgMÖx Ges c‡b©vMÖvwdK wfwWI, 

Qwe, †jLv, BZ¨vw` ˆZwi Kiv Ges B›Uvi‡bU e¨envi K‡i Zv †cÖiY Kiv I 

WvDb‡jvW Kivmn mKj cÖKvi c‡b©vMÖvwdK mvBU Gi AšÍfz©³|   

cÖvßeq¯‹‡`i we‡bv`b B›Uvi‡b‡U me‡P‡q eo wkí| eZ©gv‡b 420 

wgwjq‡biI †ewk e¨w³MZ c‡b©vMÖvwdK I‡qe‡cR i‡q‡Q| 

 

vii) RvwjqvwZ (Forgery) 

AZ¨vaywbK Kw¤úDUvi, wcÖ›Uvi I ¯‹¨vbvi e¨envi K‡i Rvj †bvU, WvK, ivR¯^ 

÷¨v¤ú, gvK©wkU, BZ¨vw` Rvj Kiv †h‡Z cv‡i| 

GQvovI, †Kvb e¨w³i QÝ‡ek aviY‡K RvwjqvwZ wnmv‡e we‡ewPZ nq| 

 

viii) AvBwcAvi j․Nb (IPR Violations) 

Gi g‡a¨ i‡q‡Q mdUIq¨vi cvB‡iwm, KwcivBU j․Nb, †UªWgvK© j․Nb, 

Kw¤úDUvi †mvm© †KvW Pzwi, †c‡U›U j․Nb, BZ¨vw`| 

†Wv‡gb †bBgm& I GKwU †UªWgvK© Ges ICANN-Gi †Wv‡gb we‡iva 

wb®úwË bxwZ I †UªWgvK© AvB‡bi Aax‡b myiw‣Z| 

mvBevi mš¿vmxiv RbwcÖq †mev cÖ`vbKvixi †Wv‡g‡bi Abyiƒc †Wv‡gb bvg 

wbeÜb K‡i _v‡K hv‡Z Zviv H mg¯Í ms¯'vi e¨enviKvix‡`i AvK…ó I Zv‡`i 

†_‡K myweav †c‡Z cv‡i| 

 

ix) mvBevi mš¿vm (Cyber Terrorism) 

mvgwiK ¯'vcbv, cvIqvi cø¨v›U, Gqvi UªvwdK K‡›Uªvj, e¨vsK, †UªBj UªvwdK 

K‡›Uªvj I †Uwj‡hvMv‡hvM †bUIqv‡K©i Ici Avµgb mvBevi mš¿v‡mi m¤¢ve¨ 

j‣¨| Ab¨vb¨ j‡ÿ¨i g‡a¨ i‡q‡Q—cywjk, wPwKrmv, AwMœ I D×vi c×wZ, 

BZ¨vw`| 

mvBevi mš¿vm wewfbœ Kvi‡Y AvaywbK mš¿vmx‡`i Rb¨ GKwU AvKl©Yxq 

weKí| 

1. GwU †UªwWkbvj mš¿vmx c×wZi Zyjbvq m¯Ív| 

2. mvBevi mš¿vm †UªwWkbvj mš¿vmx c×wZi †P‡q Avjv`v| 

3. j‡‣¨i ˆewPÎ¨ I msL¨v cÖPzi| 

4. mvBevi mš¿vmev` `~i †_‡K cwiPvwjZ n‡Z cv‡i, GwU Ggb GKwU 

ˆewkó¨, hv mš¿vmx‡`i Kv‡Q we‡klfv‡e AvKl©Yxq| 

5. mvBevi mš¿vmev‡` wecyjmsL¨K gvbyl‡K mivmwi cÖfvweZ Kiv hvq| 

x) e¨vswKs/†µwWU KvW© m¤úwK©Z Acev` (Banking/Credit card related 

crimes) : 

K‡c©v‡iU RM‡Z, B›Uvi‡bU n¨vKviiv †Mvcbxq e¨vswKs I Avw_©K Z‡_¨ 

A¨v‡•m †c‡Z GKwU †Kv¤úvwbi wbivcËvi m‡½ Avcm Kivi my‡hvM LyR‡Z 

_v‡K| 

Pzwi nIqv Kv‡W©i Z_¨ ev Rvj †µwWU/†WweU Kv‡W©i e¨envi LyeB mvaviY 

welq| 

e¨vs‡Ki Kg©Pvixiv mg¯Í MÖvn‡Ki A¨vKvD›U †_‡K Aí cwigvY A_© †K‡U 

wb‡Z Kw¤úDUvi †cÖvMÖvg e¨envi K‡i Ges Zv Zv‡`i wbR¯^ A¨vKvD‡›U †hvM 

K‡i, hv mvjvwg (Salami) bv‡gI cwiwPZ| 

 

xi) B-Kgvm©/wewb‡qvM RvwjqvwZ (e-commerce/Investment Fraud): 

weµq I wewb‡qvM RvwjqvwZ, Ggb GKwU cÖ¯Íve hv wewb‡qvM ev F‡Yi Rb¨ 

wg_¨v ev cÖZviYvg~jK Z_¨ e¨envi K‡i, A_ev Rvj wmwKDwiwUR µq, 

e¨envi ev evwY‡R¨i Rb¨ e¨envi K‡i| 

e¨w³‡`i Øviv AbjvB‡b †Kbv cY¨`ªe¨ ev †mevMy‡jv KLbB weZiY Kiv 

nq bv| 

B›Uvi‡bU wbjvg mvB‡Ui gva¨‡g weµ‡qi Rb¨ weÁvcb †`Iqv c‡Y¨i fyj 

Dc¯'vcb ev B›Uvi‡bU wbjvg mvB‡Ui gva¨‡g †Kbv cY¨ mieivn bv Kivi Rb¨ 

`vqx n‡jv RvwjqvwZ| 

wewb‡qvMKvixiv A¯^vfvweKfv‡e †ewk jv‡fi cÖwZkªæwZ w`‡q GB 

cÖZviYvg~jK cÖK‡í wewb‡qvM Ki‡Z cÖjyä nq| 

 

xii) A‰ea wRwbm wewµ (Sales of illegal articles) : 

I‡qemvBU, wbjvg I‡qemvBU I ey‡jwUb †ev‡W© Z_¨ cÖKvk K‡i ev †Kej 

B‡g‡j †hvMv‡hvM K‡i gv`K`ªe¨, A¯¿, eb¨cÖvYx, BZ¨vw` µq-weµq Kiv GB 

ai‡bi Aciv‡ai AšÍM©Z| 

 

xiii) AbjvBb Ryqv (Online gambling) :  

we‡`‡k mvf©v‡i †nv÷ Kiv j‣ j‣ I‡qemvBU i‡q‡Q, †hMy‡jv AbjvBb Ryqv 

†Ljvi my‡hvM K‡i †`q| cÖK…Zc‡‣, GUv wek¦vm Kiv nq †h GB 

I‡qemvBUMy‡jvi g‡a¨ A‡bKMy‡jv Avm‡j A_© cvPv‡ii Rb¨ e¨eüZ nq| 
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xiv) gvbnvwb (Defamation) : 

gvbnvwb n‡jv †Kv‡bv ¯^bvgab¨ e¨w³i mybv‡gi ÿwZ Kivi cÖqvm|  

Kw¤úDUvi Ges/A_ev B›Uvi‡b‡Ui mvnv‡h¨ gvbnvwb NU‡j mvBevi gvbnvwb 

N‡U| †hgb †KD hw` GKwU I‡qemvB‡U KviI m¤ú‡K© gvbnvwbKi welq 

cÖKvk K‡i ev †mB e¨w³i mg¯Í eÜz‡`i Kv‡Q gvbnvwbKi Z_¨ msewjZ B-

†gBj cvVvq ZLb Zv mvBevi gvbnvwb †evSvq| mvBevi gvbnvwb‡K mvBevi 

w¯§qvwisI (Cyber smearing) ejv nq| 

 

xv) Identity Theft : 

Identity theft Av‡gwiKvi g‡Zv †`‡k `ªæZZg µgea©gvb GKwU Aciva| 

Identity theft N‡U, hLb †KD Pywi ev RvwjqvwZ Kivi Rb¨ A‡b¨i e¨w³MZ 

Z_¨ Zv‡`i ARv‡šÍB e¨envi K‡i| 

Identity theft n‡jv Ab¨ ai‡bi RvwjqvwZ w¯‹g ˆZwi Kivi GKwU 

gva¨g|  

Avgv‡`i †`‡k GKR‡bi (NID) e¨envi K‡i Zvi ARv‡šÍ e¨vsK A¨vKvD›U 

Ly‡j Zv RvwjqvwZi Kv‡R e¨envi Kiv nq| GwU GKwU Identity theft| 

xvi) Z_¨ weåvwšÍ (Data diddling) 

Z_¨ weåvwšÍi g‡a¨ GKwU Kw¤úDUv‡i †WUv BbcyU Kivi c~‡e© ev Kivi mgq 

Z_¨ cwieZ©b Kiv RwoZ| 

Ab¨ K_vq, †Kv‡bv e¨w³ Øviv UvBc Kiv Z_¨ ev WvUv‡em I 

A¨vwcø‡Kk‡bi †cÖvMÖvgvi ev Kw¤úDUv‡i Z_¨ msi‣Y Kivi m‡½ RwoZ Ab¨ 

†Kv‡bv e¨w³ †hfv‡e Z_¨ cÖ‡ek Kivq, Zv cwieZ©b n‡q hvq|  

GwU cÖwµqvKi‡Yi Av‡M wKQy mg‡qi Rb¨ ¯^qswµqfv‡e Avw_©K Z_¨ 

cwieZ©b Ges Zvici g~j Z_¨ cybiæ×vi AšÍf©y³ _v‡K| 

xvii) B›Uvi‡bU mgq Pzwi (Theft of Internet Hours) : 

B›Uvi‡bU GKRb Abby‡gvw`Zfv‡e e¨envi K‡i, wKš` cÖK…Z gvwjK wej 

cwi‡kva K‡i| 

GKwU cÖwZôv‡bi †Uwj‡dvb myBP‡ev‡W© (wcweG•) A¨v‡•m jvf Kivi 

gva¨‡g e¨w³ ev Acivax ms¯'vMy‡jv Wvqvj-Bb/Wvqvj-AvDU mvwK©UMy‡jv‡Z 

A¨v‡•m †c‡Z cv‡i Ges Zvic‡i Zv‡`i wbR¯^ Kj Ki‡Z cv‡i ev Z…Zxq 

c‡‣i Kv‡Q Kj UvBg wewµ Ki‡Z cv‡i| 

cwi‡lev Pzwii Ab¨¸‡jvi g‡a¨ i‡q‡Q ÔKwjs KvW©Õ (calling card) Gi 

Z_¨vw` AwaMÖnY Kiv Ges Ab-†mwjs Kjmg~‡ni Rb¨ Kwjs KvW© A¨vKvD‡›U 

PvR© Kiv Ges mwÂZ g~‡j¨i †Uwj‡dvb Kv‡W©i bKj ev A‰ea cybt‡cÖvMÖvwgs| 

xviii) Kw¤úDUvi wm‡÷‡gi Pzwi (nvW©Iq¨vi) 

GB ai‡bi Aciv‡ai g‡a¨ Kw¤úDUvi, Kw¤úDUv‡ii wKQy Ask ev 

Kw¤úDUv‡ii m‡½ mshy³ GKwU hš¿vsk Pzwi RwoZ| 

 

xix) Kw¤úDUvi c×wZ‡K wdwRK¨vwj ‣wZMÖ¯Í Kiv : 

kK, Av¸b, ev AwZwi³ ˆe`¨ywZK mieivn BZ¨vw`i gva¨‡g Kw¤úDUvi ev Gi 

hš¿vsk ‣wZMÖ¯Í Kiv nq| 

xx) cÖvB‡fwm I †MvcbxqZvi j․Nb (Breach of privacy and 

confidentiality): 
 

cÖvB‡fwm (Privacy) 

cÖvB‡fmx ej‡Z GKRb e¨w³i AwaKvi‡K †evSvq hv wba©viY K‡i wZwb KLb, 

Kxfv‡e Ges KZUv Zvi e¨w³MZ Z_¨ Ab¨‡`i m‡½ †kqvi Ki‡eb|   

cÖvB‡fwmi j․Nb gv‡b e¨w³MZ Z_¨ †hgb †gwW‡Kj †iKW©, †hŠb cQ›`, 

Avw_©K Ae¯'v BZ¨vw`i Abby‡gvw`Z e¨envi, weZiY ev cÖKvk| 

 

†MvcbxqZv (Confidentiality) 

Gi A_© Abby‡gvw`Z ev AevwÃZ e¨w³‡`i Kv‡Q Z_¨ cÖKvk bv Kiv| 

e¨w³MZ Z_¨ QvovI wKQy Ab¨vb¨ ai‡bi Z‡_¨i myiÿv `iKvi, hv e¨emvi 

Rb¨ ¸iæZ¡c~Y© Ges Ab¨ e¨w³i Kv‡Q GB ai‡bi Z_¨ duvm Kiv e¨emv ev 

e¨w³‡`i ‣wZi KviY n‡Z cv‡i|  

mvaviYZ, GB ai‡bi Z‡_¨i †MvcbxqZv i‣vq cvwU©mg~n Z_¨ †kqvi 

Kivi mgq Z_¨ cwiPvjbvi c×wZ m¤ú‡K© Ges Z…Zxq c‡‣i Kv‡Q †hb GB 

ai‡bi Z_¨ cÖKvk bv K‡i ev Ggbfv‡e †hb e¨envi bv K‡i hv‡Z GwU Z…Zxq 

c‡‣i Kv‡Q cÖKvk †c‡q hvq—Gme AšÍfy©³ K‡i GKwU Pzw³ ˆZwi K‡i|  

A‡bK mgq cvwU© ev Zv‡`i Kg©xiv Avw_©K jv‡fi Rb¨ GB RvZxq g~j¨evb Z_¨ 

duvm K‡i Ges †MvcbxqZvi Pzw³ j․N‡bi KviY nq| 

we‡kl †KŠkj, †hgb mvgvwRK BwÃwbqvwis, mvaviYZ †Mvcbxq Z_¨ †c‡Z 

e¨eüZ nq| 

 

7.2. AvBwmwU AvBb (ICT Act) 
 

7.2.1. f‚wgKv 

Kw¤úDUvi Avwe®‹vi, wWwRUvj cÖhyw³ I †hvMv‡hvM e¨e¯'vi DbœwZi ci Avgv‡`i 

Rxe‡b bvUKxq cwieZ©b N‡U‡Q| Kw¤úDUv‡ii mvnv‡h¨ e¨emvwqK †jb‡`b 
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Kiv n‡‧Q| Z‡e, Avgv‡`i †`‡k, AvBwb KvVv‡gvi Afv‡ei Kvi‡Y †jv‡Kiv 

e¨emv cwiPvjbv Ki‡Z ev B‡jKUªwbK AvKv‡i †jb‡`b Ki‡Z Awb‧QyK wQj| 

A‡bK AvBwb weavb KvMRwfwËK †iKW© Ges ¯^v‣i enbKvix bw_My‡jv‡K 

¯^xK…wZ †`q Ges wewfbœ we‡iv‡ai †‣‡Î Zv‡`i cÖgvY wnmv‡e MÖnY‡hvM¨ K‡i 

†Zv‡j| B‡jKUªwbK AvKv‡i †jb‡`b cÖvqB Av`vj‡Z ¯^xK…Z wQj bv| A‡bK 

AvBwb wbqg KvM‡Ri †iKW© I bw_, ¯^v‣wiZ †iKW©, Avmj †iKW©, wdwRK¨vj 

†PK, gy‡LvgywL mvÿvrKvi, BZ¨vw`i Aw¯ÍZ¡ Avg‡j †bq| †h‡nZy AviI †ewk 

wµqvKjvc cÖhyw³MZ Dcv‡q cwiPvwjZ nq, GwU cÖgv‡Yi Rb¨ AviI †ewk 

¸iæZ¡c~Y© n‡q I‡V| GB wµqvKjvcMy‡jv Zv‡`i †_‡K cÖPwjZ AvBwb AwaKvi 

I eva¨evaKZvMy‡jv cÖ`k©‡b mnRjf¨| 

 

7.2.2. AvBwmwU AvBb-2006 Gi cÖ‡hvR¨ wdìmg~n (Applicable fields 

of ICT Act-2006) 

Dc‡iv³ Av‡jvPbvi cwi‡cÖwÿ‡Z, ÔBbdi‡gkb I KwgDwb‡Kkb †UK‡bvjwR 

AvBb-2006Õ bv‡g GKwU AvBb cÖYqb Kiv nq, hvnv wb¤œewY©Z †ÿ‡Î 

cÖ‡hvR¨— 

 †b‡Mvwm‡qej Bb÷ªy‡g›U (negotiable instrument) 

 cvIqvi Ae A¨vUwb© ˆZwi, envj ivLv I ejer ivLv (creation, 

performance & enforcement of power of attorney) 

 Uªv÷ (Trust) 

 DBj (Will) 

 ¯'vei m¤úwË ev Gi m‡½ mswkøó †Kv‡bv wKQzi wewµ ev cwien‡bi Rb¨ 

†Kv‡bv Pzw³ (any contract for sale or conveyance of immovable 

property or any interest in such property) 

 UvB‡Uj W‡Kv‡g›U (Document of Title) 

 miKvi KZ…©K M¨v‡RU Øviv cÖKvwkZ †h †Kv‡bv ai‡bi W‡Kv‡g›U ev 

†jb‡`b| 

7.2.3. Ae‡Rw±f (Objectives) 

Bbdi‡gkb I KwgDwb‡Kkb †UK‡bvjwR AvBb-2006 Gi g~j jÿ¨¸‡jv 

nj— 

1)  B-Kgvm© †jb‡`‡bi evav `~i Kiv| 

2)  myiwÿZ B-Kgvm© †jb‡`‡bi D‡Ï‡k¨ AvBwb I e¨emvqx AeKvVv‡gv ˆZwi 

Kiv| 

3)  miKvwi ms¯'v¸‡jv‡Z B‡jKUªwbK dvBwjs myweav cÖ`vb| 

4)  miKvwi Awdmmg~n †_‡K B‡jKUªwbK †iK‡W©i `ÿ †Wwjfvwi wbwðZ 

Kiv| 

5) Akøxj I gvbnvwbKi Z_¨ B‡jKUªwbK c×wZ‡Z cÖPvi †_‡K AvaywbK 

Z_¨cÖhyw³ e¨e¯'v‡K gy³ ivLv| 

6)  mvBevi Acivax‡`i Rb¨ 10 eQ‡ii Kviv`Ð ev 10 wgwjqb UvKv ch©šÍ 

Rwigvbv ev DfqwU wbwðZ Kiv| 

7)  cywjk I Ab¨ Kg©KZ©v‡`i ÿgZv e…w× Kiv| 

8)  mvBevi A¨vwdwj‡qU UªvBey¨bvj ˆZwi| 

 

7.2.4. wbe©vwPZ avivmg~n 

G‡±i K‡qKwU aviv wb‡P mswÿß AvKv‡i Dc¯'vcb Kiv nj— 

aviv-5 : wWwRUvj ¯^vÿ‡ii gva¨‡g B‡jKUªwbK †iKW©mg~n A‡_bwUK Kiv 

(1) mve-aviv (2) Gi weavb mv‡c‡ÿ, †h †Kv‡bv MÖvnK Zvi wWwRUvj ¯^vÿi 

mshy³ K‡i †h †Kv‡bv B‡jKUªwbK †iKW© Aby‡gv`b Ki‡Z cvi‡eb| 

(2)  A‡cb †UKwbK ev cÖwZwôZ miÃvg ev †KŠkj e¨envi K‡i ˆZwi 

B‡jKUªwbK ¯^vÿi cÖ`vb K‡i  B‡jKUªwbK †iKW©mg~n Aby‡gv`b Kiv 

hv‡e| 

aviv-6: B‡j±ªwbK †iKW©¸wji AvBbx ¯^xK…wZ 

†hLv‡b †KvbI AvBb D‡jøL K‡i †h, Z_¨ ev Ab¨ †KvbI welq wjwLZ ev 

gyw`ªZ AvKv‡i _vK‡e, Z‡e Bnv, GB RvZxq AvB‡b _vKv m‡Ë¡I, GB ai‡bi 

cÖ‡qvRbxqZv cwic~Y© n‡q‡Q e‡j g‡b Kiv n‡e; hw` GB Z_¨ ev welqe¯`: 

(K) B‡jKUªwbK AvKv‡i mieivn Kiv nq, Ges 

(L) cÖ‡ek‡hvM¨, hv‡Z cieZ©x wb‡`©kbvi Rb¨ Zvnv e¨envi Kiv hvq|  

 

aviv 7. B‡j±ªwbK ¯^v‣i¸‡jvi AvBwb ¯^xK…wZ 

†hLv‡b †Kv‡bv AvBb D‡jøL K‡i †h Z_¨ ev Ab¨ †Kv‡bv welq ev †Kv‡bv bw_ 

¯^v‣i K‡i ¯^v‣wiZ nIqv DwPZ ev †h †Kv‡bv e¨w³i ¯^v¶i enb Kiv DwPZ, 

Z‡e, GB RvZxq AvB‡b hvB _vKzb bv †Kb, GB RvZxq cª‡qvRbxqZv AwR©Z 

n‡q‡Q e‡j g‡b Kiv n‡e, hw` GB RvZxq Z_¨ ev welq miKvi KZ©…K 

wba©vwiZ n‡Z cv‡i Ggbfv‡e mshy³ GKwU wWwRUvj ¯^v‣‡ii gva¨‡g 

cÖgvYxKiY Kiv nq| 
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aviv-8. miKvi Ges Zvi ms¯’vMy‡jv‡Z B‡jKUªwbK bw_ I wWwRUvj ¯^v‣‡ii 

e¨envi 

†hLv‡b †Kvb AvB‡bi cÖ‡qvRb †h— 

(K)   †Kv‡bv dg©, Av‡e`b, ev Ab¨ †Kv‡bv bw_ †Kv‡bv Awdm, KZ©…c‣, 

ms¯'v, ev ms¯'vi gvwjKvbvaxb ev wbqwš¿Z †Kv‡bv wbw`©ó c×wZ‡Z 

h_vh_ miKv‡ii Kv‡Q `vwLj Ki‡Z n‡e| 

(L)   †Kv‡bv jvB‡mÞ, AbygwZ, Aby‡gv`b, ev Aby‡gv`b cÖ`vb ev gÃywi †h 

bv‡gB WvKv †nvK bv †Kb, Zvnv cÖ`vb Ki‡Z n‡e| 

(M)   GKwU wbw`©ó c×wZ‡Z A_© MÖnY ev †c‡g›U Ki‡Z n‡e, Zvn‡j, 

AvcvZZ ejer Ab¨ †Kv‡bv AvB‡b hv wKQy _vKyK bv †Kb, GB ai‡bi 

cÖ‡qvRbxqZv AwR©Z n‡q‡Q e‡j MY¨ n‡e, hw` GB ai‡bi dvBwjs, 

Bmy¨, Aby`vb, iwm`, ev A_© cÖ`vb, miKvi KZ©…K wba©vwiZ B‡jKUªwbK 

c×wZ‡Z msNwUZ Kiv nq| 

 

aviv-13. B‡jKUªwbK bw_i ˆewkó¨, ¯^xK…wZ I †cÖiY 

GKwU B‡jKUªwbK †iK‡W©i gvwjK wnmv‡e AwiwR‡bUi †evSv‡e— 

(K)  hw` GwU AwiwR‡bUi wb‡RB †cÖiY K‡ib| 

(L)  †mB B‡jKUªwbK †iK‡W©i †‣‡Î AwiwR‡bU‡ii c‡‣ KvR Kivi ‣gZv 

cÖvß e¨w³ Øviv †cÖwiZ n‡q‡Q| 

(M)  AwiwR‡bUi Øviv ev Zvi c‡‣ †h †KD Øviv wbwg©Z Kw¤úDUvi †cÖvMÖvg 

†_‡K ¯^qswµqfv‡e †cÖwiZ n‡q‡Q| 

 

Aa¨vq-5 : wbqš¿K I cÖZ¨qbKvix KZ©…c‣ (Controller and Certifying 

Authorities) 
 

aviv-18. wbqš¿K Ges Ab¨ Kg©KZ©v‡`i wb‡qvM 

(1) miKvi, miKvwi †M‡R‡U cÖÁvcb Øviv, GB AvB‡bi D‡Ï‡k¨ cÖZ¨qbKvix 

KZ©…c‡‣i GKRb wbqš¿K wb‡qvM Ki‡Z cv‡i Ges GKB ev cieZ©x cÖÁvcb 

Øviv †hfv‡e Dchy³ e‡j g‡b nq ZZ msL¨K Dc-wbqš¿K Ges mnKvix wbqš¿K 

wb‡qvM Ki‡Z cv‡i| 

 

aviv-19. wbqš¿K wbgœwjwLZ mKj ev †h‡Kv‡bv KvR m¤úv`b Ki‡Z cv‡i, 

h_v— 

(K) cÖZ¨qbKvix KZ©…c‡‣i Kvh©µ‡gi Ici ZË¡veavb Abykxjb Kiv| 

(L) cÖZ¨qbKvix KZ©…c‡‣i me©Rbxb KxMy‡jv (Key) cÖZ¨wqZ Kiv| 

(M) cÖZ¨qbKvix KZ©…c‣ KZ©…K i‣Yv‡e‣‡Yi Rb¨ gvb wba©viY Kiv| 

(N) cÖZ¨qbKvix KZ©…c‡‣i Kg©Pvix‡`i †h †hvM¨Zv I AwfÁZv _vK‡Z n‡e 

Zv D‡jøL Kiv| 

(O) cÖZ¨qbKvix KZ©…c‣ Zv‡`i e¨emv cwiPvjbv Ki‡e Ggb kZ©My‡jv D‡jøL 

Kiv| 

(P) wjwLZ, gyw`ªZ, ev wfR¨yqvj Dcv`vb I weÁvc‡bi welqe¯Íy wbw`©ó Kiv, hv 

GKwU wWwRUvj ¯^v‣i cÖksmvcÎ I miKvwi AbygwZi †‣‡Î weZiY ev 

e¨envi Kiv †h‡Z cv‡i| 

(Q) GKwU wWwRUvj ¯^v‣i cÖksmvc‡Îi MVb, welqe¯Íy I mgm¨v D‡jøL Kiv; 

(R) cÖZ¨qbKvix KZ©…c‡‣i Øviv A¨vKvD›UMy‡jv †h aib I c×wZ‡Z  

i‣Yv‡e‣Y Kiv n‡e Zv D‡jøL Kiv| 

(S) wbix‣K wb‡qv‡Mi kZ©vewj ˆZwi Kiv I cvwikÖwgK wba©viY Kiv| 

(T) cÖZ¨qbKvix KZ©…c‣ Øviv GKKfv‡e ev †hŠ_fv‡e Ab¨vb¨ cÖZ¨qbKvix 

KZ©…c‡‣i m‡½ GK‡Î GKwU B‡jKUªwbK c×wZ ¯'vcb Kiv| 

(U) cÖZ¨qbKvix KZ©…c‡‣i m‡½ MÖvnK Kxfv‡e †jb‡`b cwiPvjbv Ki‡e Zv 

D‡jøL Kiv| 

(V) cÖZ¨qbKvix KZ©…c‣ Ges MÖvnK‡`i g‡a¨ ¯^v‡_©i †Kv‡bv mgm¨v n‡j  Zv 

mgvavb Kiv| 

(W) cÖZ¨qbKvix KZ©…c‡‣i `vwqZ¡ wba©viY| 

(X) cÖZ¨qbKvix KZ©…c‡‣i D`NvwUZ bw_ m¤̂wjZ GKwU WvUv‡em ˆZwi Kiv, 

hv Rbmvavi‡Yi Kv‡Q cÖ‡ek‡hvM¨ n‡e| 

 

aviv-20. we‡`wk cÖZ¨qbKvix KZ©…c‡‣i ¯^xK…wZ (Recognition of foreign 

Certifying Authorities) 

(1) cÖweavb Øviv wbw`©ó Kiv kZ©vewj Ges wewawb‡la mv‡c‡‣, wbqš¿K 

miKv‡ii c~e©vby‡gv`b mv‡c‡ÿ Ges miKvwi †M‡R‡U weÁwß Øviv, GB D‡Ï‡k¨ 

†Kv‡bv we‡`wk cÖZ¨qbKvix KZ©…c‣‡K cÖZ¨qbKvix KZ©…c‣ wnmv‡e ¯^xK…wZ 

w`‡Z cv‡ib| . 

 

(2) †hLv‡b †Kv‡bv cÖZ¨qbKvix KZ©…c‣ Dc-aviv (1) Gi Aax‡b ¯^xK…Z nq, 

GB AvB‡bi D‡Ï‡k¨ GB ai‡bi cÖZ¨qbKvix KZ©…c‣ Øviv Rvwi Kiv wWwRUvj 

¯^v‣i ˆea n‡e| 
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aviv-22| wWwRUvj ¯^v‣i cÖksmvcÎ cÖ`v‡bi jvB‡mÝ/mb` 

(1) wWwRUvj ¯^v¶i cÖksmvcÎ Bmy¨ Kivi jvB‡m‡Þi Rb¨ †h‡Kv‡bv e¨w³ 

wbqš¿‡Ki Kv‡Q GKwU Av‡e`b Ki‡Z cv‡ib| 

(2) †Kv‡bv jvB‡mÞ Rvwi Kiv n‡e bv, hw` bv Av‡e`bKvix †hvM¨Zv, `‣Zv, 

Rbkw³, Avw_©K ms¯'vb Ges Ab¨vb¨ cwiKvVv‡gv myweavi †‣‡Î GB 

ai‡bi cÖ‡qvRbxqZvMy‡jv c~iY bv K‡i, hv miKvi Øviv wba©vwiZ wWwRUvj 

¯^v‣i cÖksmvcÎ Rvwi Ki‡Z cÖ‡qvRbxq| 

(3) GB avivi Aax‡b cÖ`Ë GKwU jvB‡mÞ, 

(K) miKvi KZ©…K wba©vwiZ mg‡qi Rb¨ ˆea n‡e; 

(L) n¯ÍvšÍi‡hvM¨ ev DËivwaKvi‡hvM¨ bq;  

(M)  cÖweavb Øviv wbw`©ó n‡Z cv‡i GB ai‡bi kZ©vewj mv‡c‡‣ cÖ‡`q| 

aviv-31. wKQy c×wZ AbymiY Kivi Rb¨ cÖZ¨qbKvix KZ©…c‣ 

cÖwZwU cÖZ¨qbKvix KZ©…c‣— 

(K)  AbycÖ‡ek I Ace¨envi †_‡K wbivc` nvW©Iq¨vi, md&UIq¨vi  Ges 

c×wZ e¨envi Ki‡eG 

(L)  Gi cwi‡levMy‡jv‡Z GKwU hyw³m½Z ¯Í‡ii wbf©i‡hvM¨Zv cÖ`vb Ki‡e hv 

D‡Ïk¨g~jK Kvh©µgMy‡jvi Kvh© m¤úv`‡bi Rb¨ hyw³m½Zfv‡e Dchy³G 

(M)  wWwRUvj ¯^v‣‡ii †MvcbxqZv iÿv Kiv Ges GUv wbwðZ Ki‡Z wbivcËv 

c×wZ †g‡b Pj‡e Ges 

(N)  cÖweavb Øviv wbw`©ó Kiv †h‡Z cv‡i GB ai‡bi Ab¨vb¨ gvb cvjb 

Ki‡e| 

 

aviv-36. wWwRUvj ¯^v‣i mvwU©wd‡KU Bmy¨ Ki‡Z cÖZ¨qbKvix KZ©…c‣ 

(1)  †h †Kv‡bv e¨w³ miKvi KZ©…K wba©vwiZ d‡g© wWwRUvj ¯^v‣i mvwU©wd‡KU 

†c‡Z cÖZ¨qbKvix KZ©…c‡‣i Kv‡Q Av‡e`b Ki‡Z cv‡i| 

(2)  GB RvZxq cÖwZwU Av‡e`‡bi m‡½ GKwU mvwU©wd‡Kkb Abykxjb wee…wZ 

ev †hLv‡b GB RvZxq †KvbI wee…wZ †bB †mLv‡b Ggb weeiY msewjZ 

GKwU wee…wZ, hv cÖweavb Øviv wbw`©ó Kiv i‡q‡Q, Zv cÖ`vb Ki‡Z n‡e| 

(3) Dc-aviv (1) Gi Aax‡b GKwU Av‡e`b cÖvwßi c‡i, cÖZ¨qbKvix 

KZ©…c‣, mvwU©wd‡Kkb Abykxjb wee…wZ ev Dc-avivi Aaxb Ab¨vb¨ 

wee…wZ we‡ePbv Kivi c‡i— 

(4)  Ges Dchy³ g‡b n‡j AbymÜvb Kivi c‡i, wWwRUvj ¯^v‣i cÖksmvcÎ 

gÃyi Ki‡Z cv‡i ev wjwLZfv‡e KviY bw_fy³ K‡i Av‡e`bwU 

cÖZ¨vL¨vb Ki‡Z cv‡i|  

Z‡e kZ© _v‡K †h †Kv‡bv wWwRUvj ¯^v‣i cÖksmvcÎ gÃyi Kiv n‡e bv 

hw` bv cÖZ¨qbKvix KZ©…c‣ mš`ó nq †h— 

(K) Av‡e`bKvixi Kv‡Q wWwRUvj ¯^v‣i cÖksmvc‡Î ZvwjKvfy³ cvewjK Kx-

Gi m‡½ m¤úwK©Z cÖvB‡fU Kx i‡q‡Q; 

(L) Av‡e`bKvixi Kv‡Q GKwU cÖvB‡fU Kx i‡q‡Q, hv GKwU wWwRUvj ¯^v¶i 

ˆZwi Ki‡Z m‣g; 

(M) mvwU©wd‡K‡U ZvwjKvfy³ cvewjK KwU Av‡e`bKvixi Kv‡Q _vKv cÖvB‡fU 

Kx Øviv GKwU wWwRUvj ¯^v‣i hvPvB Ki‡Z e¨envi Kiv †h‡Z cv‡i| 

 

Aa¨vq-6 : MÖvnK‡`i KZ©e¨ 

 

aviv-42. wWwRUvj ¯^v¶i cÖksmvcÎ MÖnY‡hvM¨Zv 

GKRb MÖvnK GKwU wWwRUvj ¯^v‣i cÖksmvcÎ MÖnY K‡i‡Qb e‡j MY¨ n‡eb 

hw` wZwb GKwU wWwRUvj ¯^v‣i cÖksmvcÎ cÖKvk K‡ib ev cÖKv‡ki Rb¨ 

Aby‡gv`b K‡ib— 

(K) GK ev GKvwaK e¨w³i Kv‡Q;  

(L) GKwU fvÛv‡i ev Ab¨_vq †h‡Kv‡bv Dcv‡q wWwRUvj ¯^v‣i cÖksmvc‡Î 

Zvi Aby‡gv`b cÖ`k©b K‡i| 

 

Aa¨vq 8 : kvw¯Í I wePvi 

 

aviv-54. Kw¤úDUvi, Kw¤úDUvi c×wZ, BZ¨vw`i ¶wZi Rb¨ kvw¯Í 

gvwj‡Ki ev Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi †bUIqv‡K©i `vwq‡Z¡ 

wb‡qvwRZ Ab¨ †Kv‡bv e¨w³i AbygwZ e¨ZxZ hw` †Kv‡bv e¨w³— 

(K) GB ai‡bi Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi †bUIqv‡K© 

cÖ‡ek K‡i ev Kivi †Póv K‡i| 

(L) †Kv‡bv AcmviY‡hvM¨ †÷v‡iR ev msiw‣Z Z_¨mn GB ai‡bi 

Kw¤úDUvi, Kw¤úDUvi wm‡÷g, ev Kw¤úDUvi †bUIqvK© †_‡K †Kv‡bv 

Z_¨, Kw¤úDUvi WvUv‡em ev Z_¨ WvDb‡jvW, Kwc ev wb®‹vkb K‡i| 
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(M) †Kv‡bv Kw¤úDUvi, Kw¤úDUvi wm‡÷g, ev Kw¤úDUvi †bUIqv‡K© †Kv‡bv 

Kw¤úDUvi `~lK (contaminant) ev Kw¤úDUvi fvBivm cÖeZ©b ev 

cÖeZ©b Kivi KviY NUvq| 

(N) †Kv‡bv Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi †bUIqvK©, †WUv, 

Kw¤úDUvi WvUv‡em, ev GB RvZxq Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev 

Kw¤úDUvi †bUIqv‡K© iwÿZ †cÖvMÖv‡gi ‣wZ ev bó nIqvi KviY nq| 

(O) †Kv‡bv Kw¤úDUvi, Kw¤úDUvi wm‡÷g, ev Kw¤úDUvi †bUIqvK© e¨vnZ ev 

wewNœZ K‡i (disrupts or causes disruption)| 

(P) Aby‡gvw`Z †Kv‡bv e¨w³‡K †h †Kv‡bv Dcv‡q, †Kv‡bv Kw¤úDUvi, 

Kw¤úDUvi wm‡÷g, ev Kw¤úDUvi †bUIqvK©-G A¨v‡•‡m evav †`q ev 

evavi KviY nq| 

(Q) GB AvBb, Gi Aax‡b cÖYxZ wewa ev cÖweav‡bi weavb j․Nb K‡i 

Kw¤úDUvi, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi †bUIqv‡K© A¨v‡•‡mi 

myweav‡_© †Kv‡bv e¨w³‡K †h †Kv‡bv mnvqZv cÖ`vb K‡i| 

(R) †Kv‡bv Kw¤úDUvi, Kw¤úDUvi wm‡÷g, ev Kw¤úDUvi †bUIqv‡K©i  

†U¤úvwis K‡i ev †ni‡di K‡i (by manipulating) GKRb e¨w³i Øviv 

KiYxq †mevi PvR© Ab¨ e¨w³i A¨vKvD‡›U †cÖiY K‡i| 

Z‡e, wZwb `k eQi ch©šÍ Kviv`‡Ð ev AbwaK 10 jvL UvKv A_©`‡Ð ev 

Dfq `‡Ð `wÐZ n‡eb| 

 

aviv-55. Kw¤úDUv‡ii †mvm© W‡Kv‡g‡›U †U¤úvwis Kiv 

Kw¤úDUvi, Kw¤úDUvi †cÖvMÖvg, Kw¤úDUvi wm‡÷g ev Kw¤úDUvi †bUIqv‡K©i 

Rb¨ e¨eüZ †Kv‡bv Kw¤úDUvi †mvm© †KvW hvnv AvcvZZ ejer AvBb Øviv 

ivLv ev i‣Yv‡e‣Y Kiv cÖ‡qvRb, Zvnv hw` †KD ÁvZmv‡i ev B‧QvK…Zfv‡e 

†Mvcb K‡i, aßsm K‡i, cwieZ©b K‡i, A_ev B‧QvK…Zfv‡e ev ÁvZmv‡i 

Ab¨‡K †Mvcb, aßsm ev cwieZ©b Ki‡Z mvnvh¨ K‡i, wZwb wZb eQi ch©šÍ 

Kviv`‡Ð, ev AbwaK wZb jÿ UvKv A_©`‡Ð ev Dfq `‡Ð `wÐZ n‡eb| 

 

aviv-56. Kw¤úDUvi wm‡÷g w`‡q n¨vwKs 

(1) †h e¨w³ Rbmvavi‡Yi ev †Kv‡bv e¨w³i Ab¨vqfv‡e ‣wZ K‡i ev ‣wZi 

Kvib nq, Kw¤úDUv‡i _vKv †Kv‡bv Z_¨ aßsm ev gy‡Q †d‡j ev cwieZ©b K‡i 

ev Gi g~j¨ ev Dc‡hvwMZv nªvm K‡i, ev †h‡Kv‡bv Dcv‡q ‣wZKviKfv‡e 

cÖfvweZ K‡i, Zvn‡j wZwb n¨vwKs K‡i‡Qb e‡j aiv n‡e| 

(2) †h e¨w³ n¨vwKs K‡i †m `k eQi ch©šÍ Kviv`‡Ð ev AbwaK GK †KvwU 

UvKv A_©`‡Ð ev Dfq `‡Ð `wÐZ n‡e| 

 

Aa¨vq-8 : cvU©-2 : mvBevi †i¸‡jkb Avwcj UªvBey¨bvj 

 

aviv-68. mvBevi Avwcj UªvBey¨bvj cÖwZôv 

(1) miKvi, cÖÁvcb Øviv, mvBevi †i¸‡jkb Avwc‡jU UªvBey¨bvj bv‡g 

cwiwPZ GK ev GKvwaK Avwcj UªvBey¨bvj cÖwZôv Ki‡e| 

(2) miKvi Dcaviv (1) G DwjøwLZ weÁwß‡Z mvBevi Avwcj UªvBey¨bvj †h 

GLwZqvi cÖ‡qvM Ki‡Z cv‡i †mB welqmg~n D‡jøL Ki‡e| 
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ch©v‡jvPbvg~jK cÖkœvewj 

 

1. Multiple Choice Questions (MCQ) 

i)  Near Data Center (NDC) is built in ----- for quick start of 
operation in case of major or minor breakdown in Data 
Center (DC). 

a) Same City     b) Different City    c) Same Seismic 
Zone    d) Different Seismic Zone 

ii)  Which of the following is a major IT shutdown? 

a)  Database Corrupted   b) Server non-functioning  c) 
UPS is not working  d) Cooling system is out of order 

iii)  Which of the following is a remedy for Application Server 
non-functioning? 

a) Active-active clustering   b) Network Load Balancing  
c) Redundant UPS   d) Active-Standby System 

iv)  To prevent unauthorized use of cards in an e-commerce 
site, Card issuing bank deliver a ----- token to the 
cardholder for use during e-commerce transaction. 

  a) OTP   b) 2FA    c) POS   d) ATM 

v)  Ransomware is a type of malicious software that block 
access to users in to their IT system unless a ----- is paid. 

  a) Dollar     b) Bitcoin    c) Ransom   d) Taka 

vi)  A----- is first sent to many employees of a bank as 
attachment of a email narrating attractive offeres. 

  a) Hacker    b) Database    c) Router    d) Malware 

vii)  Phishing is presenting a----. 

a) fake email    b) fake website   c) fake credit card   d) 
fake password 

viii)  Which of the following is not a crypto currency? 

  a) Bitcoin   b) Ether   c) Router   d) Petr 

2. Fill in the gap(s) 
 

i)  For the first time, IT professionals started protecting their 
database and network placing ------ on the network. 

ii)  To keep the data safe and available in case of any disaster, 
IT professionals built ----- and-----. 

iii)  Unsatisfied ----- may steal data and handover to the 
hackers. 

iv)  Duplicating a credit card by fraudster is called -----. 

v)  A---- card can prevent skimming of cards in ATM. 

vi)  Corrupted----- are engaged in POS skimming. 

vii)  DDoS attack is done by attackers to ---- a website. 

viii) ---- system and---- system maintain balance in USD and are 
most vulnerable to hacking. 
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m¤¢ve¨ cÖkœvewj 

 

1. What is the difference between ICT Security and Cyber 
Security? 

2.  Why Data Centers are very important part of ICT risks? 

3. Narrate Business Continuity Threats, Classify Business 
Discontinuity. 

4. Describe different types of Internal Threats. 

5.  List different threats related to MFS and their remedies. 

6.  Describe ATM Skimming and POS Skimming? Where you 
can use the anti-skimming device? 

7.  What is ATM Jackpotting? 

8.  How fraud occurs in e-commerce? 

9.  Describe following cyber treats: DDos, Ransomeware and 
Malware. 

10. What is hacking? How money is unauthorizedly transferred 
from the client‘s account by the Hackers? 

11. Why Swift and Credit Card is in the risk of cyber treat in 
Bangladesh? 

12.  Do you think that Crypto-currency is threat? Why? 

13.  Put your suggestions to minimize ICT risk and Cyber Treats. 

14.  Differentiate between Security Standards and Regulations. 

15.  Name three popular Regulations. 

16. Why Banks should acquire ―Certification‖ on popular 
―Security Standards‖? 

17. Write ten important points covered in the guideline on ―ICT 
Security for scheduled Banks and Financial Institutes‖ 
published by the Bangladesh Bank. 

18. With respect to the ―ICT Security of scheduled banks and 
financial institutes‖ published by the Bangladesh Bank, 
reply to the following: 

a) Narrate the roles and responsibilities of Board of Directors. 

b)  Narrate the roles and responsibilities of of ICT Steering 
Committee. 

c)  Narrate the roles and responsibilities of ICT Security 
Committee. 

d)  What is ICT Risk Governance? 

e)  What do you know about Change Management? 

f)  What is Incident Management? 

g)  What is BYOD? 

h)  What do you mean by Physical Security of Data Center? 

i)  Why email management is important? 

j)  What is User Access Management? 

k) What is Business Continuity Plan? 

l)  What is Disaster Recover Plan? 

m) What points to be considered during In-house Software 
Development? 

n)   What security mechanism should be undertaken by banks to 
secure its Internet Banking System? 

0)  What security mechanism should be undertaken by banks to 
secure its Credit Cards? 

19. What is PCI-DSS? Why Banks should undertake PCI-DSS 
certification? 

20.   What is BS 7799? Write history of BS 7799. 

21.  What is ISO 27001? Write Why banks should acquire 
certification on ISO 27001 standard? 

22.  What are the 14 domains of ISO 27001? 
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23. What is a Cyber Law? Narrate any five of the Cyber Crime 
activities. 

24.  Describe ICT Act and mention applicable fields of ICT 
Act-2006. 

25. Write Clause-56: Hacking with Computer System. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

gwWDj-B 

WKz‡g›U n¨vÛwjs c×wZ, AwZwi³ e¨vswKs 

A¨vwcø‡Kkb Ges Ab¨vb¨ w`K 

 

1.  †PK cÖ‡mwms wm‡÷g (Cheque Processing System) 

†PK cÖ‡mwms wm‡÷g ev ms‡ÿ‡c †c‡g›U wm‡÷g, GKwU gva¨g hvi gva¨‡g 

Avw_©K cÖwZôvb, e¨emv Ges e¨w³‡`i g‡a¨ Znwej ¯'vbvšÍi Kiv nq| †c‡g›U 

wm‡÷g GKwU †`‡ki Avw_©K e¨e¯'v fv‡jvfv‡e KvR Kivi Rb¨ Ges †K›`ªxq 

e¨vsK Øviv Avw_©K bxwZMy‡jvi mdj cÖ‡qv‡Mi Rb¨ me‡P‡q ¸iæZ¡c~Y© KviY 

wnmv‡e we‡ePbv Kiv nq| AwaKš` †c‡g›U c×wZi AvšÍtmxgvšÍ (cross 

border) ms‡hvM GKwU †`‡ki Dbœq‡bi Rb¨ Ges we‡`wk cyuwR I we‡`wk 

wewb‡qvMKvix‡`i AvK…ó Ki‡Z Acwinvh© n‡q I‡V| 

 

1.1. wK¬qvwis I †m‡Uj‡g›U wm‡÷g (Clearing and Settlement 

Systems) 

eZ©gv‡b evsjv‡`‡k PviwU wK¬qvwis c×wZ Pvjy i‡q‡Q| †mMy‡jv n‡jv— 

(K) XvKvq evsjv‡`k e¨vs‡Ki wK¬qvwis nvDm Ges AviI mvZwU kn‡i Gi 

kvLv; 

(L) 31wU kn‡i †hLv‡b evsjv‡`k e¨vs‡Ki †Kv‡bv kvLv †bB †mLv‡b 

†mvbvjx e¨vs‡Ki wK¬qvwis nvDm| 

(M) evsjv‡`k e¨vs‡Ki eo g~‡j¨i †PK †m‡Uj‡g›U wm‡÷g; Ges 

(N) XvKvq evsjv‡`k e¨vs‡Ki d‡ib Kv‡iwÞ wK¬qvwis wm‡÷g, hv d‡i• 

wiRvf© A¨vÛ †UªRvwi g¨v‡bR‡g›U wWcvU©‡g›U (FRTMD) Øviv ˆe‡`wkK gy`ªvi 

†PK I †c‡g›U IW©vi wK¬qvi I †m‡Ujg¨v›U K‡i| 

evsjv‡`k e¨vs‡Ki wK¬qvwis nvD‡m cÖwZw`b PviwU wK¬qvwis nq| cÖ_g 

wK¬qvwis mKvj 10:30 G ïiæ nq Ges cÖ_g wK¬qvwis Gi wiUvb© nq weKvj 

5:30-G| GKB w`b (Same day) wK¬qvwis ïiæ nq 11:00 G Ges wiUvb© nq 

weKvj 2:00-G| wK¬qvwis nvD‡mi gva¨‡g wK¬qvi Kiv DcKiYMy‡jv n‡jv †PK, 

e¨vsK Wªvd&U, †c-AW©vi, wWwf‡WÛ Iqv‡i›U, BZ¨vw` ewikvj I iscyi Awdm 

e¨ZxZ, evsjv‡`k e¨vs‡Ki Ab¨vb¨ kvLv Awd‡m GKwU Kw¤úDUvivBRW 
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wb®úwË cÖwµqv i‡q‡Q, †hLv‡b evwYwR¨K e¨vsKMy‡jv, wdwRK¨vj Bb÷ªyg¨v›U 

QvovI, wW‡¯‹U cvVvq †hLv‡b cÖwZwU e¨vs‡Ki †c‡g›U Aewj‡Mkb I Ab¨vb¨ 

e¨vsK †_‡K cvIbvi wnmve _v‡K| XvKv Ges PÆMÖv‡gi Zzjbvq, evB‡ii 

kvLvMy‡jv‡Z wK¬qvi Kiv †P‡Ki cwigvb LyeB Kg|  

 

1.2. cÖPwjZ †PK wK¬qvwis cÖwµqv (Conventional Cheque Clearing 

Process) 

cÖPwjZ †PK wK¬qvwis cÖ‡mm GKwU †gvUvgywU mgqmv‡c‣ cÖwµqv Ges G‡Z 

A‡bK g¨vbyqvj cÖwµqv Ges Bb÷ªyg¨v‡›Ui wdwRK¨vj PjvPj RwoZ| GwU 

†Kej wK¬qvi Kivi mgqB e…w× K‡i bv, eis wewfbœ ¯'v‡b I wewfbœ e¨w³i 

gva¨‡g Bb÷ªy‡g›U PjvP‡ji Kvi‡Y D‧P ¯Í‡ii SzuwK I RvwjqvwZi m¤¢vebv †`Lv 

†`q| 

GB ai‡bi wK¬qvwis cÖwµqvi Rxeb-cÖwµqv wbgœiƒc— 

 

 

 

1.3. MICR (g¨vM‡bwUK B¼ K¨v‡i±vi wiKMwbkb) 

†h‡nZz g¨vbyqvj ev cÖPwjZ †PK-wK¬qvwis cÖwµqv mgqmv‡c‣, ZvB 

GgAvBwmAvi Gi cÖeZ©b Kvh©Ki n‡q‡Q| g¨vM‡bwUK B¼ K¨v‡i±vi 

wiKMwbkb, ev GgAvBwmAvi n‡jv GKwU K¨v‡i±vi wiKMwbkb cÖhyw³ hv 

cÖv_wgKfv‡e e¨vswKs wkí Øviv †PK cÖwµqvKi‡Yi myweav‡_© e¨eüZ nq| 

cÖhyw³wUi mvnv‡h¨ Kw¤úDUvi †PK ev Ab¨vb¨ Avw_©K †jb‡`‡bi WKy‡g‡›Ui 

wb‡P gyw`ªZ Z_¨ (†hgb A¨vKvD›U b¤^i, †PK b¤^i Ges we‡kl A‣i) co‡Z 

cv‡i| evi‡KvW ev Abyiƒc cÖhyw³i wecix‡Z, GgAvBwmAvi †KvWMy‡jv gvbyl 

mn‡RB co‡Z cv‡i| 

GgAvBwmAvi A‣iMy‡jv Pz¤^Kxq Kvwj ev †Uvbvi †hLv‡b Avqib A•vBW 

_v‡K Zv w`‡q we‡kl UvBc‡d‡m gyw`ªZ nq| †gwkb GgAvBwmAvi †jLv‡K 

wW‡KvW Kivi mgq, GwU cÖ_‡g KvM‡Ri mgZ‡j A‣iMy‡jv‡K Pz¤^KvwqZ 

K‡i| Zvic‡i A‣iMy‡jv GKwU GgAvBwmAvi wiW †nW, hv GKwU †Uc 

†iKW©v‡ii †cøe¨vK †n‡Wi g‡Zv †`L‡Z, Zvi Ici w`‡q †cÖiY Kiv nq|  

cÖwZwU A‣i †n‡Wi Ici w`‡q hvIqvi mgq GKwU Abb¨ Zi½ ˆZwi K‡i, hv 

wm‡÷g Øviv mn‡RB kbv³ Kiv hvq| GgAvBwmAvi cÖhyw³ evsjv‡`k mn 

A‡bK †`‡ki e¨vswKs wk‡í e¨eüZ nq KviY GwU `ªæZ I wbf©i‡hvM¨ 

W‡Kv‡g›U cÖwµqv Ki‡Z mvnvh¨ K‡i| 

wek¦Ry‡o e¨eüZ cÖavb GgAvBwmAvi d›U n‡jv B-13we Ges wmGgwm-7| 

B-13we A‣i µgwU wbgœiƒc— 

 

†hLv‡b wmGgwm-7 A‣i µg wbgœiƒc— 

 

1.4. †PK Uªv‡¼kb (Cheque Truncation) 

†PK Uªv‡¼kb n‡jv Wªqvi (drawer) KZ…©K Wªwq (drawee) kvLvi Ici Rvwi 

Kiv KvM‡Ri †P‡Ki cÖevn eÜ Kivi cÖwµqv| wdwRK¨vj Bb&‡÷ªvg¨v›UwU 

MÖnYKvix kvLvq hvIqvi c‡_ GK ch©v‡q Uªv‡¼U Kiv nq Ges †P‡Ki GKwU 

B‡jKUªwbK Qwe Wªwq kvLvq GgAvBwmAvi wdì, Dc¯'vc‡bi ZvwiL, Dc¯'vwcZ 

e¨vsK, BZ¨vw`i g‡Zv cÖvmw½K Z_¨mn cvVv‡bv n‡e| †PK Uªv‡¼kb 

ev¯Íevq‡bi d‡j, e¨wZµgx cwiw¯'wZ‡Z Qvov, kvLv/e¨vsK Ry‡o wdwRK¨vj 

Bb÷ªyg¨v›U PjvP‡ji cÖ‡qvRb nq bv| GwU Kvh©Kifv‡e †PK †c‡g‡›Ui Rb¨ 
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cÖ‡qvRbxq mgq, UªvbwR‡Ui mswkøó e¨q I cÖwµqvKi‡Y wej¤^ BZ¨vw` Kwg‡q 

†`‡e| d‡j GwU †PK msMÖn ev Av`v‡qi cÖwµqv‡K Z¡ivwš^Z K‡i| 

†PK Uªv‡¼kb wm‡÷g ev wmwUGm, †PK wK¬qvi Ki‡Z GKwU wbivc`, 

myiw‣Z, `ªæZ I Kvh©Kix c×wZ Dcnvi †`q| wmwUGm-G Dc¯'vcK 

(Presenting) e¨vsK Zv‡`i ÔB‡gR K¨vcPvi wm‡÷gÕ e¨envi K‡i †P‡Ki 

Z_¨ I Qwe wbR `vwq‡Z¡ msMÖn Ki‡e| Zv‡`i †WUv I Qwei Rb¨ wba©vwiZ 

†¯úwmwd‡Kkb I ÷¨vÛvW© eRvq ivL‡e| myiÿv, wbivcËv I AcÖZ¨vL¨vb 

(non-repudiation) wbwðZ Ki‡Z PKI (cvewjK Kx Bbd«v÷ªvKPvi) 

wm‡÷g Ry‡o cÖ‡qvM Ki‡Z n‡e| e¨vsKMy‡jv msM…nxZ Qwe Ges †WUv 

cieZ©x‡Z †cwq ev Wªwq e¨vs‡K †cÖi‡Yi D‡Ï‡k¨ †m›Uªvj wK¬qvwis nvD‡m 

cvVv‡e|  

Dc‡iv³ D‡Ï‡k¨i Rb¨, evsjv‡`k e¨vsK mg¯Í e¨vsK‡K Participating 

Bank Module ev wcweGg bv‡g GKwU md&UIq¨vi cÖ`vb K‡i‡Q hv Zv‡`i 

wK¬qvwis nvDm (CH) Gi m‡½ GKwU wbivc` Dcv‡q Ges A-cÖZ¨vL¨vbmn 

(non-repudiation) ms‡hvM m…wó K‡i †WUv †cÖiY Ki‡Z m‣g K‡i| wK¬qvwis 

nvDm †WUv cÖ‡mm K‡i, e¨vsKMy‡jvi †m‡Ujg¨v›U Gi cwigvY wba©viY K‡i, 

Ges Zv‡`i cÖv‡šÍ cÖwµqvKi‡Yi Rb¨ †cwq ev Wªwq e¨vs‡K cÖ‡qvRbxq Z_¨ 

†cÖib K‡i| Wªwq ev †cwq e¨vsK wK¬qvwis nvDm †_‡K †WUv I QweMy‡jv cvIqvi 

Rb¨ Zv‡`i wcweGg e¨envi Ki‡e| BbIqvW© †WUv I Qwe¸‡jv cÖwµqvKiY 

Kiv I †c‡g›U Kiv hvqwb Ggb Bb‡÷ªvg¨v›U mg~‡ni Rb¨ wiUvb© dvBj ˆZwi 

Kivi `vwqZ¡ Wªwq e¨vs‡Ki ÔB‡gR K¨vcPvi wm‡÷gÕ Gi Dci b¨v¯Í|  

mvaviY Uªv‡¼kb AbykxjbMy‡jv wbgœiƒc— 

 

 

 

e¨vs‡Ki cÿ †_‡K wmwUGm-Gi Rb¨ cÖ‡qvRbxq cwiKvVv‡gv n‡jv, 

wmwUGm A¨vwcø‡Kk‡bi Rb¨ e¨vsK †MUI‡q †_‡K wK¬qvwis nvDm, nvW©Iq¨vi I 

md&UIq¨vi ch©šÍ ms‡hvM ¯'vcb Kiv| evsjv‡`k e¨vsK m`m¨ e¨vsKMy‡jv‡K 

PBM mieivn Ki‡e Ges e¨vsKMy‡jv‡K CH-Gi Rb¨ Ab¨vb¨ nvW©Iq¨vi I 

wm‡÷g md&UIq¨vi Ges Zv‡`i K¨vcPvi wm‡÷‡gi Rb¨ cÖ‡qvRbxq 

A¨vwcø‡Kkb md&UIq¨vi Zv‡`i wbR¯^fv‡e msMÖn Ki‡Z n‡e| 

GB ai‡bi c×wZi wKQy myweav n‡jv— 

 `ªæZ wK¬qvwis Pµ| 

 DbœZ wiKbwmwj‡qkb/hvPvB cÖwµqv| 

 DbœZ MÖvnK cwi‡lev, DbœZ MÖvnK DB‡Ûv| 

 T+0 ev T+1 wK¬qvwis w`b| 

 †d¬vU Gi cÖ‡qvRbxqZv †bB| †µwWU cyk †c‡g‡›U ¯'vbvšÍwiZ Ki‡Z 

cÖ‡Yv`bv| 

 wK¬qvwis nvD‡mi GLwZqvi mgMÖ †`‡k cÖmvwiZ Kiv m¤¢e| †fŠ‡MvwjK 

wbf©iZv †bB| 

 Acv‡ikbvj `‣Zv e¨vsKMy‡jvi Aa¯Íb‡`i‡K DcK…Z Ki‡e| 

 †jb‡`‡bi LiP K‡g hvq| 

 UªvÞwgkb iæU myiw‣Z K‡i cwiPvjbvi SzuwK Kgvq| 
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1.5. RTGS (wi‡qj UvBg MÖm †m‡Uj‡g›U) 

wi‡qj UvBg MÖm †m‡Uj‡g›U (RTGS) c×wZ n‡jv dvÛ UªvÞdvi wm‡÷g 

†hLv‡b A_© ev wmwKDwiwUMy‡jv Ôwi‡qj-UvBgÕ I ÔMÖmÕ wfwË‡Z GK e¨vsK †_‡K 

Ab¨ e¨vs‡K ¯'vbvšÍi Kiv nq| GwU e¨vswKs P¨v‡b‡ji gva¨‡g `ªæZZg m¤¢ve¨ 

A_© ¯'vbvšÍi e¨e¯'v| Ôwi‡qj UvB‡gÕ wb®úwË gv‡b A_©cÖ`v‡bi †jb‡`‡b †Kv‡bv 

I‡qwUs UvBg †bB| 

†jb‡`bMy‡jv cÖwµqv nIqvi m‡½ m‡½ wb®úwË Kiv nq| ÔMÖm †m‡Uj‡g›UÕ 

gv‡b Ab¨ †Kv‡bv †jb‡`‡bi mv‡_ ¸‧Q ev †bwUs bv K‡i GK †_‡K GK 

wfwË‡Z †jb‡`b wb®úwË Kiv nq| †K›`ªxq e¨vs‡Ki eB‡q A_© ¯'vbvšÍi msNwUZ 

nq Zv we‡ePbv K‡i, A_© cÖ`vb‡K P‥ovšÍ I AcwieZ©bxq wnmv‡e we‡ePbv Kiv 

nq|  

 

1.6. BACH (evsjv‡`k A‡Uv‡g‡UW wK¬qvwis nvDm) 

evsjv‡`k e¨vsK Ôevsjv‡`k A‡Uv‡g‡UW wK¬qvwis nvDmÕ (BACH) bv‡g †`‡ki 

†c‡g›U wm‡÷g ¯^qswµqKi‡Yi cÖKí ev¯Íevqb K‡i‡Q| cÖKíwU `ywU As‡k 

wef³— 

i) BACPS (evsjv‡`k A‡Uv‡g‡UW †PK cÖ‡mwms wm‡÷g) Ges 

ii) BEFTN (evsjv‡`k B‡jKUªwbK dvÛ UªvÞdvi †bUIqvK©)| 

 

1.6.1. evsjv‡`k A‡Uv‡g‡UW †PK cÖ‡mwms wm‡÷g (BACPS) 

evsjv‡`k e¨vsK 2010 mv‡j weGwmwcGm Pvjy K‡i‡Q| weGwmwcGm †PK 

B‡gwRs Ges Uªv‡¼kb Kvh©µ‡gi m‡½ ev¯ÍevwqZ n‡q‡Q| 

Z`bymv‡i, e¨vsKMy‡jvi Rb¨ †P‡Ki bKkv DbœZ Kiv n‡q‡Q| AvKvi, 

wbivcËv ˆewkó¨ I KvM‡Ri †¯úwmwd‡Kkb Avw_©K cÖwZôvb¸‡jv‡K Rvbv‡bv 

n‡q‡Q| bZyb †P‡Ki cvZvq GKwU g¨vM‡bwUK B¼ K¨v‡i±vi wiKMwbkb 

(MICR) †iLv i‡q‡Q hv cwigvb, †Uªb‡RKkb †KvW, MÖvnK‡`i A¨vKvD‡›Ui 

Z_¨, ivDwUs b¤^i Ges †PK wj‡di wmwiqvj b¤^i avi‡bi Rb¨ wWRvBb Kiv 

n‡q‡Q| 

†P‡Ki DrcwË Ges MšÍe¨ mn‡R kbv³ Kivi Rb¨ bZyb ivDwUs b¤^i 

e¨vsK kvLv‡Z eÈb Kiv n‡q‡Q| ivDwUs b¤̂iwU 9wU msL¨v wb‡q MwVZ| cÖ_g 

3 msL¨v n‡jv e¨vsK †KvW, c‡ii 2 msL¨v n‡jv †Rjv †KvW, cieZ©x 3 msL¨v 

n‡jv kvLv †KvW Ges †kl msL¨v n‡jv †PK wWwRU| 

wm‡÷gwU B›Uªv-wiwRIbvj I B›Uvi-wiwRIbvj wK¬qvwis Dfq‡KB mg_©b 

Ki‡e| wm‡÷gwU XvKvq Aew¯'Z GKwU †m›UªvjvBRW cÖ‡mwms †m›Uvi Ges 

64wU †Rjvq Gi mvwf©m kvLvMy‡jvi Ici wfwË K‡i ˆZwi Kiv nq| cÖ¯ÍvweZ 

cÖwµqv I c×wZMy‡jv m‡e©vËg Abykxj‡bi (best practice) m‡½ mvgÄm¨c~Y© 

Ges GwU †PK cÖwµqvKi‡Yi Rb¨ me‡P‡q mvkÖqx mgvavb| weGwmwcGm 

cÖK‡íi cÖ_g avc, A_©vr XvKv wK¬qvwis nvDm 7 A‡±vei, 2010 †_‡K Pvjy 

i‡q‡Q| 

 

1.6.2. evsjv‡`k B‡jKUªwbK dvÛ UªvÝdvi †bUIqvK© (BEFTN) 

weBGdwUGb mg¯Í AskMÖnYKvix e¨vs‡Ki g‡a¨ B‡jKUªwbK †WweU I †µwWU 

Bb÷ªy‡g‡›Ui weZiY I wb®úwËi Rb¨ GKwU cÖwµqvKiY I weZiY †K›`ª wnmv‡e 

KvR Ki‡e| weBGdwUGb †bUIqvK©‡K †hvMv‡hvM jvB‡bi gva¨‡g BGdwU 

Acv‡iU‡ii m‡½ mshy³ cvwU©wm‡cwUs e¨vsKMy‡jvi GKwU c×wZ wnmv‡e Kíbv 

Kiv hvq| GB †bUIqvK©wU B‡jKUªwbKfv‡e e¨vsKMy‡jvi g‡a¨ A_© n¯ÍvšÍi‡K 

mnRZi K‡i, hv we`¨gvb KvMRwfwËK c×wZi Zzjbvq AvšÍte¨vsK 

wK¬qvwis‡qi `ªæZ Ges AviI Kvh©Ki Dcvq ˆZwi K‡i‡Q|  

†bUIqvK©wU mnR †µwWU †jb‡`b w`‡q ïiæ nq Ges ax‡i ax‡i †WweU 

†jb‡`‡b AMÖmi n‡q‡Q| GwU bvUKxqfv‡e Acv‡ikbvj LiP Kwg‡q Av‡b, 

SzuwK Kwg‡q †`q Ges †c‡g›U cÖwµqvi `‣ZvI evovq| 

BEFTN, B‡jKUªwbK dvÛ UªvÞdv‡ii GKwU Dcvq, wWdvW© †bU 

†m‡Uj‡g›U (wWGbGm) wfwË‡Z KvR K‡i hv e¨v‡P †jb‡`b wb®úwË K‡i| 

wWGbGm-G, GKwU wbw`©ó mg‡q wb®úwË msNwUZ nq| mg¯Í †jb‡`b †mB mgq 

ch©šÍ AvU‡K _v‡K| D`vniY¯^iƒc, hw` BGdwU wb®úwË mßv‡ni Awdm 

w`bMy‡jv‡Z w`‡b 2 evi nq (D`vniY¯^iƒc mKvj 11:00 Ges weKvj 3:00 

G), ZLb wba©vwiZ wb®úwËi mg‡qi c‡i ïiæ nIqv †h‡Kv‡bv †jb‡`b cieZ©x 

wba©vwiZ wb®úwËi mgq ch©šÍ A‡c‣v Ki‡e| Ab¨w`‡K, AviwUwRGm-G, 

†jb‡`bMy‡jv µgvMZfv‡e AviwUwRGm PvjyKvjxb mg‡q cÖwµqv Kiv nq| 

 

2. AwZwi³ e¨vswKs A¨vwcø‡Kkb (Additional Banking Application) 
 

2.1. BAviwc mdUIq¨vi (ERP Software) 
 

2.1.1. BAviwc wm‡÷g Kx? 
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BAviwc (G›UvicÖvBR wi‡mvm© cø¨vwbs) n‡jv GKwU mgwš^Z Kw¤úDUviwfwËK 

c×wZ hv Af¨šÍixY Ges evwn¨K wi‡mvm©mg~n cwiPvjbv Ki‡Z e¨eüZ nq, hvi 

g‡a¨ †UbwRej A¨v‡mU, Avw_©K wi‡mvm©, DcKiY I gvbe m¤ú` i‡q‡Q| Gi 

D‡Ïk¨ n‡jv ms¯'vi mxgvbvi g‡a¨ mg¯Í e¨emvwqK Kvh©µ‡gi g‡a¨ Z‡_¨i 

cÖevn‡K mnRZi Kiv Ges evB‡ii Askx`vi‡`i m‡½ ms‡hvMMy‡jv g¨v‡bR 

Kiv| GKwU †K›`ªxf‥Z WvUv‡e‡mi Ici wbwg©Z Ges GKwU Kgb Kw¤úDwUs 

cø¨vUdg© e¨envi K‡i, BAviwc wm‡÷g mg¯Í e¨emvwqK wµqvKjvc‡K GKwU 

Awfbœ I cÖwZôvbwfwËK wm‡÷‡g GKxf‥Z K‡i| 

GKwU BAviwc c×wZ nq GKwU †K›`ªxf‥Z mvf©v‡i _v‡K ev nvW©Iq¨vi Ges 

md&UIq¨v‡i gwWDjvi AvKv‡i we¯Í…Z _v‡K, hv Ôcwi‡levÕ cÖ`vb K‡i Ges 

†jvKvj Gwiqv †bUIqvK© (LAN) Gi gva¨‡g †hvMv‡hvM K‡i| wWw÷ªweD‡UW& 

wWRvBb GKwU e¨emv‡K wewfbœ we‡µZv‡`i KvQ †_‡K gwWDj GKwÎZ Kivi 

myweav †`q, d‡j RwUj I e¨qeûj Kw¤úDUvi wm‡÷‡gi GKvwaK Kwc 

¯'vc‡bi cÖ‡qvRb †bB| 

GKwU md&UIq¨vi‡K BAviwc wm‡÷g wnmv‡e we‡ePbv Kivi Rb¨, 

wbgœwjwLZ ˆewkó¨My‡jv _vKv DwPZ : 

—Bw›Uª‡M‡UW n‡Z n‡e Ges †Kv‡bv wcwiqwWK e¨vP nvjbvMv` QvovB 

wi‡qj-UvB‡g KvR Ki‡Z n‡e| 

—wiWvb&‡W›U †WUv I GKvwaK †WUv †Wwd‡bkb cÖwZ‡iva Ki‡Z mKj 

A¨vwcø‡Kk‡bi Rb¨ GKwU WvUv‡em _vK‡e| 

—mg¯Í gwWD‡ji GKB jyK GÛ wdj (look&feel) _vK‡e| 

—e¨enviKvixiv IS wefv‡Mi mvnvh¨ QvovB wm‡÷‡gi †h‡Kv‡bv †WUv 

A¨v‡•m Ki‡Z cvi‡e|  

 

2.1.2. GKwU BAviwc md&UIq¨v‡ii K‡¤úv‡b›U/ gwWDj  

K)  †jb‡`‡bi wfwË (Transactional Backbone) 

 Avw_©K 

 wWw÷ªweDkb 

 gvbe m¤ú` 

 cY¨ jvBd mvB‡Kj e¨e¯'vcbv 

L)  DbœZ A¨vwcø‡Kkb (Advanced Applications) 

 Kv÷gvi wi‡jkbwkc g¨v‡bR‡g›U (CRM) 

 mvcøvB †PBb g¨v‡bR‡g›U mdUIq¨vi 

o cv‡m©wRs 

o g¨vby‡dKPvwis 

o wWw÷ªweDkb 

o Iq¨vinvDR e¨e¯'vcbv c×wZ  

M) g¨v‡bRg¨v›U †cvU©vj/W¨vk‡evW© (Management Portal/ Dashboard) 

—wWwmkb mv‡cvU© c×wZ  

 

GKwU e¨vs‡K, wbgœwjwLZ gwWDjMy‡jv Dchy³ n‡Z cv‡i 

K) gvbe m¤ú` e¨e¯'vcbv (GBPAviGg)   

L) Kv÷gvi wi‡jkbwkc g¨v‡bR‡g›U (CRM) 

M) mvcøvB-†PBb g¨v‡bR‡g›U 

 cv‡m©wRs 

 wWw÷ªweDkb  

N) Iq¨vinvDR e¨e¯'vcbv (A¨v‡mU e¨e¯'vcbv)  

 

 

2.1.3. GKwU BAviwc wm‡÷‡gi K‡¤úv‡b›U  

K) g¨vby‡dKPvwis 

cÖ‡KŠkj, Dcv`v‡bi wej, Kv‡Ri Av‡`k, mgqm~wP, ¶gZv, Kg©cÖevn 

e¨e¯'vcbv, gvb wbqš¿Y, LiP e¨e¯'vcbv, Drcv`b cÖwµqv, Drcv`b 

cÖKí, Ges Drcv`b cÖevn| 

 

L) mieivn †PBb e¨e¯'vcbv : 

bM` AW©vi, Bb‡f›Uwi, AW©vi Gw›Uª, µq, cY¨ KbwdMvivi, mvcøvB †PBb 

cwiKíbv, mieivnKvixi mgqmw~P, cY¨ cwi`k©b, `vwe cÖwµqvKiY I 

Kwgkb wnmve| 

 

M) dvBb¨vwÞ‡qj : 

†Rbv‡ij †jRvi, bM` e¨e¯'vcbv, cÖ‡`q wnmve, cÖvc¨ wnmve, ¯'vqx 

m¤ú`| 

 

N) cÖKí e¨e¯'vcbv : 

LiP, wewjs, mgq Ges e¨q, Kg©¶gZv BDwbU, Kvh©Kjvc e¨e¯'vcbv| 
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O) gvbe m¤ú` : 

gvbe m¤ú`, †c-†ivj, cÖwk‣Y, mgq Ges G‡U‡ÛÞ, †iv÷vwis, 

†ewbwdUm&| 

 

P) MÖvnK m¤úK© e¨e¯'vcbv (Customer Relationship 

Management): 

weµq I wecYb, Kwgkb, cwi‡lev, MÖvnK †hvMv‡hvM, Kj-†m›Uvi 

mv‡cvU©|  

 

Q) †WUv cwi‡lev : 

MÖvnK, mieivnKvix Ges/A_ev Kg©Pvix‡`i Rb¨ wewfbœ Self-service 

B›Uvi‡dm| 

 

R) A¨v‡•m wbqš¿Y 

wewfbœ cÖwµqvi Rb¨ e¨enviKvixi we‡klvwaKvi e¨e¯'vcbv| 

 

2.1.4. BAviwc wm‡÷‡gi myweav I Amyweav 

myweavw`— 

—wek¦e¨vcx Bw›Uª‡Mkb mnR nq (gy`ªv wewbgq nvi, fvlv I ms¯‹…wZi evav 

¯^qswµqfv‡e `~i Kiv hvq)| 

—†Kv¤úvwb e¨vwc Avc‡WU cÖ‡qv‡Mi Rb¨ ïay GKevi Avc‡WU Ki‡Z 

nq|  

—wiWv‡ÛwÞ ÎæwU Kwg‡q wi‡qj-UvBg Z_¨ mieivn K‡i| 

—Kg©x‡`i Rb¨ AviI `‣ Kv‡Ri cwi‡ek ˆZwi K‡i| 

—Kxfv‡e m‡e©vËgfv‡e GKwU c×wZ ˆZwi Ges ev¯Íevqb Kiv hvq †m 

e¨vcv‡i †fÛi‡`i AZxZ Ávb I `‣Zv i‡q‡Q| 

 

Amyweav : 

—†fÛ‡ii m‡½ Pyw³ I g¨v‡bwRwewjwUi gva¨‡g m¤ú‡K©i jK Kiv| GKwU 

Pzw³ †gqv` †kl bv nIqv ch©šÍ GKwU †Kv¤úvwb‡K †fÛ‡ii Kv‡Q a‡i ivL‡Z 

cv‡i Ges hw` myBwPs LiP Lye †ewk nq Z‡e †fÛi cwieZ©b Kiv AjvfRbK 

n‡Z cv‡i| 

—AbgbxqZv—†fÛ‡ii c¨v‡KRMy‡jv GKwU †Kv¤úvwbi e¨emvwqK 

g‡W‡ji m‡½ mwVKfv‡e Dchy³ bvI n‡Z cv‡i Ges Kv÷gvB‡Rkb e¨qeûj 

n‡Z cv‡i| 

—wewb‡qv‡M wiUvb© jvfRbK n‡Z Lye †ewk mgq jvM‡Z cv‡i| 

—ev¯Íevq‡b cÖK‡íi e¨_©Zvi SzuwK _v‡K| 

 

2.1.5. weL¨vZ BAviwc mdUIq¨vimg~n 

 

2.1.5.1. GmGwc Gi GmGwc BAviwc (SAP ERP from SAP) 

GmGwc (wm‡÷g A¨vbvjvBwmm A¨vÛ †cÖvMÖvg †W‡fjc‡g›U) n‡jv GKwU Rvg©vb 

md&UIq¨vi K‡c©v‡ikb †hwU G›UvicÖvBR md&UIq¨vi A¨vwcø‡Kkb Ges 

wek¦e¨vcx mg¯Í AvKv‡ii e¨emvwqK mnvqZv cÖ`vb K‡i| Rvg©vwbi IqvjWd©-G 

m`i `ßi, mviv we‡k¦ AvÂwjK Awdmmn, GmGwc n‡jv we‡k¦i e…nËg 

G›UvicÖvBR md&UIq¨vi †Kv¤úvwb (2009 Abyhvqx)| GwU BD‡iv‡ci e…nËg 

md&UIq¨vi †Kv¤úvwb Ges we‡k¦ PZz_© e…nËg| †Kv¤úvwbi me‡P‡q cwiwPZ cY¨ 

n‡jv Gi GmGwc G›UvicÖvBR wi‡mvm© cø¨vwbs (GmGwc BAviwc) I GmGwc 

weR‡bm Ae‡R±m mdUIq¨vi| 

GmGwc BAviwc A¨vwcø‡Kkb n‡jv GmGwc GwR Øviv wbwg©Z GKwU mgwš^Z 

G›UvicÖvBR wi‡mvm© cø¨vwbs (BAviwc) md&UIq¨vi hv mg¯Í wkí I †m±‡i 

gvSvwi AvKv‡ii Ges eo cÖwZôv‡bi e¨emvwqK md&UIq¨vi cÖ‡qvRbxqZv‡K 

j‣¨ K‡i ˆZwi Kiv n‡q‡Q| GwU †Kv¤úvwbi mg¯Í Kvh©µ‡gi g‡a¨ Ges 

†Kv¤úvwb¸‡jvi g‡a¨ I‡cb KwgDwb‡Kk‡bi my‡hvM m…wó K‡i| 

GmGwc Gi BAviwc mgvav‡b †ek K‡qKwU gwWDj i‡q‡Q, hv g~j 

Kvh©Kix †‣ÎMy‡jv‡K mg_©b K‡i, hvi g‡a¨ i‡q‡Q— 

—GmGwc BAviwc wdb¨vwÝqvjm 

—GmGwc BAviwc Acv‡ikb 

—GmGwc BAviwc wnDg¨vb K¨vwcUvj g¨v‡bR‡g›U 

 

2.1.5.2. IivK‡ji wccjmmdU BAviwc (People Soft ERP 

froOracle) 

IivKj K‡c©v‡ikb n‡jv GKwU Av‡gwiKvb eûRvwZK Kw¤úDUvi cÖhyw³ 

K‡c©v‡ikb hv G›UvicÖvBR md&UIq¨vi cY¨—we‡klZ WvUv‡em g¨v‡bR‡g›U 

wm‡÷‡gi ˆZwi I wecY‡b we‡klÁ| †iWDW †kvim, K¨vwj‡dvwb©qv, gvwK©b 

hy³iv‡óª m`i `ßi Aew¯'Z, IivKj 1 RyjvB 2010 ch©šÍ wek¦e¨vcx 105,000 
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†jvK‡K wb‡qvM †`q| GwU AiMvwbK e…w×i gva¨‡g Ges †ek K‡qKwU D‧P-

gv‡bi cÖhyw³ AwaMÖn‡Yi gva¨‡g md&UIq¨vi evRv‡i Gi cÖvavb¨‡K evwo‡q‡Q| 

gvB‡µvmd&U I AvBweGg-Gi c‡i 2007 mv‡ji g‡a¨ IivK‡ji Av‡qi w`K 

†_‡K Z…Zxq e…nËg md&UIq¨vi †Kv¤úvwb| 

K‡c©v‡ikbwU Zvi kxl©¯'vbxq cY¨, IivKj †WUv‡e‡mi Rb¨ me©vwaK 

cwiwPZ n‡q D‡V‡Q| †Kv¤úvwbwU WvUv‡em Dbœqb Ges ga¨-¯Í‡ii (Middle-

tier) md&UIq¨vi, G›UvicÖvBR wi‡mvm© cø¨vwbs md&UIq¨vi (BAviwc), MÖvnK 

m¤úK© e¨e¯'vcbv md&UIq¨vi (wmAviGg) Ges mieivn †PBb e¨e¯'vcbv 

(GmwmGg) md&UIq¨vi c×wZ ˆZwi K‡i| 

2010 mvj ch©šÍ IivKj K‡c©v‡ik‡bi mn-cÖwZôvZv j¨vwi Gwjmbmviv 

IivK‡ji cÖavb wbe©vnx Kg©KZ©v wn‡m‡e `vwqZ¡ cvjb K‡ib| Gwjmb 2004 

mv‡j †Rdwi I. †nbwji ¯'jvwfwl³ nIqv ch©šÍ †ev‡W©i †Pqvig¨vb wn‡m‡eI 

`vwqZ¡ cvjb K‡ib| Gwjmb cÖavb wbe©vnx Kg©KZ©v wn‡m‡e Zvi f‥wgKv eRvq 

iv‡Lb| 22‡k AvM÷, 2008-G mn‡hvMx †cÖm cÖwZôvZv j¨vwi Gwjmb‡K 

we‡k¦i kxl©-cvwikÖwgK cvIqv cÖavb wbe©vnx wnmv‡e MY¨ Kiv nq| 

wccjmd&U, BbK‡c©v‡i‡UW Ggb GKwU †Kv¤úvwb hv gvbe m¤ú` 

e¨e¯'vcbv c×wZ (GBAAiGgGm) Ges MÖvnK m¤úK© e¨e¯'vcbv (wmAviGg) 

md&UIq¨vi, †mBm‡½ Drcv`b, Avw_©K, G›UvicÖvBR Kg©ÿgZv e¨e¯'vcbv Ges 

QvÎ cÖkvm‡bi Rb¨ md&UIq¨vi¸‡jv eo eo K‡c©v‡ikb, miKvwi Awdm I 

ms¯'vMy‡jv‡K mieivn K‡iwQj| 2005 mv‡j IivKj K‡c©v‡ikb KZ©…K 

AwaMÖnY bv nIqv ch©šÍ GwU GKwU ¯^vaxb K‡c©v‡ikb wnmv‡e we`¨gvb wQj| 

wccjmd&U-Gi cY¨ GLb IivKj Øviv evRviRvZ Kiv nq| 

 

wccjmd‡Ui BwZnvm 

—1987 : †WwfW Wvwdì Ges †Kb gwim Av‡gwiKvi IqvjbvU wµK, wmG, 

bvgK RvqMvq wccjmdU K‡c©v‡ikb cÖwZwôZ K‡ib| 

—1988 : wccjmmdU HRMS cÖKvwkZ n‡q‡Q| 

—1994 : wWw÷ªweDkb I Avw_©K gwWD‡ji cvewjK weZiY| 

—1995 : QvÎ cÖkvmb e¨e¯'vi m~Pbv| 

—1996 : g¨vby‡dKPvwis Gi m~Pbv| 

—1996 : wccjmmdU 6 cÖKvk K‡i, hv Zv‡`i cÖ_g BAviwc c¨v‡KR| 

—2005 : IivKj K‡c©v‡ikb Øviv AwaMÖnY| 

—2009 : wccjmdU HCM 9.1 cÖKvwkZ nq| (A‡±vei 2009) 

—2009 : wccjmdU FCM 9.1 cÖKvwkZ n‡q‡Q| (b‡f¤̂i 2009) 

2.2. wmAviGg mdUIq¨vi (CRM Software) 
 

2.2.1. wmAviGg Kx? 

wmAviGg (MÖvnK m¤úK© e¨e¯'vcbv) †µZv, MÖvnK I weµ‡qi m‡½ RwoZ 

GKwU †Kv¤úvwbi mgwš^Z cwiPvjbv ev¯Íevqb Kivi †KŠkj| GwU e¨emvwqK 

cÖwµqvMy‡jv †hgb cÖavbZ weµq Kvh©µg, †mMy‡jvi wecYb, Kv÷gvi mvwf©m I 

cÖhyw³MZ mnvqZv BZ¨vw` ¯^qswµqfv‡e msMwVZ Ki‡Z Ges wmO&‡µvbvBR 

Ki‡Z cÖhyw³ e¨envi K‡i|  

mvgwMÖK j‣¨ n‡jv bZzb MÖvnK‡`i Lyu‡R †ei Kiv, AvK…ó Kiv Ges 

Zv‡`i Rq Kiv, Zv‡`i hZœ †bIqv Ges a‡i ivLv, c~‡e©i MÖvnK‡`i Avevi 

wdwi‡q Avbv Ges gv‡K©wUs I MÖvnK cwi‡levi LiP Kgv‡bv| MÖvnK m¤úK© 

e¨e¯'vcbv, MÖvnK-B›Uvi‡dm wefvM Ges Ab¨vb¨ wefvMmn GKwU †Kv¤úvwbi 

e¨emvwqK †KŠkj eY©bv K‡i| 

†h wZbwU av‡c wmAviGg GKwU e¨emv Ges Gi MÖvnK‡`i g‡a¨ m¤úK©‡K 

mg_©b K‡i Zv n‡jv— 

 AwaMÖnY Kiv: wmAviGg †hvMv‡hvM e¨e¯'vcbv, weµq I fullfillment-Gi 

gva¨‡g GKwU ms¯'v‡K bZzb bZzb MÖvnK msMÖ‡n mnvqZv Ki‡Z cv‡i| 

 DbœZ Kiv : MÖvnK cwi‡lev Uzjm-Gi m‡½ GKwÎZ I‡qe-m¶g wmAviGg 

e¨envi K‡i weµq Ges cwi‡lev we‡klÁ‡`i Øviv MÖvnK‡`i cwi‡lev 

cÖ`vb K‡i, hv MÖvnK‡`i Iqvb-÷c myweav cÖ`vb K‡i| 

 a‡i ivLv : wmAviGg md&UIq¨vi I WvUv‡em GKwU ms¯'v‡K Gi AbyMZ 

MÖvnK‡`i kbv³ I cyi¯‹…Z Ki‡Z mvnvh¨ K‡i Ges gv‡K©wUs I gv‡K©wUs-

Gi m‡½ m¤úwK©Z D‡`¨vM‡K AviI DbœZ Ki‡Z mvnvh¨ K‡i|  

 

2.2.2. e¨env‡ii †ÿÎmg~n (Fields of Application) 
 

2.2.2.1. †mjm †dvm© A‡Uv‡gkb (Sales force automation) 

†mjm †dvm© A‡Uv‡gkb (GmGdG) weµq cÖwµqvi mg¯Í ch©vq‡K mymsnZ 

Ki‡Z md&UIq¨vi e¨envi K‡i Ges cÖwZwU ch©v‡q weµq cÖwZwbwa‡`i †h mgq 

e¨q Ki‡Z n‡e Zv nªvm K‡i| GwU weµq cÖwZwbwa‡`i Aí mg‡qi g‡a¨ AviI 

†ewk MÖvnK‡`i AbycÖvwYZ Kivi my‡hvM †`q| SFA-Gi †K›`ª¯'‡j n‡jv GKwU 

K›Uv± e¨e¯'vcbv c×wZ, hv cÖwZwU m¤¢ve¨ MÖvn‡Ki Rb¨ cÖv_wgK K›Uv± †_‡K 

†kl ch©šÍ weµq cÖwµqvi cÖwZwU ch©v‡q AbymiY I bw_e× Ki‡Z mvnvh¨ K‡i| 

A‡bK GmGdG A¨vwcø‡Kk‡bi g‡a¨ opportunities, territories, weµq 
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c~e©vfvm Ges IqvK©‡d¬v A‡Uv‡gkb, Quote ˆZwi I cY¨ m¤úwK©Z e¨envwiK 

Ávb AšÍf©y³ _v‡K| I‡qe 2.0 B-Kgvm© I cÖvBwPs gwWDjMy‡jv n‡‧Q 

GmGdG-‡Z bZzb wKš` wecyj AvMÖn m…wó K‡i‡Q| 

 

2.2.2.2. gv‡K©wUs (Marketing) 

wecY‡bi Rb¨ wmAviGg c×wZMy‡jv G›UvicÖvBR‡K Zv‡`i m¤¢ve¨ MÖvnK‡`i 

wPwþZ I Uv‡M©U Ki‡Z Ges weµq `‡ji Rb¨ wjW ˆZwi Ki‡Z mnvqZv K‡i| 

GKwU g~j wecYb `ÿZv n‡jv B‡gj, mvP©, †mvk¨vj wgwWqv, †Uwj‡dvb I 

mivmwi †gBjmn enygvwÎK cÖPvivwfhv‡bi UªvwKs I cwigvc Kiv| wbix‣Y Kiv 

†gwUª•-Gi g‡a¨ wK¬K Kiv, cÖwZwµqv, wjW ˆZwi, wWj&m I †iwfwbD AšÍf©y³| 

GwU ÔwecY‡bi ¯^qswµqZvÕ Ges ÔMÖvnK m¤úK© e¨e¯'vcbvÕ (wcAviGg) KZ…©K 

¯'vbvšÍi Kiv n‡q‡Q, hv MÖvnK‡`i AvPiY‡K AbymiY K‡i Ges cÖ_g †hvMv‡hvM 

†_‡K weµq ch©šÍ Zv‡`i cwi‡lev cÖ`vb K‡i| 

 

 

2.2.2.3. MÖvnK †mev I mv‡cvU© (Customer Service and Support) 

MÖvnK‡`i AvK…ó I a‡i ivLvi †‣‡Î †mev GKwU ¸iæZ¡c~Y© welq—GwU gv_vq 

†i‡L ms¯'vMy‡jv `‣Zv e…w× I LiP Kgv‡bvi j‡‣¨ Zv‡`i MÖvnK‡`i AwfÁZv 

DbœZ Ki‡Z cÖhyw³i w`‡K SzuK‡Q| G m‡Ë¡I, 2009 mv‡ji GKwU mgx‣vq 

†`Lv hvq †h ïay 39% K‡c©v‡iU wbe©vnx wek¦vm K‡ib †h MÖvnK mgm¨v mgvavb 

Ki‡Z Zv‡`i Kg©Pvix‡`i mwVK Uzjm& I KZ©…Z¡ i‡q‡Q| DbœZ cÖhyw³i Kj 

ivDwUs, Kw¤úDUvi †Uwj‡dvb Bw›U‡MÖkb (wmwUG) Ges Zxeª Kg©ÿgZv m¤úbœ 

ˆewkó¨My‡jvmn Kj †m›Uvi mjy¨kb AvRI H me A¨vwcø‡Kk‡bi ga¨gwY n‡q 

Av‡Q| 

 

2.2.2.4 we‡kølY (Analysis) 

cÖvmw½K we‡kølY m‣gZv cÖvq cÖwZwU weµq, wecYb I cwi‡levq 

A¨vwcø‡Kkb¸‡jvi g‡a¨ _v‡K| GB ˆewkó¨My‡jv we‡kølY I e¨emvwqK 

eyw×gËvi Rb¨ ˆZwi c…_K, D‡Ïk¨-wbwg©Z A¨vwcø‡KkbMy‡jvi mv‡_ cwic~iK I 

cwiewa©Z n‡Z cv‡i| weµq we‡kølY (Sales analysis) †Kv¤úvwbMy‡jv‡K 

weµq c~e©vfvm I †WUv †KvqvwjwUi gva¨‡g MÖvn‡Ki wµqvKjvc I cQ›`My‡jv 

wbix‣Y I eyS‡Z mvnvh¨ K‡i| 

wefvRb (segmentation) I jÿ¨ (targeting) DbœZ Ki‡Z 

fwel¨ØvYxg~jK we‡kølY (Predictive analysis) Ges AbjvBb, AdjvBb I 

AbymÜvb wecYb cÖPvivwfhv‡bi (search marketing campaign) 

Kvh©KvwiZv cwigv‡ci Rb¨ ˆewkó¨My‡jv wecYb A¨vwcø‡Kk‡b _v‡K| I‡qe 

mvBUMy‡jv ïay gvDm wK¬K Uª¨vK Kiv †_‡K ïiæ K‡i G ch©šÍ D‡jøL‡hvM¨fv‡e 

weewZ©Z n‡q‡Q| Ôweµq wmMb¨vjÕ g~j¨vqb K‡i wecYbKvixiv (marketers) 

†`L‡Z cv‡i †h †Kv‡bv †jb‡`b¸‡jvi m¤¢vebv me‡P‡q †ewk Ges kbv³ 

Ki‡Z cv‡i Kviv weµq cÖwµqvi g‡a¨ bogged down n‡q c‡o‡Q, d‡j 

Zv‡`i mnvqZvi cÖ‡qvRb| Marketing Ges Finance Kg©xiv mvgwMÖKfv‡e 

eûgyLx Kvh©µ‡gi g~j¨ wba©vi‡Yi Rb¨ we‡kølY (analytics) e¨envi K‡i| 

†Kv¤úvwbMy‡jv Kj †m›Uvi Ges Ab¨vb¨ cwi‡lev I mnvqZv P¨v‡bjMy‡jvi 

Kvh©‣gZvi g‡a¨ AviI †ewk visibility Avbvq GB ai‡bi we‡kølYMy‡jvi 

RbwcÖqZv w`b w`b e…w× cv‡‧Q| d‡j Zviv mš`wói ch©vq‡K cÖfvweZ Kivi c~‡e© 

mgm¨vMy‡jv ms‡kvab Ki‡Z cv‡i| mg_©b-†Kw›`ªK (support-focused) 

A¨vwcø‡KkbMy‡jv‡Z mvaviYZ weµ‡qi Rb¨ Abyiƒc W¨vk‡evW© Ges response 

time, mvwf©m †KvqvwjwU, G‡R›U cvidig¨vÞ I wewfbœ Bmy¨i wd«‡Kv‡qwÞ 

we‡kølY Kivi ‣gZv _v‡K| 

 

2.2.2.5. mgwš^Z/mn‡hvMx (Integrated/Collaborative) 

cÖwZôvbMy‡jv we‡klZ eo cÖwZôvb¸‡jvi g‡a¨ wefvMMy‡jv wb‡R‡`i g‡a¨ 

mn‡hvwMZv QvovB KvR Kivi cÖeYZv i‡q‡Q| AwZ m¤úªwZ, GB Uzjm& I 

mvwf©m¸‡jvi Dbœqb I MÖnb cÖwZôv‡bi weµq, cwi‡lev I wecY‡bi g‡a¨ 

cvi®úwiK mn‡hvwMZv‡K DrmvwnZ K‡i| GwU mn‡hvwMZvg~jK 

(Collaborative) wm‡÷‡gi GKwU avibv ˆZwi K‡i, hv cÖhyw³ e¨envi K‡i 

wefvMMy‡jvi g‡a¨ cvi®úwiK m¤úK© ˆZwi Ki‡Z mvnvh¨ K‡i| D`vniY¯^iƒc, 

GKwU cÖhyw³MZ mnvqZv †K‡›`ªi wdW‡eK wecYbKvix‡`i‡K wbw`©ó cwi‡lev I 

c‡Y¨i ˆewkó¨My‡jv m¤ú‡K© Ávb w`‡Z cv‡i| Ab¨w`‡K cÖwZwbwaiv GKwU c…_K 

GmGdG c×wZ‡Z †iKW© I K›Uv± †WUv cybivq cÖ‡ek Kiv‡bv QvovB GB 

my‡hvMMy‡jv Kv‡R jvMv‡Z cv‡i| GB Kvi‡Y, A‡bK kxl©¯'vbxq I me©vwaK 

cÖPwjZ cY¨My‡jv Bw›Uª‡M‡UW my¨BU wnmv‡e cvIqv hvq|  

 

2.2.3. wmAviGg-Gi Rb¨ mdUIq¨vi 

MvU©bvi (www.gartner.com) Abymv‡i GmGwc, IivKj, †mjm‡dvm©.Kg, 

gvB‡µvmdU I G¨vgWKm n‡jv me‡P‡q †ewk wewµ nIqv mdUIq¨vi| 
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2.3| B-†gBj mdUIq¨vi 

2.3.1. B-†gBj Kx? 

B‡jKUªwbK †gBj (hv‡K mvaviYZ B‡gj ev B-†gBjI ejv nq) nj B›Uvi‡bU 

ev Ab¨vb¨ Kw¤úDUvi †bUIqv‡K© wWwRUvj evZ©v Av`vb-cÖ`v‡bi GKwU c×wZ| 

GKwU Awd‡mi g‡a¨ †gj cvVv‡bvi cÖPwjZ c×wZ‡Z, †gjMy‡jv GK 

wefvM †_‡K Ab¨ wefv‡M e¨w³i gva¨‡g †cÖiY Kiv nq| G‡Z A‡bK mgq 

jv‡M Ges GwU SzuwKc~Y©I| G‡Z Z‡_¨i Am½wZ ev‡o| myZivs Avgv‡`i GKwU 

c×wZ `iKvi hv `ªæZ I mwVK| GwU †gBwjs wm‡÷g Øviv AR©b Kiv †h‡Z 

cv‡i| 

B‡jKUªwbK †gBwjs c×wZ GKB m‡½ Dfqc‡ÿi Dcw¯'wZ QvovB 

¯^Ztý‥Z©fv‡e †gBj cvVv‡Z cv‡i| Dciš` GKB mg‡q AviI †ewk gvbyl‡K 

†gBj cvVv‡bv †h‡Z cv‡i| GwU cvVv‡bv evZ©vMy‡jvi GKwU wjwLZ AbywjwcI 

†i‡L †`q, hv dvBj Kiv †h‡Z cv‡i| GwU cÖPwjZ c×wZi Zzjbvq A‡bK 

m¯Ív| 

 

2.3.2. Acv‡ikb IfviwfD (Operation overview) 

wb‡Pi wPÎwU NUbvMy‡jvi GKwU mvaviY µg †`Lvq, hv N‡U hLb A¨vwjm Zvi 

†gBj BDRvi G‡R›U (GgBDG) e¨envi K‡i GKwU evZ©v †j‡Lb| wZwb Zvi 

msev``vZvi B‡gj wVKvbv cÖ‡ek K‡ib Ges ÔcvVvbÕ †evZv‡g Pvc †`b| 

 

 

1. A¨vwj‡mi MUA evZ©vwU‡K B‡gj d‡g©‡U iƒcvšÍi K‡i Ges wm¤új †gj 

UªvÞdvi G‡R›U (SMTP) e¨envi K‡i GwU‡K †jvKvj †gj UªvÞdvi 

G‡R‡›Ui (MTA) Gi Kv‡Q cvVvq| GB †ÿ‡Î SMTP nj smtp.a.org 

hv A¨vwj‡mi B›Uvi‡bU cwi‡lev cÖ`vbKvix (ISP) cwiPvjbv K‡i _v‡K| 

2. MTA GmGgwUwc †cÖv‡UvK‡j cÖ`Ë MšÍe¨ wVKvbv †`‡L (evZ©v wk‡ivbvg †_‡K 

bq), G‡‣‡Î bob@b.org| GKwU B›Uvi‡bU B‡gj wVKvbv n‡jv 

localpart@exampledomain d‡g©‡Ui GKwU w÷ªs| @ wP‡þi Av‡Mi 

AskwU wVKvbvi '̄vbxq Ask, hv mvaviYZ cÖvc‡Ki bvg n‡q _v‡K; Ges @ 

wP‡þi c‡i AskwU GKwU †Wv‡gb Gi bvg ev GKwU cwic~Y© †Wv‡gb Gi bvg| 

MTA †Wv‡gb †bg wm‡÷g (DNS) e¨envi K‡i †gj G•‡PÃ mvf©v‡ii c~Y©v½ 

†Wv‡gb bvg wba©viY K‡i _v‡K| 

3. b.org †Wv‡g‡bi Rb¨ wWGbGm mvf©vi (ns.b.org) †mB †Wv‡g‡bi AšÍfz©³ 

†gj G•‡PÃ mvf©vimg~‡ni ZvwjKvmn GKwU MX †iKW©mnKv‡i mvov †`q| G 

†ÿ‡Î MX †iKW©wU n‡jv mx.b.org hvnv e‡ei ISP cwiPvjbv K‡i _v‡K|  

4. smtp.a.org GmGgwUwcGi gva¨‡g mx.b.org-G evZ©v cvVvq, hv cieZ©x‡Z 

e‡ei †gje‡• †cŠu‡Q †`q| 

5. ee Zvi GgBDG-‡Z Ôget mailÕ †evZvg wU‡c, hv †cv÷ Awdm †cÖv‡UvKj 

(POP3) e¨envi K‡i evZ©vwU G‡b †`q| 

2.3.3| GKwU †g‡mwRs wm‡÷‡gi Dcv`vb (Components in a 

messaging system) 

B-†gBj AvwK©‡UKPvi GK ev GKvwaK cÖvc‡Ki Kv‡Q evZ©v I bw_i B‡jKwUªK 

weZiY Kivi Dcvq eY©bv K‡i| wbgœwjwLZMy‡jv †gj UªvÞdvi G‡R›U, †gj 

BDRvi G‡R›U Ges †MUI‡qi g‡Zv wewfbœ Dcv`vb e¨env‡ii Rb¨ I‡cb †mvm© 

I evwYwR¨Kfv‡e mnRjf¨ md&UIq¨viMy‡jvi GKwU ZvwjKv cÖ`vb K‡i| 

 

1. †gj UªvÝdvi G‡R›U (MTA) 

K) I‡cb †mvm© : †mÛ‡gBj (Sendmail) B-†gBj A¨vwcø‡Kkb mvf©vi, 

wKD‡gj (Qmail) B-†gBj A¨vwcø‡Kkb mvf©vi| 

L) evwYwR¨K : GgGm G•‡PÃ (MS Exchange) B-†gBj A¨vwcø‡Kkb 

mvf©vi, †jvUvm Wwg‡bv (Lotus Domino) B-†gBj A¨vwcø‡Kkb mvf©vi| 
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2. †gj BDRvi G‡R›U (MUA) 

K) evwYwR¨K : †jvUvm †bvUm (Lotus Notes) B-†gBj K¬v‡q›U, AvDUjyK 

(Outlook) B-†gBj K¬v‡q›U, AvDUjyK G•‡cÖm (Outlook Express) B-

†gBj K¬v‡q›U, BD‡Wviv (Eudora) B-†gBj K¬v‡q›U| 

 

3. †MUI‡q 

K) evwYwR¨K : †jvUvm †g‡mR (Lotus Message Switch) myBP B-†gBj 

†MUI‡q, AvDUjyK I‡qe A¨v‡•m (OutlookWeb Access) B-†gBj 

†MUI‡q| 

 
2.3.4. RbwcÖq B-†gBj wm‡÷g (Popular E-mail Systems) 
 

2.3.4.1. †mÛ †gBj (Send Mail) 

†mÛ‡gj n‡jv GKwU mvaviY-cvidvm B›Uvi‡bUIqvK© B‡gj ivDwUs myweav, hv 

B›Uvi‡b‡U B‡gBj cwien‡bi Rb¨ e¨eüZ mvaviY †gj UªvÞdvi †cÖv‡UvKj 

(GmGgwUwc) mn A‡bK ai‡bi †gj UªvÞdvi I weZiY c×wZ mg_©b K‡i| 

 

2.3.4.2. wKD‡gj (Qmail) 

wKD‡gj n‡jv GKwU †gj UªvÞdvi G‡R›U (GgwUG) hv BDwb‡• P‡j| GwU 

RbwcÖq †mÛ‡gBj †cÖvMÖv‡gi GKwU weKí cÖwZ¯'vcb wnmv‡e W¨vwb‡qj †R. 

evb©‡÷Bb 1995 mv‡ji wW‡m¤^i gv‡m wjL‡Z ïiæ K‡ib| Qmail Gi †mvm© 

†KvW cvewjK †Wv‡g‡b i‡q‡Q, d‡j Qmail GKwU wd« mdUIq¨vi|  

 

2.3.4.3. gvB‡µvmdU G•‡PÄ mvf©vi : (Microsoft Exchange Server) 

gvB‡µvmd&U G•‡PÃ mvf©vi n‡jv GKwU K¬v‡q›U-mvf©v‡ii mvf©vi mvBU †cÖvMÖvg 

hvnv gvB‡µvmd&U Øviv ˆZwi GKwU mn‡hvMx A¨vwcø‡Kkb †cÖvWv±| GwU mvf©vi 

jvB‡bi gvB‡µvmd&U mvf©v‡ii GKwU Ask I gvB‡µvmd&U AeKvVv‡gv cY¨ 

e¨envi K‡i Ggb cÖwZôvbMy‡jv e¨envi K‡i _v‡K| G•‡PÃ Gi cÖavb 

ˆewkó¨My‡jv n‡jv B‡jKUªwbK †gj, K¨v‡jÛvwis, K›Uv± I Uv¯‹, Z‡_¨ 

†gvevBj I I‡qewfwËK A¨v‡•‡mi myweav, Ges Z_¨ †÷v‡i‡Ri mv‡cvU©|  

 

2.3.4.4. †jvUvm Wwg‡bv (Lotus Domino) 

AvBweGg †jvUvm †Wvwg‡bv md&UIq¨vi nj wµwUK¨vj e¨emv, mn‡hvwMZv I 

†g‡mwRs A¨vwcø‡Kk‡bi Rb¨ GKwU wek¦gv‡bi cø¨vUdg©| 

2.3.5. evwYwR¨K cÖWv‡±i jvB‡mwÝs (Licensing of Commercial 

Product) 
 

2.3.5.1. G•‡PÄ mvf©vi : (Exchange Server) 

G•‡PÃ mvf©v‡ii †ÿ‡Î mvf©vi/K¬v‡q›U A¨v‡•m jvB‡mÞ (CAL) g‡W‡j 

jvB‡mÞ cÖ`vb Kiv nq| †h mg¯Í mvf©v‡i GB md&UIq¨vi Pvjv‡bv n‡‧Q, Zvi 

cÖwZwUi Rb¨ GKwU K‡i jvB‡mÞ µq Ki‡Z nq| †h mg¯Í BDRvi ev wWfvBm 

mvf©vi md&UIq¨vi A¨v‡•m K‡i Zvi cÖwZwUi Rb¨ G•‡P‡ÃiI GKwU CAL 

jvB‡m‡Þi cÖ‡qvRb nq| GK‡P‡Ãi Rb¨ `yB ai‡bi CAL jvB‡mÞ i‡q‡Q : 

÷¨vÛvW© CAL : e¨enviKvix‡`i †h‡Kv‡bv cø¨vUdg©, eªvDRvi, ev †gvevBj 

wWfvBm †_‡K AviI †ewk Drcv`bkxj n‡Z mvnvh¨ Kivi D‡Ï‡k¨ GwU 

wWRvBb Kiv n‡q‡Q| G•‡PÃ mvf©vi 2010-G GB mg¯Í bZyb ˆewkó¨ ms‡hvM 

Kiv n‡q‡Q, hv †hvMv‡hv‡M Ifvi‡jvW Ges Kg Li‡P †ní‡W¯‹ g¨v‡bR Ki‡Z 

mnvqZv K‡i|  

G›UvicÖvBR CAL : bZyb mgwš^Z AvK©vBwfs dvskbvwjwU I Z_¨ myi‣v 

K¨vcvwewjwUi Kgcøv‡qÞ c~i‡Yi LiP Ges RwUjZv nªv‡mi D‡Ï‡k¨ wWRvBb 

Kiv n‡q‡Q| cvkvcvwk †jMvwm (Legacy) f‡qm †gBj wm‡÷g‡K 

BDwbdv‡qW g¨v‡mwRs Øviv cÖwZ¯'vcb K‡i e¨enviKvix‡`i LiP Kgv‡Z 

mnvqZv K‡i| 

e¨enviKvix‡`i mvf©vi md&UIq¨vi gvB‡µvmd&U AvDUjyK I †dvid«›U 

(Forefront) AbjvBb wmwKDwiwU wm‡÷gmg~‡ni Rb¨I jvB‡mÞ µq Ki‡Z 

nq|   

 

2.3.5.2. †jvUvm Wwg‡bv (Lotus Domino) 

AvBweGg †jvUvm †bvUm Ges †Wvwg‡bv md&UIq¨vi Gi jvB‡mÞ µ‡qi Rb¨ 

IBM wZbwU Ackb †`q—hv‡Z e¨enviKvixiv Zv‡`i cQ›` Abyhvqx Ges 

Zv‡`i cÖ‡qvRbxq Kvh©vewj I wkw_jZv Abyhvqx jvB‡mÞ µq Ki‡Z cv‡i|  

e¨enviKvixiv hw` MÖvnK I mvf©vi jvB‡mwÞs AckbwU cQ›` K‡ib, Z‡e 

Zviv Zv‡`i mvf©vi †gwk‡bi m‡½ hy³ cÖ‡mmi BDwb‡Ui gvb I cÖwZ BDRv‡ii 

Rb¨ CAL Abyhvqx wba©vwiZ msL¨K jvB‡mÞ µq Ki‡eb|  

e¨enviKvixiv hw` cvi BDRvi jvB‡mwÞs (Per user licensing) cQ›` 

K‡ib, Zvn‡j Zviv Zv‡`i ms¯'vi AvKv‡ii Ici wfwË K‡i cÖwZ e¨enviKvixi 

Rb¨ PvR© cÖ`vb K‡i| G‡ÿ‡Î Zv‡`i AvBweGg †jvUvm †Wvwg‡bv mvf©vi I 

K¬v‡q›U A¨v‡•m Ackb¸‡jvi †h‡Kv‡bv mgš^q ¯'vc‡bi my‡hvM i‡q‡Q| 
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e¨enviKvixiv hw` Zv‡`i †Kv¤úvwbi evB‡i I †fZ‡i Dfq ai‡bi 

A¨v‡•‡mi Rb¨ Collborative A¨vwcø‡Kkb †nv÷ Ki‡Z Pvb, wKš` †gBj I 

K¨v‡jÛvi-Gi cÖ‡qvRb †bB, †m‡ÿ‡Î ‗Processor Value Unit 

Licensing‘ Zv‡`i Rb¨ me‡P‡q mvkªqx n‡Z cv‡i| 

Dfq †‣‡Î, e¨enviKvixiv hw` B‡gBj wmwKDwiwU A¨vcøv‡qÞ-Gi 

AwZwi³ K‡¤úv‡b›U ¯'vcb Ki‡Z Pvb, Zvn‡j GwU mvgwMÖK c×wZ‡Z AwZwi³ 

jvB‡mwÞs LiP †hvM Ki‡e| 

 

2.4. A¨vw›UfvBivm mdUIq¨vi (Anti-virus software) 
 

2.4.1. A¨vw›UfvBivm mdUIq¨vi Kx? 

A¨vw›UfvBivm md&UIq¨vi n‡jv GKwU Kw¤úDUvi †cÖvMÖvg, hv fvBivm Ges 

Iqv‡g©i g‡Zv `~wlZ (malicious) md&UIq¨vi †cÖvMÖvgMy‡jv‡K wPwþZ K‡i, 

cÖwZ‡iva K‡i Ges AcmviY Ki‡Z cÖ‡qvRbxq e¨e¯'v †bq| Avcwb 

A¨vw›UfvBivm md&UIq¨vi e¨envi K‡i Avcbvi Kw¤úDUvi‡K fvBivmgy³ 

Ki‡Z cv‡ib| 

Kw¤úDUvi fvBivm n‡jv Ggb md&UIq¨vi †cÖvMÖvg hv B‧QvK…Zfv‡e 

Kw¤úDUvi Acv‡ik‡b n¯Í‡‣c Ki‡Z, †iKW© Ki‡Z, bó Ki‡Z ev Z_¨ gy‡Q 

†dj‡Z A_ev Ab¨ Kw¤úDUv‡i I B›Uvi‡bURy‡o wb‡R‡`i Qwo‡q w`‡Z ˆZwi 

Kiv n‡q‡Q| 

AZx‡Z wcwmMy‡jv cÖavbZ fvBivm I RxevYy Øviv Avµg‡Yi ûgwKi g‡a¨ 

wQj| Gme Kg©m~wPi g~j D‡Ïk¨ wQj cÖmvi (spread); wKš`, wKQy †cÖvMÖvg bw_ 

I Kw¤úDUvi ‣wZMÖ¯Í Ki‡Z wWRvBb Kiv n‡q‡Q| GB ai‡bi ‣wZKviK 

md&UIq¨vi, ev Ôg¨vjIq¨viÕ-†K ÔCyber VandalismÕ wnmv‡e eY©bv Kiv †h‡Z 

cv‡i| †ewkifvM †‣‡Î, fvBivm I RxevYyi j¶¨ wQj hZUv m¤¢e Qwo‡q 

†`Iqv, hv‡Z D‧P msµwgZ nq, d‡j †cÖvMÖvgwU cÖPzi L¨vwZ AR©b Ki‡Z 

cv‡i|  

wKš` mv¤úªwZK eQi¸‡jv‡Z cwiw¯'wZi e¨vcK cwieZ©b n‡q‡Q| AvR 

Kw¤úDUv‡ii me‡P‡q eo ûgwK n‡jv µvBgIq¨vi (crime ware)| GB 

wec¾bK md&UIq¨viwU mvBevi Acivaxiv A‰eafv‡e A‡_©vcvR©‡bi D‡Ï‡k¨ 

wj‡L‡Q| µvBg Iqvi fvBivm, Iqvg©, †UªvRvb ev Ab¨vb¨ Lvivc †cÖvMÖv‡gi iƒc 

wb‡Z cv‡i| 

mv¤úªwZK fvBivm cÖwZ‡iv‡a Avgv‡`i Aek¨B wbqwgZ A¨vw›UfvBivm 

md&UIq¨vi nvjbvMv` Ki‡Z n‡e| eZ©gv‡b Avgiv Ggb ai‡bi A¨vw›UfvBivm 

md&UIq¨vi ms¯'vcb Ki‡Z cvwi hv ¯^qswµqfv‡e Avc‡WU n‡Z cv‡i|  

 

2.4.2. A¨vw›UfvBivm Kxfv‡e KvR K‡i? 

A¨vw›UfvBivm fvBivm mbv³ Ki‡Z †ek K‡qKwU †KŠkj e¨envi K‡i| 

†m¸‡jv n‡jv— 

 

 

2.4.2.1. ¯^v¶iwfwËK kbv³KiY (Signature-based detection) 

GwU Awfavb c×wZ wnmv‡eI cwiwPZ| cÖwZwU fvBiv‡mi Avµg‡Yi wbR¯^ 

Dcvq Av‡Q| Avµg‡Yi ¯^v‣i GKwU A¨vw›UfvBivm WvUv‡e‡m msi‣Y Kiv 

nq| fvBivm kbv³ Ki‡Z, A¨vw›UfvBivm md&UIq¨vi GKwU dvB‡ji 

welqe¯Íy‡K msiwÿZ fvBivm ¯^v‣‡ii Awfav‡bi m‡½ Zyjbv K‡i| hw` 

dvB‡ji wb‡`©kbvi GKwU Ask Awfav‡b wPwþZ †Kv‡bv fvBiv‡mi m‡½ wg‡j 

hvq, Zvn‡j A¨vw›U-fvBivm md&UIq¨viwU nq dvBjwU gy‡Q †dj‡Z cv‡i, 

bZzev GwU‡K Avjv`v K‡i ivL‡Z cv‡i (quarantine) hv‡Z dvBjwU Ab¨ 

†cÖvMÖv‡g A¨v‡•m wb‡Z bv cv‡i Ges fvBivmwU Qwo‡q co‡Z bv cv‡i ev 

dvBj †_‡K fvBivm wb‡RB AcmvwiZ n‡q Zv †givgZ Kivi †Póv Ki‡Z bv 

cv‡i| ¯^v‣iwfwËK kbv³Ki‡Yi Rb¨, A¨vw›UfvBivm md&UIq¨vi‡K mv¤úªwZK 

fvBivm ¯^v‣i WvUv‡e‡mi m‡½ Avc‡WU Ki‡Z n‡e| A¨vw›UfvBivm B›Uvi‡bU 

†_‡K Avc‡WU wb‡Z cv‡i ev A¨vw›UfvBivm †Kv¤úvwbi †`Iqv me©‡kl c¨vP 

Bb÷j K‡i Zv Avc‡WU Kiv †h‡Z cv‡i|  

 

2.4.2.2. AvPiYwfwËK kbv³KiY (Behaviour-based detection)  

A¨vw›UfvBivm †nv÷ ev wcwm‡Z A¯^vfvweK AvPiY kbv³ K‡i| †KŠkjwU GB 

aviYv †_‡K Av‡m †h AvµgYMy‡jv GKwU dvB‡ji Ô¯^vfvweKÕ (ˆea) Kvh©Kjvc 

†_‡K Avjv`v Ges ZvB GB `yB‡qi cv_©K¨ †_‡K AbycÖ‡ek kbv³ Kiv nq| 

hw` GKwU †cÖvMÖvg GKwU executiable †cÖvMÖv‡g †WUv †jLvi †Póv K‡i, 

Zvn‡j, GwU GKwU m‡›`nRbK AvPiY wnmv‡e wPwþZ Kiv nq Ges 

e¨enviKvix‡K GB wel‡q mZK© Kiv nq Ges Kx Ki‡Z n‡e Zv Rvb‡Z PvIqv 

nq| 

A¨vw›UfvBivm ïay BDRv‡ii Kw¤úDUv‡i Bb÷j I i‣Yv‡e‣Y Kiv hvq 

Ges B›Uvi‡bU †_‡K nvjbvMv` Kiv hvq| ZvQvov j¨vb cwi‡e‡k, 

A¨vw›UfvBiv‡mi K¬v‡q›U mdUIq¨vi BDRv‡ii Kw¤úDUv‡i Bb÷j Kiv nq 



 355 178 356  

Ges mvf©vi †_‡K Zv cwiPvwjZ nq| G‡‣‡Î mvf©vi B›Uvi‡bU †_‡K mv¤úªwZK 

Avc‡WU †bq Ges K¬v‡q›U Kw¤úDUviMy‡jv‡Z mv¤úªwZK Avc‡WU weZiY K‡i| 

 

2.4.3. jvB‡mwÝs/(Licensing) 

†ewkifvM evwYwR¨K A¨vw›UfvBivm md&UIq¨v‡ii GÛ BDRvi jvB‡mÞ Pzw³wU 

GK eQ‡ii Rb¨ Kiv nq| jvB‡m‡Þi †gqv` †kl nIqvi 30 †_‡K 60 w`b 

c~‡e© e¨enviKvix‡K bevq‡bi Rb¨ ejv nq| †µZviv GKwU bZyb jvB‡m‡Þi 

wecix‡Z GKwU wbw`©ó As‡Ki A_© cwi‡kva K‡i Ges A¨vw›UfvBivm †Kv¤úvwb 

†_‡K GKwU bZyb A¨vw±‡fkb †KvW ev wmwiqvj b¤^i cvb| A¨vw›UfvBivm 

ÔfvBivm ¯^v¶i WvUv‡emÕ nvjbvMv` Ki‡Z e¨_© nq hw` jvB‡mÞwU bevqb bv 

Kiv nq Ges †m‡ÿ‡Î bZyb fvBiv‡mi Avµg‡Yi weiæ‡× Kw¤úDUv‡ii 

wbivcËv Avcm K‡i| wKQy A¨vw›UfvBivm †cÖvMÖvg webvg~‡j¨ WvDb‡jvW Kiv 

hvq, wKš` G¸‡jv Ab¨vb¨ evwYwR¨K A¨vw›UfvBiv‡mi g‡Zv Kvh©Ki bq| 

 

2.4.4. RbwcÖq A¨vw›UfvBivm †cÖvMÖvg 

evRv‡i †ek wKQy RbwcÖq A¨vw›UfvBivm cvIqv hvq †hgb g¨vKvwd, 

K¨vmcviw¯‹, NOD32, A¨vfv÷, AVG, BZ¨vw`| wKQy A¨vw›UfvBivm 

†Kv¤úvwb A¨vw›UfvBivm md&UIq¨v‡ii Ask wnmv‡e I‡qe wbivcËv, B‡gBj 

wbivcËv, †W¯‹Uc e¨e¯'vcbv, wcwm mwjDkb, AvBwWGm (Intrusion 

Detection System) I dvqviIqvj cÖ`vb K‡i| D`vniY¯^iƒc, K¨vmcviw¯‹ 

A¨vw›UfvBivm dvqviIqvj I B‡gj myi‣vmn Av‡m| KLbI KLbI 

A¨vw›UfvBivm md&UIq¨v‡i cÖwZwU bZzb gwWDj †hvM Kivi Rb¨ AwZwi³ wd 

`vwe Kiv nq| 

 

2.5. A¨vw›U-g¨vjIq¨vi md&UIq¨vi (Anti-malware software) 

g¨vjIq¨vi GKwU †bUIqv‡K© GKwU ÷¨vÛ-G‡jvb Kw¤úDUvi ev wcwmi ‣wZ 

Ki‡Z wWRvBb Kiv nq| ZvB hLbB g¨vjIq¨vi kã e¨envi Kiv nq ZLb 

Zvnv Ggb GKwU †cÖvMÖvg‡K †evSvq, hv GKwU Kw¤úDUvi c×wZ‡K ¶wZMÖ¯Í 

Ki‡Z ˆZwi Kiv n‡q‡Q—GwU GKwU fvBivm, Iqvg© ev †UªvRvb n‡Z cv‡i| 

fvBivm n‡jv Ggb GKwU †cÖvMÖvg, hv e¨enviKvixi AbygwZ QvovB 

Ab¨vb¨ †cÖvMÖv‡g (Acv‡iwUs wm‡÷gmn) mshy³ n‡q hvq Ges hLb GB 

†cÖvMÖvgwU Pvjv‡bv nq ZLb fvBivmwU Ab¨vb¨ †cÖvMÖv‡g Qwo‡q c‡o| 

Iqvg© n‡jv GKwU ÷¨vÛ-G‡jvb g¨vjIq¨vi †cÖvMÖvg, hv mwµqfv‡e Ab¨ 

Kw¤úDUvi‡K msµwgZ Ki‡Z GKwU †bUIqv‡K©i gva¨‡g wb‡R‡K †cÖiY K‡i| 

†UªvRvb mvaviYZ Ab¨ dvB‡j ev †cÖvMÖv‡g wb‡R‡K hy³ Kivi †Póv K‡i bv 

ev Ab¨_vq wb‡R‡`i cÖKvk K‡i bv| GwU wfKwU‡gi Kv‡Q LyeB Riæwi iæwUb 

ev AvKl©Yxq e‡j wb‡R‡K Dc¯'vcb K‡i, hv‡Z wfKwUg GwU Bb÷j Ki‡Z 

DØy× nq| 

A¨vw›U-g¨vjIq¨vi md&UIq¨vi n‡jv GK ai‡bi md&UIq¨vi †cÖvMÖvg, hv 

Kw¤úDUvi c×wZ‡K ‣wZKviK md&UIq¨vi ev g¨vjIq¨vi †_‡K i‣v Ki‡Z 

ˆZwi Kiv n‡q‡Q| A¨vw›U-g¨vjIq¨vi †cÖvMÖvg g¨vjIq¨vi cÖwZ‡iva, kbv³ I 

AcmviY Ki‡Z GKwU Kw¤úDUvi wm‡÷g‡K ¯‹¨vb K‡i| 

A¨vw›UfvBivm md&UIq¨vi GKwU wm‡÷g †_‡K fvBivm Ges Ab¨vb¨ 

wec¾bK md&UIq¨vi kbv³ I AcmviY Ki‡Z ˆZwi Kiv n‡q‡Q, †hLv‡b 

A¨vw›U-g¨vjIq¨vi md&UIq¨vi Ggb GKwU †cÖvMÖvg, hv fvBivm, †UªvRvb I 

Iqvg©mn mg¯Í ai‡bi g¨vjIq¨v‡ii msµgY †_‡K wm‡÷g‡K i‣v K‡i| 

g¨vKvwd, bU©b, K¨vmcviw¯‹, I‡qeiæU, A¨vfv÷ I †UªÛ gvB‡µv n‡jv 

evwYwR¨Kfv‡e cÖvß A¨vw›U-g¨vjIq¨vi md&UIq¨vi| 
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chv©‡jvPbvg~jK cÖkœvewj 

 

1. Multiple Choice Questions (MCQ) 

i)  Which of the following is not an instrument cleared 
through a clearing house? 

   a) Cheque   b)Pay Order   c) Dividend   d) Gift Voucher 

ii)  Which of the following is not a part of clearing system? 

   a) RTGS   b) BACH   c) BACPS   d) ERP 

iii)  Which of the following is not a component of an ERP 
system? 

a) Manufacturing  b) Supply Chain Management  c) 
Human Resources  d) Credit Card 

iv)  Which of the following is not an e-mail system? 

a) Sendmail   b) Lotus Domino  c) Active-Passive Server  
d) Microsoft Exchange Server 

 

2.  Fill in the gap(s) 
 

i)  BACPS stands for —and BEFTN stands for— 

ii)  BACPS was launched by the Bangladesh Bank in ----- 

iii) At presnt, —number of clearing systems are operating in 
Bangladesh 

iv)  The first clearing starts at—and the returns of the same 
occur at—. 

v)  MICR stands for — 

vi)  The major MICR fonts used around the world are—and— 

vii)  For clearing purpose, Bangladesh Bank provided all Banks a 
software called— 

 

 

m¤¢ve¨ cÖkœvewj 

 

1.  What is a Cheque Processing System? 

2.  Name four clearing systems that are in operation in 
Bangladesh. 

3. Narrate the conventional cheque clearing process. 

4.  Define MICR, Cheque Truncation and RTGS. 

5.  What is BACH? What are the two parts of BACH? Narrate 
them. 

6.  What is a large value cheque settlement? How this is 
different than the normal cheque settlement? 

7.  What are the current timing in force for different clearing 
systems? 

8.  How MICR differs from a bar code? 

9.  How cheque truncation helps to stop physical movement of 
cheque? 

10. What is PBM or participating Bank module in clearing 
system? 

11. What are the benefits of a cheque truncation system over a 
traditional cheque clearing system? 

12. What is the basic difference between RTGS and BEFTN? 

13. What is routing number? What are the significance of digits 
of a routing number? 

14.  Why ERP software is used in banks? 

15.  Name a few components or modules of an ERP system. 

16. Name two renowned commercial ERP software. Who are 
manufacturer of them? 

17.  Why a CRP software is used in a bank? 
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18.  Brief in short the fields of application of a CRM software. 

19.  Narrate the importance of an email software. 

20.  Narrate in brief the four commercially used email systems? 

21.  Write the licensing policy of Exchange Server or Lotus 
Domino. 

22. What is the difference between Virous and Malware? Name 
a few available Virus and Malware. 

23. How an anti-virus software and an anti-malware software 
differs from each other? 

24. Name five of each of the anti-virus software and an anti-
malware software. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

gwWDj-Gd 

wdb‡UK, K…wÎg eyw×gËv Ges fwel¨r           

cÖhyw³wfwËK e¨vswKs 

 

 

1. wdb‡UK, i¨vM‡UK I †UKwdb (FinTech, RegTech and TechFin) 
e¨vswKs I cÖhyw³i g‡a¨ B›Uv‡iKkb cvi¯úwiK kw³e…w×i GKwU `xN© BwZnvm 

i‡q‡Q Ges Df‡qi m‡½ RwoZ e¨w³‡`i Øviv A‡bK cÖkswmZ n‡q‡Q| 

wdb‡UK, i¨vM †UK Ges †UKwdb nj GB ai‡bi wKQy mn‡hvwMZv, hv GLbI 

ch©šÍ Avðh©RbK †cÖvWv± ˆZwi‡Z mdj n‡q‡Q|  

 

1.1. wdb‡UK (FinTech) 

wdb¨vwÞqvj †UK‡bvjwR (wdb‡UK) n‡jv †mB cÖhyw³ I D™¢veb, hvi j¶¨ 

Avw_©K cwi‡lev cÖ`v‡bi †‣‡Î cÖ_vMZ Avw_©K c×wZi m‡½ cÖwZ‡hvwMZv Kiv| 

e¨vsK, wjwRs †Kv¤úvwb Ges exgv †Kv¤úvwbi g‡Zv Avw_©K †Kv¤úvwb hviv 

Zv‡`i wbR¯^ †cÖvWv±‡K AviI AvKl©Yxq K‡i Zyj‡Z Pvq Zviv wdb‡UK 

e¨envi K‡i| AbjvBb e¨vswKs, B›Uvi‡bU e¨vswKs, †WweU KvW©, †µwWU 

KvW©, GwUGg/wmAviGgGg, GgGdGm, G‡R›U e¨vswKs I †gvevBj A¨vcm& 

BZ¨vw` e¨vs‡Ki Rb¨ e¨eüZ wKQz wdb‡U‡Ki D`vniY| wdb‡UK e¨env‡i 

MÖvnK †mev h‡_ó DbœZ n‡q‡Q Ges †h e¨vsKMy‡jv wdb‡UK cÖ_g MÖnY K‡i‡Q 

Zviv Ab¨‡`i †_‡K GwM‡q i‡q‡Q| 

evsjv‡`‡k wdb‡UK e¨envi K‡i cÖ‡`q me‡P‡q mycwiwPZ mgvavb n‡jv  

†b•vm‡c, wmwUUvP&, Av¯'v, †mjwdb, gvBcÖvBg, BweGj ¯‹vB e¨vswKs, GgwUwe 

¯§vU© e¨vswKs, i‡KU, weKvk, bM`, BD‡c, GmGmGjKgvR©, AvBdvg©vi,  

†cI‡qj, wWgvwb, BZ¨vw`| 

 

1.2 †UKwdb (TechFin) 
†UKwdb n‡jv †UK‡bvjwR †Kv¤úvwb, hvi cÖavb †iwfby¨ Av‡m cÖhyw³MZ 

†cÖvWv± †_‡K| Zviv Zv‡`i g~j e¨emv †_‡K cÖPyi cwigv‡Y MÖvn‡Ki †WUv 

msMÖn K‡i‡Q Ges GLb H mg¯Í MÖvn‡Ki †WUv e¨envi K‡i dvBb¨vwÝqvj 

mvwf©m Pvjv‡Z Pvq| †UKwdb †Kv¤úvwbi D`vniY n‡jv, †dmey‡Ki g‡Zv 
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†mvk¨vj wgwWqv †Kv¤úvwb, ¸M‡ji g‡Zv mvP© BwÃb, A¨vgvR‡bi g‡Zv B-Kgvm© 

†Kv¤úvwb, MõvgxY‡dvb, iwe I evsjvwjs‡Ki g‡Zv †Uwj‡hvMv‡hvM †Kv¤úvwb, 

Ges AvBweGg I †W‡ji g‡Zv nvW©Iq¨vi †Kv¤úvwb| Zviv GKwU exgv cwjwmi 

g~j¨ wba©vi‡Yi Rb¨, wbw`©ó †jvb †cÖvWv‡±i Rb¨ m¤¢ve¨ MÖvnK‡`i Lyu‡R †c‡Z, 

ev MÖvn‡Ki †µwWU †¯‹vi g~j¨vqb Ki‡Z Zv‡`i Kv‡Q msM…nxZ †WUv e¨envi 

K‡i| 

evsjv‡`‡ki †Uwj‡hvMv‡hvM †Kv¤úvwbMy‡jv Zv‡`i wbR¯^ MÖvnK‡`i Rb¨ 

Zv‡`i we`¨gvb wWw÷ªweDkb P¨v‡bj ev GKwU wbI †jvb †cÖvWv± e¨envi K‡i 

GKwU MFS Pvjy Ki‡Z cv‡i| G‡ÿ‡Î MÖvnK I †jv‡bi cwigvY MÖvnK‡`i 

Øviv †bUIqv‡K©i e¨env‡ii aib I †c‡g‡›Ui aib Abyhvqx wba©vwiZ n‡Z 

cv‡i|  

 

1.3. i¨vM‡UK (RegTech) 
†i¸‡jUwi cÖhyw³ (Regulatory Technology) i¨vM‡UK bv‡g cwiwPZ| 

i¨vM‡UK n‡jv eZ©gv‡b wek¦e¨vcx Avw_©K Ges Kgcøv‡qÞ m¤úª`v‡q e¨eüZ 

GKwU evR&IqvW©| i¨vM‡UK kãwU cÖ_g 2015 mv‡j hy³iv‡R¨i wdb¨vwÝqvj 

KÛv± A_wiwU (GdwmG) Øviv e¨envi Kiv n‡qwQj| Zv‡`i msÁv Abymv‡i, 

GwU wdb‡U‡Ki GKwU mve‡mU, hv cÖhyw³i Ici MyiyZ¡v‡iv‡ci gva¨‡g we`¨gvb 

`ÿZvi Zzjbvq AviI †ewk `‣Zvi m‡½ Ges Kvh©Kifv‡e wbqš¿Y ms¯'vi 

Kvh©vewj cwiPvjbv Ki‡Z cv‡i| 

mnRfv‡e, GwU Ggb †Kv‡bv cÖhyw³‡K †evSvq, hv †Kv¤úvwbMy‡jv‡K 

Zv‡`i wbqš¿K ms¯'vi wbqg †g‡b Pjv wbwðZ K‡i| i¨vM‡U‡Ki GKwU wbLyuZ 

D`vniY nj B‡jKUªwbK †bv B‡qvi Kv÷gvi (B-†KIqvBwm) cÖwµqv—hvi 

gva¨‡g e¨vsKMy‡jv wWwRUvj c×wZ‡Z A¨vKvD›U †Lvjvi mgq MÖvn‡Ki cwiPq 

wbwðZ K‡i| 

 

2. †ewmK wµ‡Þv Kv‡iwÝ I eøK †PBb cÖhyw³ (Basic Crypto Currency 

and block chain Technology) 
 

2.1 eøK †PBb cÖhyw³ (Block Chain Technology) 

GKwU eøK‡PBb n‡jv GKwU wWw÷ªweD‡UW WvUv‡em ev †jRvi †hLv‡b Z_¨ 

B‡jKUªwbKfv‡e wWwRUvj c×wZ‡Z msi‣Y Kiv nq Ges GKwU Kw¤úDUvi 

†bUIqv‡K©i †bvWMy‡jvi g‡a¨ †kqvi Kiv nq| GwU Z_¨ msi‣‡Yi Rb¨ 

me‡P‡q wbivc` cÖhyw³My‡jvi g‡a¨ GKwU| 

eøK‡PBb n‡jv AcwieZ©bxq I †bUIqv‡K© †h KviI Kv‡Q `…k¨gvb| GwU 

†WUvmg~n GKm‡½ GKwU MÖæ‡c msiÿY K‡i| GUv‡K eøK e‡j, hvi wbw`©ó 

†÷v‡iR ‣gZv i‡q‡Q| hLb GKwU eøK Z_¨ w`‡q c~Y© nq ZLb 

UvBg÷¨v¤úmn GKwU n¨vk w`‡q Zv eÜ Kiv nq Ges c~‡e©i eøKMy‡jvi m‡½ 

hy³ Kiv nq Ges Zv GKwU bZyb n¨vk ˆZwi K‡i| mg¯Í bZyb †WUv GKB 

c×wZ‡Z †hvM Kiv nq, Gfv‡e eøK‡PBb ˆZwi nq Ges †PBbMy‡jvi g‡a¨ _vKv 

eøKMy‡jv‡K gy‡Q †djv, cwieZ©b Kiv ev aßsm Kiv †_‡K iÿv Kiv nq| 

Gfv‡eB eøK‡PBb cÖhyw³ AcwieZ©bxq (irreversible) n‡q hvq| 

`yB ai‡bi eøK‡PBb †bUIqvK© i‡q‡Q, h_v—cvewjK †bUIqvK© Ges 

cÖvB‡fU †bUIqvK©| cvewjK †bUIqv‡K©i †bvWMy‡jv we‡K›`ªxf‥Z I cvewjK 

†bUIqv‡K©i g‡a¨ weZiY Kiv nq| †bUIqv‡K©i cÖwZwU m`m¨ mg¯Í †WUv 

†`L‡Z cv‡i| BDRviMY †ebvwg Ges †jb‡`‡bi Ici †Kv‡bv †i¸‡jkb ev 

wbqš¿Y †bB| Z‡e †WUv AcwieZ©bxq| Ab¨w`‡K cÖvB‡fU †bUIqv‡K© †K›`ªxf‥Z 

(centralized) †bvW i‡q‡Q, †hLv‡b †WUv cÖvB‡fU, †jb‡`‡bi Ici h‡_ó 

wbqš¿Y i‡q‡Q, wKš` †WUv Kg myiw‣Z| 

hw`I cÖ_g 1991 mv‡j GKwU M‡elYvc‡Î GB cÖhyw³i iƒc‡iLv †`Iqv 

n‡qwQj wKš` Gi cÖ_g wi‡qj Iqvì A¨vwcø‡KkbwU Rvbyqvwi 2009 mv‡j 

weUK‡qb Pvjy Kivi gva¨‡g ïiæ n‡qwQj| †iKW© msiÿ‡Yi ai‡bi Kvi‡Y, 

h_v cvewjK †bUIqv‡K© eøK‡PBb cÖhyw³‡Z †jb‡`b I msiwÿZ †iKW©mg~n 

AcwieZ©bxq nIqvq A_©vr †iKW© cwieZ©b Kiv, gy‡Q †djv ev aßsm Kiv hvq 

bv, hvi Rb¨ GB cÖhyw³wU wWw÷ªweD‡UW †jRvi cÖhyw³ (DLT) bv‡gI cwiwPZ| 

aviYv Kiv n‡‧Q †h, wkíMy‡jvi †WUvi Ici K‡Vvi wbqš¿‡Yi cÖ‡qvR‡b 

†hgb e¨vswKs I dvBbvÞ, gy`ªv, exgv, ÷K gv‡K©U, †iwgU¨vÞ, m¤úwË 

bw_KiY, ¯^v¯'¨‡mev, mvcøvB †PBb, †fvwUs c×wZ, BZ¨vw`‡Z e¨eüZ †WUvi 

AcwieZ©bxq cK…wZi Kvi‡b fwel¨‡Z eøK‡PBb cÖhyw³i e¨env‡i AvMÖn e…w× 

cv‡e| eZ©gv‡b wµ‡ÞvKv‡iwÞ cÖhyw³‡Z eøK‡PBb cÖhyw³ eûjfv‡e e¨eüZ 

n‡‧Q|  

evsjv‡`‡ki †cÖ‣vc‡U, mg¯Í e¨vsK Ges GbweGdAvB My‡jvi g‡a¨ `ªæZ 

†jb‡`b cÖwµqvKiY c×wZ †hgb wi‡qj-UvBg evP (BACH) cwiPvjbvi Rb¨ 

we‡K›`ªxf‥Z †bvWMy‡jv e¨vsK I GbweGdAvBi g‡a¨ weZiY K‡i e¨envi Kiv 

†h‡Z cv‡i| GwU ÷K G•‡P‡Ãi wewfbœ †÷K‡nvìvi †hgb e¨vsK I wj‡÷W 

†Kv¤úvwbi g‡a¨ wWw÷ªweD‡UW †bvW¸‡jv weZiY K‡i †÷K‡nvìvi‡`i †WUv 

cÖwµqvKiY I ÷K‡nvìv‡`i wi‡qj UvB‡g nvjbvMv` Ki‡Z e¨envi Kiv †h‡Z 

cv‡i| GwU MÖvn‡Ki A_© Ab¨‡`i Øviv Abby‡gvw`Z e¨envi †_‡K cÖwZ‡iva 
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Ki‡Z †`ke¨vcx GgGdG‡mi GKwU GKK †bUIqvK© ˆZwi I cwiPvjbv 

Ki‡ZI e¨envi Kiv †h‡Z cv‡i| GKBfv‡e, †`ke¨vcx ¯^v¯'¨‡mev, miKvwi 

msMÖn cwi‡lev, m¤úwËi bw_ e¨e¯'vcbv Ges AviI A‡bK wKQy‡Z eøK‡PBb 

cÖhyw³ e¨envi Kiv †h‡Z cv‡i| 

 

2.2. †gŠwjK wµ‡Þv gy`ªv (Basic Cryto Currency) 
2.2.1. †Kb wµ‡Þv-Kv‡iwÝ? 

mv‡Zvwk bvKv‡gv‡Zv (Satoshi Nakamoto) we`¨gvb gy`ªv Ges †K›`ªxq ev 

†÷U e¨vsK †hfv‡e GwU cwiPvjbv Ki‡Q Zv‡Z Lywk wQ‡jb bv| †d«WwiL db 

nv‡qK (Friedrich Von Hayek) Zvi eB ÔwWb¨vkbvjvB‡Rkb Ae gvwb : `¨ 

Avi&¸‡g›U widvBÛÕ †Z †K›`ªxq e¨vs‡Ki GK‡PwUqv Avwac‡Z¨i Aemvb NUv‡Z 

A‡_©i Drcv`b, weZiY I e¨e¯'vcbvq GKwU m¤ú~Y© gy³ evRv‡ii c‡‣ K_v 

e‡j‡Qb| 

Gfv‡eB wµ‡Þv-Kv‡iwÞi aviYvi D™¢e nq Ges Gfv‡eB Rbmvavi‡Yi 

D‡ØM Kgv‡bvi K_v fve‡Z ïiæ Kiv nq|  

 

2.2.2. mv‡Zvwk bvKv‡gv‡Zv †K? (who is Satoshi Nakamoto?) 
 wZwb eøK‡PBb cÖhyw³ e¨envi K‡i weUK‡qb we‡k¦i cÖ_g Ges me‡P‡q 

RbwcÖq wµ‡ÞvKv‡iwÞ (2009 mv‡j) Avwe®‹vi K‡ib| bvKv‡gv‡Zv 

GKR‡bi QÝbvg, GKRb Rvcvwb bvMwiK, weUK‡qb Avwe®‹vi Kivi mgq 

hvi eqm 30-Gi `k‡Ki †k‡li w`‡K wQj e‡j Rvbv hvq| 

 A‡ckv`vi †Mv‡q›`v‡`i `jMy‡jv Avmj e¨w³‡K Lyu‡R †ei Kivi †Póv 

Ki‡Q, wKš` GLb ch©šÍ mdj n‡Z cv‡iwb| 

 wZwb 2010 mv‡j A`…k¨ nIqvi Av‡M 1 wgwjqb weUK‡qb gvBwbs 

K‡iwQ‡jb e‡j Abygvb Kiv nq| 

 19,000 Wjvi/weUK‡q‡bi g~‡j¨ (wW‡m¤̂i/17 mv‡j) wZwb 2017 mv‡j 

19 wewjqb Wjv‡ii gvwjK wQ‡jb| 

 

2.2.3. evsjv‡`‡k wµ‡Þv-Kv‡iwÝ 

evsjv‡`‡k †Kv‡bv wµ‡Þv-Kv‡iwÞ Drcv`b ev gvBwbs Kiv nq bv, Z‡e Gi 

µq-weµq msµvšÍ Kvh©µg i‡q‡Q| 

wµ‡Þv-Kv‡iwÞ m¤ú‡K© evsjv‡`k e¨vs‡Ki (evsjv‡`k †K›`ªxq e¨vsK) 

wb‡`©kbv : evsjv‡`k e¨vsK 15 †m‡Þ¤^i 2014-G GKwU weÁwß Rvwi K‡i hvi 

g‡a¨ i‡q‡Q— 

 GUv j‣¨ Kiv †M‡Q †h wKQy †jvK weUK‡qb µq-weµ‡qi m‡½ RwoZ| 

 GB ai‡bi †jb‡`b ˆe‡`wkK gy`ªv wbqš¿Y wewa, 1947 j․Nb n‡Z cv‡i| 

 weUK‡qb wjM¨vj †UÛvi (legal tender) bq Ges evsjv‡`k e¨vsK Øviv 

¯^xK…Z bq| 

 GBfv‡e weUK‡q‡bi m‡½ †jb‡`‡b wbhy³ e¨w³iv Avw_©K ‣wZi m¤§yLxb 

n‡Z cv‡i| 

 Avw_©K ‣wZ I AvBbvbyM e¨e¯'v Gov‡Z mevB‡K weUK‡qb †jb‡`b Kiv 

ev †jb‡`‡b mvnvh¨ Kiv †_‡K weiZ _vKvi Rb¨ Aby‡iva Kiv n‡‧Q| 

Avevi 24 wW‡m¤^i, 2017 G evsjv‡`k e¨vsK Av‡KvD weÁwß Rvwi K‡i hvi 

g‡a¨ i‡q‡Q— 

msev` gva¨‡g Rvbv †M‡Q, evsjv‡`‡k wewfbœ wµ‡Þv-Kv‡iwÞ †hgb weUK‡qb, 

B‡_wiqvg, wicj, jvBUK‡qb BZ¨vw` †jb‡`b n‡‧Q| 

 GB wµ‡Þv-gy`ªvMy‡jv wjM¨vj †UÛvi (legal tender) bq, ZvB Zv‡`i 

weiæ‡× †Kv‡bv Avw_©K `vwe cÖwZwôZ Kiv hv‡e bv| 

 G¸‡jv †K›`ªxq e¨vsK ev evsjv‡`k miKvi KZ©…K ¯^xK…Z bq| 

 ARvbv e¨w³i m‡½ AbjvB‡b †jb‡`b Kiv gvwb jÛvwis ev mš¿vmx 

A_©vq‡bi m‡½ hy³ nIqvi SzuwK i‡q‡Q| 

 †`‡ki mKj bvMwiK‡K wµ‡Þv-Kv‡iwÞi m‡½ †jb‡`b Gov‡Z Aby‡iva 

Kiv n‡‧Q| 

 

2.2.4. wjM¨vj †UÛvi (legal tender) Kx? 

GKwU †K›`ªxq e¨vsK Øviv Rvwi Kiv gy`ªvi cwigvY cÖavbZ ¯^Y© Ges/A_ev 

miKwi wbivcËv (†hgb `xN©‡gqvw` eÛ Ges †UªRvwi wej) hv Ki, ïé Ges 

Ab¨vb¨ ivR‡¯^i g‡Zv miKvwi Av‡qi wecix‡Z Bmy¨ Kiv nq, Giæc wKQy Øviv 

mgw_©Z (backed) _v‡K| 

†f‡bRy‡qjv †c‡Uªv bv‡g GKwU wµ‡Þv-gy`ªv Rvwi K‡i‡Q hv Zvi †Zj 

wiRvf© Øviv mgw_©Z| 

 

2.2.5. wµ‡Þv-Kv‡iwÝi eZ©gvb Ae¯’v 

 weUK‡qb, B_vi, jvBU-K‡qb,   g‡b‡iv, W¨vk, cwÃ-K‡qb, †RW 

K¨vk, Kve©b, wU_vi,  †c‡Uªv-Gi g‡Zv A‡bK wµ‡Þv-Kv‡iwÞ i‡q‡Q| 

 GMy‡jv K¨v‡ki GKwU B‡jKUªwbK ms¯‹iY, †K›`ªxq e¨vsK Øviv wbqwš¿Z 

bq| 
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 †Kv‡bv †fŠ‡MvwjK mxgvbv †bB| 

 e¨enviKvix‡`i †Kvb KYC -Gi cÖ‡qvRb nq bv| 

 †Kv‡bv wbw`©ó KZ©…c‣ †bB| Gfv‡e †Kv‡bv †fv³v myi‣v Ges †Kvb 

AML/CFT cÖwZ‡e`b †bB| 

 g~j¨ †Kv‡bv m¤ú` Øviv mgw_©Z bq| 

 

ZvB wµ‡Þv-Kv‡iwÞ mwZ¨Kv‡i Kv‡iwÞ n‡Z e¨_© n‡q‡Q| GwU cÖvqk GBme 

Kv‡Ri Rb¨ e¨eüZ nq— 

—WªvM Ges Ab¨vb¨ A‰ea cY¨ †Kbv| 

—gyw³cY cÖ`vb, gvbe cvPv‡ii A_© cÖ`vb| 

—msMwVZ mš¿vmx †Mvôx‡K A_© cÖ`vb| 

 

2.2.6. wµ‡Þv-Kv‡iwÝ Kxfv‡e KvR K‡i? 

wµ‡Þv-gy`ªvi m‡½ RwoZ c‣My‡jv n‡jv : 

1.  gvBbvim& (Miners) 

2. e¨enviKvix (Users) 

3.  AbjvBb Iqv‡jU cÖ`vbKvix (Online Wallet Providers) 

4.  wewbgq †Kv¤úvwb (Exchange Companies) 

i)   gvBwbs (Mining)- gvBwbs n‡jv wµ‡Þv-Kv‡iwÞ Drcv`‡bi cÖwµqv| 

 gvBbviiv weUK‡qb ˆZwi K‡i, †iKW© K‡i Ges Bw›UªwMÖwU wbwðZ  K‡i| 

 wewbg‡q, Zviv Drcbœ weUK‡q‡bi gvwjK n‡q hvq Ges Aí cwigvY wdI 

cvq| 

 †bUIqvK©wU Ggbfv‡e wWRvBb Kiv n‡q‡Q †h †Kv‡bv cÖwZ‡hvwMZvq, 

gvBwbs‡q 1 weUK‡qb ˆZwi Ki‡Z 10 wgwbU mgq jvM‡e Ges m‡e©v‧P 

21wgwjqb weUK‡qb ˆZwi Kiv †h‡Z cv‡i (2140 mv‡j m‡ev©‧P Drcv`b 

†kl n‡e)| 

 weUdvg©m n‡jv gw›Uª‡ji GKwU gvBwbs †Kv¤úvwb, hv gvBwbs Ki‡Z wecyj 

we`y¨r LiP K‡i (Aw÷ªqvi g‡Zv †`‡ki †gvU Li‡Pi mgvb)| 

 †Kv¤úvwbwU GKwU wekvj †WUv †m›Uvi wbg©vY K‡i‡Q Ges eo eo 

Kw¤úDUvi I miÃvg ¯'vc‡b wecyj cwigvY A_© wewb‡qvM K‡i‡Q| 

 †Kv¤úvwbwU 2017 mv‡j 4.5 wewjqb Wjvi Avq K‡i‡Q| 

 

Drcv`b cÖwµqv‡K †evaMg¨ Ki‡Z, D`vniY wnmv‡e aiv hvq †h GB we‡k¦ 

wµ‡Þv-gy`ªv Drcv`‡b wbhy³ ïay GKRb gvBbvi I GKwU Kw¤úDUvi (ZvB 

†Kv‡bv cÖwZ‡hvwMZv †bB!)| aiæb, Kw¤úDUv‡ii MwZ 2 GHz Ges Avgiv 

Rvwb 1wU weUK‡qb ˆZwi‡Z 10 wgwbU mgq jv‡M| †h‡nZy †Kv‡bv cÖwZ‡hvwMZv 

†bB, gvBbvi cÖwZ 10 wgwb‡U 1wU weUK‡qb ˆZwi Ki‡e| 

GLb we‡k¦, aiæb `ywU Kw¤úDUvi/gvBbvi Av‡Q Ges g‡b Kiyb, 

Kw¤úDUvi—1 Gi MwZ 2 GHz Ges Kw¤úDUvi-2 Gi MwZ 10 GHz| 

myZivs Kw¤úDUvi—1-Gi Zyjbvq Kw¤úDUvi-2 Gi weUK‡qb (jUvwii g‡Zv) 

†RZvi/Drcv`‡bi m¤¢vebv 5 ¸Y †ewk| myZivs 120 wgwb‡U, 12wU weUK‡qb 

ˆZwi n‡e—2wU gvBbvi-1 Øviv Ges 10wU gvBbvi-2 Øviv| 

we‡k^ gvBbv‡ii msL¨v evo‡j, †RZvi my‡hvM K‡g hv‡e| hv‡nvK, hw` 

GKwU Kw¤úDUv‡ii RwUj A¨vjMwi`g MYbvi MwZ †ewk nq, †mwUi R‡qi D‧P 

m¤¢vebv i‡q‡Q| 

 

ii) wµ‡Þv-Kv‡iwÝ e¨enviKvix (End-users of Crypto-currency) 
1. MÖvnK‡`i (GÛ BDRvi) Zv‡`i Kw¤úDUv‡i eøK‡PBb md&UIq¨v‡ii GKwU 

m¤ú~Y© Kwc WvDb‡jvW Ki‡Z n‡e Ges †jb‡`b cÖwµqvMy‡jv wb‡RivB 

msi‣Y Ki‡Z n‡e| 

2. Zv‡`i mswkøó cÖvB‡fU Kx GKwU myiw‣Z RvqMvq ivL‡Z n‡e (h_vh_ 

e¨vKAvcmn †cbWªvBf w÷‡K ev Kw¤úDUv‡ii nvW©wW‡¯‹ nvwi‡q †M‡j, 

†Kv‡bv †jb‡`b m¤¢e bq Ges weUK‡qbI nvwi‡q hv‡e)| 

3. GKwU weUK‡qb LiP Kivi Rb¨, gvwjK‡K mswkøó cÖvB‡fU Kx Rvb‡Z 

n‡e Ges †jb‡`‡b wWwRUvwj ¯^v‣i Ki‡Z n‡e| †bUIqvK© GwUi mswkøó 

cvewjK Kx e¨envi K‡i ¯^v‣i hvPvB K‡i| 

 

wKš` wewa # 1 I 2 eRvq ivLv e¨qeûj Ges GÛ BDRv‡ii Rb¨ 

AmyweavRbK| GwU Gov‡Z, GÛ BDRviMY AbjvBb Iqv‡jU cÖ`vbKvix‡`i 

mvnvh¨ †bq| 

 

iii) AbjvBb Iqv‡jU cÖ`vbKvix (Online Wallet Providers) 

 AbjvBb Iqv‡jU cÖ`vbKvix GKwU cÖhyw³ ms¯'v, hv Zv‡`i wbR wbR 

MÖvnK‡`i †Mvcbxq Z_¨ I †jb‡`‡bi BwZnvm msi‣Y K‡i| d‡j 
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MÖvnK‡`i eøK †PBb md&UIq¨viwUi m¤ú~Y© Abywjwc WvDb‡jvW Ki‡Z nq 

bv Ges wb‡R‡`i †WUv msi‣Y Ki‡Z nq bv| 

 Znwej A¨v‡•m Ki‡Z e¨enviKvixi †Mvcbxq Z_¨ cÖ`vbKvix‡`i 

(Providers) Kv‡Q msi‣Y Kiv nq, d‡j G ai‡bi e¨enviKvix‡`i 

Aek¨B cÖ`vbKvix‡`i (Providers) Ici c~Y© Av¯'v _vK‡Z n‡e| 

 GKwU `~wlZ (malicious) cÖ`vbKvix (Provider) ev cÖ`vbKvixi mvf©v‡i 

wbivcËvi NvUwZi Kvi‡b MÖvn‡Ki weUK‡qb Pywi n‡Z cv‡i| 

 

iv) wewbgq †Kv¤úvwb (Exchange Company) 

G•‡PÃ †Kv¤úvwbMy‡jv n‡jv G‡R›U †hLv‡b weUK‡qb cÖPwjZ gy`ªvi wewbg‡q 

†jb‡`b Kiv nq (†hgb GgGdGm †Kv¤úvwbMy‡jvi G‡R›U)| Avgv‡`i †`‡k 

cÖvwZôvwbK bq, wKš` e¨w³MZ G‡R›U we`¨gvb| 

 

2.2.7. mgvavb Kx? 

GUv LyeB KwVb— 

1. wµ‡Þv-gy`ªvi e¨envi kbv³, Z`šÍ, wePvi Ges cÖwZ‡iva Kiv| 

2. wµ‡Þv m¤ú` Rã Kiv| 

3. Znwe‡ji MwZwewa AbymiY Kiv| 

4. KvD‡K STR dvBj ˆZwi‡Z eva¨ Kiv| 

KviY RwoZ me e¨w³/c‣ †ebvwg Ges kbv³‡hvM¨ bq| 

hw` GwU wbqš¿b Kiv bv hvq, Zvn‡j GwU ˆea Iqv‡jU Ges cÖK…Z gy`ªv‡K nZ¨v 

Ki‡e| B‡Zvg‡a¨, †hgb cÖwZ‡e`b Kiv n‡q‡Q, fvPz©qvj †µwWU KvW© I 

†WweU KvW© Bmy¨ Kiv Ges fvP©yqvj A¨v‡mU GwUGg Bb÷j Kiv ïiæ n‡q‡Q| 

ZvB wµ‡Þv-Kv‡iwÞi aviYvwU MÖnY Kiv Ges mswkøó †`‡ki †K›`ªxq 

e¨vsKMy‡jv Øviv wWwRUvj gy`ªv Pvjy Kiv eyw×gv‡bi KvR n‡e| GwU A‰ea 

fvP©yqvj m¤ú`‡K aßsm Ki‡e Ges †`k †_‡K bM` A_© mwi‡q K¨vk‡jm mgvR 

MV‡b mvnvh¨ Ki‡e| AvBGgGd cÖavb wµw÷b jvMvW© wm½vcy‡i GKwU 

m‡¤§j‡b Zvi mv¤úªwZK e³…Zvq e‡j‡Qb (†idv‡iÞ : wewewm (14 b‡f¤̂i 

2018)) Ô†K›`ªxq e¨vsK wWwRUvj gvwb Bmy¨ Ki‡Z cv‡iÕ| 

wZwb AviI e‡jb— 

 Avwg wek¦vm Kwi Avgv‡`i wWwRUvj gy`ªv Pvjy Kivi m¤¢vebv we‡ePbv Kiv 

DwPZ| 

 wWwRUvj A_©bxwZ‡Z A_© mieiv‡n iv‡óªi f‥wgKv _vK‡Z cv‡i| 

 myweav¸‡jv ¯úó| Avcbvi †c‡g›U ZrÿYvr, wbivc`, m¯Ív I Aa©-†ebvwg 

n‡e| 

 KvbvWv, Pxb, myB‡Wb I Diæ¸‡qi †K›`ªxq e¨vsKMy‡jv wWwRUvj Kv‡iwÞi 

cÖ¯Ívemg~n ¸iæZ¡ mnKv‡i we‡ePbv Ki‡Q|  

 GKwU †K›`ªxq e¨vsK Øviv Rvwi Kiv GKwU fvP©yqvj gy`ªv K¨v‡ki g‡Zvb 

iv‡óªi `vq n‡e—GKwU cÖvB‡fU dv‡g©i bq| 

 GwU †jb‡`bMy‡jv‡K wbivc` Ges AviI mnR K‡i, d‡j m¯Ív n‡e| 

 

2.2.8. RvZxq wWwRUvj gy`ªvi (GbwWwm) cwiwPwZ : (Introduction of 

National Digital Currency (NDC)) 

i) weUK‡q‡b, gvBbvi AcwiwPZ Ges Zviv e¨emvwqK j‣¨ wnmv‡e wekvj 

Z_¨ †K›`ª ¯'vcb K‡i| b¨vkbvj wWwRUvj gy`ªvi †‣‡Î †K›`ªxq e¨vsK n‡e 

GKgvÎ gvBbvi| 

ii) weUK‡q‡b, BDRviMY AcwiwPZ _v‡K, Ab¨w`‡K RvZxq wWwRUvj gy`ªvq 

BDRviiv wbe©vPb Kwgkb WvUv‡em †_‡K B-†KIqvBwm hvPvBKi‡Yi 

gva¨‡g e¨vsK KZ…©K wbewÜZ n‡e|  

iii) weUK‡q‡bi AbjvBb Iqv‡jU cÖ`vbKvixiv AcwiwPZ c‣ (†Kvb KZ©…c‣ 

Øviv wbqwš¿Z bq) cÿvšÍ‡i b¨vkbvj wWwRUvj Kv‡iwÞ‡Z Kgvwk©qvj 

e¨vsK¸‡jv AbjvBb Iqv‡jU cÖ`vbKvix wn‡m‡e KvR Ki‡e| 

iv) weUK‡q‡bi †‣‡Î, G•‡PÃ †Kv¤úvwbMy‡jv jyKv‡bv _v‡K Ges G¸‡jv 

†KvbI KZ©…c‡‣i Øviv wbqwš¿Z bq| Ab¨w`‡K RvZxq wWwRUvj gy`ªvi 

†‣‡Î, hw` UvKvi m‡½ GbwWwm wewbgq Ki‡Z bv nq, ZLb †Kvb 

G•‡PÃ †Kv¤úvwbi cÖ‡qvRb nq bv, Avi wewbg‡qi cÖ‡qvRb n‡j, 

e¨vs‡Ki kvLv, gvwb G•‡PÃ Ges/A_ev GgGdGm ev G‡R›U e¨vswKs 

AvDU‡jU‡K UvKv‡K GbwWwm-†Z ev GbwWwm‡K UvKv‡Z iƒcvšÍi Kivi 

Rb¨ wb‡qvwRZ Kiv †h‡Z cv‡i|  

 

3. K…wÎg eyw×gËv (Artificial Intelligence) 

K…wÎg eyw×gËv (AI) n‡jv Ggb eyw×gËv, hv †gwkb e¨envi K‡i †hŠw³KZvi 

cwi‡cÖw‣‡Z Ges hyw³m½Zfv‡e wk‣v Ges mgm¨v mgvav‡bi †KŠkj cÖ`vb 

K‡i| AI M‡elYv‡K eyw×gvb G‡R‡›Ui Aa¨q‡bi †‣Î wnmv‡e msÁvwqZ Kiv 

n‡q‡Q, hv Ggb †Kv‡bv c×wZ‡K †evSvq hv Zvi cwi‡ek‡K m¤¢ve¨ K‡i Ges 

Ggb c`‡‣c †bq, hv Zvi j‣¨ AR©‡bi m¤¢vebv‡K me©vwaK K‡i †Zv‡j| Gi 
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g‡a¨ i‡q‡Q DbœZ I‡qe mvP© BwÃb, gvby‡li K_v †evSv, ¯^qswµqfv‡e Mvwo 

Pvjv‡bv, ¯^qswµq wm×všÍ MÖnY I †KŠkjMZ †Mg c×wZ‡Z m‡e©v‧P ch©v‡q 

cÖwZ‡hvwMZv Kiv| 

Avw_©K wkí †hLv‡b cÖPzi cwigv‡Y †WUv m…wó K‡i †mLv‡b weM †WUv (big 

data) cvIqv hvq| Z_¨ msMÖn, MVb I msi‣‡Yi Rb¨ e¨vswKs wk‡íi GKwU 

kw³kvjx Uz‡ji cÖ‡qvRb| A‡bK e¨vswKs I Avw_©K cÖwZôvb K…wµg e…w×gËv 

cÖhyw³ e¨envi Ki‡Q †hgb best integrated database ˆZwi I e¨envi Kiv, 

MÖvn‡Ki G•‡cwi‡qÞ DbœwZ Kiv, SzuwK e¨e¯'vcbv DbœZ Kiv, Z_¨ wbivcËvi 

DbœwZ Kiv, †i¸‡jUwi Kgcøv‡qÞ e…w× Kiv, BZ¨vw`| 

Avgiv e¨vswKs-G K…wÎg eyw×gËvi cÖfve‡K `ywU `…wó‡KvY †_‡K we‡ePbv 

Ki‡Z cvwi| 

 

MÖvnK‡`i `„wó‡KvY †_‡K 

1. K…wÎg eyw×gËv fvPz©qvj mvnvh¨Kvixi gva¨‡g A¨vKvD›U †Lvjv‡Z mnvqZv 

K‡i| 

2. A¨vKvD›U kbv³KiY Ges A_© †jb‡`‡bi Rb¨ ev‡qv‡gwUª• 

(gyL/AvBwim/f‡qm/AvOy‡ji Qvc kbv³KiY) Gi e¨envi| 

3. cÖwZwU MÖvnK‡K GKwU e¨w³MZ G•‡cwi‡qÞ cÖ`vb Kiv| 

4.  AI -m¶g myiw¶Z e¨vswKs myweav cÖ`vb| 

 

e¨vs‡Ki `„wó‡KvY †_‡K 

1. GKvwaK ms¯'vb †_‡K ¯^Zš¿fv‡e MÖvnK kbv³KiY| 

2. cÖvmw½K †WUvi Dci wfwË K‡i †gwkb jvwb©s A¨vjMwi`g e¨envi K‡i 

MÖvnK‡`i Rb¨ F‡Yi †hvM¨Zvi wel‡q wm×všÍ †bIqv Ges GKwU ‡jv‡bi 

wjwgU †ei Kiv| 

3. RvwjqvwZ kbv³KiY I m‡›`nRbK AvPiY kbv³KiY| 

4. me‡P‡q †ewk e¨eüZ ‡mevMy‡jv Lyu‡R †ei Kiv Ges †mB Abyhvqx ‡mev 

cÖ`vb Kiv| 

5. e¨e¯'vcbv I e¨vsK Kg©Pvix‡`i †mevi gvbMy‡jvi Rb¨ gwbUwis Uzjm&  

cÖ`vb Kiv|   

6. cÖPyi cwigv‡Y †iv (raw) e¨vswKs †WUv †_‡K msw‣ß BbmvBU (insite) 

ˆZwi Kiv, hv fwel¨‡Z e¨vswKs †KŠkj MV‡b mvnvh¨ Ki‡Z cv‡i| 

7. MÖvnK‡`i †WUvi Ici wfwË K‡i MÖvnK‡`i Rb¨ bZzb bZzb 

Advi/c¨v‡KR/mvwf©m ˆZwi Kiv| 

8. MÖvnK‡`i Rb¨ †fŠ‡MvwjK, Ges Av_©-mvgvwRK †WUv| 

9. cÖwZ‡hvMx‡`i we‡kølY Kiv I cÖwZ‡hvwMZvc~Y© evRv‡i Ab¨‡`i †P‡q 

GwM‡q _vKvi †KŠkj wbY©q Kiv| 

10. jvf Kivi Rb¨ cÖwZkªæwZe× wewb‡qvM †m±i (Promising 

investment sector) Lyu‡R †ei Kiv| 

11. g~j¨ýxwZ I gy`ªv msKUmn e¨vswKs msK‡Ui c~e©vfvm †c‡Z Mfxi wk‣vi 

g‡WjMy‡jv (deep learning models) †ek Kvh©Ki n‡Z cv‡i| 

 

4. fwel¨Z cÖhyw³wfwËK e¨vswKs (Future Technology-based 

banking) 
 

4.1 fvPz©qvj/wWwRUvj e¨vswKs (Virtual/Digital Banking) 
fvPz©qvj/wWwRUvj e¨vswKs ej‡Z †Kv‡bv MÖvnK e¨vsK kvLvq wdwRK¨vj  

Dcw¯'wZ QvovB e¨vswKs cÖwZôvb Ges Zv‡`i Kvh©vewj AbjvB‡b A¨v‡•m 

Kiv‡K †evSvq| e¨vswKs‡q cÖhyw³i e¨vcK e¨env‡ii gva¨‡g GUv m¤¢e| 

evsjv‡`‡ki A‡bK e¨vsK BwZg‡a¨ fvPz©qvj/wWwRUvj e¨vswKs †mev Pvjy 

K‡i‡Q Ges me‡P‡q RbwcÖq †mevMy‡jv n‡jv B›Uvi‡bU e¨vswKs, B-Kgvm© 

mwjDkb, †gvevBj A¨vcm| GwUGg/wmAviGg, GgGdGm I G‡R›U 

e¨vswKs‡qi g‡Zv Ab¨vb¨ cwi‡lev MÖn‡Yi Rb¨ MÖvnK‡`i ey_, G‡R›U c‡q›U 

BZ¨vw`i g‡Zv ¯'v‡b †h‡Z nq| 

fvPz©qvj/wWwRUvj e¨vswKs †mevq gvby‡li cÖavb D‡Ø‡Mi g‡a¨ GKwU n‡jv 

wbivcËv| ¯‹¨vgvi I n¨vKvi‡`i Kvi‡Y B›Uvi‡b‡U e¨vswKs A‡b‡Ki Kv‡Q 

fxwZKi n‡Z cv‡i, ZvB fvPz©qvj e¨vsK Zv‡`i cø¨vUdg©My‡jv wbivc` I 

Avw_©K wµqvKjv‡ci Rb¨ Dchy³ wKbv Zv wbwðZ Ki‡Z AwZwi³ mZK©Zv 

Aej¤^b Ki‡e| 

Ab¨w`‡K, fvPz©qvj/wWwRUvj e¨vsK n‡jv Ggb GKwU e¨vsK—hvi †Kv‡bv 

wdwRK¨vj Dcw¯'wZ †bB| MÖvnKiv AbjvB‡b GKwU fvP©yqvj e¨vs‡K A¨vKvD›U 

†Lv‡j Ges Kvh©Z mg¯Í †jb‡`b AbjvB‡b m¤úv`b K‡i| MÖvnK‡`i †Kv‡bv 

mnvqZvi cÖ‡qvRb n‡j fvPz©qvj e¨vs‡Ki Kj †m›Uvi Zv‡`i mnvqZv †`‡e|  
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4.2 K¬vDW Kw¤úDwUs (Cloud Computing) 
K¬vDW Kw¤úDwUs n‡jv mvf©vi, †÷v‡iR, WvUv‡em, †bUIqvwK©s, md&UIq¨vi, 

GbvjvBwUKm& I eyw×gËvmn Kw¤úDwUs cwi‡lev B›Uvi‡bU (ev K¬vDW) Gi 

gva¨‡g mieivn Kiv| wdwRK¨vj †WUv †m›Uvi I mvf©vi †Kbv, gvwjKvbv MÖnY 

I i‣Yv‡e‣‡Yi cwie‡Z©, Avgiv hLb cÖ‡qvRb ZLb Ges Pay-as-you-go 
wfwË‡Z cÖhyw³MZ †mevmgyn A¨v‡•m Ki‡Z cvwi|  

K¬vDW Kw¤úDwUs e¨vswKs †m±‡ii Rb¨ me‡P‡q AvKl©Yxq I 

cÖwZkÖæwZkxj cÖhyw³My‡jvi g‡a¨ GKwU| Z‡e we`¨gvb wbqgvbymv‡i, MÖvn‡Ki 

Z_¨ †`‡ki evB‡i Ae¯'vb Ki‡Z cvi‡e bv Ges e¨vsKMy‡jv e¨vswKs †mev, 

we‡kl K‡i †Kvi e¨vswKs mwjDk‡bi Rb¨ K¬vDW e¨envi Ki‡Z cvi‡e bv| 

Z‡e e¨vsKMy‡jv GBPAvi, Bb‡f›Uwi I B‡gB‡ji g‡Zv wewea cwi‡levMy‡jvi 

Rb¨ e¨vcKfv‡e K¬vDW Kw¤úDwUs e¨envi K‡i‡Q| 

 

K¬vDW Kw¤úDwUs Gi aib 

 Business Process as-a-Service (BPaaS) 
 Intrastructure as-a-Service (IaaS) 
 Platforms as-a-Service (PaaS) 
 Software as-a-Service (SaaS) 

 

hw`I K¬vDW e¨vswKs‡qi myweav n‡jv ewa©Z ZrciZv I D™¢veb, Kg 

i‣Yv‡e‣Y e¨q, AvBwU RwUjZv nªvm Kiv Ges wbivcËv e…w× Kiv; Gi 

P¨v‡jÃMy‡jv n‡‧Q— 

 ¯'vbxq †i¸‡jU‡ii MvBWjvBb I K¬vDW e¨vswKs‡qi Kgcøv‡q‡Þi 

wbqg¸‡jvi g‡a¨ Ø›Ø|  

 wbivcËv I †MvcbxqZvi ûgwK, †hgb, Z_¨ Avcm Kiv| 

 we`¨gvb c×wZ †_‡K K¬vD‡W Z_¨ ¯'vbvšÍ‡ii SzuwK, †hgb wecyj cwigvY 

Z_¨, A‡hvM¨ cÖhyw³we`, †j‡MwQ (Legacy) md&UIq¨vi, BZ¨vw`| 

 K¬vD‡W gvB‡MÖk‡bi KvRwU AvDU‡mvwm©s‡qi Kvi‡Y BDRvi †WUv wecbœ 

nIqvi SzuwK| 

 gvbe ÎæwU Ges A‡hvM¨Zv, we‡kl K‡i †KvwWs, gvB‡MÖkb, i‣Yv‡e‣Y 

BZ¨vw`i †ÿ‡Î| 

 wbiew‧Qbœ AvšÍtmxgvšÍ B›Uvi‡bU Ges D‧P e¨vÛDB_| 

 

 

4.3 B›Uvi‡bU Ad w_sm (IOT) 

IOT †fŠZ e¯Íyi ‗things‘ (†gvevBj †dvb, ˆe`y¨wZK hš¿cvwZ, evi‡KvW 

†mÞi, Uª¨vwdK jvBU, BZ¨vw`) hv‡Z †mÞi, md&UIq¨vi Ges Ab¨vb¨ 

cÖhyw³MZ gvB‡µvcÖ‡mmi mshy³ _v‡K, Ges hvnv B›Uvi‡b‡Ui gva¨‡g Ab¨vb¨ 

wWfvBm I c×wZi m‡½ Z_¨ Av`vb-cÖ`vb Ki‡Z cv‡i, Ggb wRwb‡mi 

†bUIqvK©‡K †evSvq|  

 

Kxfv‡e IOT KvR K‡i 

—B›Uvi‡bU—mshy³ wWfvBmMy‡jv Z_¨ msMÖn K‡i| 

—msM…nxZ Z_¨ wWfvBmMy‡jv †_‡K GKwU msMÖn¯'‡j (gathering print) 

†cÖiY Kiv nq, †hgb—†WUv †m›Uvi, K¬vDW BZ¨vw`| 

—Z_¨ cÖwµqvKiY I we‡kølY K‡i|  

AbygwZ †`Iqv n‡j MÖvnKiv GB Z_¨vMy‡jv A¨v‡•m Ki‡Z cv‡ib Ges 

IOT—m‣g wWfvBmMy‡jv‡Z wi‡gvU KgvÛ cÖ‡qvM Kiv, AbjvB‡b GgAvBGm 

cÖwZ‡e`b cvIqv Ges Kv÷gvBRW we‡kølY m¤úv`b Kivi g‡Zv wKQy 

wµqvKjvc m¤úv`b Ki‡Z cv‡ib| IOT MÖvnK‡`i I e¨vsKvi‡`i e¨vswKs 

G•‡cwi‡qÞ evov‡ZI e¨envi Kiv †h‡Z cv‡i| 

 

4.4 †gwkb jvwb©s (Machine Learning) 

hLb GKwU Kw¤úDUvi nvRvi nvRvi we¯Í…Z cwimsL¨vbMZ (Statistical)  I 

MvwYwZK (Mathmetical) g‡W‡ji mvnv‡h¨ cyivZb †WUv Ges Z_¨ e¨envi 

K‡i wb‡R wb‡R †kLvi Rb¨ KbwdMvi Kiv nq, ZLb G‡K †gwkb jvwb©s 

e‡j| †µwWU †¯‹vwis I Dchy³ wewb‡qvM civg‡k©i Rb¨ †iv‡ev-Dc‡`óv 

(Robo-advisor), `¶ MÖvnK †mevi Rb¨ P¨vUeU, BZ¨vw` n‡jv B`vbxs 

e¨eüZ me‡P‡q Kgb †gwkb jvwb©s-wfwËK A¨vwcø‡Kkb|  

RvwjqvwZ kbv³KiY, SzuwK e¨e¯'vcbv, MÖvn‡Ki AvPiY we‡kølY, µ‡qi 

aiY Ges e¨vs‡Ki Ab¨vb¨ A‡bK KvR, †gwkb jvwb©s e¨envi K‡i DbœZ Kiv 

†h‡Z cv‡i| D`vniY¯^iƒc, hw` GKwU †µwWU KvW© GLb evsjv‡`‡k e¨envi 

Kiv nq Ges Zvici Avav NÈvi g‡a¨ GwU hw` gvwK©b hy³iv‡óª e¨envi Kiv 

nq, Zvn‡j wm‡÷g GwU GKwU cÖZviYvg~jK †jb‡`b wnmv‡e kbv³ Ki‡e, 

KviY †Kv‡bv MÖvnK Avav NÈvi g‡a¨ evsjv‡`k †_‡K gvwK©b hy³iv‡óª †h‡Z 

cvi‡e bv| Ab¨vb¨ e¨env‡ii †‣‡Î n‡Z cv‡i Kvh©vewj ¯^qswµq Kiv, 
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RvwjqvwZ nIqvi Av‡MB Zv wPwþZ Kiv, AviI `ªæZ I wbfz©jfv‡e FY cÖwµqv 

Kiv Ges Kgcøv‡qÞ †P‡Ki Kvh©KvwiZv evov‡bv| 

e¨vs‡Ki Rb¨ †gwkb jvwb©s cÖ‡qvM Kivi myweav n‡jv cwiPvjbv e¨q 

Kgv‡bv Ges Avq evov‡bv| †gwkb jvwb©s GKwU †Kv¤úvwb‡K Zvi cÖwZ‡hvMx‡`i 

‡P‡q †ewk fv‡jv Kivi ‣gZv e…w× Ki‡e| GiciI, †jv‡Kiv Kxfv‡e Zv‡`i 

A_© e¨q K‡i Zv AviI fv‡jvfv‡e †evSvi gva¨‡g, †gwkb jvwb©s 

A¨vjMwi`gMy‡jv Advi, wWmKvD›U I †cÖvWv± cÖ¯Íve Ki‡Z cv‡i, hv MÖvnKiv 

wKb‡Z ev hv‡Z AviI wewb‡qvM Ki‡Z AvMÖnx nq|  

 

4.5 †WUv gvBwbs (Data Mining) 

†WUv e¨e¯'vcbv cÖhyw³i m‡½ mvgÃm¨ †i‡L mv¤úªwZK AMÖMwZi g‡a¨ GKwU 

n‡jv †WUv gvBwbs I Ávb Avwe®‹vi (knowledge discover)| †WUv gvBwbs 

n‡‧Q †gwkb jvwb©, cwimsL¨vb I WvUv‡em wm‡÷‡gi ms‡hvvM¯'‡j RwoZ e…nr 

†WUv‡m‡Ui c¨vU©vb †ei Kiv I Avwe®‹vi Kivi cÖwµqv| †WUv AvKv‡i I gvÎvq 

e…w× †c‡q‡Q| Gm‡Ë¡I GwU cÖvqkB MÖvnK‡K Rvbvi I †miv weKíMy‡jv ˆZwii 

GKwU Uzj wnmv‡e e¨eüZ nq| 

¸iæZ¡c~Y© e¨emvwqK D‡ØMMy‡jv‡K (important business concerns) 

†gvKv‡ejvq wekvj Z_¨ fvÛvi †_‡K `iKvwi Z_¨ mÜvb Kivi †KŠkj‡K †WUv 

gvBwbs e‡j| Z‡_¨i GB ce©Z, hv cÖwZw`bB msi‣Y Kiv n‡‧Q Zv cÖwZôv‡bi 

me‡P‡q g~j¨evb m¤ú‡` cwiYZ n‡‧Q| wecYb, FY SzuwK e¨e¯'vcbv, A_© 

cvPvi mbv³KiY, Zvij¨ e¨e¯'vcbv, Bb‡f›U‡g›U e¨vswKs I mgqg‡Zv 

cÖZviYvg~jK †jb‡`b kbv³KiYmn wewfbœ †‣‡Î e¨vsKMy‡jvi Øviv †WUv 

gvBwbs‡qi e¨env‡ii cÖPyi m¤¢vebv i‡q‡Q| GwU e¨vsK Gi †jb‡`‡bi 

aibMy‡jv we‡kølY K‡i Gi jv‡fi Ici cÖfve †djvi Av‡MB RvwjqvwZ kbv³ 

Ki‡Z cv‡i| †WUv gvBwbs AZ¨šÍ Kvw․‣Z ¸Yvewj AR©‡b Kvh©Ki n‡Z cv‡i| 

 

4.6. Z_¨ msiÿYvMvi (Data warehouse) 

†WUv IqvinvDwRs cÖwZ‡e`b I †WUv we‡køl‡Yi Rb¨ e¨eüZ GKwU c×wZ 

Ges e¨emvwqK eyw×gËvi GKwU g~j Dcv`vb wnmv‡e we‡ewPZ nq| GwU GK ev 

GKvwaK Drm †_‡K mgwš^Z Z‡_¨i GK ai‡bi †K›`ªxq msMÖn¯'j| 

D`vniY¯^iƒc, GKwU e¨vs‡Ki wewfbœ †WUv‡em _vK‡Z cv‡i †hgb †Kvi 

e¨vswKs †WUv, wi‡UBj, FY Z_¨, GmGgB FY †`Iqvi Z_¨, †µwWU KvW© 

Z_¨, GgGdGm Z_¨, B-Kgvm© Z_¨ I G‡R›U e¨vswKs Z_¨| GKwU Z_¨ 

msiÿYvMvi mg¯Í Z_¨‡K GKwÎZ K‡i Ges MÖvnK b¤^i, †gvevBj b¤^i ev 

GbAvBwW b¤^‡ii g‡Zv wKQy g~j kbv³Kvix (key identities) e¨envi K‡i 

†mMy‡jv‡K mvRvq| c×wZ Øviv wKQy AZ¨šÍ ¸iæZ¡c~Y© wm×všÍ †bIqv nq Ges 

cÖwZ‡e`b wnmv‡e e¨vswKs Kg©KZ©v‡`i Kv‡Q Rgv †`Iqv nq| 

we‡kølY ev cÖwZ‡e`‡bi mvnv‡h¨, e¨vsKMy‡jv Zv‡`i MÖvnK‡`i‡K fvM 

K‡i e¨vs‡Ki gybvdv evov‡Z I bZyb MÖvnK‡`i AvK…ó Ki‡Z cv‡i| 

e¨vsKMy‡jvi Rb¨, Z_¨ msiÿY cwi‡levMy‡jv MÖvn‡Ki A‡bK cÖkœ ev wRÁvmvi 

dj| 

ZvB ms‡‣‡c, Z_¨ msiÿYvMvi n‡jv e¨vsKMy‡jv Øviv Z_¨ †gvKv‡ejv I 

cwiPvjbvq e¨eüZ Uzjm& hv Zv‡`i MÖvn‡Ki Pvwn`vMy‡jv AviI fv‡jvfv‡e 

eyS‡Z Ges AviI Nwbôfv‡e †`L‡Z mvnvh¨ Ki‡Z cv‡i| hLb GKwU cÖwZôvb 

Dchy³ †WUv I Gbvwj÷ e¨envi K‡i, ZLb GwU m¤úªmviY I nªv‡mi 

(expansion and depletion) g‡a¨ cv_©K¨ Ki‡Z cv‡i| GB Ávb AR©‡b 

Kvh©Ki Z_¨ e¨e¯'vcbv I we‡kølY Acwinvh© Ges GwU GKwU ‡WUv IqvinvDR 

mwjDkb e¨envi K‡i AR©b Kiv †h‡Z cv‡i| 

evwYwR¨Kfv‡e mnRjf¨ Z_¨ msiÿYKiY mgvavbMy‡jvi g‡a¨ K‡qKwU 

n‡jv †UivWvUv (Teradata), gvB‡µvmd&U A¨vRyi (Azure), A¨vgvRb 

†iWwkd&U (Redshift), weMKz‡qwi (BigQuery), GmGwc (SAP) Ges 

GmGGm (SAS)| 

 

4.7. mv¤úªwZK cÖeYZv (Current Trends) 

cÖhyw³MZ DbœwZi m‡½ m‡½ e¨vswKs Lv‡Z e¨vcK cwieZ©b NU‡Q| cÖhyw³ 

e¨emvi mgv_©K n‡q D‡V‡Q| ZvB e¨vswKs †m±i cÖ_vMZ e¨vswKs †_‡K 

wWwRUvj I K…wÎg eyw×gËvi w`‡K GwM‡q hv‡‧Q| Avgiv `xN©Kvj a‡i cÖhyw³i 

Avkxe©v` MÖnY K‡iwQ, hv K…wÎg eyw×gËv, †gwkb jvwb©s, A¨vjMwi`g, eøK 

†PBb, wµ‡ÞvKv‡iwÝ, AvBIwU, 5G mn AviI A‡bK fv‡e †c‡q hvw‧Q| 

 

eZ©gv‡b e¨vswKs †m±‡i e¨eüZ wKQy cÖavb cÖhyw³ wb‡P D‡jøL Kiv †h‡Z 

cv‡i— 

 wb‡Ri A¨vKvD›U wb‡RB †Lvjv (eKYC) 

 wWwRUvj gvwb (wµ‡ÞvKv‡iwÞ) hv K¨v‡ki e¨envi Kwg‡q †`‡e| 

 †h‡Kv‡bv ai‡bi †jb‡`b, Znwej ¯'vbvšÍi, e¨v‡jÞ/wee…wZ AbymÜvb, B-

†c‡g›U, B-†jvb BZ¨vw`i Rb¨ †gvevBj A¨vcm| 
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 KvW©‡jm GwUGg D‡Ëvjb, wmAviGg e¨envi K‡i UvKv †Zvjv I Rgv 

Kiv| 

 QR I NFC †c‡g›U| 

 IVR (B›Uv‡iw±f f‡qm †imcÞ) I wfwWI e¨vswKs| 

 B-Kgvm©| 

 AvOy‡ji Qvc, gyL kbv³KiY, f‡qm e¨vswKs| 

 

e¨vswKs †m±‡i Avmbœ K…wÎg eyw×gËvwfwËK cÖhyw³ 

 eøK‡Pb cÖhyw³i mvnv‡h¨ fvP©yqvjvB‡Rkb I K¬vDW-wfwËK e¨vswKs| 

 fvP©yqvj I ewa©Z ev¯ÍeZvi (augmented reality) e¨envi| 

 †gwkb jvwb©s I †WUv mv‡qÞ e¨envi K‡i e¨w³MZKiY 

(Personalisation) I eyw×gËv cwi‡lev (Intelligence Service) 

cÖ`vb| 

 BaaS (GKwU cwi‡lev wnmv‡e e¨vswKs) Ges PaaS (GKwU cwi‡lev 

wnmv‡e cø¨vUdg©) e¨envi Kiv| 

mwVKfv‡e wWwRUvj e¨vswKs‡qi myweav wb‡Z wbivcËv GKwU cÖavb D‡ØM 

n‡e| kw³kvjx mvBevi wbivcËv, e¨enviKvixi cwiPq (user identity), 

myiw‣Z wWfvBm I Ae¯'vb (location) D‧PZi AMÖvwaKvi cv‡e| 

Ae‡k‡l cÖhyw³i Avkxe©v‡` iƒcvšÍi NU‡e Ges evRv‡i wbR¯^ †kqvi 

myiw‣Z Ki‡Z e¨vsKMy‡jv‡K fvP©yqvjvB‡Rkb I wWwRUvj e¨vswKs‡qi Ici 

Lye †Rviv‡jvfv‡e cÖvavb¨ w`‡Z n‡e| 

 

 

 

 

 

 

 

 

 

 

 

 

 

ch©v‡jvPbvg~jK cÖkœvewj 

 

1.  Multiple Choice Questions (MCQ) 
 

i)  Which of the following is not a FinTech for Banks? 

a)   Credit Card   b) ATM    c) Q-Management   d) Mobile Apps 

ii)  Which of the following is not a TechFins? 

a) Facebook  b) Amazon   c) Dutch-Bangla Bank   d) 
Grameen Phone 

iii)  Which of the following is not a party in Crypto-Currency 
production and processing? 

a) Miners  b) Central Bank  c) Online Wallet Providers   d) 
Exchange Companies 

iv)  Digital Banking has ----- 

a) a few branches  b) no branches  c) a few agents   d) huge 
number of employees 

 

2. Fill in the gap(s) 
 

i)  The FinTechs are financial companies like -----, ----- and ----
-- which embad FinTech to make their own products more 
attractive. 

ii)  Most well known solutions using FinTech in Bangladesh are 
----, ----- and ------ 

iii)  -------refers to any te hnology that ensures companies 
comply with their regulatory requirements. 

iv) ------- invented Bitcoin in ----- 

v)  Amount of currency to be issued by a central bank is backed 
mainly by ------ 

vi)  ------- is the process of production of crypto-currency. 
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m¤¢ve¨ cÖkœvewj 

 

1.  What is the differences between FinTech and TechFin? 

2.  Name a few of the FinTech solutions in use in Bangladesh. 

3.  Is Grameen Phone a TechFin company? Why? 

4.  Define the following: 

RegTech, Virtual Banking, Cloud computing, Internet 
ofThings, Machine learning, Data mining, Data Warehouse. 

5.  In which areas of banking, the block chain technology can 
be used? 

6.  Who is Satoshi Nakamoto? Why he dislikes existing 
currencies? 

7.  What is the status of Crypto-currency in Bangladesh? 

8.  What is the present state of Crypto-currency in the world? 

9.  How Crypto-currency works? Narrate in details. 

10.  How many parties are involved in Crypto-currency? 

11.  What is the role of a miner in Crypto-currency production? 

12.  Who are the Crypto-currency end users? 

13.  What are the functions of an Online Wallet Providers? 

14.  What the Exchange Companies do? 

15.  What it is difficult to control Crypto-currency? 

16.  State the idea of introducing National Digital Currency? 
How it is different than Crypto-currency? 

17.  What is Artificial Intelligence? How Artificial Intelligence 
impact the banking? 

18. What are the advantages of cloud banking? What are the 
challenges? 

19.  Describe current trend in banking in respect to technology 
use. 
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